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An Abstract of the Thesis of

Maher Jallad for Master of Sciences

Major: Computational Sciences

Title: Counter Measures Against Replay Attacks On LoRaWAN Based Devices In IoT Networks

Recently, LoRaWAN became one of the most important low power network
technologies. In fact, it can be considered as one of the most efficient technologies
for the Internet of Things (IoT). Indeed, LoRaWAN offers long range, low-power,
and low-data-rate. However, it faces different challenges such as availability,
authentication and integrity attacks that were presented recently. One of the
dangerous attacks is a replay attack in the Activation by Personalization (ABP)
that can lead to a selective denial-of-service on individual end devices. In this
thesis we aim to strengthen the IoT security measures in the ABP or Activation by
Personalization joint procedure during key generation and exchanging process, by
introducing a modification on the key management exchange of both the network

and application keys.
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Chapter 1

Introduction

The fundamental value proposition of the Internet-of-Things (IoT) is to enable
new value cases by remotely monitoring and controlling distributed embedded
systems, which together with their low cost will result in pervasive deployments
increasingly dominating the technology studies [10]. To reach a mature level of
[oT security, many challenges need to be addressed such as the lack of stan-
dards for secure IoT development. In addition, there is no accepted reference
architecture among vendors up till now. Moreover, IoT products and services
need the cooperation of many technologies and protocols, making the security of
[oT even harder to be guaranteed. Therefore, IoT devices have to implement a
set of security requirements to be considered secure mainly from cybersecurity
prospect. LoRa on the other hand is a proprietary spread spectrum modulation
scheme that is derived of Chirp Spread Spectrum modulation which allows for
data transfer over long distances and low energy consumption. In this chapter,
we present the IoT basic concepts and history, then specify the motivation for

choosing this subject. Also we define our problem, objectives and thesis plan.



Basic Concepts and History

In the early 2000’s, Kevin Ashton was laying the groundwork for what would
become the Internet of Things (IoT) at MIT’s AutolD lab [11]. Ashton was one
of the pioneers who conceived this notion as he searched for ways that Proctor and
Gamble could improve its business by linking RFID information to the Internet.
The concept was simple but powerful. If all objects in daily life were equipped
with identifiers and wireless connectivity, these objects could communicate with
each other and be managed by computers.

At the time, this vision required major technology improvements. After all,
many questions were raised such as: how would we connect everything on the
planet? What type of wireless communications could be built into devices? What
changes would need to be made to the existing Internet infrastructure to support
billions of new devices communicating? What would power these devices? What

must be developed to make the solutions cost effective?

Motivation

The Internet of Things is a fact now, as it is already spreading all over the world.
Sensors and embedded devices in automobiles, phones, homes, roads, bridges,
and appliances and farm equipment are already making new kinds of informa-
tion available and changing the way the information is produced and experienced.
[oT obviously represents a great opportunity for advances in information analysis.
The connections between [oT and data storage and processing as well as machine
learning are obvious and gaining attention already, except for the security, where
this field is considered as the major problem that is being faced by vendors and
technologists of which the most important is “how to protect our devices” from
being penetrated by hackers or controlled by any malicious software. The security

mechanism designed to protect communications must provide appropriate assur-



ances in terms of confidentiality, integrity, authentication and non-repudiation of
information flows. Security of IoT on the other hand is becoming very critical
in terms of protection of data transfer between the end devices and the servers
via transparent gateways. Such security problems are related to different type of
attacks that might jeopardize the data transmission between the IoT devices and

the network.

Problem Definition

A major attack is the ability to break the key generation procedure and control
the end devices, in addition to the ability to locate the device physically via a GPS
since the device can also send its location when installed at very large distances
ranging in km’s. Many approaches have proposed to protect the data confiden-
tiality and integrity, but still no final solution has been adopted to strengthen the
end devices security protection. In this thesis, we focus on a new approach for the
Activation by Personalization (ABP) procedure to minimize the security prob-
lem especially in the “key management” between the end devices and the servers
under LoRa protocol using LoRaWAN network. The ABP security problem is
that it directly connects end-devices to the specified network without initiating
a join-request and accept procedure since all keys are embedded inside, hence it
does not generate any keys and can directly encrypt messages using these keys. If
the keys are compromised, all communication between the device, gateway, and
network server can be decrypted by third party entities for the lifetime of the

device.

Objectives and Contribution Summary

As mentioned earlier, we aim at proposing a new approach that may solve the

security related to “key management”. The proposed solution will be based on



“Light Weight Algorithms” domain by introducing an additional hash function
and more than one input for the key to be calculated. It enhances the possibility
of adding different type of protection or enforcing the existing type of encryption
being used nowadays by the IoT devices. Our objectives and contributions can
be summarized as follows: 1. Survey the related works found in the literature and
identify their advantages and limitations. 2. Propose a new approach to solve
the protection of the keys interchanged between the devices and the network 3.
Implement the new approach in the existing IoT design if possible 4. Evaluate
the performance of the proposed approach and compare it with other types of
approaches such as “Light Weight Algorithms”. The contribution of this thesis
is to show the re-initialization of the frame counter in the ABP procedure where
the Nwkeys and AppKeys are embedded in the end device and try to enhance
the mitigation technique that prevents replay attacks,by implementing a new
scheme of cryptography protocol based on hashing in LWC rather than ECC to
the existing embedded keys during the re-joining sessions procedure, as well as
this preposition may be a candidate for securing end devices that have their keys

embedded in the future.

Thesis Plan

Chapter 2 introduces the basic concepts of [oT and LoRa. In Chapter 3 we survey
the related work, addressing the different types of vulnerabilities and investigate
most of the existing defense solutions; we identify the advantages and limitations
of each one of them and we emphasize on the limitations that will be solved in
the proposed algorithm. In Chapter 4 we introduce the proposed approach and
show how it can overcome the limitations of the existing solutions. In Chapter
5 we introduce the evaluation between AES-128bits and the ECC 160-bits, in
addition to the equipment used for the tests. Finally Chapter 6 concludes this

thesis.



Chapter 2

IoT BACKGROUND AND
BASIC CONCEPT

At a very basic level, “Internet of Things” means devices that can sense aspects
of the real world like temperature, lighting, the presence or absence of people or
objects, etc. IoT devices report real-world data, act on it and resulting more and
more information produced and consumed by machines. IoT devices communi-
cate between themselves to improve the quality of our lives, due to this, IoT is
now being embraced by different type of technologies as will be mentioned in the
following discussion.In this chapter, we will point out the basic concepts of the

[0oT as well the background and how it was thought of and introduced.

2.1 IoT Technologies

The adoption of technologies supporting the IoT has been increasing worldwide
in a tremendously rate. Examples of such technologies are Long Range Wide
Area Network (LoRaWAN) [4], Narrow-Band (NB-IoT) [4], and Wireless Smart
Ubiquitous Network (Wi-Sun) [4], in addition to many others that are less famous.

However, as the IoT market is rapidly expanding, LPWA (Low Power Wide Area)
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became one of the fast growing spaces in IoT. LoRaWAN (long range wide area
network) which is part from LoRa, is being widely implemented in most IOT

deployments.

2.2 LoRa

LoRa is a wireless technology developed to create the low-power, wide-area net-
works (LPWANS) required for machine-to-machine (M2M) and Internet of Things
(IoT) applications. The technology offers a very compelling mix of long range,
low power consumption and secure data transmission and is gaining significant
attraction in IoT networks being deployed by wireless network operators, detailed

information about the physical features are shown in Table 2.1 [7].

LoRa devices communicate with LoRa gateways in a star topology, which
send data to network server and onto an application server accessible by owners
of LoRa devices as shown in Figure 1.1, in which we can see the presence of end
devices connecting via transparent bridges to the network server. The gateway
here acts as a transparent receiver and transmitter by sending the data from the
end device onto a backhaul system. It contains multi-channel transmitters for
processing signals which are bi-directional. The network server on the other hand
manages the network by setting up schedules, adapting data rates, storing and

processing received data.

LoRa modulation technique [12] (Rb) relies on the relationship between the
required data bit rate with the Chirp rate and symbol rate. This is defined in

eq.(2.1):

BW .
Rb= SF x QS—szts/s x CR (2.1)

6



T T 1

‘ End Device ‘ End Device ‘

LoRa Giatev.-'a\,f IP Connection

LoRa Connection

LoRa Metwork Server

Figure 2.1: LoRa Network Architecture [1]

where SF is spreading factor, BIWW is modulation bandwidth (Hz) and CR
is the code rate which is equal to 4/(4+n), with n € (1,2,3,4).The bandwidth
is the most important parameter of the LoRa modulation. A LoRa symbol is

25F chirps, which cover the entire frequency band. It starts with a

composed of
series of upward chirps. When the maximum frequency of the band is reached,
the frequency wraps around, and the increase in frequency starts again from the
minimum frequency. The chirp rate is thus equal to the bandwidth (one chirp

per second per Hertz of bandwidth) [13].
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Table 2.1: Physical Features of LoRa [7]

Parameters LoRa

Spectrum Unlicensed
Modulation CSS

Bandwidth 500-125kHz

Peak data rate 290bps-50kbps(DL/UL)
Link budget 154dB

Max.# message/day Unlimited

Duplex Operation N/A

Power efficiency Very high

Mobility

Better than NB-IoT

Connection density

Utilized with NB-IoT

Energy efficiency

n> 10 years battery life

Spectrum efficiency

Chirps SS CDMA better than FSK

Area traffic capacity

Depends on gateway type

Interference immunity | Very high
Peak Current 32mA
Sleep current 1 microA

Standardization

De-Facto standard

2.3

LoRaWAN, in its turn, is a low-power wide-area data-link protocol for multi-node
networks [14]. Its network architecture is laid out in a star-of-stars topology [14]
with no repeaters and mesh connections. It has end nodes through which gate-
ways acting as transparent bridges relay messages to the central network server
as shown in Figure 2.2 which shows end nodes connecting via gateway bridges
to the internet cloud servers and then toward the https clients such as e-mail,

customer IT and remote management. In this architecture the gateways and the

LoRaWan Structure

8




central sever are assumed to belong to network operators with end nodes belong-
ing to subscribers. Subscribers are provided with an opportunity of transparent
bidirectional and secured data transfer to end nodes. The LoRaWAN specifica-
tion provides seamless interoperability among smart Things without the need of
complex local installations. It uses the 868MHz and 900MHz ISM bands and is
able to transmit over several kilometers depending on environment. LoRaWAN
implements the MAC layer as shown in Figure 2.4, where we see the different
types of layers such as the application, LoRa MAC, LoRa options, modulation
and lastly the regional ISM bands that it works on while LoRa technology at
the physical layer. LoRa uses wide bandwidth to help protect against deliberate
interference or environmental noise. LoRa and LoRaWAN devices are capable
of providing data rates from between 0.3kbps to 50kbps which varies based on

required range and interference.

AN
N, Secure IP
a‘h Y ) Connection
—_ ((1e1))
Ty v
/

/ LoRaWAN GW LoRaWAN S Sarea
J Cloud ~.

0 Remote
Monitoring
Sensor Nodes El

Figure 2.2: LoRaWAN Structure [2]

The LoRaWAN network applies an adaptive modulation technique with multi-
channel multi-modem transceiver in the base station to receive a multiple number
of messages from the channels. The spread spectrum provides orthogonal separa-

tion between signals by using a unique spreading factor to the individual signal.



This method provides advantages in managing the data rate.

2.4 LoRaWAN Elements

The LoRaWAN consists of the following elements and as shown in figure 2.3
15),(16]:

1. End node fulfills controlling and measuring functions. It contains a set of

necessary sensors and controlling elements.

2. LoRa Gateway is a device receiving the communications from the end nodes
and then transferring them onto the backhaul system. This network can
be Ethernet, cellular or any other telecommunications channels. Gateways
and end devices build up a star network topology. Normally, this device
contains multi-channel transmitters for processing signals simultaneously or
even several signals through one channel. Consequently, several devices of
this kind provide for network coverage and transparent bi-directional data

transfer between end nodes and the server.

3. Network Server manages the network: setting up schedules, adapting data

rates, storing and processing received data.

4. Application Server provides remote control over end nodes and collects data

from them

2.5 LoRaWAN Classes

A LoRa network distinguishes between a basic LoRaWAN Class A devices and
optional Classes B and Class C as shown in Figures 2.4 and 2.5 [15]. These classes

are explained as following:

10



End Device | | Gatewsy | | Senver

&p plication Server

Gatewsy Metwork Server

Node -'-'I
Node ~— Eppication Server
Node = Gatewsay |
Kode 1
Figure 2.3: The structure of LoRaWAN Network
Application Application
Lo Ra MAC MAC
Class A Class B
Baseline Baseline MAC Options
LoRa M odulation Modulation
ELIBEE || EU 433 || U5S915 AS430 || ———-- Regional 15M band

Figure 2.4: LoRaWAN Classes

1. Bi-directional end-devices (Class A): End-devices of Class A allow for bi-
directional communications whereby each end-device’s uplink transmission
is followed by two short downlink receive windows. The transmission slot
scheduled by the end-device is based on its own communication needs with
a small variation based on a random time basis (ALOHA-type of protocol).
This Class A operation is the lowest power end-device system for appli-
cations that only require downlink communication from the server shortly

after the end-device has sent an uplink transmission. Downlink communi-

11



cations from the server at any other time will have to wait until the next

scheduled uplink.

2. Bi-directional end-devices with scheduled receive slots (Class B): End-devices
of Class B allow for more receive slots. In addition to the Class A random
receive windows, Class B devices open extra receive windows at scheduled
times. In order for the End-device to open the receive window at the sched-

uled time, it receives a time synchronized beacon from the gateway.

3. Bi-directional end-devices with maximal receive slots (Class C): End-devices
of Class C have nearly continuously open receive windows, only closed when
transmitting. Class C end-device will use more power to operate than Class

A or Class B but they offer the lowest latency for server to end-device com-

munication.
Class A Transmit RX1 RX2
~4—RX Delay 1—-
-4——FRX Delay 2———»
Class B BCN PNG Transmit R¥1 RX2 BCN
"#—RX Delay 1
- RX Delay 2—— = ]
-t Beacon period -
Class C Transmit RX

4 RXDelay—

Figure 2.5: LoRa Class Types [3]
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2.6 LoRaWAN Protocol Architecture

Figure 2.6 shows the protocol architecture of LoRaWAN. As shown in this figure,
LoRaWAN’s protocol consists of a MAC layer and an application layer, and
operates based on the LoRa physical layer. The packet format is shown in Figure
2.7 where the maximum payload lengths vary with the data rate [17]. The main

elements of Figure 2.7 can be defined as following:

1. MAC layer: the packet processed in the MAC layer consists of a MAC
Header (MHDR), a MAC Payload, and a Message Integrity Check (MIC).
In a join procedure for end node activation, the MAC Payload can be
replaced by join request or join accept messages. The entire MAC Header
and MAC Payload portion is used to compute the MIC value with a network
session key (Nwk-SKey).The MIC value is used to prevent the forgery of

messages and authenticate the end node.

2. Application layer: the MAC Payload handled by the application layer con-
sists of a Frame Header (FHDR), a Frame Port (FPort), and a Frame Pay-
load (FRM). The FPort value is determined depending on the application
type. The FRM Payload value is encrypted with an application session key
(App-SKey). This encryption is based on the AES-128bits algorithm

2.7 End Node Activation

LoRaWAN defines two joining procedures for end-devices: Over-the-Air Acti-
vation (OTAA) and Activation by Personalization (ABP) [18]. OTAA requires
64 bit end-device identifier, EUI-64 (DevEUI), the 64 bit application identi-
fier, EUI-64 (AppEUI), and an Application Key (AppKey). An end-device
must follow this procedure every time it joins a new network. OTAA is the

most secure authentication method because a network session key for that end-

13
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LoRaWEN MAC Layer
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I 8
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Figure 2.6: LoRaWAN Protocol Architecture

L 3

Conventional Fhysca

Layer

| colnismdvithNwi Skey |

T

\\ L

MAC
Layer MHDR 1 BYTE MAC PAYLOAD M EYTES MIC4 BYTES
- “‘“-H___H
T [ Encypedbyiep stey | .
Apphication Frart 1
RR FHDR 722 EBYTES FR:M PAYLOAD N BYTES
Layer BYTE

Figure 2.7: LoRaWAN Packet Format

device is generated each time the device joins the network, which allows roaming

between networks belonging to different providers. Moreover, having two keys

makes tampering with or reading application data harder, even if one of the keys

is compromised. The end-device initiates the OTAA procedure by a sending join

request message as shown in Figure 2.7 . The message includes the AppEUI,

DevEUI, and nonce (DevNonce) of the end device. The DevNonce is a ran-

dom generated two byte value which is tracked by the network server and used

14



to reject any join request with an invalid nonce value. This mechanism prevents
replay attacks. The ABP joining procedure directly connects end-devices to the
specified network without initiating a join-request and accept procedure. The
device address (DevAddr), network session key (NwkSKey), and application
session key (AppSKey) are directly defined and stored in the end device. There-
fore, it does not generate any keys and can directly encrypt messages using these
keys. If the keys are compromised, all communication between the device, gate-
way, and network server can be decrypted by third party entities for the lifetime

of the device.

2.7.1 Over-the-Air-Activation

In the OTAA mode [19], an end node communicates with the network server
to perform the activation process, which is called join procedure. According to
the LoRaWAN specifications [20], the OTAA mode is used when an end node
is deployed or reset were the AppKey is used to cryptographically sign the Join
Request. All three values (AppEUI, DevEUT and Devnonce) are then made avail-
able to the application server to which the device is supposed to connect. OTAA
from security side uses the AES cryptographic primitive combined with several
modes of operations such as CMAC, CTR, AES-CMAC, and CBC. Confusingly
enough, the AppKey is used to generate the session keys, NwkSKey and AppSKey
which are used when the node sends a Join Request message. Figure 2.8 shows

the LoRaWAN join procedure. A detailed explanation of each step is as follows:

1. Join request message: by sending a join request message, the end node
starts the join procedure. DevEUI, AppEUI, and DevNonce are in-
cluded in the join request. DevFEUI and AppEUI refer to the global end
node and application identifier, respectively. They follow the IEEE EUI-64
address space format. The DevINonce is a random number generated by

the end node and starting from zero when the device is joined. The MIC

15



value of join request is calculated by the following formula:

cmac = aes128—cmac(AppKey, MHDR|AppEUI|DevEUI|DevNonce)
(2.2)
MIC = emac|0. .. 3] (2.3)

where an application key (AppKey) is pre-shared between the end node
and the network server. The “cmac” or calculated MAC is composed of
the Application Key, MAC header, Application end-device-identifier, device
end-device-identifier and the device plain text counter all encrypted by the

aes-128bit.

. After the network server receives the join request, it performs the replay
attack prevention process (described in chapter 3), which is based on the
DevNonce. If the DevINonce in the join request is previously used,
the network server determines that the message is invalid and that the join
process will fail. If the message is valid, the network server authenticates the
end node with the MIC value. If the end node passes the authentication, the
network server generates an NwkSKey and an AppSKey by the following

formula:

Nwk—Skey = aes128—encrypt(AppKey,0x01|AppNonce|NetID|DevNonce|pad16)
(2.4)

App—Skey = aes128—encrypt(AppKey,0x02| AppNonce| NetID|DevNonce|pad16)
(2.5)

where an AppNonce is a random number generated by the network server.

NetID is a 24-bit field. Its 5 least significant byte or LSBs are called

NwkID which is used to separate addresses of geographically duplicated

LoRa networks. The other bits of NetID can be freely determined by the

network server.

16



3. Join accept message: a join accept message contains AppNonce, NetlD,
DevAddr, DLSettings, RxDelay, and CFList. The DevAddr is a
32-bit identifier of the end node within the current network. The 7 most
significant byte or MSBs of DevAddr are referred to as the NwkID, which
is also contained in NetID. The other bits can be arbitrarily chosen by
the network server. DLSettings contains several values related to the
downlink configuration. RxzDelay is a delay between the transmission
and reception process. CFList is an optional field that is about channel
frequencies. Finally, the whole join accept message is encrypted with the

AppKey.

4. Transfer AppSKey: since the AppSKey is devised to secure end-to-end
communications between the end node and the application server, it should
be transferred from the network server to the application server. The Lo-
RaWAN specification does not specify when and how to exchange AppSKey
with the application server, since it is an essential part hence included it in

the join procedure.

5. After receiving the join accept message, the end node decrypts it and gen-

erates session keys using extracted parameters.

2.7.2 Activation by Personalization

Activation by Personalization skips connection and confirmation requests. In
this case, before activation, the device is assigned unique parameters (DevAddr,
NwkSKey and AppSKey), which are stored on the end device and the network
server. When activated, the end device sends these values to the server directly.
At the same time, messages are encrypted and signed with a digital signature.
It is assumed that only a pre-configured network server with the appropriate

parameters, (Figure 2.9) can process this data as text.
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Figure 2.8: OTAA LoRaWAN join procedure [4]

1. Network Session Key (NwkSKey): This is a network layer security mech-

anism. This key is unique to each end device and shared between the

end device and the network server. The network session key provides mes-

sage integrity during communication and security for end device to network

server communication.

2. Application Session Key (AppSKey): This key is responsible for end-to-

end (application to application) ciphering of the payload. This is also an

AES 128-bit key, unique to each end device. It is shared between the end

device and application server. The application session key encrypts and

decrypts application data messages and

payloads.
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Figure 2.9: ABP procedure [5]

2.8 Protection of data over LoRa

Once a “Node” is joined to a LoRa network, by OTAA, all messages will be
encrypted using the NwkSKey and AppSKey. As these keys are only known
by the Network Server and the joined node, hence the possibility of another node
to take over the session or a “man in the middle” attack to recover the clear-text

data is extremely difficult [21]

2.8.1 Data Encryption

During communications, frame payloads are encrypted first. If a frame payload
contains only MAC commands, NwkSKey is used for encryption. Otherwise,

AppSKey is used. The encryption process is seen in the following Figure 2.10 .

e Define blocks Ai

i =1 to k, k=ceil (length (frame-payload)/16).

Si = AES128-encrypt (K, Ai)

for I = 1 to k, k=NwkSKey or AppSKey

Truncate (frame-payload—pad16) XOR S to the first length (frame algorithm-

payload) octets.
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Figure 2.10: Frame payload Encryption
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Table 2.2: Encryption block of a message in LoRaWAN network
Ai 0*01 | 4*0*00 | Dir | DevAddr | Fent | 0%00 | I

Size(bytes) | 1 4 1 |4 4 1 1

This encryption method is Advanced Encryption Standard or AES, which is
a symmetric encryption algorithm. It supports a block length of 128 bits and key
lengths of 128, 192, and 256 bit. The block cipher mode of operation here is very
similar to the Counter (CTR) mode. It can be observed that for CTR mode,
there is a nonce and a block counter. The Electronic Codebook (ECB) mode is
usually used in encryption. Each block is encrypted separately as shown in Figure
2.11 . But the disadvantage of this method is that identical plaintext blocks are
encrypted into identical cipher text blocks, thus it doesn’t hide the data patterns
being transmitted well. In some senses, it doesn’t provide serious message con-
fidentiality, and it is not recommended for use in cryptographic protocols at all
[22] unless a single message block is to be encrypted only once. However, since
ECB mode is only used for join request, and the message will never be repeated
because of the nonce, it is still secure for LoRaWAN to use ECB mode (where
the message is divided into blocks, and each block is encrypted and decrypted
separately) [23].

2.8.2 Data Decryption

In “Data Decryption” the method of encryption is switched, starting from the

cipher text toward the plaintext in a similar process as “Data Encryption”.
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Chapter 3

IoT SECURITY,
VULNERABILITIES,ATTACKS
AND MITIGATION

The rapid development of the IoT market and the need to secure and protect
the traffic from vulnerabilities resulted in lots of testing from different vendors
and institutions of which the most important is the “LoRa Alliance Institution”.
In this chapter we elaborate some attacks mentioned prior in chapter two in a
more detailed explanation to pinpoint how these attacks are being generated and

applied when attacking IoT networks.

3.1 Analysis Of Vulnerabilities

LoRa devices are susceptible to several security attacks such as ABP attack, com-
promising device and network keys attack, jamming techniques attacks, replay
Attacks, wormhole attacks and side attacks. These attacks are briefly described

as following:

e One of the potential vulnerability is using ABP for joining, because deriving
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its keys from publicly available information such as the end device itself,
can be used to launch ABP attacks. Indeed, this could be worked out
through reverse engineering of one device, then all other communications
to any device would then be compromised. Therefore, we believe a unique
set of keys (NwkSKey and AppSKey) must be derived for each device to
protect the communication of other devices. In addition, LoRaWAN packet
structure does not include any time based data or signature to validate the
time of the message, and this might create a vulnerability to perform replay

or/and wormhole attacks on LoRaWAN networks.

Compromising device and network keys attack is the kind of attack where

a hacker gains physical access to a device and extracts the keys.

In Jamming technique attacks, malicious entities can transmit a power-
ful radio signal in the proximity of application devices to disrupt the ra-
dio transmissions. Typically, such attacks require dedicated hardware to

counter measure them.

A replay attack occurs on a security protocol by re-transmitting the valid
data by a malicious entity. The main purpose of this attack is fooling
the device or module by using handshake messages or old data from the

network.

A wormbhole attack could be performed by using two types of devices, sniffer
and jammer. The sniffer captures packets and signals to the jammer to
notify that it captured the packet. The captured packet never reaches to
the gateway and, validation of captured message stays valid.The captured
message can be replayed any time. Gateway and Network server forwards

to the packet to the application layer.

A side attack is an attack were an intruder eavesdrops on the device’s side

channel emissions and take note when an encryption key is used to access
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the device. This tiny amount of information can then be used to, in effect,

duplicate the key.

3.2 Replay attack for ABP activated nodes

This attack is designed to achieve spoofing and denial of service or DoS. For
the server, the attack goal is to achieve spoofing. After the attack, the server
will accept a malicious replayed message from the attacker’s end device, and it
will believe the message is from an accepted working end device. For the victim
end device, the attack goal is to achieve DoS. After the attack, the message
that the victim end device sends, will not be accepted in the server. The period
of DoS depends on the selection of replayed message as shown in Figure 3.1 in
which the end device is sending traffic to the gateway and then to the server. It
also shows a malicious device that is sniffing and replicating the traffic in a DoS

attack pattern by using it’s own mirror bridge.

End “‘\\
))

/
[ ( - Gateway Sarver

S
Malicious \, -
Dievice

Figure 3.1: LoRaWAN replay attack

In order to achieve this attack, the attacker should be capable of:
e Having knowledge of the physical payload format of LoRaWAN messages.

e Knowing the wireless communication frequency band of the victim end

device
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e Having a device to capture LoRaWAN wireless messages.
e Having a device to send LoRaWAN messages in a certain frequency.
e Storing and reading plaintext of LoRaWAN messages

If the attacker does not have a specific victim target, in a large LoRaWAN
network, the attacker has to wait for an overflow in order to start its attack.
However, if the attacker is performing attacks in a relatively small network, the
best for him is to be able to reset the victim end device to reduce the waiting

time.

3.3 Protocol Vulnerabilities

Many system features constitute vulnerabilities that can be exploited and lead to
replay attacks. Indeed, ABP activation method has many security flaws! ABP
activated end-devices use static keys, which means after resetting, the keys will
stay the same and will not be changed. Also, unlike OTAA activated end de-
vices, there is no join procedure for ABP activated devices. So for a malicious
message, it can be accepted by LoRaWAN network server when it meets below

requirements:
1. Session keys are the same as one accepted end device
2. DevAddr(Device Address) is the same as one accepted end device
3. Counter value is acceptable

In this case, the attacker can choose and resend the messages before a reset, and
the server cannot tell whether these messages are from this session or the session
before resetting. Moreover, counters are not used in a secure way. The protocol

specification, states that:

26



“After a JoinReq — JoinAccept message exchange or a reset for a
personalized end-device, the frame counters on the end-device and the
frame counters on the network server for that end-device are reset to
0.” [24]

Therefore, after resetting, the ABP activated end-device will reuse the frame
counter value from 0 with the same keys. In this case, the attacker grab messages
in the last session with larger counter values and reuse it in the current session.

To operate the attack, these steps should be followed:

1. Capture messages: Use a device to capture uplink messages of an ABP

activated node, and save them into the attacker’s database

2. Get Frame Counter FCnt value: Read the uplink counter value from these

messages since counter values are not encrypted.
3. Wait till the end device resets or counter overflows

4. Find a suitable message. Select a captured message with suitable counter

value from attacker’s database.

The criteria to select a suitable message is based on the attacker’s goal. As-
sume the uplink counter value in malicious message is C'm, and the uplink counter
value in end device is Ce. The maximum counter gap is Gap.

Let Cm = x and Ce =y

o If (x - y) < Gap: Malicious message will be accepted. Messages from end

device with the counter value in [z, y] will be ignored.
e If (x - y) > Gap: Malicious message will be ignored.

The most harmful attack is to select the counter value x = Gap + y, since

it will take the longest time to wait till it is recovered.

e Replay. Resend the message to the gateway
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3.4 Eavesdropping Attack

The attack is designed to compromise the encryption method of LoRaWAN. By
sniffing the wireless traffic between the gateway and the end device, the attacker
can use the corresponding relationship between 2 messages with the same counter
value to decrypt the cipher text. After the attack, the attacker can compromise
the confidentiality of the system, and obtain sensor data transmitted in the sys-
tem. If LoRaWAN is used to transmit secret data, this attack can cause serious
privacy issues.

In order to perform the attack, the attacker should have the capabilities of:
e Having a LoRaWAN wireless sniffer device to sniff wireless packets.

e Having basic knowledge of end devices such as message type and message

format.

e Having a database to store and compare LoRaWAN traffic.

3.4.1 Protocol Vulnerabilities

The root reason here is similar to the reason in attack 1. There are 2 vulner-
abilities in the protocol to achieve this attack: First, ABP activation method
has security flaws, and second, counters are not used in a secure way. Another
vulnerability is that the cipher block mode is not secure.

LoRaWAN uses “block cipher” mode similar to CTR when it comes to data
messages transfer. Instead of using a nonce in the block, a counter value is used.
After the resetting, since the key is statistic and the counter value will be reused,
the key stream will be the same for messages with same counter value. If we have
2 messages with same key stream, then:

Plaintextl XOR Keystream = Ciphertextl

Plaintext2 XOR Keystream = Ciphertext2
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Then we have:
Plaintextl XOR Plaintext2 = Ciphertextl XOR Ciphertext2
The attack setup illustrated in Figure 3-2 shows how a malicious gateway and

server is built by the attacker to capture wireless packets from the target network.

End Device > M}/\I Gateway EEE— Server

Figure 3.2: Eavesdropping attack

The attack works as follows:

1. The attacker captures and stores LoRaWAN wireless packets, and logs basic

information.

2. After resetting, attacker continues to collect packets, compare packets be-

fore and after resetting and pair packets with same counter value.
3. Coding with method crib dragging, see the result.

Figure 3-3[16] shows an example of conducting an eavesdropping attack in a

LoRaWAN network. A malicious gateway with appropriate frequency can receive
messages from end device. Pairing the messages before and after resetting with
same counter value, makes it possible to crib ragging to derive the plaintext.
As summarized before in this chapter, there are several varieties of possible at-
tacks in Wireless Sensor Network (WSN) such as below attacks shown in table
3.1

All these attacks are still not solved to protect the IoT, yet lots of experiments

are being done to overcome them in the future.
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Y
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Figure 3.3: Eavesdropping Attack Session
[16]

When using LoRaWAN devices such as ABP, it should be used only in cer-
tain circumstances, because during the resetting time, the embedded static keys
used are always the same in addition to the counter which will be reset back
to zero. In this case, counter values will be reused every time the end device
resets. Hence, we can strengthen the block cipher mode that LoRaWAN uses
which is similar to AES-CTR. Although AES-CTR mode is secure based on the
assumption that the nonce will never be reused. But in LoRaWAN network,
counter overflow and counter reset will both cause the counter reuse. One type of
encryption which is now being studied to enforce the security for [oT is the ECC

or Elliptic Curve Cryptography. The ECC is a light weight encryption type to
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Table 3.1: Type of WSN attacks [§]

Physical /Link Network /transport | Application layers | MultiLayer At-
layers layers tacks
Jammers NWK/transport Injection Side channel attacks
Relay Attacks Sinkhole Buffer overflows Replay Attacks
Sybil Unfairness Traffic Analysis

Selective Forwarding

False Routing

Crypto Attacks

Synchronization At-

tack

Hello Session Flood-

ing

Eavesdropping

complete the authentication and establish a secure session key between the end
device and the application server. Subsequently, over-the-air traffic including the
MAC commands and the application payload are the origin authenticated, in-
tegrity and replay protected, and encrypted. Furthermore, application payload is
end-to-end encrypted between the end-device and the application server. All of
these procedures rely on AES-128 cryptographic keys and algorithms. Therefore,
coming with a more secure encryption type as add on layer to AES yet light to
be embedded in the end devices is not an easy task. Using ECC may be the
next-generation approach to cryptography that uses a mathematical formula to
enable the use of relatively small cryptographic keys to provide the same or a
greater level of security compared to the larger RSA keys. IoT devices usually
have small memory and CPU. In addition, it requires minimal time to send the
data in order to preserve the power in its batteries. Using large encryption type
other than the symmetric methods such AES will drain the batteries’ juices, and
this is not recommended at all since the devices may be located in areas which are
not easy to reach. So using methods which require less computation then asym-

metric methods are highly recommended in key exchange between the devices
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and the servers while preserving the power. ECC and RSA are both asymmetric
encryption algorithms. The RSA asymmetric key of 2048-bits is equivalent to a
symmetric AES key of 128-bits. The NSA (National Security Agency) [25] usually
requires suit B cryptography to be implemented which requires a 3072 bit RSA
key, which is equivalent to 256-bit symmetric key encryption, but the computa-
tion time for increasingly higher levels of security increases exponentially using
RSA. In Table 3.2 [26] the difference between ECC and RSA key equivalencies
are shown in details, where we can see the key size differences and equivalencies
and which is considered as good encryption suite.

ECC allows devices with limited processing power to achieve a high level of
security without sacrificing expensive computing cycles and with minimal effect
on application performance.

ECC has three types of cryptography [9]:

1. Elliptic Curve Digital Signature Algorithm (ECDSA) is a digital signature
algorithm that is primarily used to authenticate digital content, and identify

the author of that content

2. Elliptic Curve Integrated Encryption Scheme (ECIES) is an integrated en-
cryption scheme that provides security against chosen plain text and chosen

cipher text attacks

3. Elliptic curve Diffie-Hellman (ECDH) allows two parties, each with public-

private key pairs, to share a secret over an insecure channel

As for our required scheme, it will be the 3rd option based on Diffie-Hellman
choice to check.

The security strength of ECC as shown in Figure 3.4, depends on the Ellip-
tic Curve Discrete Logarithm Problem (ECDLP) based on scalar multiplication,
which includes point doubling and adding operation. From mathematical point

of view, the ECC formula is:
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Table 3.2: ECC and RSA key equivalencies [9]

Key & Public Equivalent symmetric | Subjective Security
Encryption key key length
length
RSA 1024 80 Not Recommended
RSA 2048 112 Good
RSA 3072 128 Suite B Top Secret
RSA 15360 256 Future
ECC 163 80 Not Recommended
ECC 224 112 Good
ECC 256 128 Great
ECC 384 192 Suite B Top Secret
ECC 521 256 Future
y? = 2* + az + b(modp) (3.1)
4a® + 27b* # 0(modp) (3.2)
be (Z—p) (3.3)

where a and p is a prime number, a & b are non-negative numbers less than
p, in addition we need to have a point G or generator of points such that when
required to create a key exchange system, an encryption/decryption system re-

quires to have point G in addition to an elliptic group
E,(a,b) (3.4)

as parameters, where each user A selects a private key
nA (3.5)
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and generate a public key:

PA = nAxG (36)

Algebraically a curve is non-singular if and only if the discriminant:
A = —16(4a® + 27b%) # 0 (3.7)

and this is usually needed in cryptography.

R=P+Q

Figure 3.4: The ECC form graph

Elliptic curves are applicable for encryption, digital signatures, pseudo-random
generators and other tasks and requires additional protocols such as the TLS pro-
tocol. Indirectly, they can be used for encryption by combining the key agreement
with a symmetric encryption scheme if possible. Hence applying the ECDH in
an IoT sensor will require a good memory and storage and most of all CPU
power, which is difficult up to this time to be implemented in class A and B of
the IoT devices, whereas class C can be able to hold ECC cryptography due to
its continues supply of power. In other words, handling of asymmetric crypto-
graphic keys such as ECC is very important but these keys are still often very
large compared to the AES-128bit symmetric cryptography and run in quadratic
time, rather than on substitution-permutation network as in AES-128bits, where
its calculation are done in a particular finite field. Thus for the IoT its better to

stay under the AES 128bit encryption rather then going to ECC.
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3.5 Encryption & Decryption

1. Key Generation: is an important part where two keys has to be generated
the public and private key. We select a number ‘d” within the range of ‘n’,

then using the following equation
Q=dxP (3.8)

where d is a random number selected between 1 & n-1, P is a point on the

EC, Q is the public key and ‘d’ is the private key

2. Encryption: let ‘m’ be the message to be send, hence we need to represent
this message on the curve. We consider ‘m’ has the point "M’ on the curve
‘E’, randomly select ‘k’ from (1-(n-1)).Two cipher texts will be generated
let it be C1 and C2.

Cl = k*pP
C2 =M + k*Q (C1 and C2 will be sent)

3. Decryption: to get back the message ‘m’, M = C2 — d « C1, M can be
represented as C2 —d+«C1 = C2—dxCl= (M +kxQ)—dx* (kx*P)

4. Calculationl: C2 = M + k * @ and
Cl=kxP

5. Calculation2: M + kxd P —dx k x P (cancelling out k * d * P)

6. Calculation3: M (Original Message is retrieved)

3.6 Limitation of ABP in LoRaWAN

As discussed so far, the IoT devices need to operate robustly and to provide an
adequate level of security. The security mechanisms should be constructed to

work efficiently on very constrained devices with possibly the highest protection.
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The elliptic curves cryptography (ECC)-based solutions are ideal for such scenar-
ios, due to the security equivalence of the Rivest, Shamir and Adleman (RSA)
public-key cryptosystem. Public key scheme, but with significantly smaller keys
and computational requirements that are related to constraints on the amount of
energy available to them as well the storage.These low-energy environments are so
constrained that commonly-implemented RSA or ECC and Diffie-Hellman-type
public-key cryptography protocols either can’t address the power constraints, or
their performance is so slow that the devices are unsuitable for real-world ac-
tivities. Furthermore, limited energy storage on some devices results in a finite
amount of runtime available to complete all operations, placing additional con-
straints on the resources available to run a protocol such as the ECC. When it
comes to the limitation of Activation by Personalization (ABP) in LoRaWAN,
we see that Key management has been a big problem, where In this procedure we
have the NwkSKey and AppSKey embedded inside the end devices in addition
to the DevAddr, hence once a new end device is installed it will transmit its
keys under AES128bit CTR mode to the [27] network server where the keys and
DevAddr are stored as well via a transparent bridge and starts associating with
the network server that provides the management of gateways and endpoints, au-
thentication and authorization of endpoints, network encryption and decryption,
data routing, adapting data rates, eliminating duplicate packets, and interfacing
with applications as shown in Figure 3.5 IoT Topology. Here is where an attacker
can built his work on detecting traffics and data flows in order to introduce the
attack, either by replay, DDoS or eavesdropping and much more types of attacks
that can jeopardize the network and data transmission. A notorious problem in
protocol security is the insufficient use of randomness or nonce (“number used
once”) which is used in the join request. Following the classical definition of secu-
rity, we care about the confidentiality, integrity, and availability of a system. As
the communication channel is wireless and thus available to anyone for injection

and modification, also the authenticity of communication — in other words do
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the packets indeed originate from the alleged source and the protection against

originally legitimate but maliciously re-injected traffic become a concern.
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Figure 3.5: IoT Topology
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Chapter 4

Proposed Work

In this chapter, we plan to tackle the general key infrastructure of the ABP keys
as shown in Figure 4.1 by modifying the circled part and see how feasible it is to

be implemented under the IoT ABP procedure:
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in the circel, related to
kev management

DevAddr

w3

nds
2
)

E
Q0
§
A > -
g Y ? §
MSG Network Server g =
,, : 3
5 v
1
3 %
=3 AppSKey
s =
= o
3 —_—
s 1l g
=4
Apphcabon Server - — .E
=
=

Figure 4.1: modification section
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4.1 LoraWan Security Issues

As stated before, LoraWan is subject to various kind of attacks based on confi-
dentiality, integrity, and availability, and one of the most dangerous attacks is the
“replay attack” [28] part from man in the middle in the ABP joining procedure
which is an attack on security protocol or integrity by re-sending or repeating
the valid data transmission by the malicious entity thus fooling the device or
module by using handshake messages or old data from the network. The prob-
lem with replay attack is that devices process it as legitimate messages although
encrypted. A replay attack can gain access to the network from the end device
either by gaining physical access to it or by rebooting the device and sniffing the
traffic then proceeds through the gateway to the network server, also the attacker
may gain access to the device if he or she were able to connect to the network

infrastructure the end device belongs to.

In order to perform the attack in wireless networks, the entity should know
the communication frequencies and channels to sniff data from transmission be-
tween devices. In LoRaWAN; it is not possible to decrypt transmissions between
end-devices and gateways without AppSKey [29], since the entire payload of the
LoRaWAN message is encrypted by it. Additionally, since tampering with the
data will make the MIC check fail, it is not possible to do it without NwkSKey.
Although the malicious entity can resend the message consecutively, using frame
counters which are defined in LoRaWAN specifications these messages or attacks
can be detected and discarded. Once the end-device is activated, these counters
are both set to 0 and each message coming from the gateway or the device incre-
ments counters. If a message is received with a lower frame counter than the last
message, it is ignored. However, the LoRaWAN specification handling off frame
counters is specifically left to the application and developer. Therefore, networks

which do not track these frame counters could be vulnerable to replay attacks.

Counters are an important component in replay protection and, as the mes-
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sage counter is used in LoRaWAN to generate the key stream, are also essential
to the confidentiality of the communication channel. If the counter overflows, it
will be started from 0 again. Also to the LoRaWAN specification, the counter
value will be set to zero after resetting.

Therefore, an ABP-activated end device will reuse the frame counter value from
0 with the same keys. In this case, an attacker can grab messages in the last
session with larger counter values and reuse it in the current session. Besides
resetting, another method to restart the counter is a counter overflow. After
the counter value reaches its maximum value, the counter will be reset and will
restart from 0. With counter values from the last session and the same session
keys, an attacker can also replay previous messages to cut off the communication
between the end device and the server. A message replay [30] is trivial to imple-
ment for an adversary. First, monitor and store the uplink messages of an ABP
activated node. Second, wait until the device has reset the counter value Frame
Count (FCnt), which is sent in clear text. Assume the uplink counter value of
the malicious message is FCntm, the uplink counter value of the end device is
FCntcurr, and the maximum accepted counter gap is Gap. Third, replay any
message with FCntm —Fecentcurr = Gap to fit the running window algorithm of
LoRaWAN and thus be accepted by the network if replayed. The most harmful
attack is to select the counter value FFCntm = Gap+ FCntcurr since it will take
the devices the longest time to recover, Figure 4.2 and Figure 4.3.

In Figure 4.2 we show the original ABP messages between the end devices and
the gateways and the injected malicious message is the message in the last session
with the same device address, session keys, and larger counter value. As long as
the attacker sends this message in this session to the network server, and it is
accepted, the messages from the victim with a counter value smaller than 70 will
be ignored, whereas in Figure 4.3 we see how the attack scenario is implemented in
order to achieve the replay attack and collect the traffic signatures. For the attack,

minimal hardware is required: a traffic sniffer as well as a LoRa transmitter to
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Figure 4.2: ABP Original Message

replay messages. While in a small LoRaWAN with only a few end devices, the
attacker may need to wait a long time for a counter overflow, the attack can
be efficiently conducted for ABP-activated end devices in a large deployment.
Once the attacker gets the largest possible counter value for one end device, it
can periodically replay the message and block the end device permanently (or
until the session keys of the end device are changed, which requires for ABP
a separate channel or physical access). This replay vector thus implements a

denial-of-service attack on the availability of an LPWAN deployment.

As a heartbeat to demonstrate the success of the attack and validate that the
DoS outage matches the predicted value, scientists installed a sensor to report a

field measurement every thirty seconds via LoORaWAN to a back-end server. The
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Figure 4.3: Showing how the victim device is attacked [6]

malicious gateway would monitor all frequencies in use by LoRa, and complete
a dictionary. In the top highlighted area of the gateway trace shown in Figure
4.4, the attacker notices a device reset and simply re-injects a previously saved
message (bottom highlighted area), in this case with the counter value 10. As
the subsequent frames sent by the legitimate sensor are out of sequence, the
sensor will need to increment and transmit until back in sync. As devices obey
a specific low-volume duty cycle, the sensor is effectively blocked during this
time. The reporting backend of the LoRa application service shown in Figure 4.7
confirms the replay and an outage for 5.5 minutes. Note that the denial-of-service
was accomplished during the entire time by means of a single packet, in contrast
to other DoS attacks such as SYN floods, this attack thus leaves no abnormal

adversarial traffic such as flooding which is detectable by the network.
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Figure 4.4: Log file of malicious gateway [6]
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Figure 4.5: Log file of the victim’s server [6]

4.2 Proposed Mitigation Technique to Prevent
Replay Attack

In order to defend against replay a,ttacki,gsome simple countermeasures exist such

as the use of time-stamps, onetime passwords, and challenge-response cryptog-



raphy. Nevertheless, these schemes are inconvenient and with doubtful efficiency
considering the vulnerabilities to which challenge-response protocols are suscep-
tible to. Another approach is the use of RF shielding on readers in order to limit
the directionality of radio signals and subsequently the appearance of a ghost,
whereas another approach is based on the distance between the information re-
questor and the information owner. Implied that the signal-to-noise ratio of the
end device system can reveal even roughly the distance between an end device and
a gateway. This information could definitely be used in order to make discrimi-
nation between authorized and unauthorized devices and subsequently mitigate
replay attacks. Thus we state below some important types of countermeasures

being worked on:

e Attach a sequence number to each message used in an authentication ex-
change. A new message is only accepted if its sequence number is in the

proper order

e Team(A) accepts a message as fresh only if the message contains time-stamp
that, in A’s judgment, is close enough to A’s knowledge of the current time,
this requires to have the clock connected to a unified NTP (network time

protocol) server

e Team(A) expecting a fresh message from team(B), first sends team(B) a
nonce (challenge) and requires that the subsequent message (response) re-

ceived from B contain the correct nonce value
e Sequencing of messages and non-acceptance of duplicated messages
e Creating random session keys which are time and process bound
e One-time password

e Adding Additional Byte or more with Light cryptographic algorithm de-
pending on the length of the packet in which it can withhold the traffic
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e Tag the frame or packet with a special key generation that can be only
decrypted by the Network server, once done, the ED join request message
is accepted and receives a join accept message. This tag may be based on

both time-stamp and additional byte value such as point 5 or point 6

The LoRaWAN specification explicitly warns developers about generating se-
cure network and application keys, because compromising the keys of one device
should not compromise the security of the communications of other devices. [30]

The process to build those keys should be such that the keys cannot be de-
rived in any way from publicly available information (like the Node address for
example)

The characteristic of the proposed countermeasure are listed in the following

and shown in Figure 4.6:

e Lightweight scheme: which uses at least a minimum number of itera-
tions and applied only during the reset operation. Our aim is to have it
light in comparison to the memory and power consumption since the sensor
is Class A, where the power should last at least 10 years. The algorithm
should be flexible round function without using any diffusion operation,
in which it reduces the computational complexity of the proposed cipher
and consequently the required latency and resources. Moreover, the pro-
posed encryption scheme can be realized in parallel, while the decryption

algorithm can be partially parallelized. [27]

e Simple hardware and software implementations: The proposed key
derivation function can use any secure hash function, which renders the
corresponding hardware and software implementations of the proposed key

derivation scheme to be simple and efficient. [31]

e Dynamic Key Approach: In contrast to the existing cipher solutions, the

proposed approach is based on a dynamic key, which is variable and changes
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in a pseudo-random manner after each new reset operation. In addition,
changing the dynamic key produces different cipher text and MIC(s). The
dynamic nature of the proposed cipher provides high robustness against

any kind of attacks [32]

The produced dynamic key depend on the stored secret key (SK) that em-
bedded in the end device and a reset counter number.

Equation 4.1 represents the proposed dynamic key derivation scheme. In
fact, the proposed technique concatenates the network (NK) and application
(AK) keys with the number of counter sessions C'S. Then, each corresponding
output is hashed to produce a new confidentiality secure key counter(SKCecg)
and secure key integrity(SKIcg) session keys for each new session as described

in the following equation:

SKIcs = h(NK||CS), SKCes = h(AK||CS) (4.1)

where h represents any secure cryptographic hash function such as SHA-512.
In fact, we propose to only update network and application keys for class A
and B end devices. On the other hand, we propose also a new enhancement to
reach a high level of security for LORA end devices of class C. This solution
propose to use a new dynamic confidentiality and integrity keys for each new
input message. These dynamic keys are generated by using the frame counter up

and frame counter down as described in the following equation:

DKI; = h(SKIcg||FCup||FCdwn), (4.2)
DKC; = h(SKCcs||FCup||FCdwn) (4.3)

This means that the i'® message is encrypted by using DK C; and authenti-
cated by using DK I;. The proposed scheme is based on the dynamic key approach

will make LORA communication (between end devices and network/application
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Figure 4.6: The proposed Dynamic Key Derivation Scheme for LORA end devices

for class A and B (upper image) and for Class C respectively

servers) more secure. Two figures show the normal ABP joining traffic and the

latter traffic after modification, Figure 4.7 and Figure 4.8. In Figure 4.7, in order
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for the ABP to join the network server, all the required is the NwkSKey, AppSKey
and DevAddr since they are already embedded in the end device and allocated at
the server end. In Figure 4.8, the modification is done for the join by replacing
the NwkSkey, AppSkey and DevAddr by the DK} from equation 4.2 and the
DKI; from equation 4.3 .

End Device Lofia Network
Gateway Sarver

— {1} Join_Request(Nwkey,Appkey,Devaddr)———

+—Join_Accept{E(Nwkey,Appkey,Devaddr)} (2)

Figure 4.7: ABP Normal

End Device LoRa Network
Gateway Server
{1) Join_Request{h{DKC,DKI)} >

Y

Join_Accept{E(DKC,DKI)} (2)

Figure 4.8: ABP Modified
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Table 4.1: Table of Notations
Symbol Definition

cs The number of session
NK Network Key
AK Application Key

SCKcg The CS™ shared secret Confiden-
tiality Session Key

FCup Frame Counter UP
FCdwn Frame Counter Down
DKC; The 4" dynamic confidentiality

Key and it is used to encrypt the
it" input message during the C'S*"

session.

DKI; The i** dynamic integrity key and
it is used to the i input message

during the C'S* session.

N Number of bytes in one block
message

M The original message

C The encrypted message

MIC Message Integrity Code

4.3 Security Analysis

In this section, the security level of the proposed key derivation scheme is analyzed
and assessed. More specifically, the produced update network and applications
keys should reach a high level of randomness or degree of randomness, uniformity,
and sensitivity. A randomness and uniformity tests in addition to sensitivity tests

are applied to quantify the security level of the proposed solution.
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4.3.1 Randomness of the Produced Dynamic Keys

The security level of the proposed update key solution depends on the robustness
of the employed secure cryptographic hash function. Therefore, the randomness
degree of the proposed update key scheme is tested by applying 100 iterations to
have a size of 1 million bits, here we start to have sets of dynamic keys such as
DK1, DK2, DK,,.

As an additional information, randomness tests in data evaluation, are used
to analyze the distribution of a set of data to see if it can be described as random
(patternless). In cryptography, the quality of the random numbers used directly
determines the security strength of the system. The strength of the random
number generator used by the security systems often determines how secure the

systems are depending on the actual randomness of the bits generated [33].

For this purpose, the empirical NIST statistical test [34] is applied to 100
sequences of one million bits, produced with 100 different secret keys, hash and
Nonces to validate the security of the proposed dynamic-key derivation scheme.
In Figure 4.9, the obtained NIST proportion values and their corresponding P-
values are shown. The obtained p-value ( > 0.01) (P-value = 0.741948), which
indicates that the null hypothesis is not rejected and the produced sequences
reach a high level of randomness. As it can be inferred, the plotted proportion
values (marked in blue) are above the threshold represented by the red line, which
proves that the proposed dynamic key generation scheme passes all the statistical
tests and a high randomness level is reached

In order to have a clearer view of the results, we suggest defining population
areas in the [0,1) range where the p-values are distributed. We suggest dividing
this range into three types of areas; Safe Area, Doubt Area, and Failure Area

These areas can be defined by the following limits: 0 < p — value < 0.1
or 0.9 < p —wvalue < 1 fall in the Failure Area. 0.1 < p — value < 0.25 or
0.75 < p —walue < 0.9 fall in the Doubt Area. 0.25 < p — value < 0.75 which
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falls in the Safe Area. [35] Having more p-values in the Safe Area indicates that
the tested sample is closer to randomness. On the other hand, having to many

p-values in the Failure Area is an indicator of deviating from randomness.
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Figure 4.9: NIST test results: Proportion values

4.4 Key Sensitivity

The key sensitivity test evaluates the bit difference between original and update
keys (slight change in the counter). This difference between both at the bit level
should be close to 50%. Indeed, the sensitivity of the secret key SK is calculated

as follows:

Sy dec2bin(Esg (P)) @ dec2bin(Esg:(P))
T

where all the elements of C'S are equal to those of C'S’, except for the Least

KS = (4.4)

Significant Bit (LSB) of a random byte, and 7" is the length of the secret keys (in
bits).
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We apply this test for 1000 different secret keys (SK, and SK!)) and the
Hamming distance between original and update keys are computed at the bit
level. In addition, the corresponding results are presented in Figure 4.10, where
the 0 < KS < 100 represents key avalanche effect toward the 50%.

This result prove that for all secret keys, the proposed update key scheme
reaches a high level of key sensitivity since the obtained results are very close to
the desired value, which is 50%. Therefore, the proposed update scheme confirms

its security since the required sensitivity is attained.
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Figure 4.10: Histogram of the Key sensitivity results

4.5 Cryptanalysis

The proposed solution introduces the dynamicity by updating the network and
application keys for each new reset. In addition, the produced network and server
keys are produced by using a secure hash function such as SHA-512. This will
prevent an attacker to recover the static network and application keys from the

produced dynamic ones since it is a non-invertible transformation. In addition,
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a secure hash function ensures a high collision and any slight modification in any
input can lead to produce different network and application keys. Moreover, the

size of the counter session can be equal to 512 bits if SHA-512 is used.

4.6 Performance Analysis: Delay Overhead

The overhead delay is defined as the sum of processing overhead in each update

network and application process.

1. Coone is the overhead of one concatenation operation,

2. Chasn is the overhead of one Hash operation,

The overhead delay of the proposed update mechanism for class A and B end

devices is:
C(]m"op(A,B) =2x Chash +2x CConc (45)

The overhead delay depends of the number of packets transmitted between
two reset as shown in Figure 4.11. Low overhead delay is introduced for a big
number of packets transmitted between two reset.

Here, it is clear that the required delay overhead in this solution is low since
the proposed scheme require a low number of operations.

While the required overhead delay for class C end devices is:

Cprop =2 X Chash + 2 x CC’onc +2x7rx Chash + 2 (46)
Xr X CConc (47)
= Cprap(A,B) +2xrX Chash +2xr CConc (48)

Where r represents number of packets transmitted between two reset opera-

tions, where it can be seen that by increasing number of packets during the reset
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session, we see that sessions are persistent at low percentage. Here, it is clear that
the proposed solution for class C is higher compared to class A and B since they
require two number of hash and concatenation operations for each input packet.
In terms of energy, end devices of class C are not limited, while in terms of delay,
it depends of application. Let us indicate that this cost can be acceptable if a

high level of security is necessary.

I-l-q

% overhead execution time

o' . -
0 20 40 &0 80 100

Number of packets "r" during reset sessions

Figure 4.11: Variation of the overhead Delay in function of the number of packets

between two reset period.

o4



Chapter 5

Evaluation between AES-128bits
& ECC 160-bits

In order to proceed with the evaluation of the security and what is best approach
that we can use to overcome vulnerability breaches or sinkholes that may affect
our equipment, we have to take in consideration the available technologies in cryp-
tography and security hardening as well the hardware ability to have the codes
implemented inside without causing high computation or power consumption. As
for the ECC, from mathematical point of view, it’s considered as a difficult title,
but implementing it in IoT devices has to be very specific and precise based on
the requirements.The ECC was supposed to be tested if it fits in sensors of type A
and B, but after the testing, ECC showed that it requires more storage then the
AES as well more computational power thus resulting in drainage of the existing
sensor power, since the ECC uses a quadratic equation, whereas the AES uses
finite field.

In the test lab we used two types of Arduino kits, one is Uno and the other is
Mega 2560.We included the features of each Arduino used for more information:

Arduino Uno ATmega328:

e Microcontroller ATmega328
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e Operating Voltage 5V

e Input Voltage (recommended) 7-12V

e Input Voltage (limits) 6-20V

e Digital I/O Pins 14 (of which 6 provide PWM output)

e Analog Input Pins 6

e DC Current per I/O Pin 40 mA

e DC Current for 3.3V Pin 50 mA

e Flash Memory 32 KB of which 0.5 KB used by bootloader
e SRAM 2 KB EEPROM 1 KB

e Clock Speed 16 MHz

Arduino Mega 2560:

e Microcontroller ATmega25608

Operating Voltage 5V

Input Voltage (recommended) 7-12V

Input Voltage (limits) 6-20V

Digital I/O Pins 54 (of which 14 provide PWM output)

Analog Input Pins 6
e DC Current per I/O Pin 40 mA

DC Current for 3.3V Pin 50 mA
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e Flash Memory 256 KB of which 8 KB used by bootloader
e SRAM 8 KB EEPROM 4 KB
e Clock Speed 16 MHz

The two types of boards will be resembling an IoT devices with different
memory types, one has 32KB memory and the other has 256KB memory.

Arduino Mega 2560[36]: The ATmega2560 ( Figure 5.1) has 256 KB of
flash memory for storing code (of which 8 KB is used for the bootloader), 8
KB of SRAM and 4 KB of EEPROM (which can be read and written with the
EEPROM library).

Figure 5.1: Arduino Mega2560

The Arduino Mega 2560 contains SRAM or Static Random Access Memory,
which can be read and written from executing program. This is where temporary
variables are stored. SRAM memory is used for several purposes by a running

program:

e Static Data - This is a block of reserved space in SRAM for all the global and
static variables from program. For variables with initial values, the runtime

system copies the initial value from Flash when the program starts.

e Heap - The heap is for dynamically allocated data items. The heap grows

from the top of the static data area up as data items are allocated

e Stack - The stack is for local variables and for maintaining a record of in-

terrupts and function calls. The stack grows from the top of memory down
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Figure 5.2: Arduino Uno 328

towards the heap. Every interrupt, function call and/or local variable allo-
cation causes the stack to grow. Returning from an interrupt or function
call will reclaim all stack space used by that interrupt or function. Most
memory problems occur when the stack and the heap collide. When this
happens, one or both of these memory areas will be corrupted with un-
predictable results. In some cases it 26 will cause an immediate crash. In

others, the effects of the corruption may not be noticed until much later.

Arduino Uno328 [36]: The ATmega328 ( Figure 5.2) has 32 KB of flash
memory for storing code (of which 0.5 KB is used for the bootloader), 2 KB of
SRAM and 1 KB of EEPROM (which can be read and written with the EEPROM
Library).

5.1 Symmetric Cryptography Assessment

Back to the lab, experiments has been conducted on both the Arduino Uno and
the Meg2560, and based on the hardware structure, the results of time testing
as well storage changed. We started testing the time required by each code
and started by testing AES-CBC encryption/decryption of a plaintext using key
length of 128 bits.By testing 1 block 16 bytes code we saw the variation in time
and storage(Table 5.1)

We then did a test on ECC by using TinyECC algorithm on both arduinos
the Uno and the Mega2560 as well and got the following results (Table 5.2)
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Table 5.1: AES-128bit Arduino Uno Vs Mega2560

Key AES128 Uno Mega2560
Testing 372us 376us
mode(encrypt-
decrypt)

Table 5.2: TinyECC-160-bits Arduino Uno Vs Mega2560
Key ECC160 Uno Mega2560

Testing mode(encrypt-decrypt) | 1188us | 1090us

5.1.1 AES-128bits Sketch Results

For the AES-128-bits sketches we see the following regarding the storage percent-
ages:

Arduino Mega2560: Sketch uses 8822 bytes (3%) of program storage space.
Maximum is 253952 bytes.Global variables use 718 bytes (8%) of dynamic mem-
ory, leaving 7474 bytes for local variables. Maximum is 8192 bytes.

Arduino Uno: Sketch uses 8634 bytes (28%) of program storage space. Max-
imum is 30720 bytes.Global variables use 718 bytes (35%) of dynamic memory,
leaving 1330 bytes for local variables. Maximum is 2048 bytes.

5.1.2 ECC-160bits Sketch Results

As for the ECC160-bits sketches we see the following regarding the storage:
Arduino Mega2560: Sketch uses 9888 bytes (3%) of program storage space.
Maximum is 253952 bytes. Global variables use 582 bytes (7%) of dynamic
memory, leaving 7610 bytes for local variables. Maximum is 8192 bytes.
Arduino Uno: Sketch uses 9820 bytes (31%) of program storage space.
Maximum is 30720 bytes. Global variables use 582 bytes (28%) of dynamic

memory, leaving 1466 bytes for local variables. Maximum is 2048 bytes
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From the lab experiments performed, we observed that the word length and
architectural features are the causes of variations. From these findings and the
experimental data, we can conclude that using ECC for small sensors will create

a heavy burden on the devices from power and computation perspective.
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Chapter 6

Conclusion

The work on this thesis is still rudimentary. The appearance of the LORA tech-
nologies in the last few years as an efficient candidate for IoT applications. How-
ever, LORA technology suffers from many vulnerabilities, threats, which lead to
the presence of authentication and availability attacks, in addition, recent pri-
vacy issues. This thesis focus to provide a countermeasure against replay attack
for configured LORA end devices with ABP activation mode. The proposed
solution is based on a new dynamic key derivation approach that updates the
network and application keys after each reset operation. Moreover, we propose
to use dynamic confidentiality and authentication keys for each message in a
session instead of session ones to reinforce the message confidentiality and au-
thentication level. This solution is suitable for end devices of class C that can be
employed in critical infrastructure. The proposed solution is designed to reach
a good balance between security and system performance. A set of security and
performance tests were presented to validate the efficiency and robustness of the
proposed solution. The first priority for future work is evaluating other encryp-
tion algorithms in details in order to achieve a better performance for the Light
weight Cryptography by enhancing the key management exchange in IoT espe-

cially in the ABP joining procedure whether ECC is used, or alternate solution
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is accepted internationally taking in consideration the requirement for low power

and processing demand for longer battery life.
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Appendix A

Abbreviations

LoRaWAN Long Range Wide Area Network
LPWAN Low Power Wide Area Network

[oT Internet of Things

Baron Branch-And-Reduce Optimization Navigator
NB-IoT Narrow Band [oT

Wi-Sun Wireless Smart Ubiquitous Network
AES Advanced Encryption Standard
RFID Radio Frequency Identification
GPS Global Positioning System

ABP Activation By Personalization
OTAA Over The Air Authentication

M2M Machine to Machine

CSS Chirp Spread Spectrum

BW Bandwidth

SF Spreading Factor

MAC Media Access Control

ISM Industrial Scientific and Medical
ALOHA Additive Link On-line Hawaii Area
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MHDR
MIC
NWKey
AppKey
NWKSKey
APPSKey
DevEUI
APPEUI
DevNonce
ECB
FCnt
ECC

RSA

MAC Header

Message Integrity Check
Network Key

Application Key

Network Secure Key
Application Secure Key
Device Unique Identifier
Application Unique Identifier
Device Random Value
Electronic Code Book
Frame Count

Elliptic Curve Cryptography

Rivest Shamir Adleman
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