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Device-to-device cooperation has emerged as a prominent solution to a wide range of challenges in large-
scale wireless networks. However, the ad hoc nature of cooperative networks and their proneness to fail-
ure are a major obstacle towards their real world deployment and wide adoption. In this work, we focus
on failure recovery and scalability in wireless content distribution networks with device-to-device coop-
eration, where a number of mobile devices in a given geographical area are interested in downloading
a common content from an application service provider. We present low complexity effective algorithms
based on clustering and tree construction methods in order to address three different types of dynamic
node behavior, namely new devices joining the network, existing devices leaving the network, and ex-
isting devices moving locally within the network. Moreover, we propose a constrained version of the
minimum spanning tree algorithm with bounds on the height of the tree and the maximum degree per
node, in order to capture practical operational constraints for device-to-device cooperation in wireless
networks. We present results for various network scenarios using simulations and experimental test bed
to demonstrate the effectiveness of the proposed algorithms in terms of performance efficiency, compu-
tational complexity, and practical implementation feasibility.

© 2017 Elsevier B.V. All rights reserved.

1. Introduction

Direct connectivity among mobile devices in wireless networks
has been shown to be one of the central enhancement techniques
for the evolution of wireless technologies, both 4G/5G cellular sys-
tems and IEEE802.11 wireless local area networks. Realizing this in
practice is contingent upon addressing a wide range of challenges
that span the protocol stack from the physical layer to the appli-
cation layer. One key challenge is robustness against network dy-
namics, as wireless users are mobile and channel conditions are
time varying which impact device-to-device communications qual-
ity and connection stability.

In this work, we focus on dynamic cooperative content distri-
bution networks where a set of mobile users in a given geograph-
ical area is interested in downloading the same content from an
application service provider that they are subscribed to, e.g., real
time video streaming in a sports stadium or data sharing in a
large auditorium. We consider a centralized wireless network sce-
nario where a back-end server, managed by the network opera-
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tor or external application service provider, is responsible for peri-
odically collecting control data from the users’ devices, executing
content distribution algorithms, and coordinating roles and con-
tent delivery via either a cellular base station (BS) or WiFi access
point (AP). Therefore, the BS/AP transmits the content over long-
range (LR) links to a subset of the devices that are selected intel-
ligently to act as cluster heads; each cluster head will then for-
ward the received content to other devices that belong to its clus-
ter over device-to-device (D2D) or mobile-to-mobile (M2M) short-
range (SR) links (e.g., Bluetooth, WiFi-Direct, or LTE-Direct). Sup-
porting D2D communications in wireless networks can be achieved
with different levels of network operator assistance ranging from
full to partial to none, e.g., see [1-3]; in this paper, we focus on
a device-centric approach which requires direct coordination be-
tween a back-end server and the devices without the need for
customized support or modification from the radio access network
side. The key advantage of this approach is that the proposed ideas
and algorithms are directly applicable to various wireless technolo-
gies including 3G/4G cellular and WiFi networks. In terms of per-
formance gains, D2D cooperation has been shown in the litera-
ture to lead to throughput enhancement [4-6], energy efficiency
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improvements [7-10], and end user cost reduction and incentives
[11-13].

The practical deployment of D2D solutions for traffic offloading
in wireless networks is still hindered by various challenges due to
the infrastructure-less nature of the communications links. As is
the case with ad hoc networking scenarios, a major problem is
to maintain reliability while taking into account the mobility of
nodes and the variation of the channel conditions over time. While
most of the literature on cooperative content distribution assumes
static network scenarios, e.g., [4,5,8], we focus in this work on
failure recovery and scalability mechanisms in dynamic environ-
ments. Devices become dependent on a set of selected cluster head
nodes to receive the content and to communicate with the service
provider; thus, problems arise when these cluster head nodes who
are assigned crucial functionality suddenly leave or move within
the network, leaving dependent devices disconnected. Failure re-
covery and survivability have been widely addressed in the liter-
ature for wireless sensor network scenarios (e.g., see [14,15] and
references therein) and wireless ad hoc network scenarios (e.g., see
[16,17] and references therein); however, they have not been ade-
quately addressed yet for cooperative content distribution network
scenarios with dynamic device mobility, where a key differentiat-
ing challenge is to design reactive restoration schemes that can
keep all devices connected to the content service provider with
quality of service (QoS) considerations and with limited compu-
tational complexity and control signalling overhead. In sensor net-
work scenarios, the typical aim of failure recovery is to maintain
connectivity as nodes die due to energy depletion where all nodes
are static. On the other hand, in ad hoc network scenarios, the typ-
ical aim of failure recovery is to maintain end-to-end connectivity
via multihop communication as relaying nodes die or move using
either proactive techniques (e.g., network coding) or reactive tech-
niques (e.g., routing reconfiguration). In this work, we consider a
different network scenario where devices are mobile, all are inter-
ested in downloading the content and, thus, must maintain con-
nectivity to the remote data server, and where multihop D2D co-
operation is utilized intelligently to partially offload traffic from the
long-range wireless system in order to enhance the overall perfor-
mance efficiency.

1.1. Contributions

The main contributions of this work are the following: i. pre-
senting a framework for failure recovery and scalability in wire-
less content distribution networks with D2D cooperation based on
node mobility monitoring and reconfiguration mechanisms to min-
imize disruptions to the data download process; ii. proposing sev-
eral effective low-complexity algorithms based on k-means cluster-
ing and a constrained minimum spanning tree construction method
to deal with the three types of dynamic node behavior including
devices leaving the network, devices joining the network, and de-
vices moving locally within the network; iii. capturing practical op-
erational constraints that include limiting the height of the distri-
bution tree which corresponds to the number of hops and limiting
the maximum degree per node which corresponds to the maxi-
mum cluster size, with evaluation using both Monte-Carlo simula-
tions and test bed experimental testing. The key property of the
proposed algorithms is that they are based on content distribution
tree reconfiguration in a localized and incremental way as the net-
work topology changes leading to enhanced performance with lim-
ited complexity and overhead.

1.2. Related work

In this section, we summarize work from the literature that re-
lates to possible solution methodologies for failure recovery and

adaptability in cooperative content distribution networks. One ap-
proach is to use stochastic or robust optimization to address the
given problem. For example, stochastic optimization has been used
for dynamic routing and power control problems in time vary-
ing networks (e.g., see [18-20]), and robust optimization has been
used to optimize network performance under uncertainty (e.g., see
[21,22]). The main limitation of this approach is the complexity of
the problem formulation and solution which would limit the appli-
cability to real-time network operation and decision making since
our focus is on efficient reactive actions in dynamic environments,
especially that stochastic optimization requires modeling some pa-
rameters as random variables with empirical distributions either in
the objective function or in the constraints.

Another possible solution approach would be to consider the
content distribution problem as a minimum spanning tree (MST)
problem. To account for dynamic behavior in the network, MST
maintenance and re-optimization techniques can be used (e.g., see
[23-25]). The MST re-optimization setting can briefly be summa-
rized as follows: given an instance of the problem with an opti-
mized initial solution, it is possible to compute an optimal or near-
optimal solution for a modified instance without performing com-
putations from scratch; modifications to the initial solution can
be applied using a sequence of updates consisting of edge addi-
tions, edge deletions, and edge-weight modifications. For example,
authors in [26] introduced a logarithmic decomposition method
to improve the time required per update operation. The authors
in [27] proposed pseudo-optimal node insertion and node dele-
tion algorithms; in their node insertion algorithm, they contract
into a single vertex the set of affected vertices adjacent to the
newly added nodes, and then they apply Kruskal’s algorithm to the
resulting subgraph followed by selected node merge operations.
These works are not applicable to our problem since the MST so-
lution does not have any bounds on the tree height and the de-
gree per node and, thus, can lead to content distribution trees that
are non realistic taking into account limitations of existing wireless
technologies and mobile devices.

Several constrained versions of the MST problem have been
sudied in the literature. One such version is the bounded-degree
minimum spanning tree which only requires that the degree of
any node in the tree does not exceed a certain bound A. For a
degree bound A =2, the problem is equivalent to finding a min-
imum cost Hamiltonian path and thus is AP-hard. The author in
[28] presents an evolutionary algorithm that utilizes a special en-
coding technique and efficient operators to achieve high locality
and computational efficiency, where a candidate solution can be
obtained in O(|V|), where V is the set of nodes in the tree. An ap-
proximation algorithm based on Lagrangian duality is proposed in
[29] and variable neighborhood search heuristic algorithm is pro-
posed in [30]. Related theoretical works presented proofs on the
ability of computing in polynomial time a close-to-optimal span-
ning tree whose nodes degree is bounded by A +2 [31] and by
A+1[32].

Another class of constrained MST problems addresses the depth
constraint, where the length of any root-to-leaf path does not ex-
ceed a given threshold k. The authors in [33] presented a random-
ized algorithm that can compute a tree whose expected cost is
within O(klog|V|) of the optimum solution; however, the running
time of their algorithm is in O(|V|°k) which limits its applicability
in relatively large scenarios. The depth constrained MST is a special
case of the diameter-constrained MST problem that requires that
the length of any path in the tree does not exceed a given bound.
Heuristic algorithms have been proposed for this problem, e.g., the
authors in [34] presented two heuristic algorithms, one that starts
with an unconstrained MST and then iteratively transforms it into
a bounded MST, and a second that iteratively tries to include nodes
that are not yet in the tree by choosing edges that do not violate
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Fig. 1. System model example scenario. The server hosts the content to be downloaded and the proposed algorithms for dynamic cooperative content distribution.

the diameter constraint. Another work [35] proposed a randomized
greedy heuristic and an evolutionary algorithm based on edge-set
encoding and on crossover and mutation operators.

The above summarized constrained MST algorithms deal with
general graph theory problem formulations and solution ap-
proaches and, thus, cannot be applied directly in the context of
wireless networks. In this work, we focus on practical coopera-
tive content distribution in dynamic wireless networks and, thus,
we are particularly interested in tree construction algorithms that
satisfy both the depth constraint (as it limits number of hops be-
tween devices) and the maximum degree constraint (as it limits
the number of D2D connections from a relaying device), which to
our knowledge has not been studied before.

1.3. Paper organization

The rest of this paper is organized as follows: In Section 2, we
present the system model and the problem formulation highlight-
ing the research questions that will be addressed in this work. In
Section 3, we describe the proposed algorithms for dynamic co-
operative content distribution. We discuss a wide range of results
obtained via simulation studies in Section 4 for different system
parameters with focus on both performance efficiency and com-
plexity. In addition, we demonstrate the practical feasibility of the
proposed framework and algorithms by presenting in Section 5 our
test bed implementation using Android devices and a combination
of wireless technologies for long-range and D2D short-range con-
nections. Finally, conclusions are drawn in Section 6.

2. System model and problem formulation

We consider a dynamic wireless networking environment
where mobile devices are interested in receiving the same data
stream from a content distribution server. As shown in Fig. 1, we
assume a centralized architecture whereby a number of BSs/APs
provide LR connectivity to the devices in the given area. Addi-
tionally, mobile devices in close proximity may communicate with
each other over D2D links using a short-range high bitrate wireless
technology such as WiFi-Direct, LTE-Direct, or Bluetooth. Among
these options, WiFi-Direct is the most attractive practically as it
is fully standardized and already supported in most state-of-the-
art mobile devices which is not the case for LTE-Direct [3]; more-
over, it supports higher bit rates and more efficient node discov-
ery mechanisms compared to Bluetooth, and does not suffer from
the cluster size limitation of Bluetooth piconets. We assume that
the content server is connected to the base stations via a reliable
network backbone, and it includes a centralized intelligent con-
troller in order to remotely manage the cooperation among the
devices. Example use cases scenarios include an application ser-
vice provider sharing common data stream with subscribed fans in
a sports stadium (e.g., game replays or summary information), vis-
itors in an exhibition center (e.g., events schedule, exhibitors de-
tails, or navigation information), or students in a large auditorium
(e.g., slides, demos, or questions).

In a non-cooperative scenario, the server unicasts separately the
content to each requesting device. With unicast, the network re-
sources over the LR link are used redundantly which makes scal-
ability a major challenge. As the number of devices increases, the
infrastructure including backend servers, base stations, as well as
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backhaul links would need to be re-planned and upgraded, leading
to high operational cost.

Cooperation among mobile devices has been shown to be an at-
tractive solution to enhance the performance of wireless networks
especially in dense environments. The traffic offloading and cov-
erage extension gains of D2D cooperation lead to a reduction in
the number of needed base stations, number of utilized radio re-
sources, energy consumption among devices, content server pro-
cessing capabilities, and backhaul link capacities. By utilizing mul-
ticasting protocols within clusters of cooperating devices, a single
client device can relay the content to neighboring devices over SR
links with high rate and reliability.

To facilitate the realization of cooperative content distribution
in practical wireless networks, some challenges remain that need
to be addressed. Among these, a key problem is triggered by the
mobile nature of wireless devices which can lead to serious con-
sequences in terms of robustness, reliability, and scalability. In
dynamic wireless networking environments, devices may move,
leave, or join the network in a given geographical area at any point
in time. Therefore, we focus in this work on the design and imple-
mentation of low complexity practical algorithms and protocols for
enhancing failure recovery and reliability in wireless content distri-
bution networks with D2D cooperation.

We differentiate between three events that may lead to service
disruption or quality deterioration:

« The most challenging event is when a device leaves the net-
work. Here, there are two possible cases: i. If the device is only
a recipient node, that is a node receiving from a neighboring
device or the base station, then it can easily leave the net-
work without notable consequences. ii. If the device has been
selected to act as a cluster head to relay the content from the
base station to other neighboring devices, then this may lead
to service disruption; thus, it is essential in this case to detect
failure as soon as possible and to quickly reconfigure the con-
tent distribution tree to resume the service at the disconnected
nodes.

Local mobility within the network’s given geographical area is
another important event. Mobility can be attributed to either
the physical movement of the devices or to notable variations
in the wireless channel conditions. The mobility of a given de-
vice can either be beneficial or harmful to itself (moving closer
or farther to base station or serving cluster head device) and
can be beneficial or harmful to neighboring devices (in case
the moving device is also acting as a cluster head). This mo-
bility can lead to signal strength variations which in turn can
lead to bit rate variations and quality of service implications;
therefore, it would be important to monitor mobility and re-
optimize content distribution when needed to maintain target
quality.

A new device may also join the network scenario at any time.
While this event poses no threat of service disruption, it needs
to be supported for network scalability by allowing the device
to register and join the content streaming session, without im-
pacting the other devices negatively. Moreover, this event may
provide an opportunity to improve the overall quality of the
system, e.g., by giving the incoming device a support role as
a cluster head to offload traffic to existing nearby devices.

We differentiate between two sets of nodes in the network. Let
B ={by,by,...,by} be the set of nodes representing the base sta-
tions or access points, and D = {d;,d,. ..., dy} be the set of nodes
representing the mobile devices initially available in a given geo-
graphical area. The network can then be represented using a undi-
rected weighted graph G = (V,E) where V =rUBUD. The node r
is a virtual root node connected to all base stations, and it reflects
a controller node that connects the BSs to the backbone network.

The edge set E represents the connections in the underlying net-
work; E will contain an edge (u, v) if and only if either nodes u
and v are within range of each other, or u=r and v € B. With
each edge (u, v) € E, we associate a weight W(u, v) that reflects
a quality of service metric, such as signal strength level, instanta-
neous bit rate, energy budget, incentive token or any combination
of these. In a practical cooperative content distribution network, a
mobile application running on a smartphone or tablet can be pro-
grammed to capture the signal strength levels among neighboring
devices using WiFi-Direct protocol mechanisms with relatively low
overhead; however, estimating the instantaneous bit rate is more
complex as it requires pilot data transmission between all pairs of
neighboring devices which consumes time, processing power, and
communications resources.

A cooperative content distribution tree (CCDT), such as the one
shown in Fig. 1, ensures that a route exists between every device
in the network and the content server. Therefore, the CCDT of a
graph G can be represented using a spanning tree rooted at node
r. As we would like to minimize the cost associated with deliver-
ing the content to every client device in the network, minimum
spanning tree (MST) construction methods are relevant. MSTs can
in general be optimally constructed in polynomial time using ei-
ther Prim’s [36] or Kruskal’'s [37] algorithms. As an example, an
MST representation of the scenario in Fig. 1 is shown in Fig. 2.

While existing MST algorithms produce optimal cooperative
content distribution trees in terms of sum cost minimization, they
have structural properties that limit their practical applicability.
One important factor is the degree of any given device node dp,
DEG(dp), as it corresponds to the number of neighboring devices
receiving the content from d, which in turn reflects the size of
the formed cluster. A large cluster size can overwhelm the clus-
ter head node in terms of processing and communications re-
sources, e.g., maintaining TCP connection or executing application
layer packet retransmission with each connected client device; in
addition, some short-range technologies have limits on the maxi-
mum number of devices per cluster, e.g., a Bluetooth piconet can
have up to seven slaves connected to a master node. The second
important factor is the depth of any given node d,, DEP(d;), as
it corresponds to the number of hops between d, and its serving
base station. The larger the value of DEP(d,), the higher the latency
to receive the data stream from the content server, the higher
the failure rate due to node mobility, and the higher the com-
plexity of the implementation and operation especially for real-
time applications that require relatively strict end-to-end quality of
service.

Kruskal’s and Prim’s algorithms both produce an unconstrained
MST for a given static distribution of nodes where both DEG(d;)
and DEP(dy) are unbounded which is not applicable to our system
model. Therefore, in this work, we address two inter-related prob-
lems to enable the practical implementation of cooperative con-
tent distribution in dynamic wireless networks; these are: i. How
to construct an efficient content distribution tree with depth and
degree constraints taking into account both complexity and perfor-
mance; ii. How to design algorithms to enhance the robustness and
scalability of cooperative content distribution subject to dynamic
node mobility, with failure discovery intelligence and reactive fail-
ure recovery mechanisms?

3. Proposed algorithms for dynamic cooperative content
distribution

This section includes the primary contribution of this work as
it deals with failure recovery and scalability in cooperative con-
tent distribution networks with focus on localized solutions that
can achieve efficient performance with low signaling overhead
and computational complexity. In particular, our aim is to de-
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Fig. 2. Example tree representation of a cooperative content distribution network scenario.

sign content distribution tree re-configuration algorithms that can
deal with various mobility related events including failure recovery
when certain nodes leave or move within the network and scala-
bility when new nodes join the network. Therefore, we consider
three types of graph editing operations as discussed in Section 2:
node addition, node deletion, and node local mobility (edge weight
modification). In the following, we propose first a low complexity
two-stage CCDT construction algorithm with both depth and de-
gree constraints, based on a combination of k-means clustering and
depth-constrained bounded degree minimum spanning tree (DC-
BDMST) construction method. DC-BDMST takes as input an initial
graph G(V, E) representing the network topology prior to any dy-
namic operation, and generates a CCDT T* representing the ini-
tial content distribution tree of graph G. We assume a set X =
{x1.x5,...,x¢} of nodes join, leave, or move in the network, lead-
ing to a modified network topology graph G'(V’, E’). Thus, we pro-
pose next several algorithms to generate a new CCDT Tpew for the
new network G’ by performing limited-scale reconfiguration oper-
ations on T* depending on the type of dynamic event.

3.1. CCDT construction algorithm with depth and bounded degree per
node constraints

Given a graph G = (V,E), Kruskal’s algorithm starts with an
edge-less graph ] containing all the nodes in V. Each node in ] is
a connected component consisting of a single vertex. In each iter-
ation, Kruskal’s algorithm picks the lowest-cost edge that connects
two vertices from two different connected components and adds
it to J. At any point in time, the graph J will consist of a disjoint
union of optimal subtrees. The final outcome is an optimal tree in
terms of minimum sum cost without any bound on depth or de-
gree per node.

Given the degree per node constraint A representing the max-
imum cluster size and the depth bound constraint L representing
the maximum number of hops from any device to its serving base
station (note that the number of hops to the virtual root node r
is L+ 1), we explain first DC-BDMST which is a heuristic algorithm
that ensures whenever an edge e = (u, v) is picked to link two dif-
ferent subtrees, the degree of both of its endpoints is less than the
degree bound, i.e.,, DEG(u) < A and DEG(v) < A. Moreover, let T(u)
and T(v) be the subtrees containing nodes u and v, respectively.
To abide by the depth constraint, the algorithm ensures that the
height of the tree T(u)UT(v) is less than the depth bound L. The re-
sulting computational complexity is similar to Kruskal’s algorithm;
the only additional overhead introduced is computing the height
of T(u)uT(v) whenever edge e = (u, v) is chosen to be included in

Fig. 3. An example of the proposed CCDT construction algorithm. In the first stage,
we apply k-means clustering on the subgraph consisting of the client devices to
determine the cluster heads. In the second stage, we compute a DC-BDMST on the
subgraph consisting of the cluster heads, base stations, and the root node.

the graph. However, since the height of any subtree in the graph is
bounded by L, which is a constant that has a relatively small value,
the resulting computational complexity overhead is limited.

Our CCDT construction algorithm is composed of two stages. In
the first stage, the algorithm starts by partitioning the client de-
vices (nodes in D) using standard k-means clustering into S clus-
ters (represented by graph H’') where S is a parameter that should
typically be set to a value greater than or equal to [|V|/A]. The
centroid of each cluster is considered to be a cluster head. We
then construct an intermediate graph H consisting of the base sta-
tions (nodes in B) and the selected cluster heads (nodes in C =
€1,C2,...,Cs). While k-means clustering is a complex problem in
general, several polynomial time heuristics are known to perform
well in practice, e.g., Lloyd’s algorithm [38]. In the second stage,
we apply the proposed DC-BDMST algorithm to H with proper in-
put parameters to obtain a tree spanning the base stations and the
cluster heads (see example scenario in Fig. 3). Note that the al-
gorithm makes sure all resulting D2D connections are within the
radio range limit of the assumed SR wireless technology, as the
initial input graph G includes a link with weight only when two
nodes are within range with respect to each other. Therefore, the
CCDT tree might include individual devices connected directly to
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the base station. Stage two of the algorithm can be summarized as
follows:

1. Construct the graph H consisting of the cluster heads and the
base stations: H= (BUC, (Bx C) U (C x C)).

2. Apply the proposed DC-BDMST heuristic algorithm on H; de-
note the output tree as Ty.

3. Merge T; with H by connecting cluster heads to their clients to
generate the final CCDT T*.

3.2. CCDT reconfiguration when new nodes join the network

Assume a set X of nodes joins the network, then actions must
be taken to: i. Discover the new nodes; ii. Connect them to the ex-
isting network topology graph; and iii. Reconfigure the CCDT with
low complexity and high performance efficiency. The introduction
of the nodes in X to the network creates a new topology graph
G = (V',E’) such that V' =V UX and E' = EUE(X) where E(X) is
the set of edges incident to the nodes in X.

The discovery of new nodes can be achieved using existing dis-
covery mechanisms in SR D2D wireless technologies such as WiFi-
Direct; the discovery information is then shared with a central
controller run by the content service provider. Therefore, the join-
ing nodes will have a active service as part of a mobile applica-
tion running on the device that will initiate registration with the
server, discovery of neighbors, and uploading of needed control in-
formation, e.g., neighbor IDs and D2D signal strength levels (see
Section 5 for more on practical implementation details).

We propose two CCDT reconfiguration algorithms to enable
scalability as new nodes join the network: CCDT-INST a simple real-
time greedy heuristic algorithm and CCDT-INS2 is a more intelli-
gent algorithm that performs selective re-clustering on subpart of
the graph only. CCDT-INS1 is an iterative algorithm that attempts
to link each newly inserted node in X to the best neighboring ver-
tex in V; it generates Tpew as summarized in Algorithm 1. Since

Algorithm 1 CCDT-INS1.
1: procedure CCDT-INS1

2 for each node x; € X do

3 Let e be the least cost edge linking x; to a node in V
4: Thew =T* U e;;
5
6
7:

end for
return Tpey
end procedure

CCDT-INST1 visits each edge in E(X) exactly once, its complexity is in
O(JE(X)) where E(X) is the set of edges incident to vertices in X.
Clearly, CCDT-INS1 does not guarantee an optimal solution; it basi-
cally guarantees that each newly-inserted node is connected to the
existing CCDT via the lowest cost edge.

Next, we describe CCDT-INS2 which produces a more effi-
cient solution by applying the clustering algorithm explained in
Section 3.1 to the newly inserted nodes. Given the initial tree T*,
CCDT-INS2 generates Tpew as summarized in Algorithm 2. In sum-
mary, CCDT-INS2 first attempts to connect the new nodes to ex-
isting cluster heads. This is of course possible only if an existing
cluster head, whose degree and depth bounds are not fully satis-
fied, is within the new node’s radio range. Next, for the remaining
new nodes that were not matched to any cluster head, the algo-
rithm constructs the graph H consisting of the remaining nodes in
X. The graph H is then clustered using Lloyd’s k-means algorithm,
with each cluster head then connected to the initial CCDT T* via
the lowest cost edge without violating any of the constraints (see
example in Fig. 4).

Algorithm 2 CCDT-INS2.
1: procedure CCDT-INS2
2:  for each node x; € X do
Let ey = (X, v) be the least cost edge such that: v is a
non-leaf node in.T*, DEG(v) < A, and DEP(v) <L

bl

4 if e}, exists then

5 Thew = T* U e;;

6: Remove x; from X

7 end if

8 end for

9: Construct H such that H = (X, X x X)

10: Run Lloyd’s algorithm for clustering on H
11: Let C be the set of cluster head centroids
12: for each cluster centroid ¢, € C do

13: Connect ¢, to T* using CCDT -INS1

14: end for

15: return Tpey

16: end procedure

3.3. CCDT reconfiguration when existing nodes leave the network

In this section, we present a CCDT reconfiguration algorithm to
deal with failure recovery when existing nodes leave the network;
this is particulary important when the leaving node has been serv-
ing as a cluster head relaying content between the base station and
other neighboring devices, as this leads to service disruption. The
proposed algorithm deals with node deletions via localized opera-
tions and, thus, without the need to re-optimize the complete dis-
tribution tree from scratch.

Let X ={x1,Xy,...,xx} be a set of nodes leaving the network
during a given short time window. Here, we assume that X con-
tains only non-leaf nodes; any leaf node can simply leave the net-
work at any time without any negative implications on the net-
work operation or on other neighboring devices. With node dele-
tions, the new topology graph is given by G’ = (V/,E’) where V' =
V/X, E' = E/E(X), and E(X) is the set of edges incident to the nodes
in X. Given the initial CCDT T*, the algorithm CCDT-DEL generates a
new CCCDT Tpew as summarized in Algorithm 3. In summary, CDT-

Algorithm 3 CCDT-DEL.
1: procedure CCDT-DEL
2: Identify the set A of affected nodes as the neighbors of all
nodes in X: A = {u/(x;, u) € T*}
3: Construct the intermediate graph H consisting of the nodes
inA: H=(A,AxA)
Run Lloyd’s algorithm for clustering on H.
Let C be the set of cluster head centroids
for each cluster centroid ¢, € C do
Connect ¢, to T* using CCDT -INS1
end for
return Ty
10: end procedure

© X NI R

DEL starts by constructing the graph H consisting of the neighbors
of every deleted non-leaf node in T*. The graph H is then clustered
using Lloyd’s k-means algorithm, where each cluster head is then
connected to the initial CCDT T* via the lowest cost edge without
violating any of the constraints (see example in Fig. 5).

3.4. CCDT reconfiguration when existing nodes move in the network

Let X ={x1.x,..., Xk} be a set of nodes that are moving lo-
cally with relatively low speeds within the network. In this case,
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Fig. 4. Example to demonstrate the operation of the CCDT-INS2 algorithm. First the set of new nodes X is clustered into one cluster with c; as the cluster head. Next, ¢; is

connected to the initial CCDT via the lowest cost edge e;.
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Fig. 5. Example to demonstrate the operation of the CCDT-DEL algorithm. Nodes xq, x5, and x3 left the network. The graph H consists of the neighbors of every leaving node
in T*. Lloyd’s algorithm is applied on graph H to cluster the set of affected nodes and identify cluster heads c;, ¢y, and c3. The cluster heads are then linked via least cost

edges using the CCDT-INS1 algorithm to obtain Tpew.

no new nodes are explicitly added or deleted; however, the impli-
cations of mobility on certain parts of the network can correspond
to node addition or deletion events. Therefore, the central server
will monitor on a periodic basis the state of the connected nodes
and the quality between each node and its neighbors (e.g., via
measured signal strength levels which can be used as link weights
in the graph). Whenever, there is notable variation for any given
node that is captured using pre-configured variation threshold lev-
els, we apply a combination of the proposed node insertion and
node deletion algorithms in order to reconfigure the CCDT to avoid
performance quality deterioration and reduce content distribution
disruption.

4. Simulation results and analysis

In this section, we present Monte-Carlo simulation results to
evaluate the performance of the proposed algorithms in terms of
network cost minimization reflecting quality of service and exe-
cution time reflecting computational complexity. We modeled the
network cost as the sum of the distances between all transmitter-
receiver pairs of nodes and, thus, it is measured in meters. We
chose this cost metric since bit rate is a direct function of com-
munication distance; thus, minimizing a distance-based cost met-
ric can be mapped to maximizing rate and improving quality of
service. We run extensive simulations over a range of scenarios by
varying the number of nodes initially existing in graph G, the num-
ber of added or deleted nodes in set X, the length constraint L, and
the degree per node constraint A. For each scenario, we run 25 to
100 cases depending on the parameters and we calculate average
performance metrics. We assume a grid size of 100 m x 100 m
with one base station whenever the initial number of nodes N <

64, and 512 m x 512 m with four base stations whenever N > 64.
Moreover, we assume a base station radio range of 300 m and a
D2D radio range of 25 m. All simulations were executed on Intel
Core 15 2.3 GHz quad-core machine with 4GB RAM and operating
system Ubuntu 15.10.

For benchmarking purposes, we compare our results with an al-
gorithm that re-optimizes the full distribution tree after new nodes
join or existing nodes leave (denoted as CCDT_Full). CCDT_Full
achieves a lower bound on the network cost as it re-optimizes
the full content distribution tree; yet, this comes at a drawback in
terms of computational complexity and may disrupt existing node
roles and ongoing active connections which can lead to side over-
heads that can shadow the total achieved gains.

Figs. 6 and 7 present results for CCDT reconfiguration when
new nodes join the network for different values of the number of
initial devices N, tree depth bound L, and degree per node bound
A. The figures plot the average total network cost for the CCDT-
INS1 and CCDT-INS2 algorithms versus the number of new inserted
nodes. Fig. 8(a) presents the average execution time versus the
number of new inserted nodes.

The results demonstrate the effectiveness of the proposed CCDT-
INS2 algorithm as it achieves performance close to full tree re-
configuration, yet with significantly lower complexity especially for
scenarios with large number of existing nodes; Fig. 8(a) shows the
exponential increase in execution time for CCDT_Full as N increases,
compared to minimal increase in execution time for CCDT-INS2. As
expected, the resulting network cost increases when more nodes
are inserted as there are more hops in the network. In addition,
the network cost decreases when the CCDT constraints are more
relaxed, e.g., compare the case with L =2 hops and A =4 to the
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Fig. 6. (a) Average network cost versus number of new inserted nodes (N = 64 initial nodes, L = 2 hops, A = 4 client nodes maximum per cluster). (b) Average network cost
versus number of new inserted nodes (N = 64 initial nodes, L = 3 hops, A = 8 client nodes maximum per cluster).
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Fig. 7. (a) Average network cost versus number of new inserted nodes (N = 512 initial nodes, L =2 hops, A =4 client nodes maximum per cluster). (b) Average network
cost versus number of new inserted nodes (N = 512 initial nodes, L = 3 hops, A = 8 client nodes maximum per cluster).

case with L =3 hops and A = 8; this facilitates the formation of
bigger cooperation clusters with more efficient D2D links benefit-
ing from the proximity of the devices to each other.

Fig. 9 presents results for CCDT reconfiguration when exist-
ing nodes leave the network for different values of the number
of initial devices N, tree depth bound L, and degree per node
bound A. The proposed algorithm CCDT-DEL is shown to achieve
very close average cost values to CCDT_Full, however, with much
less computational complexity as shown in Fig. 8(b). In contrast
to the scenario with node insertions, the total network cost de-
creases as more nodes leave due to the reduction in the number
of links in the resulting content distribution tree. In addition, we
present in Fig. 9 comparison results with an approach that is de-
signed based on features from an algorithm proposed in [39] for
dynamic cluster head selection in wireless sensor networks. The
authors in [39] present an algorithm to enhance network surviv-

ability, where for each cluster head a set of backup recovery clus-
ter heads are chosen and ranked based on coverage and surviv-
ability probabilities. We adapted this by giving each slave node in
a cluster a rank equal to its degree (number of neighbors) as a
measure of coverage with tie broken using the minimum average
distance to other nodes in the cluster; the resulting algorithm is
denoted as CCDT_DEL-COMP. Results show that our proposed algo-
rithm for node deletion achieves better performance especially for
cases when a relatively large number of devices leave the network.

5. Test bed design, implementation, and evaluation

In order to demonstrate the practical feasibility and effective-
ness of the proposed framework and algorithms for dynamic con-
tent distribution in wireless networks with D2D cooperation, we
have designed and implemented an experimental test bed using
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Fig. 8. (a) Execution time versus the number of initial nodes N assuming N/8 nodes are inserted into the network, e.g., when N = 256, we include results for the case with
32 new nodes are inserted (L = 3 hops, A = 16 client nodes maximum per cluster). (b) Execution time versus the number of initial nodes N assuming N/8 nodes are deleted
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Fig. 9. (a) Average network cost versus number of deleted nodes (N = 64 initial nodes, L =2 hops, A =4 client nodes maximum per cluster). (b) Average network cost
versus number of deleted nodes (N = 512 initial nodes, L = 2 hops, A = 4 client nodes maximum per cluster).

Android mobile devices [40]. The test bed has been designed and
implemented based on the system model assumptions and central-
ized architecture that are presented in Section 2, and its function-
ality enables efficient CCDT reconfiguration using the algorithms
presented in Section 3.

The test bed consists of a set of Android devices connected to a
content server via an IEEE 802.11n WiFi network. Therefore, the
devices communicate on the LR using WiFi and on the SR D2D
links using WiFi-Direct. The server runs a network management
unit with prime responsibilities that include periodic monitoring of
the devices, managing control signaling with the devices to facil-
itate cooperative content distribution, and reconfiguring the CCDT
dynamically to support failure recovery and scalability as a result
of node mobility.

Fig. 10 presents an overview of the test bed’s architecture. The
server runs a network discovery service that allows client devices
to find the server on the network and connect to it at any time.
The server maintains a real-time graph representing the entire net-
work consisting of WiFi access points and mobile client devices.
When a new device connects to the server, a new node is im-
mediately added to the graph. For each new device, two threads

are launched at the server side: Device Monitor thread and De-
vice Manager thread. The Device Monitor thread is responsible for
receiving periodic status update reports from the device, e.g., ev-
ery 30 seconds. On the other hand, the Device Manager thread
maintains information about the role of the device in the network.
Whenever a new status report is received, the appropriate Device
Monitor thread updates the underlying network graph accordingly.
The status report contains information about the neighbors of the
device, such as the MAC address of each discovered WiFi-Direct
device along with the signal strength level with respect to it, in
addition to the signal strength level with respect to all seen access
points. The Device Monitor thread translates the report into a set
of edge editing operations: edge addition (when a new neighbor is
included in the report), edge deletion (when an old neighbor left
the device range), and edge weight modification (when a signal
strength level is updated). The Device Monitor thread can easily
detect that a node left the network whenever it does not receive a
new status update report from it. Here, the device might have in-
deed left the network or it might simply got disconnected from the
server; a more reliable way to detect that a device left the network
is to also rely on the reports received from its neighboring devices.
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Fig. 10. Test bed architecture.

In this case, the Device Monitor thread deletes the node from the
graph.

Whenever the graph is updated, the CCDT Manager thread is
engaged as it is responsible for maintaining an efficient content
distribution tree. When a new node is added to the graph, the
CCDT Manager could either connect the node directly to the tree
via the CCDT-INS1 algorithm or wait for a limited time period un-
til more nodes join the network and then execute the CCDT-INS2
algorithm. When a node is deleted from the graph, the CCDT Man-
ager is notified of the event, and it will act immediately by recon-
figuring the distribution tree using the proposed CCDT-DEL algo-
rithm. A similar process is also applied for the case of local node
mobility within the network. In all cases, the updated tree out-
putted by the CCDT Manager is translated into role assignment
commands and sent to the appropriate Device Manager threads to
be relayed to the concerned devices. The role message contains pa-
rameters such as the parent device (access point or parent cluster
head node in the tree); if the device is assigned as a cluster head,
it receives information on client devices that belong to its clus-
ter. If a device is assigned as a client in a cooperating cluster, it
will initiate a connection with the cluster head over WiFi-Direct to
start receiving the relayed data stream. Fig. 11 shows sample pro-
tocol messages among the devices and the management unit at the
content server side.

In order to demonstrate the functionality of the test bed, we
have performed experimental testing using Android devices con-
nected to a WiFi access point in a dynamic lab environment with
mobility. We tested and verified the various algorithms presented
in Section 3 which demonstrates the practical implementation fea-
sibility of the framework and approaches proposed in this work us-
ing standard mobile devices and wireless technologies. In Fig. 12,
we present snapshot from the server controller showing the gener-
ated initial graph G after 10 initial Android devices registered, ex-
ecuted discovery mechanism, and uploaded reports to the server.

Then, after some time, we assume six new subscribed devices join
the network area and, thus, upload as well their control informa-
tion to the server after registration and discovery leading to up-
dated graph G’ including 16 devices in the network (see Fig. 13);
note that the initial set of 10 devices kept on sending periodic re-
ports including neighbor information which justifies minor varia-
tions in their mutual strength levels between Fig. 12 and Fig. 13.

The CCDT Manager unit at the server initially generated
the CCDT T* constructed using the algorithm presented in
Section 3.1 with initial graph G as input, as shown in Fig. 14; the
output tree is composed of two clusters with nodes 18 and 20 act-
ing as cluster heads relaying information from the access point to
devices in their clusters. After the six new nodes joined the net-
work, the CCDT Manager dynamically reconfigured the CCDT to
generate Tpew using the algorithm presented in Section 3.2 with
the updated graph G’ as input (see Fig. 15); the output included
the formation of new clusters with up to three hops from the ac-
cess point and with some devices connected directly to the access
point. Note that the key parameters were set to A =4 and L =3,
which justifies the structure of the obtained CCDT Tpew. Similar
snapshots and insights were also generated for the proposed al-
gorithms with devices leaving the network and devices moving lo-
cally within the network.

We have also designed a set of experiments and conducted de-
lay measurements at both the server and the devices. We repeated
each experiment 10 times and calculated the average and stan-
dard deviation for various delay intervals. Table 1 shows the re-
sulting measurements for a static video streaming scenario com-
posed of four devices with one device acting as a master (cluster
head) and the remaining three devices acting as slaves (receive the
video from the master over D2D WiFi-Direct connections). These
measurements are recorded at the server side. It is shown that the
server requires around 15 seconds to discover the complete net-
work graph including the devices and links between them that
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Table 1
Summary of delay measurements collected at the server side.

Measure Average Standard deviation
(in seconds) (in seconds)
Time for server to discover 14.35 125

network graph
based on control messages from
the devices

Time for server to run cooperative 0.009 0.008

content distribution algorithm

Time for the master device to 1.00 0.0002
create

a Wifi-Direct group

Time for a slave device to create a 7.47 112

D2D connection
with a master device over
WiFi-Direct

capture neighbor relations and signal strength level per link; in ad-
dition, the execution time of the algorithms is very fast and the
time needed for a slave device to setup a peer-to-peer connection
with a master device over WiFi-Direct is around 8 seconds; this
connection setup time is consistent with measurements reported
in previous studies, e.g., see [3].

Next, we measured the resulting total delay for a new device to
join the network as a slave in the existing cluster; i.e., it will con-
nect to the master device and receive the content over D2D WiFi-
Direct connection. This process includes the following steps: i. the
device connects to the server; ii. the device receives a command
to declare itself as a WiFi-Direct group owner so it can be seen by
the other existing devices around it; iii. the other devices see the
new device and the signal strength with respect to it and upload
this information to the server in the next control heartbeat mes-
sage; iv. the server updates the network graph and runs our CCDT-
INS2 algorithm to determine the role of the new device (master or
slave); v. the server informs the new device to connect to the ex-
isting master device by giving it the needed information. A major
component of the total delay for this case is Step iii as this de-
pends on the configuration of the frequency of sending heartbeat
control messages from the existing devices to the server after ex-
ecuting network scan operations; we denote the interval to send
heartbeat messages as Tyg, where a typical value would be 10 to
20 s. As a result, the average measured total delay for a new de-
vice to join the network as a slave in an existing cluster is shown
to be around 8 + Ty seconds.

After the new device joins, the cluster has one master device
and four slave devices. Next, we assume that the master device
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Fig. 12. Snapshot from the test bed server showing initial network graph G with N = 10 Android devices (circles with numbers inside) connected to a WiFi access point
(node bs1) and with links that correspond to actual measured signal strength levels between various pairs of nodes.
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Fig. 13. Snapshot from the test bed server showing the updated network graph G’ when K = 6 new Android devices joint the network leading to a total of 16 devices that

need to stream common content from a remote server via the access point.

leaves the network which leads to the following steps: i. the server
detects the node failure (master left); ii. the server runs our CCDT-
DEL algorithm, elects a new master device, and informs it to create
a new WiFi-Direct group; iii. the server sends a command to the
three other slave devices to connect to the new master. A major
component of the total delay for this case is Step i as it depends
on the speed of detecting that the master left the network; we de-

note this delay as T¢. This can be instantaneous (T = 0) if the user
left the session using the exit option from the end-user mobile ap-
plication. Otherwise, if the user switched the phone off or moved
away then it is a hard failure and the server will know about it
when it does not receive a control heartbeat message from this
user at the scheduled time; in this case, the value of Tr will be
upper bounded by Tyg. For this case, the average measured delay
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Fig. 14. Snapshot from the test bed server showing tree T* constructed using the algorithm presented in Section 3.1 with initial graph G as input. The outcome shows two

devices acting as cluster heads (devices 18 and 20) with four client nodes per cluster.

@
®
T s
() :

Fig. 15. Snapshot from the test bed server showing updated tree Tnew using the algorithm presented in Section 3.2 with the updated graph G’ as input. The outcome shows

the dynamic addition of new clusters with multihop D2D connections.

in Step ii is shown to be around 1 s, and the average measured
delay in Step iii for a slave device to connect to the master device
is shown to be around 8 s.

Finally, we also did some measurements at the device side to
quantify the delay needed for various actions assuming the device
is acting as a master and, thus, needs to connect to the server and
initiate video streaming over a long range connection. The total de-

lay for preparing the video player and initiating the video playback
is shown to be around 3 s with standard deviation 0.76 s as this
includes some initial buffering delay by the video player.

6. Conclusions

In this work, we addressed the problem of failure recovery and
scalability in common content distribution wireless networks with
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device-to-device (D2D) cooperation for traffic offloading and per-
formance enhancement. We focused on a dynamic system model
where existing devices can move locally or leave the network and
where new devices can join the network. The challenge is to se-
cure connectivity for all devices at all times in order to maintain
the content download process, while taking into account compu-
tational complexity and control overhead. We proposed a set of
cooperative content distribution tree (CCDT) reconfiguration algo-
rithms that address the various possible network topology update
events due to device mobility taking into account complexity, per-
formance effectiveness, and practical implementation feasibility. To
this end, we also proposed a depth-constrained bounded degree
minimum spanning tree construction method that is customized
to practical network scenarios with a limit on the number of al-
lowed hops between the base station and mobile devices (cap-
tured via a maximum tree depth constraint) and a limit on the
D2D cooperative cluster size (captured via a maximum degree per
node constraint). We evaluated the performance of the proposed
algorithms using simulation studies for a wide range of scenar-
ios by varying key system parameters and capturing the resulting
total network cost and execution time. The results demonstrated
the effectiveness of the algorithms compared to a benchmark ap-
proach that re-optimizes the whole distribution tree every time a
set of nodes joins or leaves the network. Moreover, we designed
and implemented an experimental test bed using Android devices
to demonstrate the feasibility of realizing the proposed framework
in practice and to validate the effectiveness of the proposed recon-
figuration algorithms under realistic operational conditions. In the
test bed, the Android devices utilized WiFi to connect on the long-
range to the remote content server and utilized WiFi-Direct for the
short-range D2D connections with other neighboring devices, in-
cluding automated mechanisms for device registration, neighbor
discovery and quality assessment, and periodic control message
uploading, in addition to an intelligent controller unit at the server
side for CCDT initial formation and dynamic reconfiguration with
real time role assignments. Future extensions of this work include
addressing the problem of failure recovery in cooperative wireless
networks with high mobility.
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