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Abstract
Purpose – Terrorist attacks on schools and colleges have disrupted educational processes and caused
fear, deaths and tragedies. Considering the recent increase in terrorist attacks on educational facilities
in different parts of the world, vulnerability and risk assessments have assumed crucial importance in
the design and evaluation of mitigation plans to reduce the traumatic impacts of such events. This paper
aims to assess the vulnerability and risk of Lebanese high school assets to terrorism.
Design/methodology/approach – Through site visits to various high schools in Lebanon, the
authors evaluated specific features common in the majority of Lebanese high schools and identified six
categories of schools. Using Federal Emergency Management Agency (FEMA 428) guidelines, one high
school from each category was surveyed and analysed.
Findings – The results reveal a relatively high vulnerability to and risk of the threat of terrorism and
a lack of protective plans and mitigation measures to minimise this risk among the majority of the
investigated high school facilities.
Originality/value – This paper should alert school administrators, public leaders and government
officials regarding the terrorist threats and their subsequent effects on the structural safety of school
buildings in Lebanon. The risk assessment of schools to terrorism has rarely been performed or even
discussed in the Lebanese-related literature.

Keywords Risk reduction, Vulnerability, Disaster mitigation, Social impact, Manmade disasters,
Vulnerable groups

Paper type Research paper

Introduction
School terrorism is rare and sporadic but dreadful when it occurs. Schools appear as
attractive targets because they are defenceless, hold large numbers of children and
operate on predictable schedules (Dube, 2012), offering the potential for mass casualties.
Loss of life and destruction of property during a terrorist attack can be severe. A bomb
blast at school facilities can result in the collapse (partial or total) of the building and
non-structural damage to the building. The poor protective measures taken in school
facilities have been shown to increase the negative impacts of such attacks. There are
three levels of defence mechanisms to protect schools and mitigate the impacts of
terrorist attacks. First are intelligence measures which can detect attacks before they
occur and prevent terrorists from achieving their goals. The second level is the
deployment of security surveillance forces to prevent or hinder attacks. Finally, it is the
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structural strengthening. When the first two measures fail to stop perpetrators, this
strategy becomes essential to save lives and facilitate rescue missions. Implementation
of all three defence mechanism is essential to protect schools and colleges. However, the
last two – security surveillance protection and structural strengthening – are the most
effective mitigation strategies for protecting educational facilities.

Educational institutions in regions characterised by conflict and insecurity have
suffered violent attacks, leading to the closure of schools, the destruction of school
buildings and the deaths of students and staff. Various motives drive these attacks, but
indignity, frustration and political injustices are viewed as the most common (Berrebi,
2007; Juergensmeyer, 2000; Krueger and Malečková, 2003; Sauter and Carafano, 2005).
The number of terrorist attacks on educational facilities during the past decade in
African, Middle Eastern and South and South East Asian countries has become a global
challenge (Miller, 2014; O’Malley, 2011). Among others, the 2004 Beslan school tragedy,
the 2014 dual car bombs at Ekrima Elementary School in Syria, the 2014 abduction of
more than 200 schoolgirls by Boko Haram militants in Nigeria, the 2014 Peshawar
academy attack in Pakistan and the traumatic 2015 Garrissa College attack in Kenya, in
which where Somalian Al-Shabaab terrorists killed 147 students (Smith, 2015), and the
Taliban militants attack on a university in northwestern Pakistan that killed at least 19
students, guards, a chemistry professor and wounded dozens in January 2016 (Ahmad
and Zahra-Malik, 2016) have clearly revealed serious deficiencies in the protection,
mitigation and preparedness of schools and colleges worldwide to such risk. A recent
report shows that 9,600 attacks involving the deliberate use of violence to disrupt and
deter provision of or access to education occurred in 70 countries between 2009 and 2013
(Coughlan, 2014).

These attacks on students, teachers and buildings do not appear to have been
accidental or arbitrary, but a new retaliatory strategy adopted by terrorist groups to
inflict physical losses, terrorise communities, disrupt education and pressure
governments to grant concessions. Terrorist attacks on educational facilities have
especially traumatic effects because of the fear they generate and the losses they cause.
The horrific scenes of dead children’s blood-covered bodies can humiliate governments,
frustrate communities and accelerate the granting of concessions. The pattern of
making concessions over the past two decades might have encouraged terrorist groups
to pursue even more ambitious attacks on civilian and public facilities (Pape, 2003).

The lack of mitigation strategies, poor coordination with the internal security,
absence of regular school emergency drills and low structural resistance capabilities of
educational facilities have been the main reasons for the success of terrorists in inflicting
death, pain and destruction during attacks on schools. Therefore, attention to the
assessment of vulnerabilities and risks associated with the sites, architecture, structure,
utilities and security of schools is a preliminary step to mitigate the risk of such attacks.
This article attempts to assess the vulnerability and risk of high school facilities in
Lebanon to the threat of terrorism and to highlight the existing deficiencies contributing
to the observed vulnerabilities and risks.

Terrorism hazard in Lebanon
Political instability and weak governance in Lebanon and many other countries in
Sub-Saharan Africa, the Middle East and North Africa, and southern Asia have
provided fertile ground for the growth in terrorist activities (Pawlak, 2015). Amid
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growing sectarian tensions and conflicts across the Middle East and the escalation of
Syria’s sectarian war, the Lebanese cabinet declared a neutralisation accord as a
precautionary political measure in 2013. Supported by rival political groups, including
Hezbollah, the neutralisation accord aimed to disassociate Lebanon from regional
conflicts, particularly the crisis in neighbouring Syria. A few months later, however,
Hezbollah declared the accord stillborn and launched military action to fight terrorist
groups and to support the Syrian regime against Syrian rebels. Since then, Lebanon has
been subjected to terrorist suicide car bombings, rocket launchings and artillery attacks
carried out by Syrian rebels and Sunni Islamists (Abdel-Kader, 2015). Hezbollah’s
engagement in the Syrian conflict has assisted the Syrian regime in defeating the Free
Syrian Army and other rebels and regaining towns and positions along the northeast
border with Lebanon, but such operations have also triggered deep concerns about
possible retaliation by humiliated Lebanese and Syrian Sunnis. This defeat and
humiliation of Syrian rebels in their home country has increased the risk of terrorist
attacks and retaliation against Lebanon. The Lebanese government’s inability to control
the country’s northern and eastern borders with Syria has permitted the actualisation of
these hazards into consequences. These events could motivate Islamic Sunni extremist
groups to grow, network and operate comfortably underground and successfully attack
targets.

Sectarianism presents a major challenge to political stability in Lebanon. Sectarian
violence is commonly committed by religiously intolerant groups which terrorise, hurt,
kill or abduct those of differing faiths to advance a political and social agenda. While the
Lebanese civil war (1975-1990) involved a multi-faceted, interreligious conflict among
Christian and Muslim groups, the recent sectarian conflict in Lebanon is wholly Islamic,

Table I.
A summary of
terrorist activities in
Lebanon (January
2013-December 2015)

Date Location Method Target Dead Injured

12 November 2015 Southern Beirut Suicide bomber Civilians 43 200
6 November 2015 Arsal Blast Military vehicle 0 5
5 November 2015 Arsal Bombing Civilians 5 15
5 October 2015 Eastern Lebanon Blast Hezbollah bus Undeclared Undeclared
10 January 2015 Tripoli Suicide bomber Civilians 9 50
20 September 2014 Eastern Lebanon Bombing Hezbollah Undeclared Undeclared
19 September 2014 Arsal Blast Military 2 3
27 June 2014 Beirut Suicide bomber Civilians 0 11
24 June 2014 Beirut Suicide bomber Civilians 0 12
20 June 2014 Eastern Lebanon Suicide bomber Police spot 1 32
29 March 2014 Arsal Car bomb Military 3 4
22 February 2014 hermel Suicide bomber Military 3 17
19 February 2014 Beirut Suicide bomber Iranian center 8 128
1 February 2014 Hermel explosion civilians 4 23
21 January 2014 Southern Beirut Suicide bomber Civilian bus 4 46
16 January 2014 Hermel Car bombing Civilians 5 42
2 January 2014 Southern Beirut Blast Hezbollah office 4 77
19 November 2013 Southern Beirut Suicide bomber Iranian embassy 22 146
23 August 2013 Tripoli Car bombing Civilians 56 280
15 August 2013 Southern Beirut Car bombing Civilians 27 300
9 July 2013 Southern Beirut Car bombing Hezbollah 0 50
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involving Shia and Sunni Muslims. According to security reports, Lebanon is again
caught in the middle of regional conflict, and many security sources fear that the country
might be entering a dangerous stage as terrorist groups intend to carry out bloody
attacks in Lebanon (Mortada, 2015). A summary of terrorist attacks between 2013 and
2015 is provided in Table I. Jihadists have warned that the next phase of action will be
intense, and that the suicide bombers who struck Jabal Mohsen in January 2015 will not
be the last. On 12 November 2015, two suicide bombers detonated explosives in Bourj
el-Barajneh, a southern suburb of Beirut, Lebanon, that is inhabited mostly by Shia
Muslims, and killed at least 43 and injured 239. The Islamic State (IS) group claimed
responsibility for the attacks (Barnard and Saad, 2015). Recently, Lebanese security
services have counted more than 200 IS-affiliated individuals who have returned from
Syria and are suspected of preparing to commit attacks in Lebanon (Abdel-Kader, 2015).
An estimated 30 Lebanese youths have been assigned to carry out attacks in Lebanon,
where IS has decided to begin underground operations (Mortada, 2015). As well, on 31
October 2014, the US State Department’s Bureau of Diplomatic Security issued a
security warning about possible attacks by Islamic terrorists against American and
other international schools in the Middle East and Western teachers employed at these
schools.

The sectarian nature of Lebanese communities, the deep political divisions among
Lebanese political groups over regional conflicts and the direct military engagement of
Hezbollah against terrorist groups and Syrian rebels have increased the terrorism
hazard of Lebanese communities. The recent suicide bombings and other terrorist
attacks which have triggered fear and panic in the country demonstrate these groups’
capability to hit targets with reasonable accuracy. None of the numerous attacks on
civilians, public places and military positions in Lebanon since 2013 have directly
targeted educational facilities. However, in 1981 and 1989, the American University of
Beirut experienced a series of terrorist attacks:

• a bombing that destroyed the administration building;
• the assassination of university President Malcolm Kerr; and
• the kidnapping of foreign professors and administrators.

Terrorists might target schools to destabilise Lebanon, especially because such attacks
can incite and escalate sectarian conflicts and help terrorist organisations recruit and
gain support in their communities. Therefore, the high number of Lebanese students
attending unprotected schools and colleges, combined with the hazard demonstrated in
the recent terrorist attacks on Lebanese civilian targets, should give rise to deep concern
about the consequences of such potential hazards for schools and student communities.

Theoretical framework
Many risk assessment models and methodologies have been developed to integrate
hazards, vulnerabilities and consequences with the goal of lessening these risks. These
all methodologies perform the following functions (Moteff, 2005) (Figure 1):

• identify and assess critical assets;
• identify, characterise and assess threats and hazards;
• assess the vulnerability of critical assets to specific threats;
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• determine risks (i.e. the expected consequences of specific types of attacks on
specific assets); and

• identify mitigation approaches to reduce these risks.

An asset is a valuable resource requiring protection. Although people are the most vital
asset at every school, identifying and prioritising other critical assets, such as process,
function and infrastructure is a necessary step to improve protective measures before a
terrorist attack. Next, schools’ critical assets should be assigned a value that indicates
the degree of impact on the school if such assets are destroyed or damaged. This study
uses Federal Emergency Management Agency (FEMA)’s ten-point numerical scale
(FEMA, 2003), shown in Table II.

In terrorism, the threat or hazard arises from aggressors who have the capability to
commit hostile, brutal actions with the intention to kill, hurt, destroy and terrorise others for
political gain. Threat ratings reflect a subjective judgment based on such groups’ existence,
capabilities, history, intentions and targeting (FEMA, 2003). Often, this information is
inaccurate, and those assigning asset values must rely on the judgment of experts, statistical
probability and, occasionally, assumptions to quantify and qualify threats. The same scale
used in the asset value assessment (Table II) can be used in threat assessment.

Table II.
Asset value scale

Linguistic value Numerical value

Very high 10
High 8-9
Medium high 7
Medium 5-6
Medium low 4
Low 2-3
Very low 1

Source: FEMA (2003)

Asset Value 
Assessment

Vulnerability
Assessment

Hazard
Assessment

Mitigation 
Options

Risk
Assessment

Benefit Analysis

Cost Analysis

Source: FEMA (2003)

Figure 1.
Assessment Model
for Reducing Risk

IJDRBE
7,5

464



Vulnerability assessment evaluates the deficiencies or weaknesses of critical assets in
relation to identified threats and provides the foundation for selecting mitigation
measures to protect critical assets. A facility’s vulnerability to attack can be influenced
by its attractiveness and the level of preventive and security measures in place to
counter such an attack. Attractiveness depends on the assets that motivate a terrorist
group to select a facility as a target and is influenced by the facility’s function and
importance. Vulnerability assessment considers the potential impact of loss from a
successful attack and the vulnerability of the location of the target to an attack. The
impact of loss is the degree to which a terrorist attack affects the functionality and
operation of the facility. The ultimate goal of vulnerability assessment is to
appropriately assess the impact of a loss caused by an attack (Renfroe and Smith, 2015).

The vulnerability assessment used in this research is based on the checklist
developed by the US Department of Veterans Affairs (VA) as a screening tool for initial
vulnerability assessment. The checklist can also be used by subject matter experts to
conduct comprehensive vulnerability assessments of school buildings. The assessment
of the vulnerability of any school building should be done within the context of the
defined threats and the value of the school’s assets. That is, each element of the school
building should be analysed for vulnerabilities to each threat and be assigned a
vulnerability rating. The same linguistic and numerical scales used in asset value and
threat assessments (Table II) can be used in vulnerability assessment.

Risk is the possible loss of or damage to an asset and is measured by the value of the
asset subjected to the given threats and vulnerabilities. Risk is based on the probability
of the hazard occurring and the consequences of such an occurrence. A risk assessment
analyses threats and vulnerabilities to determine the level of risk for each asset. Thus, an
event with a very high likelihood of occurrence and very small consequences might
require simple, low-cost mitigation measures, whereas an event with a very low
likelihood of occurrence and very grave consequences might require more costly,
complex mitigation measures. Risk assessment provides policy makers, engineers,
architects and school administrators with a risk profile that identifies the assets with
greatest risk to specific threats.

Architects and engineers use risk assessment methodologies to enhance safety and
improve resistance capabilities of building facilities against natural and man-made
hazards. Thus, a basic procedure for risk assessment is to identify asset value and
evaluate vulnerability assessment information for the purpose of integrating threat/
hazard into a design basis. The approach used in this paper is based on asset value,
threat and vulnerability assessment. It provides engineers with a numerical value of risk
to determine the assets that are at the greatest risk against specific threats. Based on the
identified risk, the engineer can implement mitigation measures to reduce the estimated
risk. The following formula was used to determine a numerical risk value for each asset
and threat/hazard pair:

Risk � Asset Value Rating � Threat Value Rating � Vulnerability Value Rating

The quantitative value of risk can be converted into a linguistic value, as shown in
Table III. FEMA (2003) provides the following rating system to assess the various
terrorism risks of schools.

465

Risk
assessment of

high schools



Given the large amount of information in a risk assessment matrix, FEMA assigns three
categories of risk, as shown in Table IV.

Methodology
The assessment of the vulnerability and risk of high schools to car bombings and
gunmen terrorism threats involves a complex process of identifying assets and threats
and screening embedded deficiencies in facilities’ site, architecture, structure and
security which can allow mass-casualty events, property damage and disruption of
educational processes. A survey approach based on the VA (Veterans Affairs, 2002)
checklist was used to perform the assessment in this study. The VA checklist includes
questions that determine whether critical systems continue to function to enhance
deterrence, detection and damage limitation, and to ensure that emergency systems
function during a threat or hazard situation. However, some parts of the checklist are not
related to Lebanese high schools. For instance, the structural system used in Lebanese
high schools is reinforced concrete frame system, so questions related to masonry or
steel frame systems were eliminated, and information related to mechanical,
communication and information technology systems and equipment operations
and maintenance do not exist. Moreover, questions related to mailroom were eliminated
because none of the schools have mailroom. As a result, the VA checklist was screened
and unrelated questions were excluded. Thus, a 43-item questionnaire was developed
based on the checklist and tailored to fit Lebanese high schools. Site visits were
conducted at various high schools in highly populated counties and cities to observe and
categorise their main features, assets, threats, site configurations, architecture, structure
and security. The data collected supported developing a comprehensive view and
validating generalisation of the study results to most high schools in Lebanon. Based on
this screening of 47 public and private high schools (Table V), six categories of high
schools representing the existing conditions for most Lebanese high schools were
identified. One high school from each category was investigated and analysed to

Table IV.
Risk scale

Low risk Medium risk High risk

1-60 61-175 �176

Source: FEMA (2003)

Table III.
Risk rating scale

Risk Risk rating

Very high �261
High 201-260
Medium high 141-200
Medium 101-140
Medium low 61-100
Low 31-60
Very low 1-30

Source: FEMA (2003)
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identify and assess its critical assets, threats, hazards, vulnerability rating and the
consequent terrorist risk to its critical assets.

The population sizes of high schools were obtained from the Lebanese Ministry of
Education’s website and, for this study, were classified as low (fewer than 400 students),
medium (400-600 students) and high (more than 600 students). The level of
attractiveness reflects the presence of features that increase the likelihood of attack on a
certain facility; for instance, Western-style high schools have a higher risk of attack by
Islamic terrorist organisations. The location of a facility and the political affiliation of its
community can also influence attractiveness. Stand-off distance varies according to the
type of threat and construction and desired level of protection. For this study, 75 feet was
considered a sufficient stand-off distance because it is the minimum distance allowed
between buildings and the nearest parking or roadway (FEMA, 2003).

Results and recommendations
In this study, seven critical assets were identified as primary concerns based on the
concerns of Lebanese high schools’ officials. Values were assigned to these assets based
on their importance. Table VI specifies the critical assets and their value.

An example of a list of threats and hazards with an assigned threat rating is
presented in Table VII. All the listed threats are equally likely to occur. However,
gunmen attacks on schools should never be underestimated, given the absence of

Table VI.
Asset value

assessment for
Lebanese high

schools

Critical assets Asset value

Students/teachers 8
School building 8
Teaching functions 8
Buses and parking 5
Student records 7
Administrative functions 7
Nursing facilities 6

Table V.
Classification of high

schools based on
specified features

Features
Category
I

Category
II

Category
III

Category
IV

Category
V

Category
VI

Population size H H M H H H
Attractiveness level H M M H L L
Security level L L L M L VL
Stand-off distance IS IS IS IS IS IS
Protective glazing UA UA UA UA UA UA
Site access and layout F F F C F F
Structural conditions UR UR UR R UR UR
Architectural configuration M/L M/L M G M/G L
Emergency plan UA UA UA A UA UA

Notes: H � high; M � medium; M/L � medium/low; M/G � medium good; L � low; VL � very low;
f � free; C � controlled; UR � unresistant; R � resistant; G � good; A � available; UA � unavailable;
IS � insufficient
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security checkpoint at school entrances. The Beslan school tragedy of 2004 and the
Peshawar academy massacre in 2014 revealed the severe potential of cruel gunmen
attacks.

The vulnerability ratings were based on the 43-item questionnaire from the VA
(Veterans Affairs, 2002) checklist. The survey questions covered school sites,
architecture, structure, building envelop and security control. The analysis of the
responses provided the vulnerability rating of the assets for each of the six high school
categories (Table VIII).

The vulnerability determined for the critical assets of the targeted schools revealed
that the majority of Lebanese high schools have not taken into account the threat of
terrorism in emergency planning. The majority of these schools share similar
architectural and structural features that increase their vulnerability to terrorism
threats. The risk assessments for each of the six categories are shown in Table X. The
risk rating for Category I high schools is presented in Table IX, and a summary of the
risk rating for the six categories in Table X.

The risk ratings show that the majority of critical assets at Lebanese high schools are
at high risk of terrorism attacks, regardless of whether by suicide car bombings,

Table VII.
Threat and hazard
value assessment for
Lebanese high
schools

Threat/Hazard Threat rating Numerical threat rating

Stationary car bombing Medium 6
Suicide car bombing Medium 6
Gunmen attack Medium 6

Table VIII.
Vulnerability ratings
of the identified
critical assets for
each category for
attacks involving a
stationary or suicide
vehicle

Critical assets
Category

I
Category

II
Category

III
Category

IV
Category

V
Category

VI

Students/teachers 8 7 7 4 6 9
School building 8 8 7 3 5 8
Teaching functions 7 7 8 4 5 8
Buses and parking 8 7 9 6 7 9
Student records 6 6 5 3 5 8
Administrative functions 6 7 5 5 6 9
Nursing facilities 7 6 7 3 4 7

Table IX.
Risk assessment for
Category I high
schools

Critical assets
Asset

value rating
Threat

value rating
Vulnerability
value rating

Risk
rating

Students/teachers 8 6 8 384
School building 8 6 8 384
Teaching functions 8 6 7 336
Buses and parking 5 6 8 240
Student records 7 6 6 252
Administrative functions 7 6 6 252
Nursing facilities 6 6 7 252
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stationary car bombings or gunmen. Category IV high schools have the lowest risk
compared to the other categories. The average risk rating of all the specified critical
assets for Category IV is 164.6, in the medium-risk range. In contrast, the average risk
rating of all the other categories falls in the high-risk range.

These high risk ratings demonstrate that the majority of high schools in Lebanon are
unprotected against terrorist attacks. Governmental authorities have never taken the
initiative to implement the necessary mitigation strategies, have failed to improve the
resistance capabilities of school buildings across Lebanon and have never prioritised
safety procedures that could mitigate losses and destruction caused by aggressive acts
of terrorism. The findings of this study can have broader applicability, as they can alert
government officials in other Middle Eastern countries where the risk of terrorism is
high and mitigation measures of school facilities are low.

Therefore, Lebanese high school officials are urged to invest in the implementation of
preventive measures to minimise terrorism threats and risks. Moreover, they should
partner with students’ families and community organisations to create a more
responsive, supportive environment for handling the threats and challenges of
imminent and future terrorist attacks on schools. High school officials are encouraged to
invest in good relations with range of community partners and government agencies,
such as businesses, the Lebanese Internal Security Forces, health care facilities,
volunteer organisations and community leaders, so they can together promote
community resilience against future terrorist attacks. High schools must develop
emergency plans for terrorism and conduct workshop and drills to help students and
staff members respond to terrorist attacks.

Conclusion
Political tensions and sectarian conflicts in Lebanon, combined with regional political
instability and chaos, have created opportunities for terrorist groups to operate and
target essential facilities. Although terrorists have not yet targeted schools in Lebanon,
the neglect to protect schools against terrorist attacks could have detrimental
consequences for the educational sector and political stability. The survey of various
Lebanese high schools’ facilities revealed their high vulnerability to and risk of the
hazard of terrorism. Unfortunately, Lebanese public officials’ failure to discuss the
potential risk of terrorist attacks on school buildings and to take adequate precautionary
measures against such events can be considered fatal negligence. Hiding from reality
does not reduce the hazard, decrease schools’ vulnerability or eliminate the risk. Only
when government officials acknowledge the potential for such attacks and take the

Table X.
Risk assessment for

all categories of
surveyed high

schools

Critical assets
Category

I
Category

II
Category

III
Category

IV
Category

V
Category

VI

Students/teachers 384 336 336 192 288 432
School building 384 384 336 144 240 384
Teaching functions 336 336 384 192 240 384
Buses and parking 240 210 270 180 210 270
Student records 252 252 210 126 210 336
Administrative functions 252 294 210 210 252 378
Nursing facilities 252 216 252 108 144 252
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necessary precautionary measures, such a risk can be mitigated and children protected.
This study highlighted the risk of terrorism of Lebanese high schools and discussed the
impacts of such risk on the vulnerable Lebanese communities. However, further
research studies should investigate the awareness and the preparedness levels of school
administrators, teachers and staff towards potential terrorist attacks. The article may
inspire other researchers and academicians in countries prone to terrorism risk to
investigate the psychological impacts of terrorism on school children.
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