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Abstract—Power electronics (PE) and high-frequency switching
circuits are key to superior performance of electric vehicles. It is
vital to monitor the condition of the PE components in real-time
for safety and reliability. In this article, we propose two anomaly
detection methods based on a combination of data preprocessing
to suppress noise and outliers, multivariate regression models to
predict signals of interest under nominal operation, and sequential
analysis of residuals. In particular, the methods utilize median
filtering to extract ON-state medians in each switching cycle in non-
linear autoregressive exogenous neural network models or filtered
ON-state data in partial least squares-based models to represent
the nominal circuit behavior. Optimal and approximate dynamic
programming-based feature selection methods are developed to
select the most informative signals or their transformations. Pre-
dictions from the learned models are used to generate the residuals
for anomaly detection by Page’s cumulative sum test. The proposed
models and anomaly detection methods are validated on three
accelerated aging experimental datasets, comprised of 60 power
MOSFET devices with low-frequency and high-frequency switching
under disparate operating conditions. Due to the simplicity and effi-
ciency of the data-driven anomaly detection schemes, the proposed
methods can potentially be embedded in real-time digital platforms.

Index Terms—Cumulative sum (CUSUM) test, nonlinear
autoregressive exogenous (NARX), online anomaly detection,
partial least squares (PLS), power electronics (PE).
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I. INTRODUCTION

A. Motivation

E LECTRIC vehicles (EVs) have a number of advantages
over traditional gas-powered automobiles in terms of effi-

ciency, fuel economy, flexible charging, energy security, and
beneficial impact on climate due to reduction in emissions.
Power electronic (PE) converters, such as inverters and dc/dc
converters, control the flow of electrical energy in EVs. For ex-
ample, they control the speed and torque of the motor; they con-
vert and distribute electrical power to other vehicle systems, such
as heating and ventilation, lighting, and infotainment. Indeed,
high-frequency switching circuits used in PE devices [1] are the
key to superior performance of the motor drives. Consequently,
the reliability of PE components, such as insulated-gate bipolar
transistors (IGBT) and metal–oxide–semiconductor field-effect
transistors (MOSFET), is becoming a major concern to motor
manufacturers [1]–[4], because unscheduled maintenance en-
sues when faults occur in these devices. Therefore, it is essential
to develop fault detection, diagnosis, and prognosis (FDDP)
techniques that annunciate incipient device faults for proac-
tive maintenance and increased vehicle availability. Anomaly
detection is the first step in ensuring the operational integrity
of PE devices [5]. Incipient detection of anomalies can prevent
unplanned vehicle breakdowns, and lower the maintenance costs
to vehicle owners [4].

B. Previous Work

Anomaly detection in MOSFETs is based on the premise that
measurable signals of failed devices, such as the voltage, cur-
rent, ON-state resistance, and temperature (body diode volt-
age), will change substantially when compared to normally
operating devices [6]. Numerous anomaly detection algorithms
for MOSFET devices have been developed in the literature [7].
These approaches can be broadly classified into three general
categories: Condition-based, model-based, and data-driven [6],
[8] methods.

MOSFET devices have three ports: Source (S), drain (D), and
gate (G). The voltage between G and S, VGS , controls the flow
of current, IDS , between the drain and the source. As VDS

is increased, the drain current IDS increases, but due to the
applied VGS , the drain current is controlled up to a certain level

0885-8993 © 2022 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See https://www.ieee.org/publications/rights/index.html for more information.

Authorized licensed use limited to: American University of Beirut. Downloaded on April 09,2024 at 09:36:52 UTC from IEEE Xplore.  Restrictions apply. 

https://orcid.org/0000-0002-9870-1133
https://orcid.org/0000-0001-5492-723X
https://orcid.org/0000-0002-0565-181X
https://orcid.org/0000-0002-3933-1697
https://orcid.org/0000-0003-3777-3501
https://orcid.org/0000-0001-7218-1187
mailto:qian.4.yang@uconn.edu
mailto:muhammed_ali.gultekin@uconn.edu
mailto:krishna.pattipati@uconn.edu
mailto:krishna.pattipati@uconn.edu
mailto:ravi.rajamani@uconn.edu
mailto:vss01@mail.aub.edu
mailto:alibazzi@ieee.org
mailto:francesco.palmieri@unicampania.it
mailto:shailesh.joshi@toyota.com
mailto:muhamed.farooq@toyota.com
mailto:hiroshi.ukegawa@toyota.com
mailto:hiroshi.ukegawa@toyota.com
https://doi.org/10.1109/TPEL.2022.3140721


7316 IEEE TRANSACTIONS ON POWER ELECTRONICS, VOL. 37, NO. 6, JUNE 2022

(saturation). MOSFET devices operate in three modes: ON when
there is adequate VGS to allow the current to pass, OFF when
VGS is below a threshold, and saturation when there is a constant
current in IDS independently of voltage, VDS . Chen et al. [6]
categorize failure modes in MOSFET devices into two distinct cat-
egories: Extrinsic failures, such as metallization reconstruction,
wire-bonding, and solder joint fatigue, and intrinsic failures,
including dielectric breakdown, hot carrier injection, and elec-
tromigration. Typically, one measures sampled time histories of
VGS , VDS , IDS , and body diode voltage VBD; the latter serves
as a surrogate for the case temperature, TC of the device.

Condition-based methods detect or estimate or measure the
electrical parameters, which indicate the degradation of the
power device [8]. The parameters, such as damage-sensitive
electrical parameters (DSEP) and thermosensitive electrical pa-
rameters (TSEP), are usually measured during operation. Fausto
proposed a junction temperature estimation system using the
VON measurement that can be integrated into the gate driver
circuit [9]. The method showed high accuracy and high fea-
sibility compared to the direct thermistor measurement of the
temperature. Zhang [10] introduced a gate model of SiC MOSFET,
an online IG measuring method and a junction temperature
estimation technique using IG. It can be applied to various types
of PE devices under different operating conditions.

Model-based approaches utilize the knowledge of MOSFET

device’s physics of normal operation and anticipated physics
of failure mechanisms to develop an analytical or simulation
model that relates physical parameters to the observed behav-
ior of MOSFET. Kovacevic presented a physics-based model to
simulate the stress–strain solder response under cyclical thermal
loading [11]. An analytical PSpice model, applicable to commer-
cially available SiC MOSFET power modules, is presented in [12].
The main advantage of a model-based approach is its ability to
incorporate a physical understanding of the device’s behavior
into the anomaly detection scheme. Because of the nonlinear
nature of switching circuit behavior and the complexity and
variety of failure mechanisms, mathematically and precisely
formulating the effects of faults and degradation in MOSFET

devices is especially difficult [13].
A data-driven approach to anomaly detection is preferred

when physics-based models are not available or are too complex
for real-time use or are difficult to develop, but instead device
health-monitoring data (e.g., currents, voltages, temperature) is
available. In these cases, experimental data from an operating
MOSFET device or from accelerated aging tests or simulated data
from a detailed physics-based simulator will be the major source
of device knowledge for anomaly detection. Neural network and
statistical classification methods are illustrative of data-driven
techniques. Significant amount of data from monitored variables
under a range of nominal and faulty scenarios is needed for
data-driven analysis to succeed. In addition, it is salient to know
which signals or transformations of the signals (“features”) must
be monitored to detect malfunctions at an early stage of failure.
There are several possible signatures and precursors, called
condition indicators, for monitoring the degradation. These
include the gate leakage current [14], IDS , VDS , changes in
ON-state resistance (RDS(ON)) [15]–[17], gate voltage, VGS

and so on [18]. A comprehensive reliability analysis of SiC
MOSFETs under high-temperature power cycling was presented
in [19], and the correlations between key precursor variations
and degradation mechanisms have been assessed. The threshold
voltage drift and increase in RDS(ON) is found to be related
to the gate oxide degradation and sudden change in body diode
voltage and RDS(ON) are due to packaging-related issues.

One of the most common ways of detecting failures involves
comparing the signals in the fault-free and the faulty conditions.
Particle filter [15], [17], [20] and extended Kalman filter [16]
based techniques are employed to track the degradation state
(e.g.,changes in RDS(ON)) for anomaly detection and to com-
pute the remaining useful life (RUL) of the device. Hidden
Markov models (HMMs) are formulated for the healthy and
anomalous behaviors of systems in [21] and the measured signals
are classified as healthy or anomalous using the trained HMMs.
Sutrisno et al. [22] extracted several electrical parameters and
analyzed them to detect anomalies using the principal compo-
nent analysis (PCA) and a K-nearest neighbor (KNN) classifier.

Extracting features from failure precursors is the commonly
used data processing technique in anomaly monitoring and
analysis. De Araujo Ribeiro et al. [23] developed a set of
diagnostic matrices relating faults in voltage-source inverters
used in motor drives (as rows) to errors in the phase voltages
of the inverter pole voltage, line voltage, machine voltage,
and the neutral voltage (as columns). Anomalies are detected
by comparing the measured voltages to their predictions from
an analytical model of the voltage-source inverter. Statistical
feature estimation using Gaussian process regression (GPR) and
genetic algorithm (GA) is proposed in [24] for online anomaly
detection in dc/dc converters. In this article, the GPR model
estimates the nominal output from training data and extracts
seven features of the nominal output signals: The range, mean,
standard deviation, skewness, kurtosis, entropy, and centroid of
the nominal output signals. Since the nominal output is subject to
parameter uncertainty due to component tolerances and instru-
ment noise, GA is used to compute the minimum and maximum
values of the seven output features under the nominal case.
During online operation, the seven features of the actual output
are compared with the extreme values of the nominal case found
via GA. The anomaly will be detected online when any one of the
seven features of the actual output deviates beyond the extreme
values.

Patil et al. [25] proposed a Mahalanobis distance (MD)-
based anomaly detector by monitoring the ON-state collector–
emitter voltage VCE(ON) and current ICE(ON) in IGBTs.
The sample mean and the sample covariance matrices used
in MD calculations are obtained from the healthy data. The
MD was transformed into a nearly Gaussian distribution using
Box-Cox transformations and three standard deviation limits
are used as thresholds for anomaly detection. Murphey [26]
developed a neural network-based fault classification system
for an electric drive inverter using data from a model-based
simulator.

Residual-based techniques are able to capture the fault signa-
tures and enable active adaptive learning. Chen et al. [6] used
PCA to project the data onto orthogonal directions, thereby
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removing multicollinearity in the data and reducing its di-
mensionality. Then, the Hotelling’s T 2 and Q statistics-based
tests are used for anomaly detection. In [27], PCA method
was enhanced by combining it with an exponentially weighted
moving average (EWMA) filter for tracking nonstationary and
operating condition-dependent feature means and a probabilistic
logic to improve the detection accuracy and to minimize false
alarms.

C. Contributions and Organization of the Article

This article proposes two unsupervised data-driven ap-
proaches to learn the nominal model of a device on-line and
use the deviations between actual measurements and predictions
(“residuals” or “deltas”) as an input to a sequential quickest
detection scheme. Specifically, nonlinear autoregressive exoge-
nous (NARX) neural network and partial least squares (PLS)-
based models are used as two complementary methods for pre-
dicting the signals of interest during the ON-state of a switching
device (e.g., current, voltage, ON-state resistance, body diode
voltage, or case temperature), assuming nominal operation. The
NARX model uses ON-state medians of signals in each switching
cycle as inputs and outputs, while the PLS model works with
filtered ON-state samples directly. Informed by physics-based
models, optimal and suboptimal feature selection methods us-
ing dynamic programming (DP) are used to select the most
informative signals and their transformations as inputs to the
PLS models. The learned models of power MOSFET devices are
applicable at both low-frequency and high-frequency switching
and under various operating conditions. The predictions from
the NARX and PLS models are used to compute the residuals;
Page’s cumulative sum (CUSUM) test monitors the changes
in mean or variance of these residuals to detect anomalies.
The data preprocessing steps used in the proposed anomaly
detection methods suppress the impact of instrument noise via
median filtering (for NARX) and a moving average (a form of
finite impulse response) digital filter (for PLS), and increase
the statistical power of anomaly detectors via extreme data
removal. The NARX-CUSUM and PLS-CUSUM anomaly de-
tection methods are validated on three distinct accelerated aging
experimental datasets, comprised of 60 power MOSFET devices
with low-frequency and high-frequency switching and disparate
operating conditions. One of these accelerated test datasets with
data from 27 MOSFET devices was generated at the University
of Connecticut (UCONN) by setting up a hardware-in-the-loop
(HIL) experimental facility. The proposed methods could be
implemented both online and offline.

The rest of this article is organized as follows. Section II intro-
duces the hardware setup for the three datasets and details of each
dataset and how it was obtained is given. Section III describes
the DP-based feature selection algorithms, and interprets the for-
ward and backward feature selection algorithms as approximate
DP (ADP) algorithms. Residual generation via NARX neural
network and PLS regression models are described in Section IV.
Section V briefly explains the CUSUM anomaly detection
algorithm. In Section VI, NARX-CUSUM and PLS-CUSUM

anomaly detectors are applied to three different datasets com-
prised of 60 devices and the detection performance results are
presented. In Section VII, we discuss the implementation of
PLS-CUSUM on a digital signal processor (DSP) and how
we optimized the code for memory and computational speed.
Finally, Section VIII concludes this article.

II. HARDWARE SETUP AND DATASET DESCRIPTION

Data-driven approaches to anomaly detection in MOSFET de-
vices require datasets, spanning both healthy and faulty devices
under disparate operating conditions that are expected to occur
in real-world EV applications. To test our anomaly detection
algorithms, we obtained accelerated aging test data from three
experimental setups: SiC MOSFET accelerated aging test data,
UCONN HIL data, and UT-Dallas data.

A. Failures in MOSFETs

Power devices degrade and fail in different ways. Failures
can be categorized as extrinsic and intrinsic failures. Extrinsic
failures are related to the packaging of single or multiple devices,
whereas intrinsic failures are related to the device physics [28].
Large package areas and nonhomogeneously sourced materials
make the devices vulnerable to thermal stress. Mismatches in
thermal expansion coefficients in packaging manifest as wire
bond and solder joint failures [29]. Intrinsic failures are caused
by power cycling through silicon dies rather than the package
itself or the fabrication process; they are listed in the JEDEC
standards, as electromigration, corrosion, dielectric breakdown,
hot carrier injection, etc. [30].

Both the intrinsic and extrinsic failures are nonobservable
without special equipment or tests. In this article, failures are
classified based on their electrical behavior, namely, open- and
short-circuit failures. Classification of open- and short-circuit
failures can be performed using simple electrical tests, but device
decapsulation and/or imaging can provide root causes for each
fault type and the location within a device.

B. SiC MOSFET Accelerated Aging Test Data

The low-frequency SiC MOSFET accelerated aging test data
were generated using a combination of power cycling and ther-
mal cycling tests. The test was set up using the 1500-A Mentor
Graphics power tester, which provides automated power testing
and cycling for semiconductor devices [6], [31]. Since electric
machine drive circuits typically consist of six devices, six differ-
ent devices, denoted as S1, S2, S3, S4, S5, and S6 (part number
CCS050M12CM2 from Wolfspeed) with every pair connected in
series, are used. The top switches, S1, S3, and S5, are connected
to separate channels of the power tester, denoted as CH1, CH2,
and CH3; the bottom switches, S2, S4, and S6, are connected
to a common ground, denoted as COM. The reason for using
separate channels, but the same voltage, current, and temperature
conditions in each channel, is to avoid interaction between the
three different half bridges and to ensure that a failure in one
leg does not impact others [6]. The devices were mounted on
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a temperature-controlled cold plate, the base plate temperature
was set to 65 ◦C. The target junction temperature was set to 150◦

C, and the temperature was maintained as constant. To maintain a
constant temperature, operating current is changed continuously.
As for power cycling conditions, devices are switched at a
very low frequency (0.02 Hz). The measured signals were case
temperature (TC), ON-state load current (IDS), ON-state voltage
(VDS), body diode voltage at maximum junction temperature,Tj

(right after switching off current), and minimum body diode volt-
age at minimum junction temperature,Tj (right before switching
on current). The experiment was conducted in three phases.
Data from 14 devices are analyzed in this article; three devices,
numbered S3.3, S4.3, and S5.3 failed. Devices S3.3 and S5.3
failed in open-circuit mode, while S4.3 was shorted. Imaging
analysis showed that the root cause of S3.3 and S5.3 failures was
bond wire break and thermal interface material delamination,
while the root causes of S4.3 were delamination of die attach
and of the thermal interface. Details of the experimental setup
and anomaly detection using PCA and EWMA-PCA may be
found in our earlier work [6], [27].

C. UCONN HIL Data

An accelerated power cycling testbed for Si MOSFETs was
established at UCONN to 1) fail devices within hours or days
instead of months or years, and 2) generate independent data
in a repeatable and reproducible manner, while considering
variations inherent in device fabrication, electrical conditions,
and switching frequency [32]. Two test types are conducted,
low-frequency (LF) and high-frequency (HF). A constant cur-
rent is switched at 0.02 and 1 kHz with an 80% duty cycle
for both the LF and the HF tests. The current is increased
periodically to accelerate the device’s failure. Temperature of
the device’s case is not actively controlled. However, in LF
testing, wherein devices do not switch ON and OFF frequently,
there will be some time for the devices to cool down, as opposed
to HF switching, where the switching cycle time is four orders of
magnitude smaller. Consequently, in HF testing, temperature is
almost constant since the device’s thermal time constant is large.
Examples of temperature variations during LF and HF testing
are shown in Fig. 1(a) and (b), respectively.

The UCONN HIL data are produced by the hardware setup
shown in Fig. 2. Only one phase of the inverter is being used
for testing purposes. The gate signal is produced by the FPGA,
and it is transmitted to the isolation circuitry. After isolating the
gate signal, it is fed to the inverter. The following parameters
are collected from the inverter using FPGA’s analog pins: VDS ,
VS , and IDS . Gate signal is also measured, but it is measured
directly from the FPGA for synchronization purposes. An EE
type thermocouple is used for case temperature measurement, as
well as plate temperature measurement. An NI data acquisition
device is employed for this purpose. In short, Drain to source
voltage VDS , drain current IDS , device case temperature TC ,
heat sink temperature TP , and gate to source voltage VGS are
the measured quantities.VDS and IDS are used to findRDS(ON)

through Ohm’s law.

Fig. 1. Temperature variation during accelerated tests. (a) LF. (b) HF.

Fig. 2. Test setup.

D. UT-Dallas Data

UT-Dallas data were generated from a thermal cycling setup
on C2M0280120D MOSFET devices. DUT’s are heated by ap-
plying a load current until they reach a set temperature, and then
they are cooled down in the absence of load current. Device
measurements, taken after each thermal cycle, were provided to
us by researchers in [19]. Data from six devices is analyzed
(Devices numbered 2A-1 to 2A-7). The tests were stopped
because gate charge measurement could not be done for 4 out
of 6 devices (2A-1, 2A-2, 2A-5, and 2A-6), or gate control was
lost (2A-3) or gate current exceeded the threshold (2A-7).

The datasets above represent 60 devices from multiple
data sources (40 from UCONN data, 6 from UT-Dallas data,
14 from SiC MOSFET accelerated aging test data), and dis-
parate operating conditions (different control strategies, low-
frequency and high-frequency switching, varying ON–OFF times
for low-frequency switching, measurement discontinuities at
start–stop points, instrument noise and occasional extreme
measurements).
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III. FEATURE SELECTION METHODS

A. Dynamic Programming

In data-driven methods, selecting parsimonious and effica-
cious features is often better, because it enables learning faster,
reduces model complexity and overfitting, improves the accu-
racy of model predictions, and makes it easier to interpret and
explain the model. In developing PLS models to predict IDS

from the other measured signals, we considered a number of
features, such as VGSVDS , VGS , V

2
GS , VDS , andTC as potential

inputs to the estimator. The problem of selecting a ranked subset
of k-best features (i.e., input signals and their transformations
for predicting a desired output signal in our case) from a given
set of N features (k ≤ N ) could be solved using branch and
bound or DP or heuristics [33]–[35].

DP is a multistage optimization technique used to simplify a
complex problem by decomposing it into simpler subproblems,
and solving the original problem in a recursive manner. The
concept of principle of optimality that states that the subsolutions
of an optimal solution of the problem are themselves optimal
solutions for their subproblems, in conjunction with a recursive
functional equation that relates a solution to its subsolutions, is
fundamental to DP. The functional equation of DP enables one
to choose a ranked subset of features of specified cardinality
with the maximum effectiveness (e.g., minimum mean square
error (mse) between the nominal data and the nominal model
predictions).

Let F = (f1, f2, . . . , fN ) be the set of available features,
Xi, (i = 1, 2, . . . , k) be a subset of i features and there will
be

(
N
i

)
such subsets for each i. To select a subset of k best

features among the entire set F , DP considers the subproblems
of selecting i-best features, (i = 1, 2, . . . , k). The recursion also
facilitates the ranking of the efficacious features by tracing best
feature subsets from stages i = 1, 2, . . . , k.

Let J(Xi) be the cost of subset Xi. Note that, the cost (e.g.,
mse) depends only on the feature membership of Xi, and not
on their order. To guarantee optimality of DP, the performance
criterion, J , is assumed to be a strictly monotonic function of
i. If this assumption is not valid, then order matters in cost
computation and DP becomes a suboptimal feature selection
method, because exhaustive search with factorial complexity is
needed for optimal feature selection with nonmonotonic cost
functions. The forward DP equation for selecting the i-best
features based on the mse of a nominal model proceeds for
i = 1, 2, . . . , k with X0 = ∅ as follows:

J(X∗
i ) = min

Xi∈F
J(Xi) = min

Xi−1∈F
min

f∈F \Xi−1:
Xi−1∪f=Xi

J(Xi−1 ∪ f).

(1)
The optimal feature subset (X∗

i ) is given as

X∗
i = arg min

Xi∈F
J(Xi) (2)

f ∗
i = X∗

i \X∗
i−1. (3)

Once i best features for (i = 1, 2, . . . , k) are available, one
can glean the ranking of features by traversing the subsets in (2)
in a reverse order for i = k, k − 1, . . . , 1 as in (3). A feature of

DP is that it provides the best feature subset for every 1 ≤ i ≤ k.
Unfortunately, implementation of such a search scheme requires
an enormous amount of computation, especially for large N .
Indeed, one needs to consider

∑k
i=1

(
N
i

)
nonempty subsets of

features, and train and evaluate the concomitant models.
Note that, DP can be implemented as a backward recursion

for i = N − 1, N − 2, . . . , k with XN = F as follows:

J(X∗
i ) = min

Xi∈F
J(Xi) = min

Xi+1∈F
min

f∈Xi+1:
Xi=Xi+1\f

J(Xi+1\f). (4)

Note that, ranking of features with the backward method
requires the recursion to be computed for i = N − 1, N −
2, . . . , 1 with computational complexity O(2N − 1). Given the
exponential complexity of DP, we also considered “backward”
and “forward” feature selection methods, also known as the
“knock-out” strategies. Compared with the DP method, “knock-
out” strategies do not need to search all

∑k
i=1

(
N
i

)
combinations

of features, but need to consider only 1 +
∑N−1

i=k (i+ 1) subsets
for the backward feature selection method, and

∑k
i=1(N − i+

1) subsets for the forward feature selection method.

B. Backward and Forward Feature Selection as Approximate
Dynamic Programming

To avoid the exponential computational complexity of the
optimal DP algorithm, one could reduce the search space by
fixing, at each stage i, the optimal feature subset from stage
(i− 1). This search process can be realized by starting with all
the features and deleting one least effective feature at a time
until k features are left, or starting with a null set and adding
the highest effectiveness feature at a time to the current feature
subset until k features are in the subset; the former is called
backward feature selection method, while the latter is termed
the forward feature selection method [36].

The backward “knock-out” strategy begins by evaluating the
effectiveness of the subset containing allN features and “knocks
out” the least effective one (i.e., the feature that increases the mse
the least) at each stage, i = N − 1, N − 2, . . . , k. Starting with
the complete set F = (f1, f2, . . . , fN ), we delete the feature f ∗

i

from F that results in the least decrease in effectiveness (i.e.,
the least increase in mse). This process is continued until the
desired number of features k is reached. The number of possible
subsets at the ith stage isN − i+ 1 and to select best k features,
one needs to evaluate 1 +

∑N−1
i=k i+ 1 = 1 + (N+k+1)(N−k)

2
subsets. The least effective feature at stage i, i = N − 1, N −
2, . . . , k is

X∗
i = X∗

i+1\f ∗
i (5)

f ∗
i = arg min

f∈X∗
i+1

(J(X∗
i+1\fi)− J(X∗

i+1))

= arg min
f∈X∗

i+1

J(X∗
i+1\fi). (6)

The initial feature subset is

X∗
N = F. (7)

Indeed, the backward feature selection via (6) is an approx-
imation to the DP recursion in (4), where minimization over
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Xi+1 is replaced by the subset X∗
i+1, thereby reducing the

computational complexity to a quadratic function in the number
of features. Feature ranking with backward feature selection
method, however, requires search process to be continued un-
til k = 1. The order of importance of k features using the
backward feature selection would be f ∗

1 , f
∗
2 , f

∗
3 , . . . , f

∗
k . The

computational complexity for ranking and selection in this case
is N(N+1)

2 . Since (6) can be viewed as an approximate DP
recursion, the backward feature selection strategy can be used
as a base heuristic in rollout and Monte Carlo tree search-based
ADP algorithms to provide near-optimal feature subsets [37].

The forward feature selection is basically a bottom up ap-
proximate DP search procedure in (1), which adds a new best
feature to the current feature set at each stage. At each iteration
i (i = 1, . . . , k), forward feature selection strategy selects the
optimal feature f ∗

i that provides the largest efficacy, e.g., largest
decrease in mse, and adds it to the set of already selected
variables, denoted by X∗

i−1, initialized to be the empty set
X0 = ∅. The selection process ends when adding new features
does not improve the performance significantly or the desired
number of selected features k is reached. At stage i, forward
feature selection method requires the evaluation of (N − i+ 1)
feature subsets and the total number of subsets to be searched is∑k

i=1(N − i+ 1) = (2N−k+1)k
2 .

The subset of i optimal features is

X∗
i = X∗

i−1 ∪ f ∗
i (8)

and the most effective feature f ∗
i at ith stage for i = 1, 2, . . . , k

is

f ∗
i = arg min

fi∈F \X∗
i−1

J(X∗
i−1 ∪ fi). (9)

The forward feature selection method in (9) can be a heuristic
for rollout and Monte Carlo tree search-based ADP algorithms
to provide near-optimal feature subsets [37].

IV. RESIDUAL GENERATION METHODS

In our approach to anomaly detection, a model is learned from
data to describe the nominal behavior of the system. A quality
index, e.g., residual, is used to compare the predicted output
based on the nominal model and the actual output measurement
to detect anomalies. The residuals are expected to be near
zero and are only subjected to noise, component tolerances,
and disturbances in fault-free devices, but deviate from zero
substantially in the presence of faults in the system [38]. The
residuals are calculated as

r(t) = y(t)− ŷ(t) (10)

where y(t) are the measurements and ŷ(t) are the predictions at
time t.

A. Data Preprocessing

Data exploration and descriptive statistics [6], data prepro-
cessing, data reduction and transformation, and clustering are
four major ways to improve the quality of data for model
building and feature reduction. Central tendencies, variations,

distributions, and ranges help in setting appropriate thresholds to
triage incoming data, in identifying extreme measurements, and
in selecting suitable predictive modeling techniques. Data pre-
processing filters data to isolate signal components from noise,
remove extreme measurements, and adjust scale differences
among variables by autoscaling to obtain normalized data [39].
Data transformation, such as PCA and PLS, synthesize a smaller
number of features from the redundant measurement data by pre-
serving the correlation structures among the monitored variables
and enable real-time implementation of data-driven prediction
algorithms via compact memory footprint, with improved com-
putational efficiency and generally enhanced prediction accu-
racy. The data transformation process enables physics-informed
power transformations and basis functions of input signals to be
incorporated into predictive models [40]. Data clustering may be
viewed as a data reduction process that produces a concise model
of data. For example, the context variables, such as the driving
cycles, control strategies, system loads, and temperatures, can
be grouped to create “cases” that can be used to adapt the
model parameters in a new situation. A number of unsupervised
clustering algorithms (e.g., K-means [41], Gaussian mixture
models [17], and variational Bayes inference [42], SOM [43]
can be used to summarize the data for later classification and
regression.

In the present article, we used two data preprocessing meth-
ods: ON-state median extraction for NARX models to reduce the
data size for training and deployment, and implementation of
a digital filter to suppress noise in ON-state sampled data for
PLS-based model. This is motivated by the observation that
the ON-state voltage, current, and resistance have proved to
be precursors indicating faults, such as wire-bond degradation
[44], [45].

The ON-state raw signals VDS , VGS , IDS , TC , or VBD have
inherent noise, which obscures the anomalies underlying the
samples. In order to filter out the noise present in ON-state
signals, a moving-average filter (MAF) is applied to the ON-state
data. The transfer function H(z) of a linear digital filter can be
expressed in the z-domain as (11)

Y (z) =

∑nb

k=0 bkz
−k

1 +
∑na

k=1 akz
−k

X(z) (11)

where na is the feedback filter order,nb is the feed-forward filter
order. If the denominator is unity (no feedback), (11) becomes
a finite impulse response (FIR) filter. Assuming x(n) is the raw
signal at sample pointn and y(n) is the corresponding processed
data sample after digital filtering, the general form of a FIR
filtering operation is

yn =

nb∑
k=0

bkxn−k. (12)

An MAF is a linear-phase low-pass FIR filter and is commonly
used for smoothing noisy data [46]. MAFs are easy to imple-
ment and computationally effective. Assuming an MAF window
length of nb (nb ∈ Z+), moving average filtering operation
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is (14) [47]

yn =
1

nb

nb−1∑
k=0

xn−k. (13)

Due to the large computational cost of neural network train-
ing, a median filter is applied to reduce the data size for NARX.
Median filters are simple and are a robust way to extract features
from highly noisy data with occasional extreme values. A non-
recursive median filter is implemented by calculating median
values of the samples in a given length window (ON-state cycle
length in our case) [48]. Let x(n) and y(n) be the input and
output of a median filter at point n and the window length is
2N + 1, N ∈ Z+. The median filter operation can be expressed
as

yn = median(x(n−N), . . . , x(n− 1), x(n)

x(n+ 1), . . . , x(n+N)). (14)

B. Nonlinear Autoregressive Model With
Exogenous Input Model

Most of the model-based anomaly detection approaches rely
on linear discrete-time models, since it is difficult to obtain an
accurate model for a complex nonlinear system in practice [49].
To overcome the limitations of the linearized models, neural
networks have been introduced, which can work directly with
data and have the ability to learn and represent nonlinear and
complex relationships between the inputs and outputs, and deal
with noisy or corrupted data with suitable data preprocessing
and the use of regularization techniques in training [50]. The
resulting models can be used to generate residuals, detect anoma-
lies, diagnose faults, trend condition indicators, and estimate the
residual useful life.

The NARX inputs neural network, a dynamic artificial neural
network (DNN) with delays, can serve as a good predictive
model of time series signals of MOSFET devices [51], [52].
NARX uses delays to model the dependence of the current
(ON-state median) output on the current and previous values of
the exogenous (ON-state median) inputs (features) and previous
values of the (ON-state median) output. Consider a discrete-time
multivariable nonlinear system with m exogenous inputs, u and
r outputs, y

ŷ(t) = f [u(t−Du), . . . , u(t− 1), u(t), y(t−Dy), . . . ,

y(t− 1)] + v(k) (15)

u(t) = [u1(t), u2(t), . . . , um(t)]T (16)

y(t) = [y1(t), y2(t), . . . , yr(t)]
T (17)

where f(·) is a nonlinear function, u(t) is a vector of ex-
ogenous inputs, y(t) is the vector output at time t and y(t−
Dy), . . . , y(t− 1) are the previous values of the output, Du and
Dy are the delay orders of input and output and v(k) is the noise
vector. In the context of MOSFET modeling, y(t) could represent,
for example, RDS(ON), and u(t) could represent IDS , VDS , T ,
and VGS .

The mapping function f is unknown, but is approximated by
a multilayer perceptron (MLP). In layer j, input vector xj , an
output of the previous layer (j − 1), is multiplied by a weighted
vector wij [51]. Then, the output zi of neuron i of layer j is
given by an activation function Ψ as (18)

zi = Ψ

⎛
⎝

n∑
j=1

xjwij

⎞
⎠ . (18)

The weight parameters are optimized to minimize the mse
between the observed output and model via a stochastic gradient
descent method or their accelerated versions [53]–[57]. The
gradient is computed via the backpropagation method [50].

C. Partial Least Squares Regression

Unlike the traditional least squares regression models, which
assume that only the output is corrupted by noise, the partial
least squares (PLS) regression models assume that both inputs
and outputs can be corrupted by noise. PLS is particularly useful
when the inputs are highly correlated and large in number. The
PLS regression is popular in many fields, including chemo-
metrics, biology, biomechanics, robotics, social sciences, and
industrial process control [58], [59], where it has become an
alternative to multiple linear regression and principal component
regression (PCR) methods [60]. PLS regression has connections
to conjugate gradient methods used in optimization [61].

Unlike PCR, which characterizes the latent space of only the
inputs, PLS characterizes the latent spaces of both inputs and
outputs and finds the regression coefficients from the result-
ing input–output latent space representations. Thus, the PLS
regression projects the input feature (predictor) variables and the
measured output variables to their respective input and output
latent spaces by maximizing the variance of the output variables
explained by the input variables or equivalently maximizing the
covariance between input and output. Formally, let X be an
n×m matrix of input predictors (X ∈ Rn×m), and Y an n× p
matrix of output responses (Y ∈ Rn×p). The PLS algorithm
extracts input and output factors successively from both X and
Y , respectively, to maximize the covariance between the input
and output. Specifically, PLS algorithm projects the X and
Y into uncorrelated latent components of two sets of weights
denoted by T and U to maximize the covariance between X and
Y (or equivalently, covariance between T and U ) as follows:

X = TPT + E (19)

Y = UQT + F (20)

where T ∈ Rn×r and U ∈ Rn×r are the projections of X (X-
scores) and Y (Y -scores), respectively; P ∈ Rm×r and Q ∈
Rp×r are orthogonal loading matrices of the input X and the
output Y , respectively; and matrices E ∈ Rn×m and F ∈ Rn×p

are PLS model residuals corresponding to X and Y , assumed
to be independent and identically distributed normal random
variables. The number of latent variables l can be estimated by
using cross-validation or some other techniques [62]. The PLS
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method finds the weight vectors w, c such that

[(t, u)]2 = [(Xw, Y c)]2 = max
‖a‖=‖b‖=1

[(Xa, Y b)]2 (21)

where [(t, u)] = tTu/n denotes the covariance between the
score vectors t and u.

Multiple algorithms are available to compute the score and
loading matrices, the most popular being the nonlinear iterative
partial least squares (NIPALS) algorithm that extracts the X-
scores and its loading factors, and the Y -scores and its loading
factors, successively one at a time, and successive singular value
decomposition of the cross-covariance matrix between input and
output using deflation [58]–[61]. Once T , P , U , and Q matrices
are computed, the linear regression model relating the input X
and the output Y involves finding β by solving

U = Tβ (22)

where β represents the regression matrix. By substituting the
model into (20), we obtain

Y = UQT + F = TβQT + F = XPβQT (23)

P , Q, and β can be used to predict y for a given x.

V. CUMULATIVE SUM ANOMALY DETECTION

Sequential change-point detection is concerned with the de-
sign and analysis of techniques for quickest online detection
of a change in the output signals, subject to a tolerable limit
on the risk of a false alarm. In this vein, predictions of the
output signals from NARX and PLS models enable us to com-
pute deviations from the actual observations, termed residuals
(actual-predicted), which form the basis for change-point de-
tection. Residuals are “small” as long as the behavior of the
MOSFET device is normal. In sequential detection, with every
new residual, one is faced with the question of whether to let
the device to continue to operate or if the statistical behavior of
the residual is believed to have altered; the goal is to detect the
change as quickly as possible.

CUSUM test (also known as the quickest detection test), first
proposed by Page [63], has been widely used in quality control
to monitor shifts in the process mean and variance [64], [65].
Processes characterized exclusively by the presence of natural
variability are said to operate in the “in-control” condition; when
a special cause occurs, the process state is said to be “out-of-
control” [65], [66]. The CUSUM test has emerged as a useful
tool to detect two-sided shifts in both the process mean and
variance and is able to identify the change points rapidly and
accurately [66], [67].

For a time sequence data X(t) (t = 1, 2, 3, . . . , n), which
follows the normal distribution, define the null hypothesis that
X ∼ N(μ0, σ0). The target mean μ0 and standard deviation
σ0 values are estimated from training residuals in our case,
describing the normal behavior of MOSFET. The CUSUM test
keeps track of the process mean X̄(t) (t = w,w + 1, . . . , n)
over w samples

X̄(t) =
1

w

w−1∑
j=0

X(t− j) (24)

where X̄(t) is the tth sample mean and w is the window length.
To monitor an increase in mean values from the in-control level
μ0 to a larger or lower mean μ1, the following quantities are
calculated [66]:

C+(t) = max(0, C+(t− 1) + X̄(t)− μ0 − k) (25)

C−(t) = max(0, C−(t− 1)− X̄(t) + μ0 − k) (26)

where k = δσ0

2 , δ is the amount of shift in the process mean
that we wish to detect, expressed as a multiple of the standard
deviation of the data points (which are the sample means). When
either C+(t) and C−(t) exceeds threshold h, the process is out
of control.

CUSUM test is also able to detect changes in variance
over time. For a Gaussian time sequence data X(t) (t =
1, 2, 3, . . . , n), define the null hypothesis that X ∼ N(μ0, σ0).
The CUSUM-S2 test used to detect changes in the process
variance, involves computing the sample variance S2(t) for
(t = w,w + 1, . . . , n) as follows:

S2(t) =
1

w − 1

w−1∑
j=0

(X(t− j)− X̄(t))2. (27)

To monitor an increase in variance from the in-control level
σ2
0 to a larger variance σ2

1 (σ2
0 < σ2

1), we use the CUSUM
statistic [66]

C+(t) = max(0, C+(t− 1) + S2(t)− k). (28)

The CUSUM for a downward shift in variance (σ2
0 > σ2

1) is

C−(t) = min(0, C−(t− 1) + S2(t) + k) (29)

where k =
2(ln

σ1
σ0

)σ2
0σ

2
1

σ2
1−σ2

0
.

A high-side CUSUM chart is used to detect an increase in
σ2 and to issue an out-of-control signal at the first t for which
C+

t > h+. Limit h+ can be obtained using the parameter chart
in [68]. A low-side CUSUM chart is used to detect a decrease
in σ2. It issues a signal at the first t for which C−

t < −h−. A
flowchart of the CUSUM test to detect anomalies in residuals is
shown in Fig. 3.

VI. RESULTS AND DISCUSSION

In this section, the data preprocessing, residual generation,
and anomaly detection mechanisms are applied to 60 MOSFET

devices spanning three different MOSFET datasets. Case temper-
ature T , drain-to-source voltage (VDS), drain-to-source current
(IDS), and gate-to-source voltage (VGS) are measured and used
as attributes in the NARX and PLS regression models.

A. Nonlinear Autoregressive Model-Based Anomaly Detection

The proposed NARX-CUSUM anomaly detection method
is summarized in the block diagram shown in the Fig. 4. The
approaches, including data preprocessing (median filtering for
NARX and moving average filtering for PLS), residual gener-
ation and anomaly detection, were performed on the collected
data.
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Fig. 3. Workflow of CUSUM chart.

Since every dataset has different numbers of measurements,
but T , VGS , IDS , and VDS are the most common and useful
parameters, we reduced the feature set to these four. Drain-to-
source resistance RDS(ON) is an important indicator of bond
wire lift-off, heel cracking, and fractures. Thus, RDS(ON) is
calculated from IDS and VDS . The UConn HIL datasets were
preprocessed by down sampling the ON-state data to one median
sample per cycle, as shown in Fig. 5.

The NARX model uses the past values of the same series,
VDS , IDS , RDS(ON), T , and the past and current values of
the exogenous input, VGS , as the input. After preprocessing,
a one-step delay nonlinear autoregressive model is applied to
predict the current ON-state median sample of T (t), IDS(t) and
VDS(t), RDS(ON)(t) based on their previous samples and the
present VGS(t) and the past sample of the T (t− 1), IDS(t− 1)
and VDS(t− 1), RDS(ON)(t− 1). The total training data ratio
ranged from 10% to 30% of available data based on the data size.
For very smaller datasets (as in UCONN data, where devices
failed in substantially fewer number of cycles), higher ratio
(30%) is used and for the The residuals are then calculated and
used for anomaly detection in the CUSUM test. The CUSUM
window sizew is 100 for SiC MOSFET accelerated aging test data,
UT Dallas data, and UCONN HIL high-frequency testing data
and 20 for UCONN HIL low-frequency testing data, depending
on the data size.

Fig. 6 shows the differences between RDS(ON) predicted
values and the true values for four failed devices, S4.3 from
SiC MOSFET accelerated aging test dataset, Devices 1, 6, and
18 from the UCONN dataset, which failed as short-circuit in
low-frequency testing, open-circuit in low-frequency testing,
and short-circuit in high-frequency testing.

CUSUM anomaly detection is applied to the residuals and
changes in variance are monitored. Based on training residuals,
the in-control level parameters μ0 and σ0 are obtained. Optimal
amount of shift δ and thresholdh are predetermined based on the

desired detection delay and risk of false alarm. The amount of
shift in the process variance δ was set to 5 and threshold is 10 for
SiC MOSFET accelerated aging test datasets, 1 for UCONN-HIL
due to the smaller amount of data points after the anomaly
happens. Fig. 7 shows the CUSUM statistics for the same four
failed devices as in Fig. 6. NARX-CUSUM can reduce false
alarms due to the overshoot in transient state, but is less sensi-
tive to small shifts, resulting in a missed detection in HIL 18.
Since most of the testing devices stopped recording data when
a device failed, the CUSUM statistics exceed the threshold h
prior to the actual failure. Thus, NARX-CUSUM is able to detect
incipient failures and ahead of the actual failure time as shown
in Table I.

B. Partial Least Squares Regression-Based Anomaly Detection

The PLS-CUSUM anomaly detector workflow is depicted in
the block diagram shown in the Fig. 8 and was tested on all
three MOSFET datasets. In this process, the raw ON-state samples
are filtered by an MAF filter with nb = 30. Compared with
NARX regression model, regular PLS only takes into account
linear relationships among variables. However, the relationship
between MOSFET measurements is usually described by a nonlin-
ear function. For example, drain–source current IDS is related
to drain–source voltage VDS and the gate–source current VDS ,
as shown in [69]:

IDS =

⎧⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎩

KFxKPx

(VGS−V Tx)VDS−LINSATkx−1(VGS−V Tx)
2−kx
kx

1+θx(VGS−V Tx)

if VDS < VGS−V Tx

LINSAT

KPx
(VGS−V Tx)

2

2(1+θx(VGS−V Tx))
, if VDS ≥ VGS−V Tx

LINSAT

(30)

kx =
KFx

KFx − LINSAT
2

(31)

whereKFx,KPx are, respectively, the high and low current gain
factors, LINSAT is the linear to saturation transition parameter,
θx is the transverse field mobility parameter, and V Tx is the
threshold voltage, which is related to the temperature T . Based
on this physics-based model, we assume a model of IDS of the
form

IDS = a0 + a1VGSVDS + a2VGS + a3V
2
GS + a4VDS + a5T.

(32)
IDS is not linearly related to other terms. Thus, feature trans-

formation and selection are needed to deal with the nonlinearity
and avoid the influence of irrelevant variables. As shown in (32),
the transformed features are [VGSVDS , VGS , V

2
GS , VDS , T ].

Backward feature selection-based ADP, developed in Sec-
tion III, is used to select the most salient transformed fea-
tures. Table II presents the results. The “Remaining Features”
lists the features included, “Deleted column” lists the fea-
tures deleted according to the algorithm and “MSE” column
shows the mse for the healthy data. The initial candidate set
[VGSVDS , VGS , V

2
GS , VDS , T ] included all five features. The

mse value increased significantly when the number of features
is reduced to two from three, but did not change substantially
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Fig. 4. Architecture of NARX-CUSUM anomaly detector.

TABLE I
SUMMARY OF TIME TO FAILURE FOR NARX-CUSUM

∗Missed detection.
∗∗Anomaly is detected after failure happens.
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TABLE II
BACKWARD FEATURE SELECTION BASED ON MEAN SQUARE ERROR (MSE)

Bold values are MSE values for the best feature subsets.

Fig. 5. Preprocessing of the raw data: ON-state medians.

Fig. 6. NARX Rds residuals. (a) Short circuit: SiC MOSFET accelerated
aging test S4.3. (b) Short Circuit: Low-frequency HIL 1. (c) Open Circuit:
Low-frequency HIL 6. (d) Short Circuit: High-frequency HIL 18.

Fig. 7. NARX CUSUM statistics. (a) Short circuit: SiC MOSFET accelerated
aging test S4.3. (b) Short Circuit: Low-frequency HIL 1. (c) Open Circuit: Low-
frequency HIL 6. (d) Short Circuit: High-frequency HIL 18.
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Fig. 8. Architecture of PLS-CUSUM anomaly detector.

TABLE III
PERFORMANCE EVALUATION FOR THE REDUCED MODELS

TABLE IV
PERFORMANCE EVALUATION FOR THE MODEL WITH RAW FEATURES

when the number of features is three when compared to in-
cluding all five features. Thus, we deleted the two features,
VGSVDS , VGS , with higher mse. The optimal ranked feature
subset is [VDS , T, V

2
GS]. The optimal DP and forward feature

selection also gave the the same optimal ranked feature subset.
Our feature selection method provides the optimal subsets

for different numbers of features. The anomaly detection per-
formance of the reduced order models with 1, 2, and 3 features
are shown in Table III. Evidently, a model with 3 features
{V 2

GS , VDS , T} has the highest accuracy; consequently, we will
use the model with three features in subsequent analysis.

To evaluate the effectiveness of the feature selection and
feature transformation methods, the performance for the raw
features without transformation are shown in Table IV. Since
VGS is almost constant in our experiments, the performance
of {V 2

GS , VDS , T} and {VGS , VDS , T} are the same. Including
plate temperature Tp and the ΔT , the difference between plate
Tp and case temperature Tc, decreases the performance. This is
because the plate temperature is noisy.

As explained in Section V, the healthy data should be used
for training, which involves the first few thousands of sam-
ples,depending on the data size, and the rest of the data can
be used for testing to see if an anomaly has occurred. Fig. 9
shows the residuals for the same six failed devices as in Fig. 6.
The residual for UCONN HIL 6 in Fig. 9(c) corresponds to
an open-circuit failure mode. The remaining three devices, in
Fig. 9(a), (b), and (d), fail in a short-circuit failure mode.

The results of CUSUM detection for mean changes are in
Fig. 10. The high CUSUM value (upper statistic) detects a
positive shift in mean and low CUSUM value (lower statis-
tic) detects a negative shift in mean. If the process mean
shifts upward, the upper CUSUM test statistic will eventually
drift upward, and vice versa if the process mean decreases.
Since the faults happen at the end of the data for all datasets,

Fig. 9. PLS Ids residual. (a) Short circuit: SiC MOSFET accelerated aging test
S4.3. (b) Short Circuit: Low-frequency HIL 1. (c) Open Circuit: Low-frequency
HIL 6. (d) Short Circuit: High-frequency HIL 18.

the CUSUM statistics exceed the threshold before the actual
failure happens. This means the PLS-CUSUM method can fore-
cast the failures before they happen. The number of remaining
useful cycles is calculated from the cycle when either the upper
or the lower CUSUM statistic exceeds the threshold to the cycle
corresponding to the device failure, and are summarized in
Table V. PLS-CUSUM has the ability to detect incipient failures
of different types under different experimental conditions. The
CUSUM window sizew is 200 for SiC MOSFET accelerated aging
tests data, UT Dallas data, and UCONN-HIL high-frequency
testing data and 20 for UCONN-HIL low-frequency testing data,
depending on the data size. Here, the CUSUM δ is defined as five
standard deviations (99.99994% confidence) from the training
IDS residual mean and the threshold h is selected as 10.

We compared the performance of the proposed two methods
with PCA and EWMA-PCA proposed by Chen et al. [6] and
McMenemy et al. [27], respectively. The performance of the
approaches are evaluated using accuracy (33), precision (34),
recall (35), F-measure (36) [70], and the Cohen’s Kappa statistic
(37) [71] in Table VI. True and false positives (TP /FP ) are the
number of predicted positives that were correct/incorrect, and
true and false negatives (TN /FN ) are the number of predicted
negatives that were correct/incorrect

Accuracy =
TP + TN

TP + FP + FN + TN
(33)
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TABLE V
SUMMARY OF TIME TO FAILURE FOR PLS-CUSUM

∗Missed detection of B5025.
∗∗Anomaly is detected after failure happens.

TABLE VI
OVERALL PERFORMANCE OF ANOMALY DETECTION ALGORITHMS

Precision =
TP

TP + FP
(34)

Recall =
TP

TP + FN
(35)

F1 score =
2 · TP

2 · TP + FP + FN

= 2 · Precision · Recall
Precision + Recall

(36)

κ =
Pr(a)− Pr(e)
1− Pr(e)

(37)

where Pr(a) is the actual observed agreement, and Pr(e) is
chance agreement. The result of Cohen’s Kappa can be inter-
preted as: κ ≤ 0 as indicating no agreement and 0.01–0.20 as
none to slight, 0.21–0.40 as fair, 0.41–0.60 as moderate, 0.61–
0.80 as substantial, and 0.81–1.00 as almost perfect agreement.
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Fig. 10. CUSUM statistics of PLS Ids residual. (a) Short circuit: SiC MOS-
FET accelerated aging test S4.3. (b) Short Circuit: Low-frequency HIL 1.
(c) Open Circuit: Low-frequency HIL 6. (d) Short Circuit: High-frequency HIL
18.

TABLE VII
CROSS TABULATION OF NUMBER OF CORRECT AND WRONGLY CLASSIFIED FOR

TWO APPROACHES

The results in Table VI clearly demonstrate that the NARX-
CUSUM and PLS-CUSUM perform substantially better than
PCA and EWMA-PCA methods.

We compared the performance of NARX-CUSUM and PLS-
CUSUM using the McNemar test [72]. The McNemar test is
based on a cross tabulation in Table VII and the null assumption
is that the two populations for each outcome are the same for
the NARX-CUSUM and the PLS-CUSUM. The McNemar test
statistic follows a chi-squared distribution with one degree of
freedom and is computed as follows:

χ2 =
(f12 − f21)

2

f12 + f21
=

(5− 0)2

5
= 5. (38)

Thus, the null assumption of equal performance is accepted
under a 95% confidence level.

Fig. 11. HIL implementation.

Fig. 12. HIL 18.

VII. HIL IMPLEMENTATION

We used processor-in-the-loop (PIL) testing on a DSP to eval-
uate the feasibility of the proposed anomaly detection methods.
The implementation of the system is shown in Fig. 11.

MATLAB is used to communicate with the DSP and C-code
is compiled and uploaded to the DSP. After we run the algo-
rithms on the board, the results are sent back to MATLAB for
visualization. The implementation of PLS-CUSUM on the PIL
is realized by training the model in MATLAB, and the PLS
coefficients, the mean and standard deviation values of features
are stored as the nominal parameters. Then, the testing process is
performed on the DSP and the CUSUM statisticsC+

n andC−
n are

calculated. The implementation uses the HIL 18 as an example.
The first 10% of the data points are used as the training data
when the device is in a nominal condition, and the entire dataset
is used as testing data. The data preprocessing, including median
filtering, feature transformation, training the regression model,
and calculating nominal mean and standard deviation values
are performed on the computer hosting the MATLAB. The
calculations in the DSP include preprocessing of the testing data,
generating the residuals and computing the CUSUM statistics of
the residuals, and evaluating the health condition of the device.
The processing time of the DSP implementation takes around
2.01 ms on TMS320F28335 DSP board. It corresponds to less
than 0.5% of the sampling time even with autocode generation.
This small duty cycle assures us that there will not be any aliasing
or overflow errors in between samples. The code performance
can be further optimized (e.g., precomputing the past values
needed in the NARX-CUSUM implementation during idle time)
to guarantee the integrity of computations. The PIL generated
PLS IDS residual of first 250 data points of HIL 18 is compared
with M-file generated results and shown in Fig. 12. The PIL test
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demonstrates that the algorithm can be implemented online and
that it gives identical outputs as those produced by MATLAB.

VIII. CONCLUSION

In this article, we proposed two residual-based machine learn-
ing models and algorithms, NARX-CUSUM and PLS-CUSUM,
for incipient detection of anomalies in MOSFETs. The main goal
is to manage the health of power electronic devices proactively
rather than reactively after a system breakdown occurs. The data
preprocessing and feature selection are performed to suppress
noise, remove extreme data due to instrument errors and to obtain
the best feature subset. The healthy data are used to train the
NARX and PLS models and the training residuals yield the mean
and standard deviation values of their distribution under normal
conditions, termed the baseline. The residuals from the test
sets are used for CUSUM detection by comparing the observed
distribution with the baseline.

Datasets from both high- and low-frequency accelerated aging
tests under a variety of experimental conditions (different control
strategies, varying ON–OFF times for low-frequency switching,
measurement discontinuities at start-stop points, instrument
noise, and occasional extreme measurements) from three differ-
ent datasets spanning 60 devices were used to demonstrate the
utility of the anomaly detection approaches. The methods were
able to achieve an overall 100% accuracy. This article illustrates
how using residuals of multiple signals, and a sequential analysis
technique to detect anomalies based on the healthy behav-
ior provides improved early detection of failures in MOSFETs.
Compared with the traditional PCA and EWMA-based PCA
method of our earlier work, the proposed methods have higher
accuracy and faster detection times. The results demonstrate
that the proposed methods can effectively detect anomalies in
MOSFETs regardless of circuit structures and failure types and
are able to be implemented on a digital processor for real-time
anomaly detection. In the future, we plan to pursue a number
of research avenues, including 1) optimizing the methods on a
digital processor for real-time anomaly detection; 2) prediction
of remaining useful life; and 3) determining the fault types using
a semisupervised active learning framework.
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