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Abstract
Multiple access technologies allow a network to connect to two or more communication networks efficiently, to enhance

system performance. They are more robust and reliable than legacy technologies, which allow the connection to one

network at a time. In this paper, a new and efficient dynamic and key-dependent cipher scheme is designed to secure multi-

homed devices, in real-time, while preserving their main functionality and meeting the stringent Quality of Service

requirements. The proposed scheme consists of a dynamic key derivation technique that mixes together a dynamic nonce

and a secret key. The dynamic nonce is extracted from multiple channels, after establishing a new session. The proposed

approach is based on simple operations such as substitution and permutation, to enhance the network robustness against

different types of attacks. The dynamicity is based on the random nature of physical channels and as such, data confi-

dentiality, integrity and source authentication are achieved with the least amount of resources, delay and computational

complexity. The implementation of the proposed cipher scheme is appropriate for small and resource-constrained devices

including IoT devices and mobile phones (battery-constrained devices). Theoretical and simulation results confirm that the

cipher scheme has a better efficiency than other recent schemes, which require multiple rounds. In addition, a cryptanalysis

discussion is provided towards proving that the proposed cipher is capable of resisting and preventing the different existing

cryptanalysis and security attacks.

Keywords Multi-homing security � Efficient and secure cipher scheme � Cryptanalysis � One round cipher scheme

1 Introduction

Recently, multi-homed devices have been improved to

support both cellular and Wi-Fi technologies, which led to

a significant increase in traffic demand [1]. In legacy

communication and networking systems, only a single

access interface is utilized to transmit data. As a result,

multi-homed systems have emerged as a promising can-

didate for modern wireless communications. This became

an interesting research topic due to its various applications

[2, 3]. Such systems ensure simultaneous data transmission

over multiple connections, with the data stream being

divided by each node into several data blocks, before

transmitting each block using different communication

technologies (e.g Wi-Fi, Cellular). As a result, remarkable

network enhancements can be achieved, including system

performance, throughput, reliability, latency, and Quality

of Service (QoS) [2, 3]. To benefit from the existing par-

allel communication paths, most devices are being equip-

ped with several radio interfaces. From a theoretical point

of view, such a device achieves an enhanced communica-

tion quality with a higher data rate, along with enhanced

reliability and increased robustness. Accordingly, in case

of a failure over a communication link, devices can switch

to other links to ensure continuous data transmission.

Basically, multi-homing can be split into two main classes

[4, 5]:
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1. End-host multi-homing includes a host with several

network interfaces. More precisely, a multi-homed

end-host (see Fig. 1) is a node with two or more

different communication paths.

2. Site multi-homing includes a network with diverse

redundant paths.

For example, several sensors may send data to Internet-

of-Things (IoT) end devices, which communicate them to

application servers. The IoT end devices will then transmit

the collected data to an Access Point (AP) using the Wi-Fi

technology. Data may also be transmitted directly using a

specific communication protocol such as LORA. In fact,

the collected data is transmitted based on the best effort

transmission mechanism. However, in case of an emer-

gency, monitored data must be sent to the appropriate data

center and to the emergency response teams in a real-time

manner. In such a case, a multi-homed system plays a

significant role and it should exhibit all the desired QoS

conditions such as low latency [6, 7].

1.1 Problem formulation

Multi-homed systems are prone to various types of security

attacks due to the unreliable broadcast nature of wireless

transmission. Hence, the practical benefits of multi-homed

systems would be compromised in the absence of proper

security, especially when sensitive information is being

communicated (such as within a critical infrastructure). In

general, there exists two types of security solutions; one is

based on cryptographic algorithms and protocols, and the

other is based on non-cryptographic techniques.

Typically, cryptographic algorithms ensure multiple

security services such as data confidentiality, data integrity

and source authentication. Confidentiality is achieved using

symmetric key encryption (block or stream cipher),

whereas data integrity and source authentication are

ensured using a keyed hash function (or block cipher with

message authentication operation mode such as CMAC).

Recently, security issues of multi-homed systems have

been presented in the literature [8, 9], which gives rise to a

pressing need for designing appropriate security solutions.

Without encryption, multi-homed systems are vulnera-

ble and weak against passive attacks. Once a passive

attacker is able to intercept the different communication

technologies used for transmission, the transmitted data is

compromised. In order to enhance the protection of such a

system, existing security solutions can be used. In general,

a multi-homed system can establish a secure channel using

IPsec or TLS for each communication path where the hosts

support the cryptographic algorithms and protocols of TLS

or IPsec to maintain both confidentiality and integrity, as

well as source authentication. However, the existing

cryptographic algorithms require a high latency and

resource overhead, which would degrade the overall sys-

tem performance.

Moreover, the utilization of small and computationally

constrained devices, such as in IoT systems, introduces a

hard challenge since achieving the desired security level is

typically associated with an increase in latency and the

required resources. Hence, in order to ensure the successful

and secure deployment of multi-homed systems, appro-

priate and lightweight cryptographic algorithms should be

put in place.

1.2 Related work

In the literature, several traditional cryptographic algo-

rithms proved to be promising for ensuring data confi-

dentiality and message authentication [10, 11]. An

encryption algorithm is considered secure and efficient if it

exhibits a high security level with low latency and required

resources. These two requirements, in addition to low error

propagation, should be taken into consideration when

designing modern and efficient cipher schemes for wireless

communication systems (channel effect, interference and

fading).

Traditional block cipher techniques use symmetric-key

encryption algorithms such as DES [12], which is based on

Feistel Networks (FN), and AES [13], which is based on
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Fig. 1 System model shows the

transmitted data over multi-

RATs (L parallel
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Wireless Networks

123



Substitution Permutation Networks (SPN). Most existing

cipher techniques require iterating a round function that

uses static substitution and diffusion primitives. This

function is iterated for a relatively large number of rounds,

r, since the static primitives are known to attackers [14]. In

fact, r is set according to a cryptanalsis study and it should

be large enough to prevent statistical attacks such as dif-

ferential and linear ones. On the other hand, having a small

value of rounds, r, while maintaining the required security

level, reduces the required computations and the latency

[15–17]. This is the type of solutions that is most suit-

able for limited devices and real-time applications [14].

On the other hand, Chaotic cryptography, which is a

growing paradigm, has become the focus of many

researchers during the past decade. Several chaotic cryp-

tographic algorithms have been presented, and which

employ pseudo-random non-linear functions that ensure a

high sensitivity of plaintext [18–21]. However, the main

drawback of these algorithms is that they are based on

floating-point operations and integer conversion opera-

tions. This dramatically increases the required resources

and latency overhead, whilst also complicating the soft-

ware and hardware implementations.

During the last decade, several optimized versions of

AES have been developed, by reducing the computations

and the associated latency, in order to make it more suit-

able for limited devices and real-time applications [14].

Moreover, a set of AES optimized assembly instructions

was developed and introduced into recent Intel processors

[22, 23]. However, still, AES may not be suitable for future

applications and small devices. In this context, new efforts

were directed towards the design of new and efficient

modern cryptographic algorithms [14]. These algorithms

[24–29] are designed to achieve the desired security level,

but with a low number of iterations r, and/or by using

simple substitution/diffusion operations in a given round

function. In these algorithms, the minimum number of

iterations achieved was 4, in the case of the Hummingbird2

cipher [15, 30].

1.3 Motivation

Effective and robust cryptographic algorithms are required

to enable multi-homed systems to achieve the required

performance, especially with resource-limited devices.

Accordingly, in this paper, we propose a new dynamic

cipher solution to improve the security level while main-

taining low latency and minimal resource requirements, in

addition to simple hardware implementation. Moreover,

the proposed authentication-encryption scheme leverages

the advantages of Multiple Radio Access Technology

(multi-RAT) systems to enhance the randomness of the

generated dynamic keys. The main goal is to minimize the

required computations during encryption and authentica-

tion towards preserving the main functionality of multi-

homed systems, improving their throughput and data rates,

and increasing their immunity against attacks.

1.4 Contributions

The proposed cipher approach entails several contributions

when compared to recent cipher algorithms, as listed

below:

1.4.1 System performance

• Flexibility the input block size (n bytes), of the pro-

posed encryption algorithm, may be configured

depending on the device’s memory, and as such, it is

suitable for devices having different capabilities.

• Simplicity the simple structure of the proposed algo-

rithm lends itself to simple hardware and software

implementations, well appropriate for resource-limited

devices.

• Lightweight The proposed encryption and authentica-

tion schemes are based on a single round of a function

that uses simple substitution and permutation

operations.

• Low error propagation The proposed algorithm does

not ensure the avalanche effect, however, it overcomes

this issue through the use of a dynamic key-dependent

approach, which results in an acceptable level of error

propagation.

1.4.2 Security performance

• Variable cipher structure The secret key is updated for

each session, and it can be configured according to the

needs of the applications. This makes the cryptanalysis

very complicated and challenging to be performed. The

proposed cipher achieves high key sensitivity since the

dynamic key cannot be predicted. Moreover, short

sessions make the cryptanalysis process even more

complicated since a dynamic key is used only for a

small set of plaintext messages. This results into a high

degree of resistance and robustness against known

powerful attacks.

• Random block order A permutation operation is applied

at the block level in order to randomize the order of

sequential blocks. This makes the proposed scheme less

prone to possible future vulnerabilities, when compared

to the existing encryption algorithms, which maintain

the sequential order of encrypted blocks. The block

permutation operation is a simple one, with low latency,

and it does not impact the overall performance.
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• Desirable cryptographic performance The proposed

cipher scheme is very robust as it combines efficiently

substitution, byte and block permutation, and the use of

a random key-stream to achieve the desired randomness

and uniformity properties, in addition to high levels of

difference and key sensitivity.

1.5 Organization

This paper is structured as follows: Sect. 2 reviews multi-

homed systems. Section 3 describes the proposed multi-

homing security solution. In Sect. 4, the dynamic key

generation technique is presented. Section 5 describes the

different techniques used to construct the required crypto-

graphic primitives (substitution and permutation tables),

which are used to generate two different key-streams.

Section 6 describes the proposed message authentication

and confidentiality schemes. Section 7 analyzes the pro-

posed scheme’s security properties in terms of randomness,

uniformity and sensitivity. Then, a cryptanalysis discussion

is presented in Sect. 8. Section 9 analyzes the proposed

cipher performance. Lastly, Sect. 10 concludes the work

and highlights its prospects.

2 Multi-homing background

Recently, multi-homing systems managed to attract sig-

nificant attention from various working domains due to the

fact that most recent networking devices (smartphones)

support various access technologies including Wi-Fi, LTE,

and 3G, which are able to connect and transmit data

simultaneously over multiple paths. Moreover, extensive

research has demonstrated the advantages of transmitting

data over several parallel connections:

1. it overcomes some of the drawbacks facing today’s

systems such as the limitation of simultaneously

transmitting data over multiple paths;

2. it outperforms the performance and security of current

network deployments, which use one path/connection

at a time.

Moreover, this technology splits transmitted data across

several paths, which offers additional benefits in terms of

throughput, resource utilization and reaction to failures [1].

In the system model, illustrated in Fig. 1, input mes-

sages of D bits need to be processed and then to be sent

over L possible communication paths (RATs). In fact, RATi
has a data rate of Ri bits/second (bps). Therefore, the D bits

are divided into L segments, each with a length of Di bits

such that D ¼
P

i¼1
LDi. Therefore, the required delay to

send the ith segment with Di bits on RATi is:

Ti ¼
Di

Ri

; i ¼ 1; 2; . . .; L ð1Þ

The main purpose is to profit from the existence of several

RATs in order to minimize the delay of transmission

compared to when having only one RAT. It should be

noted that all L RATs (RT ¼
PL

i¼1 Ri) act as a single virtual

path with a cumulative data rate. Hence, the required

execution time is reduced compared to the traditional case

where only one communication link is available. In gen-

eral, the value of D and the respective data rates Ri are

known. Therefore, Tmin can be computed according to the

following equation:

Tmin ¼
D

RT

¼
PL

i¼1 Di
PL

i¼1 Ri

ð2Þ

Determining the optimal size of transmitted data corre-

sponding to each link Li is as follows:

Li ¼ Ri � Tmin ¼
Ri

RT

� D (bits) ð3Þ

A multi-homed system model is illustrated in Fig. 2. In

this case, data is transmitted over two RATs (L ¼ 2).

3 Proposed solution for secure multi-homed
data transmission

The proposed approach is designed for an L-RAT scenario

and is divided into three steps:

1. Data confidentiality The input data is encrypted using

the proposed lightweight cipher scheme, which is

described in detail in Sect. 6.

2. Distribution Then, the data is divided according to the

optimal sizes corresponding to each communication

link Li. As such, the encrypted message C ¼
fC1; C2; . . .; CLg is divided into L parts. For simplic-

ity, we consider that L ¼ 2, and messages of size L1
and L2 bits are sent over RAT1 and RAT2,

respectively.

3. Message authentication Each fragment is authenticated

using a lightweight keyed hash function such as the one

presented in [31]. Finally, the first group of encrypted

data, C1, and its corresponding MAC are transmitted

over RAT1 and the remaining group, C2, and its

corresponding MAC are transmitted over RAT2

(Fig. 3).

The proposed approach, for the scenario in Fig. 1, is

illustrated in Fig. 3. First, data is encrypted, then divided

into L parts (sub-messages). Afterwards a keyed-hash

function is applied on each sub-encrypted message Ci for

i ¼ 1; 2; . . .; L. The obtained message authentication
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code MACi is appended to the corresponding encrypted

sub-message Ci and sent on RATi. The message authenti-

cation key, KA, is obtained by mixing the four sub-dynamic

keys (KA ¼ DK1 � DK2 � DK3 � DK4), which will be

described in the next section.

As a result, an eavesdropper can listen to one RAT and

only intercept a part of the message, which is also

encrypted. Hence, this eavesdropper is unable to recover

any useful information. Even if an eavesdropper can con-

nect and synchronize to all RATs, he/she will not be able to

recover the original data. A receiver will not perform

decryption unless the message authentication of each

encrypted sub-message is validated. Note that for the

receiver to verify the message authentication digest and

decrypt the received data, both the sender and receiver

should extract a nonce from the available (L) RATs.

Another approach can be applied where the nonce is

encrypted and sent to the legitimate destination. Then, the

receiver can decrypt it, which maintains the security of the

proposed key derivation function.

In this paper, all of the utilized notations are listed in

Table 1.

4 Proposed key derivation function

The proposed dynamic key generation function is shown in

Fig. 4. Each cryptographic primitive depends on a specific

dynamic sub-key, and each dynamic key is based on two

main inputs, the secret key K and the Nonce No, which

changes for every session. These inputs are described as

follows:

Cellular link: 
LTE

Wi-Fi link

eNodeB

Router 

Internet 

Server 

Fig. 2 A special case of a multi-

homed system with two RATs

(L ¼ 2), including LTE cellular

communications and Wi-Fi

direct

Hash 

Proposed 
encryp�on 
algorithm 

||

Hash 

||

Hash 

||

X1 X2 S1 S2

Input data D  
Encrypted
data C 

C1

C2

CL

RAT 1

RAT 2

RAT L

C1||h(C1)

C2||h(C2)

CL||h(CL)

.

.

.

.

.

.

.

.

Fig. 3 Block diagram of the

proposed data confidentiality

and message authentication

scheme. The employed hash

function is keyed and uses KA as

a secret key
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• Secret Key K It can either be stored or shared. For

enhanced robustness, the secret key must constantly be

updated after a specific period of time to be configured

according to the application requirements.

• Nonce No Common channel parameters [32] such as

distance and Angle of Arrival (AoA), Received Signal

Strength (RSS), and Channel State Information (CSI) of

each RAT are mixed together and hashed to produce a

nonce. This allows the source and destination to be

synchronized and to obtain the same nonce

independently.

The secret key, K, and the Nonce, No, are mixed via the

logical exclusive OR operation (XOR), and the

corresponding output is hashed to generate a new dynamic

key, DK. A secure cryptographic hash function (e.g SHA-

512) should be used for the generation of the dynamic keys

for every new session. SHA-512 is selected due to its high

collision resistance degree. The dynamic key has a length

of 512 bits, which ensures that the proposed cipher is

robust against several attacks. Next, DK is divided into a

set of sub-keys, which are used for the generation of the

necessary cryptographic primitives.

Specifically, the dynamic key, DK, is divided into four

main sub-keys fDK1; DK2; DK3; DK4g, each having a

size of 16 bytes (128 bits).

Fig. 4 Dynamic key generation

technique. These sub-keys are

used as means to form the

cipher layer’s

Table 1 Table of notation

Notation Definition

N Number of bytes of the input message

Tb Number of bytes in one block (Tb ¼ 4; 8; . . .; 32). We fix it to 16 in this paper

nb Number of blocks in corresponding message dN
Tb
e

K Secret key

No Nonce extracted from multi-channels

DK The generate dynamic key, which can be changed for each input message

DK1 The first 16 most significant bytes of DK It is used to construct the first substitution table

DK2 The second 16 most significant bytes of DKIt is used to construct the second substitution table

DK3 The third 16 most significant bytes of DK It is used to construct a permutation table p with length equal to N

DK4 The first 16 least significant bytes of DKIt is used to construct the block permutation table pBL
pBL A permutation table is used to permute blocks in order to randomize their transmission over multi-RATs

Si The ith dynamic produced substitution table

S�1
i

The inverse corresponding substitution table

Pi The ith dynamic produced permutation table

P�1
i

The inverse corresponding ith permutation table

Di The ith part of data that has a length Li bits

Ci The ith corresponding encrypted part and it should be transmitted over the ith RAT

lengthðxÞ The number of elements of vector x

repmatðx; 1; lÞ The table x is repeated for l times in the column dimension to form a vector with length equal to l� lengthðxÞ
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• Substitution sub-keys, DK1 and DK2, consists of the first

and second 16 most significant bytes of DK. They are

used to build two different dynamic substitution tables,

S1 and S2. Note that any key-dependent substitution

table generation algorithm may be used. For example,

we use the technique presented in [15], which is based

on the RC4 Key Setup Algorithm (KSA) [33]. On one

hand, KSA is iterated using DK1 as a seed, to generate

the first dynamic substitution table, and in parallel, KSA

is iterated using DK2 as a seed, to generate the second

dynamic substitution table.

• Permutation sub-keys, DK3 and DK4, represent the third

and fourth least significant 16 bytes of DK. They are

employed to build two dynamic permutation tables, p
and pBL. In fact, p is used to permute the bytes of a

message and to construct two different key-streams, X1

and X2, in cooperation with two substitution tables, S1
and S2. The block permutation process is done using

pBL. This cryptographic permutation can rely on any

key-dependent permutation algorithm. In this paper, the

KSA algorithm of RSA is modified [15] to generate a

flexible permutation table. Also, to ensure that the

permutation table satisfies the desired cryptographic

properties, the seed should have a length greater than 64

bits [15]; we select a size of 128 bits.

All cipher primitives depend on the dynamic key, which

leads to a high key sensitivity since any minor change in

DK would result in different cryptographic primitives

(Sect. 7.3). The derivation of these dynamic sub-keys is

illustrated in Fig. 4, along with the proposed cryptographic

primitive construction techniques, which are described

next.

5 Construction of dynamic key-dependent
cipher primitives

In this section, the proposed cryptographic construction

techniques used to construct the required dynamic crypto-

graphic primitives (substitution, permutation and key-

stream) are described in details.

5.1 Dynamic substitution primitive

The confusion property is achieved by applying the substi-

tution operation, which is considered as a non-linear opera-

tion (transformation). Two substitutions tables, S1 and S2, are

required in the proposed cipher scheme; they are obtained

using the KSA algorithm of RC4 as presented in [15].

The generated substitution tables S1 and S2 satisfy the

desired cryptographic strength according to [15], and they

introduce the confusion property, which provides the

required immunity level against linear and differential

attacks. Moreover, the advantage of the proposed solution

is that substitution tables are unknown to the attackers and

are updated for each new session.

5.2 Dynamic permutation primitive

In the proposed cipher scheme, two dynamic and flexible

permutation tables p and pBL are required: p is not only

used to permute the input message bytes (nb blocks), but it

is also used to produce the required key-streams, X1 and X2,

which are used during the key-stream-mixing process. The

flexible and dynamic permutation table, p, is generated in a

similar manner to the substitution tables, based on a

modified version of the KSA algorithm of RC4, as pre-

sented in [15]. The modified KSA algorithm is iterated, in

parallel, with DK3 and DK4 as seeds, to construct p and pBL
with length N and nb elements, respectively. pðiÞ corre-

sponds to the p value at index i, and 0� pðiÞ�N � 1. The

permutation process is done by using a swap function,

where ðpðiÞÞ corresponds to the permuted byte positions of

the message.

It should be noted that inverse substitution and permu-

tation tables are required for the decryption process. Since

the generated Si, p and pBL are bijective, their corre-

sponding inverse, S�1
i , p�1 and p�1

BL can be produced

through the following equation:

Q �1½ Q(j)]=j ;where j ¼ 0; 1; . . . ð4Þ

5.3 Key-stream generation scheme

A key-stream, Xi, is generated using one substitution table,

Si, and a permutation table, p (Fig. 5). The substitution

table is repeated d N
256

e times in the column dimension to

form a vector Ti with length equal to or greater than N

bytes (see Algorithm 1). Then, we remove the last ele-

ments of T that have indices greater or equal to N. Next, the

permutation table is used to permute T and the output of

this operation represents the produced key-stream. Such a

technique exhibits a low computation complexity and

simple implementation. Also, it ensures high randomness

Repeat table 
for  N/256  -1 Ti [0 N-1] Permuta�on

Ti

Subs�tu�on 
table Si

Produced 
keystream  Xi

Fig. 5 Block diagram of the

proposed key-stream generation

scheme
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and uniformity since no patterns are found in the produced

key-stream, as seen in Fig. 6. Moreover, the substitution

tables, S1 and S2, can be changed for every session or every

input message and hence, new values of X1 and X2 are

obtained.

6 The proposed cipher algorithm

The main goal of this work is to design a lightweight and

efficient cipher scheme for multi-homed systems, and

especially for resource-limited devices. The round function

should achieve the proper confusion and diffusion features

[34] to prevent statistical attacks. Note that traditional

ciphers use static round functions for several iterations to

reach the required cryptographic strength. However, static

keys are prone to various types of threats [35–37] since the

confusion and diffusion primitives are known to attackers.

The resistance against existing and powerful attacks can be

enhanced by using the dynamic key-dependent cipher

approach [38], since cipher primitives are frequently

updated in a dynamic manner. This prevents attackers from

recovering any valuable information from the intercepted

ciphertext. This permits the reduction of r, which reduces

the required resources and delay [39], while preserving the

main functionality of multi-homed systems.

This section describes the different steps of our one

round encryption/decryption algorithm, as shown in Figs. 7

and 8, respectively. The proposed cipher algorithm uses a

symmetric secret key K, which is shared among commu-

nicating (legitimate) entities. As stated earlier, a dynamic

key will be generated for each input session or message,

from this key and a Nonce. Dk is split into four main sub-

keys, which are used to construct the cipher primitives.

This proposed cipher relies on a large-size dynamic key,

which results into a high level of security using only one

round.

Fig. 6 a Recurrence, and b PDF of the produced key-stream for a random secret key
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The proposed cipher takes as input a message D of size

N bytes. The message is padded if necessary, so that it can

be divided into nb blocks, each with a size of Tb bytes. Tb

can be adjusted depending on the used application and its

available memory space; however, throughout this paper

this value will be fixed to 16. The total number of blocks is

nb, where nb ¼ dN
Tb
e.

6.1 Encryption algorithm

In this part, the steps of the encryption algorithm, which are

illustrated in Fig. 7, are described briefly.

The proposed encryption scheme is summarized in

Algorithm 2. It is mainly divided into four sub-functions

(operations), 1) Mixing with a Key-stream, 2) Substitution,

3) Byte-Permutation and 4) Block-Permutation.

6.1.1 Initial addition key-stream operation

The first key-stream, X1, is XORed with the input message

(Eq. 5). The main goal of this operation is to benefit from

the uniformity and randomness of the produced key-

stream, X1.

Y ¼ D� X1 ð5Þ

6.1.2 Function f

Both dynamic S-boxes, S1 and S2, are used in this step. The

output of the first step, Y, is first substituted using the first

substitution table, S1. Then, the output is XORed with the

second key-stream, X2. Next, the output is again substituted

using the second substitution table, S2. This function (f) can

be expressed as follows:

Z ¼ S2ðS1ðYÞ � X2Þ ð6Þ

6.1.3 Byte permutation

Next, Z is permuted using the permutation table, p, which
we express as:

C ¼ ZðpÞ ð7Þ

6.1.4 Block selection

The following step is to select the encryption blocks for the

different RATs. This step introduces additional random-

ness and eliminates any sequential relation among

Subs�tu�on Subs�tu�on Byte 
permuta�on

Block 
permuta�on

Input data 
D

Encrypted  
data C

X1 X2
S1 S2

Y Z

Fig. 7 Block diagram illustrating the key steps of the proposed lightweight one-round encryption scheme

Subs�tu�on Subs�tu�on Byte 
permuta�on

Block 
permuta�on

Original  data 
D

Encrypted  
data C

X1X2

Z Y

Fig. 8 The corresponding one round decryption algorithm
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neighbouring block elements in the encrypted messages,

which makes it more difficult for attackers to decipher the

transmitted messages. For the selection of the blocks of the

encryption/decryption processes, the dynamic permutation

table pBL is used.

Finally, encrypted data is divided into L parts, which are

sent to the intended receiver using the available commu-

nication links. The receiver executes the decryption algo-

rithm, as described next.

6.2 Decryption algorithm

Figure 8 illustrates the decryption scheme and Algorithm 3

represents the corresponding pseudo-code. The decryption

process is only performed after successfully validating the

authenticity of the message and its integrity. After receiv-

ing and validating the L encrypted sub-messages, the

receiver concatenates them to form C, which is reshaped

into nb blocks. Then, decryption takes place to recover the

original message, D. The decryption algorithm is very

similar to the encryption algorithm except for some minor

modifications; the operations are performed in reverse

order, while using the inverse of function f, (f�1), and the

inverse substitution and permutation (S�1
1 , S�1

2 , p�1 and

p�1
Bl ) tables.

6.2.1 Inverse byte permutation

After applying inverse block permutation, C is permuted

using the permutation table p�1. This step is expressed by

the following equation:

Z ¼ Cðp�1Þ ð8Þ

6.2.2 Inverse function f -- 1

The inverse S-boxes, S�1
1 and S�1

2 , are used in this step.

First, Z is substituted using the second inverse substitution

table S�1
2 . Then, the output is XORed with the second key-

stream X2. Finally, Y will be recovered using the first

inverse substitution table S�1
1 , as shown below:

Y ¼ S�1
1 ðS�1

2 ðZÞ � X2Þ ð9Þ

6.2.3 Inverse initial addition key-stream operation

Finally, the first key-stream, X1, is generated as described

at the source side. Then, it is XORed with the output of the

previous step to recover the original data D, as expressed

below:

D ¼ Y � X1 ð10Þ

Using the proposed cipher scheme, confusion and dif-

fusion properties are maintained through the use of a sin-

gle, simple and dynamic round function. The robustness

and efficiency of the scheme are evaluated and proved in

the following section.

7 Security analysis

In this section, different analytic attacks that compromise

data confidentiality, including chosen/known plain-text

ciphert-text, and brute-force attacks [39], are presented to

evaluate the levels of security and robustness of the

Table 2 Statistical results of the listed tests by using original chosen

message with the proposed cipher scheme with L ¼ 2 and for 10,000

random keys

Min Mean Max Std

First encrypted sub-message RAT � 1

Dif 49.7991 50.0013 50.2159 0.0562

KS 49.7794 49.9977 50.1882 0.0560

q �0.0102 �0.0001 0.0120 0.0032

H � E 7.9969 7.9978 7.9984 0.0002

Second encrypted sub-message RAT � 2

Dif 49.7566 50.0077 50.2541 0.0688

KS 49.7702 50.0015 50.2365 0.0693

q �0.0101 �0.0002 0.0127 0.0039

H � E 7.9948 7.9964 7.9975 0.0005
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proposed cipher scheme. For this purpose, we have con-

ducted several experiments using normally distributed

messages (data having a mean of 128 and standard devia-

tion of 16). These experiments target important security

measures such as statistical analysis and sensitivity.

Table 2 shows the statistical results of the security tests

that were performed.

7.1 Randomness of the key-stream generation
algorithm

The produced key-stream should be highly random and

uniform. In Fig. 6a, the plotted results validate that the

produced key-stream, X, is completely non-linear, whereas

Fig. 6b prove that the PDF of the produced key-stream is

very close to a uniform one.

7.2 Statistical analysis

A cipher scheme should satisfy the randomness and uni-

formity properties to efficiently resist statistical attacks

[39, 40]. Consequently, several statistical security tests

were conducted to validate that the proposed scheme ex-

hibits the desired uniformity and randomness degrees.

7.2.1 Uniformity analysis

The generated ciphertext should possess high levels of

randomness and uniformity to guard against statistical

attacks. The most commonly used method to evaluate

uniformity is the PDF of the ciphertext, which should be

close to a uniform distribution. In principle, the probability

of each symbol should be very close to 1
n
, with n being the

number of symbols. Figure 9 shows the PDF of the original

message and that of the corresponding encrypted version

(L ¼ 2). The obtained results clearly show that the

encrypted sub-messages have an almost uniform PDF with

a value close to 0.039 ( 1
256

). The entropy of the original and

encrypted messages is presented and described to confirm

the previous results. A specific entropy sequence

M ¼ fm1; m2; . . .; mng, expressed in bits, quantifies the

level of uncertainty [41]. The entropy value can be calcu-

lated according to the following equation:

HðMÞ ¼ �
Xn

i¼1

pðmiÞ log2
1

pðmiÞ
; ð11Þ

with pðmiÞ and n representing the probability of occurrence

of the symbol mi and the number of symbols, respectively.

The entropy test is performed at the sub-message level,

where the ith encrypted sub-message is of length Li bytes.

When the entropy is close to log2ðnÞ, then the sub-message

is considered uniform.

The entropy test results are shown in Fig. 10. The test

was applied on the original and encrypted (using random

dynamic keys) messages having a length of

N ¼ 1600 bytes (the first ciphertext has a length

L1 ¼ 1000 bytes, while the second ciphertext has a length

L2 ¼ 600 bytes). The results show that each encrypted sub-

message has an entropy value close to 8, which proves that

the encrypted sub-messages have a uniform distribution,

and redundancy is eliminated.

7.2.2 Correlation test between original and encrypted sub-
messages

Eliminating spatial redundancy is a must for an efficient

solution [42, 43]. As a result, ensuring a low correlation

close to zero between the original and encrypted sub-

messages is crucial to validate the high randomness degree

of the proposed cipher. The correlation test is conducted by

evaluating the coefficient correlation between the original

sub-messages and the corresponding encrypted sub-mes-

sages. The correlation coefficient, rxy, is expressed as

follows:

rxy ¼
covðx; yÞ
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
DðxÞ � DðyÞ

p ð12Þ

where

Ex ¼
1

N
�
XN

i¼1

xi

Dx ¼
1

N
�
XN

i¼1

ðxi � EðxÞÞ2

covðx; yÞ ¼ 1

N
�
XN

i¼1

ðxi � EðxÞÞðyi � EðyÞÞ

Figure 11 plots the correlation coefficient for 1000 original

and encrypted sub-messages (L ¼ 2). In this test, a differ-

ent secret key is used for each encrypted message. The

results show that the ciphered message has a correlation

coefficient close to 0, which proves that the presented

cipher scheme clearly overcomes spatial redundancy.

7.2.3 Difference between plain-text and encrypted
messages

The difference between the original and encrypted mes-

sages (both divided into L sub-messages), should be close

to the desired value of 50%, at the bit level. The percentage

of the bit difference between the original and the corre-

sponding ciphered messages, for 1000 random dynamic

keys, is shown in Fig. 12. The obtained values are very

close to 50%, which proves that the independence criteria

is successfully satisfied.
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7.3 Sensitivity test

In order to prevent sensitivity-related attacks, such as dif-

ferential and linear ones, the sensitivity of the plaintext and

key must be confirmed. Any one-bit difference in the key

or in the plain-text should severely impact the resulting

encrypted message, and result in a totally different

encrypted block. Next, we assess the Plain-text Sensitivity

(PS) and Key Sensitivity (KS).

7.3.1 Plain-text sensitivity

Since the proposed scheme utilizes different dynamic keys

for different messages, this sensitivity type becomes irrel-

evant to the proposed scheme. When a new message

slightly differs from the previous message, a new dynamic

key is generated and then, new cipher primitives are pro-

duced, which results into completely different encrypted

messages.
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Fig. 9 a Variation of the original message (10,240 bytes), b the first

encrypted sub-message (5120 bytes), c the second encrypted sub-

messages (5120 bytes), d the original message recurrence, e,

f recurrence of the corresponding encrypted sub-messages, g PDF

of the original message, h and i PDF of the first and second encrypted

sub-messages
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7.3.2 Key sensitivity

This is an important test that quantifies the sensitivity of

encrypted messages against any modification that may

affect either the Nonce or the secret key. The key deriva-

tion function relies on a channel-extracted Nonce along

with the secret key. In this test, two secret keys are used, K1

and K2, which have a one-bit difference. The produced

dynamic keys are different and consequently different

cryptographic primitives are generated. Also, the encrypted

messages are obtained separately, where the Hamming

distance of these encrypted sub-messages, C1 and C2, is

calculated and presented in Fig. 13, against 1000 random

dynamic keys. As it can be seen, the majority of these key

sensitivity values is close to the ideal value of 50 %. This

proves that the proposed encryption model is highly sen-

sitive against any slight change in the dynamic key.

8 Cryptanalysis

Several types of attacks should be analyzed towards vali-

dating the robustness of any new proposed cipher scheme.

Examples of these attacks include statistical, differential

and linear attacks, as well as brute-force, and cho-

sen/known plain-text/cipher-text attacks. Therefore, in this

section, the proposed cipher scheme is analyzed against

these attacks. The attacker has a complete knowledge of

the cipher structure, the techniques which are employed to

generate the different cipher primitives, the transmission

protocol, the multi-RAT channels and their characteristics,

but none regarding the secret key. Moreover, an attacker is

able to collect the complete ciphertext by intercepting the

transmitted message over the L RATs, which is not an easy

task.

8.1 Immunity against statistical attacks

In order to resist statistical attacks, the encrypted data must

have a high randomness level and a uniform distribution.

According to Figs. 9 and 11, the encrypted data has a

uniform distribution and a random non linear recurrence

plot. Additionally, Fig. 12 indicates that the differenceFig. 10 Variation of the entropy of both encrypted sub-messages

versus 1000 random dynamic keys
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Fig. 11 Correlation Coefficient between: a the first original and encrypted sub-messages and b the second original and encrypted sub-messages

for 1000 random dynamic keys
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between original and encrypted messages is always near

50%, which confirms the independence property between

original and encrypted data. Therefore, the proposed cipher

scheme exhibits the main statistical properties required to

prevent statistical attacks.

8.2 Immunity against chosen/known plain-
text/cipher-text attacks

The proposed technique includes a dynamic key structure,

where the substitution, permutation, and key-stream

primitives vary for each input data message. Therefore, no

critical information can be deduced from the collected

encrypted messages since they are encrypted with different

dynamic keys. In addition, the proposed cipher mandates

data interception over all available RATs (L) in contrast to

the traditional case, where only one communication chan-

nel is used. Moreover, the key sensitivity to any bit of the

secret key or Nonce is achieved according to Fig. 13.

Consequently, the proposed scheme can be considered

secure against chosen and known plain-text/cipher-text

attacks.
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8.3 Immunity against related-key attacks

Using the proposed cipher scheme, related-key attacks are

mitigated since:

1. The proposed solution uses a dynamic key structure;

2. The key derivation function is a non invertible function

(one-way function);

3. A high key sensitivity level is attained.

8.4 Weak keys

This key derivation function utilizes a secure hash function

to produce a set of dynamic keys and it maintains a high

randomness level according to statistical NIST tests.

Therefore, the divided sub-keys inherently have a high

randomness level. Moreover, all cipher primitives includ-

ing substitution, permutation, and key-streams, are derived

from a dynamic key. This, in turn, achieves the required

cryptographic properties. In case any dynamic key pos-

sesses a certain weakness, only the symbols that are

encrypted using the corresponding key are affected. Hence,

the proposed approach can successfully resist any weak-

key attack.

The nonce is directly related to the different L wireless

channels that possess a high randomness level. Hence, the

Nonce is changed in a random non-invertible manner

towards generating a new dynamic key and consequently,

new cipher primitives for each new input message.

Therefore, the produced dynamic key can be varied fre-

quently. This will complicate the task of attackers since

recovering useful information about any sub-dynamic key

or the dynamic key, will be an extremely hard task.

8.5 Resistance against Brute-force attacks

The size of the secret key is flexible and it can be set to

128 bits, 196 bits, or even 256 bits. This is very similar to

the case of AES encryption. On the other hand, the size of

the dynamic key is 512 bits. This renders any brute force

attack infeasible. Moreover, the used Nonce must have a

size of 512 bits to reduce the probability of any possible

collision.

8.6 Resistance against future powerful attacks

This approach can resist future powerful attacks since

different channel parameters are employed towards pro-

viding different dynamic and random Nonce, which will

result in a totally different dynamic key and cipher prim-

itives for each input data message. In addition, an attacker

should be able to intercept and synchronize with all of the

L communication channels.

In this section, we discuss and validate the security of

the presented cipher scheme, in addition to the importance

of the dynamic key approach. The previous tests results

show that well-known attacks including brute force, sta-

tistical, linear and differential attacks, as well as cho-

sen/known plaintext/ciphertext attacks are unable to break

the proposed cipher algorithm.

Also note that attackers are not able to intercept data

transmitted over multiple different RATs. In addition, the

dynamicity of the dynamic key depends on L communica-

tion channels, and it increases randomness, periodicity and

collision when compared to our previous scheme [16],

where only one communication channel is used. Hence, it

is extremely difficult to recover the dynamic key used for

each input message or session, which also makes it very

challenging to generate the corresponding cipher

primitives.

9 Performance analysis

In this section, we discuss the criteria and tests needed to

prove the efficiency of the proposed cipher in multi-homed

systems. Generally, for a cipher scheme to be efficient, it

should have (1) a low delay (low execution time) and (2) a

low error propagation rate. The proposed technique is

efficient and has low complexity since it employs a one-

round structure and uses simple substitution and permuta-

tion operations. In addition, the proposed method to pro-

duce the required key-streams, X1 and X2, is based only on

a permutation process, which is associated with a low delay

and required resources. Simulation tests are performed

using MATLAB to assess the performance of the proposed

solution. Moreover, the latency is computed with different

message sizes. Equally important, the effect of error

propagation is also evaluated towards quantifying the

scheme’s immunity against channel errors.

9.1 Execution time

Low execution time, which results in low delay and energy

consumption due to fewer computational operations, is an

important condition for wireless devices that have limited

computation resources or battery life. The average time to

encrypt a message for 10, 000 iterations, having flexible

sizes from 1 Kbyte to 100 kbytes, is calculated using

Matlab R2017b simulator, Intel Core i7, 3 GHz CPU, 2 GB

RAM Intel and the Debian Linux OS (Operating System).

Figure 14 illustrates the obtained results. The proposed

cipher scheme requires few computational operations and
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low overhead. In fact, it is approximately 1
3
of that of

optimized ‘‘AES’’ with CTR mode, as assessed using

Openssl. Therefore, the proposed scheme is simple and

efficient when compared to traditional block ciphers; it

exhibits high QoS in terms of delay and resource require-

ments when used in multi-homed systems.

9.2 Error propagation

Error propagation is an important criterion for assessing the

performance of a cipher scheme against channel errors. In

wireless transmission, error propagation is mainly caused

by fading, interference and noise. However, the effect of

this error on the transmitted ciphertext should be mini-

mized as much as possible. A bit error refers to substituting

a ’1’ bit with a ‘0’ bit and vice-versa. An efficient cipher

scheme should prevent the propagation of errors to avoid

data corruption. This is extremely challenging due to the

critical trade-off between error propagation and the ava-

lanche effect. Using the proposed scheme, any bit error in

any encrypted byte does not affect other bytes; it only

affects the corresponding byte at a specific position in the

decrypted message, which clearly minimizes error

propagation.

10 Conclusion

This paper proposes a message authentication-encryption

scheme for multi-homed systems. The proposed

scheme has a single-round structure, and depends on a

dynamic key that can be frequently changed. It has been

shown that the proposed solution is efficient (low latency

and error propagation), secure, and has low computational

complexity. Unlike existing cipher techniques, the pro-

posed scheme has a dynamic structure. Its corresponding

structure includes different substitution/permutation prim-

itives, along with two dynamic key-streams that change in

an efficient and dynamic manner. This provides better

robustness against different attack types. The extensive

security analysis confirm that the cipher approach is secure

against different attack types. Moreover, the test results

clearly indicated that the proposed scheme outperforms the

optimized AES implementation in TLS. This indicates the

efficiency and applicability of this approach in delay-sen-

sitive, and resource-limited multi-homed systems. In

addition, one can benefit from multiple Radio Access

Technologies to transmit encrypted data since an attacker is

not able to intercept different radio technologies, simulta-

neously. Future enhancements aim at designing a physical

layer encryption algorithm for multi-homed systems, which

further reduces the associated latency and required

resources.
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