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Mobile applications are becoming computationally intensive nowadays due to the increasing conve-
nience, reliance on, and sophistication of smartphones. Nevertheless, battery lifetime remains a major
obstacle that prohibits the large-scale adoption of such apps. Mobile cloud computing is a promising
solution whereby apps are partially processed in the cloud to minimize the overall energy consumption
of smartphones. However, this will not necessarily save energy if there is no systematic mechanism to
evaluate the effect of offloading an app onto the cloud. In this paper, we present a mathematical model
that represents this energy consumption optimization problem. We propose an algorithm to dynamically
solve the problem while taking security measures into account. We also propose the free sequence pro-
tocol (FSP) that allows for the dynamic execution of apps according to their call graph. Our experimental
setup consists of an Android smartphone and a Java server in the cloud. The results demonstrate that
our approach saves battery lifetime and enhances performance. They also show the effects of workload
amount, network type, computation cost, security operations, signal strength, and call graph structure

Keywords:

Offloading

Mobile cloud computing
Free sequence protocol
Energy efficiency

Power consumption

on the optimized overall energy consumption.
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1. Introduction

Smartphones are becoming a major part of human lives. With
the fast advancement of applications, people are enjoying a large
variety of useful and exciting services offered by smartphones.
However, smartphone applications are becoming more demanding
in terms of computation and storage because of the advanced algo-
rithms that are developed to satisfy complex user requirements.
Due to the slow development of battery technology, limited bat-
tery lifetime raises a major concern. To this end, researchers are
focusing on software solutions from basic development of algo-
rithms and applications, to receiving aid from external resources
such as cloud computing, which as we will show in this paper, is
very promising.

Cloud computing is a booming technology that provides on-
demand unlimited virtual resources that can be accessed via the
Internet [1]. The offered applications are known as Software-as-
a-Service (SaaS) where hardware and software elements in the
hosting datacenters are known as the cloud. SaaS users can benefit
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from the provided services without having to own and maintain
servers themselves.

Cloud computing can offer great opportunities to mobile
phones. Since smartphones are typically connected in a permanent
fashion to the Internet, the cloud becomes a feasible extension to
limited phone resources. Combining cloud resources with mobile
devices is known as mobile cloud computing (MCC) [2].

The limitations of smartphones in terms of storage and com-
putational capacities can be resolved by offloading application
processing to the cloud. Offloading the entire application may not
always be the best solution since the resulting energy consumption
due to communication might exceed that due to local execution.
Therefore, a systematic algorithm that accounts for all influenc-
ing factors is needed to generate the best partitioning schema of
any application. Local execution, full remote processing, and partial
offloading should all be considered to minimize energy consump-
tion depending on the given circumstances. The possibility that
partial offloading might supersede both remote and local execution
requires a well-defined approach that allows the mobile applica-
tion to be executed in any combination at the mobile and cloud
sides.

In this paper, we analyze MCC as a software solution for the
problem of energy consumption in smartphones. A mathematical
model representing this energy optimization problem is developed.
We adopt a minimum-cut algorithm and extend it to account for
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security measures. We also propose a new protocol - free sequence
protocol (FSP) - that allows a mobile application to execute in any
possible combination between the client and server sides. A full
system consisting of a profiler, decision engine, and an FSP-based
mobile app is developed on an Android platform. Experiments are
performed with Amazon EC2 cloud to study the impact of differ-
ent factors on the offloading decision and to evaluate using such a
solution to minimize energy consumption using real energy mea-
surements.

The rest of the paper is organized as follows: Section 2 dis-
cusses related work. We present our system design in Section 3
and system architecture in Section 4. Section 5 examines the imple-
mentation of the system. Results and discussions are provided in
Section 6. We conclude with remarks and potential future work in
Section 7.

2. Related work

Several researchers have discussed static and dynamic par-
titioning. MCC was initially aimed at minimizing the delay in
executing mobile applications. It then developed to become a
potential solution for the limited lifetime of batteries. In this
section, we describe the most prominent solutions of MCC and
highlight their main shortcomings.

Cuckoo is a framework that allows for computation offloading
for Android devices in typical client-server architecture. The appli-
cation contains services that are offloaded once from the mobile
to the server where they become always available on the cloud.
The heuristics used to decide the execution location of a service are
simple: ifremote resources are available, services shall be offloaded
and executed on the cloud. Such a decision, however, may increase
the energy consumption and is not considered optimal [3].

Chun and Maniatis [4] introduced dynamic partitioning as a bet-
ter alternative to static partitioning which is not always efficient
due to the diversity in workloads, networks, and types of handset.
They formulated the dynamic partitioning problem to minimize
total execution time. Their basic goal was to avoid offloading mod-
ules if offloading introduces more delay to the system. However,
power consumption was not taken into consideration. The work
was then extended by Chun et al. [5] who suggested the CloneCloud
architecture based on cloning the smartphones in the cloud to
partially offload execution to these clones. This approach only con-
siders limited input conditions in the offline pre-processing and
needs to be bootstrapped for every new application built. They also
did not address security concerns or connection problems. More-
over, a high overhead is initially imposed since the cloud and the
mobile must be synchronized.

In the MAUI system [6], parts of the application code are
offloaded to the server. The authors model the offloading problem
to provide an optimal partitioning at runtime. They discuss fac-
tors that affect the battery life of an application when executed
remotely. However, MAUI only supports applications developed
for Microsoft .Net common language runtime, thus introducing a
portability issue. Also, the authors did not consider security con-
cerns.

ThinkAir [7] extends MAUI and CloneCloud by exploiting the
auto-scaling feature offered by the cloud. It addresses MAUI’s lack
of scalability by creating virtual machines of a complete smart-
phone system on the cloud. And it eliminates restrictions on input
conditions that CloneCloud induces by adopting online method-
level offloading. It can perform on-demand resource allocation and
exploit parallelism by dynamically forming and terminating vir-
tual machines in the cloud when needed. The authors assume a
trustworthy cloud server execution environment. Security con-
cerns such as authentication and confidentiality are mentioned in
their work but not yet implemented.

In [8], the authors present their mobile augmentation cloud ser-
vices (MACS) middleware which is inspired by Cuckoo and MAUI
systems, but performs more profiling and resource monitoring of
applications. Also, it adapts the partitioning decision at runtime.
The authors define three metrics for decision making, the available
memory, energy consumption, and execution time. They only use
WiFi in their evaluations so it is difficult to say if offloading would
be beneficial when 3G is used. Also parallelization of the offloaded
services is yet to be implemented.

Miettinen and Nurminen [9] discussed energy efficiency in MCC.
They analyzed the factors affecting the power consumption of
offloading and processing the application on a server. Their evalu-
ation is based on processing the whole application remotely. They
note that MCC does not always reduce energy consumption. Kumar
and Lu [10] showed that cloud computing can save energy for
mobile users by offloading the applications. Their discussion is
limited to offloading the whole application to the cloud without
partitioning.

Han et al. [11] suggested migrating components of the appli-
cation onto a regular client-server architecture to achieve energy
savings. Their evaluation was only based on simulations. Moreover,
their discussion does not include cloud computing scenarios and
does not show how to achieve dynamic partitioning of the applica-
tion in any order.

Liu and Lu [12] analyzed the energy savings of mobile systems
in privacy-preserving computation offloading. They used homo-
morphic encryption to protect an image retrieval application sent
to the cloud for processing. They proved that energy savings can
be achieved and thus additional security does not necessarily
compromise those gains. Their solution however, does not react
dynamically to the conditions of the surrounding environment.
Wolski et al. [13] argue that the bandwidth of the network between
the client and the server is the critical factor that determines the
decision for offloading.

Satyanarayananetal. [14] discuss how a wide range of issues can
be transformed into trivial tasks using mobile real-time cognitive
assistance where sensing capabilities of mobile devices are com-
bined with compute-intensive processing in the cloud. Cloudlets
are presented as central elements representing the middle tier of a
three-tier hierarchy (mobile device - cloudlet - cloud), that can be
viewed as datacenters whose goal is to bring the cloud closer, thus
improving latency. Such an approach requires widespread deploy-
ment of servers to make it feasible, which is not yet a reality. The
authors of [15] suggest the use of tiered-clouds to improve perfor-
mance and scalability of smartphones. They consider delay, energy
consumption, and user cost to find an optimal partitioning scheme
between phones and tiered cloud architectures. They propose an
efficient heuristic algorithm, MuSIC that is implemented and tested
on a two-tier mobile cloud and rich mobile apps. They show that
MusSIC supports scalable operation and ensures high performance.

In [16], a cloud-hosted middleware layer was introduced to
improve user interaction with the cloud. This layer is viewed as the
interface between the cloud and the phone. It enables additional
options such as message optimization, protocol transformation,
and request/response augmentation. Choi et al. [17] proposed the
use of “cloud parallel process” technology to deal efficiently with
large volumes of unstructured data. The effectiveness and conve-
nience of their suggested model were validated through the design,
implementation, and experimental evaluation of a mobile cloud
computing model that utilizes a distributed computing framework
based on open sources.

Others researchers achieved better results by executing certain
functions on the cloud. Houmansadr et al. [18] propose a cloud-
based intrusion detection and response system for mobile phones.
Their intrusion detection system copies smartphones to virtual
machines in the cloud through a proxy. Incoming traffic is copied
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by the proxy into the cloud and is used for intrusion detection, thus
significantly reducing computations at the device. Cloud-based sys-
tems were also designed for multi-screen technologies. Wu et al.
[19] describe their design on a cloud-based mobile social TV sys-
tem. Its main element is a virtual machine based proxy in the cloud
that provides video transcoding and segmentation services.

3. System design

The main goal of our system is to minimize energy consump-
tion of mobile applications without compromising security, which
was neglected in most of the previous work. Security is a major
concern since the offloaded data may be exposed to snooping,
thus providing access to unauthorized entities. For example, in
an image processing app, the offloaded data is an image. In this
case, it is important for users that these images be encrypted
before transmitting them to the cloud so as to ensure their privacy.
Furthermore, partitioning should be performed dynamically since
remote execution is not always optimal. We also require minimum
developer intervention and must have no portability issues.

We define an application as a set of modules numbered from 1 to
N. We denote by {1, A A} the set of module numbers executed

at the mobile, and by {A +1,..., N} the set of module numbers
processed on the cloud. We assume an average speed of execution
of the mobile handset and the cloud of M and S instructions per sec-
ond, respectively. The main factors that affect energy consumption
in our scheme are divided into three parts:

(1) Mobile handset: Every handset is characterized by the power
consumed when executing instructions, the power consumed
while idle and the power consumed to send and receive data
over the communication network.

(2) Workload: The partitioning decision is highly influenced by
the workload. The same app with different amounts of data
might lead to different decisions. Computations required by
each module and the corresponding quantity of bytes sent and
received from the cloud are considered.

(3) Communication network: The bit rates for sending and receiv-
ing are major parameters that affect the speed of interaction
between users and the cloud. Also, the type of network, i.e.
the technology (Wi-Fi, 3G, LTE, etc.) affects the amount of con-
sumed energy.

Using the variables in Table 1, we obtain the time equations:

. . D D

Time to transmit = Ty = ——= 4+ =2 (1)
Bre BSE
A

; : Zn:1 Cn

Time to process at device Tom = =M (2)
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We also obtain the following energy equations:
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Table 1
Variables used throughout the paper.
Symbol Explanation
Tir Time for data transmission
Tom Processing time at mobile handset
Tps Processing time at cloud server
Tr Time for processing all modules
Ew Energy consumption from data transmission
Epm Energy consumption at mobile handset
Eps Energy consumption at cloud server
Esm Energy consumption at mobile and server
Er Energy consumption for processing all modules
Esaved Energy saved due to offloading
Cn Amount of computations requires by module number n
P, Power to execute C, computations
Pigie Power consumed while idle
M Average speed of execution of mobile handset (instructions/s)
S Average speed of execution of cloud server (instructions/s)
D Bytes of data received from the cloud for module n
Bre Available bit rate for receiving
Pre Power consumed to receive bytes of data
D Bytes of data sent to the cloud for module n
Bse Available bit rate for sending
Pse Power consumed to send bytes of data
Total Energy Et = Etr + Epm + Eps 9)

Our problem becomes to maximize energy savings due to
offloading subject to security constraints. The equation of the
energy savings is:

Egaved = Esm — (Etr + Eps) (10)

A N
E _ > ne1CnPn B (D—FEP N %P ) n 2 _nns1CnPidle
saved M Bre re Bse se S

The first term in (10) corresponds to the energy consumed on the
mobile if the offloaded modules were to be executed locally (on the
mobile). The term inside the parentheses represents the overhead
incurred in energy loss due to offloading to the cloud. The three
sub-terms correspond to the energy loss due to sending the data,
receiving the results, and waiting in idle state for the cloud server
to complete its execution, respectively.

In our system, we adopted and implemented the minimum-cut
algorithm suggested by Han et al. [11], and extended it to account
for security measures. The modified algorithm can be described in
two phases as follows:

Phase 1 - Flow calculation:

(1) For every node in the cost graph, let its weight be a combination
of Epm and Eps.

(2) For every edge between two nodes, let its cost be the commu-
nication power cost Eg;.

(3) Transform this cost graph into a flow network by adding a
source node and a sink node representing the mobile handset
and the cloud server, respectively.

(4) Add an edge from the source node to every other node except
the sink node, and assign it the value Eps.

(5) Add an edge from every node other than the source node to the
sink node, and assign it the value Epm.

(6) If encryption is implemented, add the computation cost of per-
forming encryption and decryption to connected edges in the
initial call graph.

(7) Ifanode is bound to the mobile side for security reasons, set the
weight of the edge connecting it to the source node to a very
high value (theoretically infinity).

(8) Run the preflow-push algorithm to obtain the final flow value
on each edge.
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Fig. 1. System module.

Phase 2 - Source and sink selection:

(9) Create the residual network using the difference between the
capacities of the edges and their flow.
(10) Initialize the root node to the source node.
(11) Enter a while loop until the root node is —1 and do the follow-
ing:

a. Checktheresidual flow of every edge between the root node
and every neighbor node.

b. If it is greater than zero, push the neighbor node to two
stacks: source_nodes and temp_stack.

c. If temp_stack is not empty then pop out the neighbor node
x and set root node to x. This node however remains in the
source_nodes stack.

d. Else if temp_stack is empty then set root node to —1. (Note
that temp_stack becomes empty after all the inserted nodes
are popped out/processed.)

(12) All the nodes in source_nodes are on the source side while all
the other nodes are on the sink side.

4. System architecture

In this section, we present the architecture of our proposed
scheme. The system model is shown in Fig. 1, and the different sub-
systems are presented in Fig. 2. The three engines are all located at
the mobile side. Processing takes place at both the mobile side and
the cloud based on decisions taken at the mobile side.

4.1. Profiling engine
The profiling engine provides measurement values that reflect

the software and hardware environment in which a certain appli-
cation is being executed. We configured an Amazon EC2 Windows

Application

Profiling Engine Decision Engine

Offloading Engine

v

Fig. 2. Various subsystems and interfaces.

cloud instance and used the HTC Nexus One Android phone in our
different models.

We constructed an energy consumption model for data trans-
fer over Wi-Fi and 3G networks. Results revealed an approximate
linear relationship between energy consumed and the data trans-
ferred. This linear relationship is supported by [20]. However,
sending data consumes more energy than receiving it. Also, energy
consumption over 3G exceeds that over Wi-Fi by a factor of approx-
imately 3. These results are consistent with those in [21] where
Wi-Fi proved to be more energy-efficient than 3G.

In addition, we developed another general model related to
the advanced encryption standard (AES) encryption and decryp-
tion operations in order to study the impact of adding security
constraints to the partitioning decision. We selected 128-bit AES
encryption due to its suitability for limited devices such as mobile
handsets. According to[22], decryption consumes around 14% more
energy than encryption. However, our results show an average of
around 30% increase in energy consumption for decryption over
encryption. This difference may be due to the different platforms
used.

4.2. Decision engine

The decision algorithm is based on the minimum-cut
maximum-flow algorithms [23]. We studied the Ford-Fulkerson
and Preflow-Push algorithms. In the Ford-Fulkerson algorithm, the
maximum flow will be reached when there are no more flow-
increasing paths in the graph. However, there is no guarantee that
the algorithm will terminate. When the capacities are integers, the
algorithm’s complexity is O(Ef) where E is the number of edges in
the graph and fis the maximum flow. The Preflow-Push algorithm,
on the other hand, always converts to a maximum and is one of
the most efficient maximum flow algorithms with a complexity of
O(V2E) where V is the number of vertices in the graph and E is the
number of edges as before.

Based on the above, we adopted the Preflow-Push algorithm as
we found it to be more efficient for our purposes. Our algorithm pro-
vides a very flexible background for dynamic execution. The nodes
in the data structures are directly classified on one side and the
values of the edges are a function of the factors that influence the
decision which were previously mentioned in Section 3 (Pigje, Cn,
Dse, Bse, workload, network type, etc.). The complexity of this prob-
lem is not only defined by the inter-relations of these factors but
also by the particularity of each application and the relationships
among its modules, which we determine using a cost graph.

4.3. Offloading engine

We present a new protocol that allows the dynamic execution
of any application and in any sequence. The FSP protocol offers
platform-independency, minimal data overhead over the network,
and minimal effort required to include in any mobile application
in terms of coding. This protocol assumes that the mobile appli-
cation modules are mirrored in the cloud. This assumption makes
use of two important features: First, the cloud provides virtually
infinite resources and thus can quickly execute computation-
intensive functions. Second, some programming languages are
easily portable across different platforms, such as the Java language,
which is the basis of programming under the Android operating
system.

We have N sequential modules (M1, M>, ..., My), such that M;
depends on M;_;. On the mobile side, we denote the input and out-
put of M; by In; (which is Out;_q ) and Out;, respectively. The protocol
description at the mobile side is shown in Fig. 3. On the server side,
we assume that the server is initially available (e.g. listening on a
specific TCP port). We denote the input and output of a module
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1. If M, is local, it is processed locally.

2. If M, is remote, In; is sent to the cloud server and the
mobile waits until Out, is received.

3. Fori=2toN

4. If M; is local, it is processed locally.

5. If M; is remote AND M, is local, In; is sent to
the cloud server and the device waits until Out; is
received.

Fig. 3. Protocol description at the mobile side.

being processed by Isgryer and Osgrvegr, respectively. The protocol
description at the server side is shown in Fig. 4.

Parallel modules can be handled using threads, with a slight
modification to the protocol presented above.

5. System implementation
5.1. Experimental setup

We configured an Amazon EC2 Windows cloud instance with
the following specifications: 1.7 GB memory, 1 virtual core with 1
EC2 compute unit, 160 GB instance storage, 64-bit platform, and
moderate I/O performance. The server JRE application was setup
on the cloud instance after preparing the suitable environment. The
ports to which the server listens were opened using defined firewall
rules.

The application we modified was installed on an HTC Nexus
One Android phone. PowerTutor [24] is an Android app used for
power profiling of applications. It divides the power consumed by
applications into three categories: computations, communications
(specifically Wi-Fi and 3G), and display. It also achieves a high level
of accuracy estimated to be around 95%. All our values are based on
the measurements done using PowerTutor.

5.2. Platform selection

We decided to use Android-based mobile devices as our devel-
opment platform because Android satisfies the requirements for an
MCC platform:

1. If there are remote modules, the cloud server receives
any input from the mobile and saves it in IsgryEr-

2. If M, is remote, it is processed with Isgryer to
produce Osgryer; Osgrver 1S then renamed as Isgryer-

3. If M, is remote, it is processed with Isgryer to
produce Osgrver; Oserver is then renamed as Iggrver-

4. Fori=3toN

5. If M, is remote

6. If M, is local and any of the preceding
modules is remote

7. Iserver is sent to the mobile to be processed.
Server receives input and saves it in Isgryer-
M; is processed with Isgryer to produce
OSERVER-

10. OSERVER is renamed ISERVER-

11. Send Oggryer to the mobile side.

Fig. 4. Protocol description at the server side.

Fig. 5. Image processing application call graph.

(1) It is an open-source platform, which provides easy access to
programming resources.

(2) It is Java-based, which offers all Java advantages in terms of
functionality, popularity, and portability.

(3) It is increasingly penetrating the market and is the leading
mobile operating system in many markets.

5.3. Choice of application

We decided to choose an image processing application. Such an
application is suitable for cloud computing because it requires a lot
of computing resources on the mobile side.

We extended ImageProx, an existing Android image processing
application [25]. The user captures a new photo or selects an
existing photo and a list of the commonly used image processing
functions is offered for the user.

Keeping the application in this form is too simple for the decision
algorithm as only one main module is included. We extracted the
source code from the executable file, altered it, and generated a
new app that provides both sequential and parallel functions. The
modified app runs as follows: the selected image is the input to two
independent modules to be processed separately by two parallel
threads simultaneously. The outputs of both threads are then added
and convolved. The call graph is shown in Fig. 5.

The functions in the call graph are:

(1) Graphical user interface
(2) Sobelling

(3) Show only green

(4) Conversion to gray scale
(5) Inversion

(6) Addition

(7) Convolution

5.4. Networking with the cloud

The mobile phone has to exchange data with the cloud according
to FSP, while the decision algorithm was implemented to run on the
cloud. This requires the mobile phone to send the profiling values to
the cloud. This approach was selected to reduce the computations
and energy overhead at the mobile side. As for the image processing
part, the image is sent in chunks of size 8192 bytes as this buffer
size provides a reasonable performance in terms of memory. The
exchange is done via TCP, as the application cannot handle data loss.
Since the cloud in our experiments is an Amazon EC2 instance, the
mobile application uses its public IP address to start a connection
allowing the communication to be done over both 3G and Wi-Fi.

5.5. Encryption and decryption operations

Both encryption and decryption operations are defined using
AES, which suits the nature of mobile devices. Users can option-
ally apply encryption or decryption, which is accounted for in the
decision algorithm.
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Fig. 6. Application user interface.

5.6. The application

The modified app user interface is shown in Fig. 6.

The user first selects whether she wants to run the decision algo-
rithm and encrypt the image. Then, she has to press on ‘Inform
Server’ to prepare the server environment. The user then presses
‘Open Image’ to select the image to be processed. If it is the first time
the application is run, the user has to first calculate the bandwidth.
The calculated bandwidth is used to estimate the idle power by
multiplying the total expected delay (image size/calculated band-
width) with the device power idle factor (Pjgje).

The next stepis to ‘Run Decision’. The decision algorithm runs on
the cloud server, based on the profiling values sent by the mobile,
which gets informed of the decided partition to be done. The image
is then processed according to this partition by the FSP protocol,
which executes the image in any possible combination between
the mobile and the cloud server.

6. Results

Our system offers the flexibility to minimize energy consump-
tion of mobile applications under different conditions. In order to
reach the optimal decision, all factors affecting the decision must
be accounted for. Our experiments study the effect of the following
factors:

. Workload size

. Network type

Computation cost

. Security measures: encryption/decryption
. Security measures: offloading constraints
. Signal strength

. Call graph structure

OmmOnNnw>

6.1. Setup 1: workload size

In order to minimize communication costs, compression was
used. All other factors were kept constant; no encryption was done,
the communications network was set to Wi-Fi, and the computa-
tion cost of the modules was not varied. The decisions for different
workload sizes are summarized in Table 2. Dynamic execution
provided the best results with minimum energy consumption in
almost all cases as demonstrated in Fig. 7.

We notice in test case C that remote execution gives slightly
better results than dynamic execution. This may be a result of the
small workload size which leads to smaller communication costs
than the costs incurred due to dynamic execution. In test case D,

Table 2
Decision output for various workload sizes.

Experiments Partitioning decision

Test case Workload size (kB) Local Remote

A 8 1234567 None

B 90 1 2,3,4,5,6,7
C 306 1 2,3,4,5,6,7
D 819 1 2,3,4,5,6,7
E 1768 1,2,3,4,5,6 7

F 1915 1,2,3,4,5,6 7

10

9
’: 8
s7
|
g 6
-2 5 M Dynamic
o
o 4 M Local
B 3
a Remote
(=
w2

1

0

A B [# D E F
Test Cases

Fig. 7. Energy consumption for workload size tests.

we have the same partitioning decision but the workload size is
larger. We notice in this case that the remote execution cost does
not outperform the dynamic execution cost. In all cases, the sub-
optimal choice of dynamic execution in test case C will result in an
excess in energy consumption of less than 1] which is acceptable.

6.2. Setup 2: network type

3G and Wi-Fi result in distinct energy consumption values
for the same amount of transferred data. The same experiment
described in Setup 1 was performed using 3G rather than Wi-Fi.
Signal strength was high for both networks (better than —60 dBm).
The different decisions due to 3G and Wi-Fi networks are shown in
Table 3. Due to the high communications costs imposed by using 3G
networks, local execution was recommended by the decision algo-
rithm, which was proven more energy efficient than offloading as
shown in Fig. 8.

6.3. Setup 3: computation cost

Next, we considered the effect of the computation cost on the
optimal partitioning schema. The cost of module 7 was increased
by 10]. We used the same environment of Setup 2 using the same
3G network and input images. The decision was changed to offload
module 7 in all cases onto the cloud. Fig. 9 compares the energy
consumed by the application when partitioned dynamically to both

Table 3
Decision Output for Wi-Fi vs. 3G.

Experiments Partitioning decision

Test case Workload size (kB) Wi-Fi 3G

A 8 All local All local
B 90 All remote All local
C 306 All remote All local
D 819 All remote All local
E 1768 All local except module 7 All local
F 1915 All local except module 7 All local
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Fig. 8. Energy consumption for 3G network tests.

the local and total remote execution cases. Since images are sent in
chunks of 8 kB, we notice a negligible increase in energy consump-
tion in the dynamic over remote in test case A. All test cases show
an overall rise in energy consumption when compared to the case
where the computation cost of the modules was not varied. How-
ever, we still notice a similar pattern. Dynamic execution provided
the best results with minimum energy consumption.

6.4. Setup 4: security measures (encryption/decryption)

Offloading mobile applications to the cloud can expose the
offloaded data to eavesdropping and thus provide access to non-
authorized third parties. Hence, a valid question arises: would
encrypting the exchanged data still allow offloading to provide
energy savings? This question does not have a single answer. The
closer the communications cost is to the computation cost, the
higher the impact of including encryption on the final decision.
We performed the same experiments described in Setup 1 while
including the encryption option in order to study the effect of work-
load size with encryption. As revealed in Fig. 10, for small workload
sizes such as tests B and C, the use of encryption led to favoring
local execution over offloading. However, as the computation cost
increases compared to the communication cost, the decision made
before adding the security constraint remained the same. The over-
all energy consumption increases due to the encryption overhead,
but energy savings are still achieved by dynamic partitioning as
shown in Fig. 11.

6.5. Setup 5: security measures (offloading constraints)

In some applications, developers or users prefer to keep a certain
module restricted to the mobile side and prevent its execution on

-
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Fig. 9. Energy consumption for computation tests.
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Fig. 11. Energy consumption for encryption tests.

the cloud. This is translated in the call graph by setting the weight of
the edge connecting this module to the source node to infinity. Any
decision that executes this module remotely will thus change to
have this module execute locally and minimize energy consump-
tion. Fig. 12 shows how the decision varies w.r.t. Setup 1 while
imposing such an “execute-local” constraint on module 6.

6.6. Setup 6: signal strength
We studied the impact of the network communications type.

We studied cases in which the user has the option to connect to
both networks given a weak signal for Wi-Fi and a strong one for

.Both local = From local to remote

7 © e - @ | e
3 e = & @& ¢ | @
3 e am e e e e
: © m e e & | ©
i © ([ m m = © | ©
) e & =m = C D

Fig. 12. Effect of imposing offloading constraints.
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Fig. 13. Decisions of call graph structure changes.

3G. According to [26], 3G in good conditions consumes a total of
5] to transfer a data size of 1000 kB compared to 8 ] for weak Wi-Fi
and 2.5] for strong Wi-Fi. Placing these values in our decision algo-
rithm and keeping a high computation cost for module 7 (12]), the
decision made was to execute the application locally for weak Wi-
Fi, and offload module 7 for both strong 3G and strong Wi-Fi. The
three cases were consistent with the conclusions presented in [26].

6.7. Setup 7: call graph structure

The results presented in this section are based on the call graph
presented in Section 5. We did modifications to the call graph while
keeping other profiling values the same and having conditions sim-
ilar to Setup 3. Three modifications were performed. In the first
modification, we swapped the computation cost of modules 6 and
7 in the initial call graph. In the second modification, we modified
the call graph by removing the edge connecting node 3 to node
6 and replacing it with an edge of equal weight to node 7. In the
third modification, we combined both tests together. The resulting
offloading decisions are presented in Fig. 13.

These results prove that if two applications have the same mod-
ules and costs, two independent decisions might be generated due
to the particularity of their call graphs.

7. Conclusions and future work

In this paper, we presented a dynamic minimum-cut algorithm
and an FSP-based protocol to transform the theory of mobile appli-
cation partitioning into a practical solution. A full system consisting
of profiling, decision-making, and offloading engines was imple-
mented. An image processing application was modified to comply
with the FSP protocol and was used to test our system. We extended
the decision algorithm to account for security measures. Results
revealed the correctness of this approach given that the profiling
engine provides accurate values.

For future work, we plan to consider the round trip time and
the overall execution time of an application. While performing
power measurements, we considered the delay factor although it
was outside the scope of our work. It was dependent on the size
of the exchanged data, the partitioning schema, and the network
type. However, it remained in all cases in an acceptable range of
2-7 times the local execution time with Wi-Fi and 3G networks
respectively. Moreover, when the server side was represented by
a near server rather than the Amazon EC2 cloud, the delay values
dramatically decreased to even less than the local execution time.
This of course opens the door to a new research domain of making
use of near cloudlets to enhance battery lives as well as the overall
execution time of mobile applications. Moreover, such an approach

will increase the probability of using Wi-Fi networks if cloudlets are
employed in public areas like restaurants and universities. Addi-
tionally, more complex security operations can be studied such
as using homomorphic encryption. Testing the system in a large-
scale network with multiple devices is also a main future task. In
addition, as PowerTutor’s power model was built to run on Nexus
One, we plan to provide power models for other phones as well.
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