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Optimal Packet Camouflage Against Traffic Analysis
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Research has proved that supposedly secure encrypted network traffic is actually threatened by privacy and

security violations from many aspects. This is mainly due to flow features leaking evidence about user activity

and data content. Currently, adversaries can use statistical traffic analysis to create classifiers for network

applications and infer users’ sensitive data. In this article, we propose a system that optimally prevents traffic

feature leaks. In our first algorithm, we model the packet length probability distribution of the source app to

be protected and that of the target app that the source app will resemble. We define a model that mutates the

packet lengths of a source app to those lengths from the target app having similar bin probability. This would

confuse a classifier by identifying a mutated source app as the target app. In our second obfuscation algorithm,

we present an optimized scheme resulting in a trade-off between privacy and complexity overhead. For this

reason, we propose a mathematical model for network obfuscation. We formulate analytically the problem

of selecting the target app and the length from the target app to mutate to. Then, we propose an algorithm to

solve it dynamically. Extensive evaluation of the proposed models, on real app traffic traces, shows significant

obfuscation efficiency with relatively acceptable overhead. We were able to reduce a classification accuracy

from 91.1% to 0.22% using the first algorithm, with 11.86% padding overhead. The same classification accuracy

was reduced to 1.76% with only 0.73% overhead using the second algorithm.
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1 INTRODUCTION

The explosive growth in network applications is perhaps the biggest technical phenomenon in
recent years. In fact, featured applications play an integral part in our daily lives, answering those
I-want-to-know, I-want-to-do, I-want-to-go, and I-want-to-buy questions. Apps are becoming the
main practice of digital interaction mainly because they are simple, easy to use, and provide a
multitude of new functionalities and attractive features. On the other hand, network applications
can easily boost businesses by promoting them and increasing their visibility. Consumers in
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today’s business environment are on the move and they rely on network application platforms.
Whether they use mobile phones, tablets, laptops, or any other mobile devices, apps have all the
information they want.

According to Comscore [1], the digital population spends 69% of their media time on their smart-
phones, with nearly 2 hours on average spent on smartphones each day, around 45 minutes on
desktops, and 24 minutes on tablets. The prevailing use of mobile platforms has been accompa-
nied by the extensive use of apps. In 2017, users downloaded 178.1 billion mobile apps. In 2022,
this number is expected to grow to 258.2 billion app downloads [2]. According to TechCrunch, the
average number of apps people use is 9 apps daily and 30 apps monthly [3]. In parallel, there are
currently billions of new types of devices that are getting connected through the Internet of Things
(IoT) networks. The adoption of these devices is increasing at an exponential rate; therefore, new
types of applications are evolving to connect our private resources to the Internet [3].

In recent years, the advent of network-based applications led to huge growth and is leading to
a tremendous amount of data traffic. Researchers predict that the mobile app economy will touch
156 billion USD in 2023 [3]. Big-data scientists are processing these large amounts of network
traffic data to produce broad benefits. For instance, research has proved that traffic classification
is essential in network security to delineate security strategies, monitor botnet propagation, fil-
ter traffic, and the like. In fact, network intrusion detection systems can be implemented based
on traffic analysis as a main element to detect suspicious network activity [4–8]. Specific usages
comprise control and management of resources in TCP/IP networks through capacity planning,
allocation, and network provisioning [9, 10]. Other uses include imposing precise rules on users
to access the network in order to apply institutional strategies [11].

People usually download applications in line with their habits, religion, health, activities, and
more. Accordingly, knowing the specific applications installed by a user can give much personal
information about that individual. In order to preserve the privacy of consumers, current imple-
mentations employ different encryption techniques to preserve traffic confidentiality.

However, with the increasing popularity of machine learning techniques, the traditional means
of encrypting packets are no longer feasible approaches from the privacy perspective. A passive
adversary can monitor traffic patterns that remain intact after encryption, such as timing, size,
direction, and count of packets in a specific network flow. Using these features, the adversary can
build classifiers and detect instances of application protocols. Hence, traffic analysis is considered
a big threat for the privacy of Internet users.

In this work, we aim to examine the protection of users’ privacy against traffic analysis. Our goal
is to guard against an eavesdropper monitoring the network and using statistical traffic analysis to
infer users’ sensitive data. What we need is an anonymity system that ensures strong security with
acceptable computational overhead and reduced latency for interactive applications. Additionally,
given that there are different types of heterogeneous apps, the obfuscation system needs to be
dynamic and scalable.

In this article, we formally define the problem of privacy against traffic classification as an op-
timization problem in which we aim to find an ideal packet length modification that minimizes
overhead. The contributions of this article are:

• Mathematical formulation of the traffic obfuscation optimization problem to defend against
traffic analysis

• Analytical formulation of packet padding and chopping for various network applications
• Designing algorithms for efficient confusion of classifiers and efficient morphing with ac-

ceptable overhead
• Performing simulations and verifying the effectiveness of the algorithms using real network

application traffic
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The structure of this article is as follows. In Section 2, we review related work. In Section 3,
we explain our scenario for attacks that we are trying to defend against. Section 4 covers the
methodology of our proposed system. In Section 5, we detail our experimental classification results.
Section 6 presents our conclusions and discusses future work.

2 RELATED WORK

Statistical traffic analysis has gained considerable attention from the academic and industrial re-
search communities. It proved to be efficient in identifying security threats and providing effective
management of network assets. In fact, studies proved it practical when used for application iden-
tification [14–16], anomaly detection [17, 18], user fingerprinting [19–21], and more. Using specific
patterns of the packets’ sizes and their timing, one can build a classifier based on machine learning
techniques to extract the needed information about the network traffic.

Yet, one of the biggest concerns in information security is to provide perfect privacy. Today,
network traffic analysis is considered a major threat with serious impacts on users’ privacy [22].
A typical solution to these concerns is to simply encrypt networking data to hide it from a possible
attacker capturing the traffic. However, this alone is not enough; ciphering does not hide all rele-
vant information in a packetized flow. Numerous features of the encrypted network traffic, such as
packet lengths, interarrival times, direction of packets, their count per flow, and many others, can
still give out information about the traffic and the exact applications being used. Various studies
[13, 23–25, 49] have validated that an attacker is able to disclose sensitive information about a
network application user, even in the presence of strong encryption.

According to the literature, many practices can be used to obfuscate traffic and hinder the ability
of an adversary to learn from network traffic. We can categorize these evasion techniques against
traffic analysis into 3 groups:

• Mutation that modifies various properties of network connections [29–34, 36–38]
• Morphing that modifies one class of traffic to look like another class with respect to a given

set of features [35]
• Tunneling network traffic in payload of HTTP(S) protocol to evade the path from source to

destination [42]

Most past studies for traffic anonymization against traffic analysis were specific to defending
against website fingerprinting [26–28, 45, 46]. In fact, one of the first attempts to secure website
users from privacy attacks was introduced by Wagner and Schneier [47]. They suggest to apply
random length padding on all cipher modes of the SSL protocol. Buffered Fixed-Length Obfusca-
tor [34] is another well-known defense that sends packets at fixed sizes and times using dummy
packets. However, it results in a high bandwidth overhead. More advanced techniques have been
suggested in [48], in which they use camouflage to change the patterns of the data traffic on pur-
pose by loading several web pages instead of the requested one. In [51], a traffic morphing tech-
nique (Glove) was proposed. It consists of grouping websites, whose network flows are similar,
into clusters. Later, Glove uses minimum dummy traffic to shape websites in a cluster to be the
same. Thus, an attacker cannot classify a specific website but only the cluster to which it fits. The
authors in [50] present the WeFDE technique to perform information leakage on a dataset. This
technique estimates the bits of information that are revealed by particular features of a website’s
traffic. Recent studies [44] have shown that the applicability of those paradigms is sometimes lim-
ited to websites only. According to [43], website-based activities differ from in-app user activities.
Consequently, the solution for obfuscating the traffic could also be different. Therefore, only a few
solutions of the previous works in security for obfuscation, using machine learning practices, can
be used to thwart side-channel information leakage specific to network applications.
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To minimize the amount of information leaked, some works suggest features quantization, such
as padding packets to fixed sizes [30, 31]. Other defenses [29] produce a random “noise,” such as
added dummy packets to mask users’ activities. These techniques for traffic anonymization are
currently dominant. Their effectiveness is acceptable; however, the large added overhead is not
practical since it severely worsens the efficiency and performance of the original network pro-
tocols. Padding encrypted packet sizes to their maximum transmission unit (MTU), for example,
could end up more than doubling the amount of data sent [32]. Also, these approaches lead to un-
desirable delay and bandwidth waste [33]. Accordingly, such unnecessary padding is not a reason-
able solution to the problem. Moreover, it has been shown that this mechanism can be countered
to reveal users’ activities [34].

In [35], Wright et al. proposed traffic morphing as a general type of defense against network
fingerprinting attacks, relying on convex optimization. However, there is an issue with the prac-
ticality of this method given the needed computations; hence, it cannot be used in devices with
restricted resources. Also, it increases latency due to the generation of random numbers for each
input packet.

In [36], the authors aim to remove the correlation between the original and the padded packets
by optimally hiding the actual packet lengths. The main difference between [36] and our method
is the effectiveness of the methods given that [36] relies only on padding and not fragmentation. In
[37], the same authors proposed traffic masking by taking into consideration several traffic features
with minimum overhead.

In [38], Apthorpe et al. describe a stochastic traffic padding framework to protect smart homes
against traffic analysis. Their method consists of shaping traffic to a fixed traffic pattern, in inter-
mittent periods, to limit the information exposed about users’ activities through traffic analysis.
This technique obfuscates traffic originating from IoT devices. However, it could result in network
latencies. In addition, this method is not scalable to other types of networking traffic because it is
a primarily different problem dealing with analysis of user traffic patterns.

In our previous work [13], we morphed packet lengths of a source app to packet lengths of
another target app using padding and fragmentation. We confused a mobile application traffic
by shaping an app’s smallest packet length in a flow to the smallest packet length of another
app’s flow. Using this method, we were able to reduce a classifier’s accuracy from 91.1% to 15.7%
with 34.6% overhead. In [39], we presented a generalized method that has 3 variations of [13] and
included mutating lengths or/and interarrival times of packets. We were able to reduce a classifier’s
accuracy from 91.1% to 7% with only 12% overhead. In [40], we applied anonymization to the size
probability distribution characteristic of an app’s packet traffic for the first time. We regenerated
an app’s packet sizes from its best-fitted distribution model. Then, we mutated packet lengths of a
source app that we were trying to protect to regenerated packet sizes of another target app. This
method proved to reduce a 91.1% classification accuracy to 0.9% with only 12.51% overhead. While
our earlier obfuscation algorithms resulted in significant results, still there has not been a formal
definition of our security problem. No mathematical solution has been assessed yet to optimally
balance both efficiency and performance for a solid obfuscation algorithm.

In brief, despite the efforts to obfuscate side-channel information in recent years, it is still pos-
sible to determine networking traffic flows. In [34], Dyer et al. reviewed techniques known in the
literature to defend against traffic analysis and revealed their key weaknesses. Many works have
been presented as promising to reduce the performance of a traffic classifier but their impact on
the actual performance degradation has been ignored. To the best of our knowledge, there is no
formal statement of the traffic anonymization problem. Most suggested solutions were specific to
certain types of traffic, such as mobile applications, websites, IoT devices, and so forth. Also, no
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Fig. 1. Threat Model.

efficient optimal solution to minimize the overhead cost and implementation complexity to defeat
classifiers has been suggested yet.

3 ATTACK MODEL

We study the network traffic, in which we identify 2 hosts running an application. Despite using
an encrypted channel for communication, there is still data leakage to an attacker monitoring the
flows between the two hosts. Traffic analysis attacks can be defined in the form of classifiers that
try to recognize the application within the encrypted connection.

Figure 1 illustrates our threat model, in which an adversary aims to determine a victim’s online
activity. We consider users of network-based applications where the program used, or the data
related, or both exist on a network. There is a wide range of network applications, such as chatting,
downloading, uploading, online gaming, video streaming, webpage browsing, voice-over-IP, and
so on. Users usually perform these activities by running particular applications or service apps in
a mobile phone, applications on devices in an IoT network, webpages, computer applications, and
more. We assume that the attacker, employing network traffic fingerprinting, is able to sniff the
encrypted exchanged data between the node and the server. The adversary uses sniffer software
(e.g., Wireshark) and does not have any knowledge about the software or encryption schemes
implemented by the user’s apps. Even worse, the adversary can have physical access to servers in
the data center where data is stored and ultimately get traces of the encrypted traffic. We assume
that the adversary cannot decrypt the packets and wants to reveal information about the network
users and the applications they use. To this purpose, our adversary uses machine learning to create
traffic fingerprints and to match the precise application the user is running, even though packet
payloads are not readable.

In this context, the attacker inspects side-channel information (IP packet headers and metadata)
that leak from the ciphered app traffic. The attacker constructs a classifier for a number of network
applications and then matches the recorded traffic of the user to infer the exact app being used.
This attack is passive and unnoticeable by users. Our objective is to provide sufficient protection to
thwart such data leaks. We aim to prevent wiretapping and malicious identification of encrypted
Internet traffic through traffic analysis.

Figure 2 shows an example of a traffic classification attack. Using this, we test our proposed
obfuscation model in Section 5. We consider a mobile phone with which the consumer uses apps
connected to the Internet. The traffic created by the apps is end-to-end encrypted. The adversary
eavesdrops on the traffic, records the encrypted traces of the user and tries to learn information
about the user by detecting the apps being used.
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Fig. 2. Mobile Traffic Classification Attack.

Fig. 3. Problem Definition.

To this end, the attacker implements supervised machine learning algorithms with a training
and testing phase. During training, the algorithms are given (Xi, yi) where each Xi is a vector of
features and yi is a label. During testing, the classifier is given a vector Z and must return a label for
the detected class indicating the precise mobile app that created the flow. In our situation, a vector
Xi has information about the lengths, interarrival times, and direction of packets in the encrypted
flow generated by an application.

In summary, current implementations of network-based applications offer limited security as-
surances against traffic analysis. What we need is an obfuscation system that ensures strong secu-
rity. The proposed solution needs to be efficient in the first place, to have low computational and
storage overhead, and to have reduced latency on the traffic. Additionally, it needs to be dynamic,
scalable, and able to deal with big data. Figure 3 depicts our formal statement of the problem.

4 PROPOSED FRAMEWORKS

We aim to mitigate network fingerprinting attacks based on statistical traffic analysis by confusing
an app’s traffic. As suggested by the literature, the main characteristics of encrypted traffic are
packet lengths and timing delay of consecutive packets. Our models will focus on mutating the
packet size feature because changing interarrival time would impose delays and affect performance
and, thus, is not practical, especially for the dynamic type of applications.
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Fig. 4. Algorithm 1.

In what follows, we discuss first our preliminary technique. We then present our extended al-
gorithm, which ensures optimization of privacy and performance.

In practice, our mutation algorithms act as a proxy between the applications and the network
stack. In real-time network applications, we set flags in the packet header to indicate whether the
packet is padded or fragmented. The packet also has a field containing the number of padding
bytes that would be omitted by the receiving endpoint to recover the original packet.

4.1 First Model

In our first model (Algorithm 1), we modify each packet in the flows, created by the source app to
defend, such that their distribution becomes similar to packet sizes of a different target app. This
entails resampling packet sizes from probability distribution of a target app traffic that is dissimilar
from the actual packet lengths created by the source app. In other words, we split and pad network
packets so that the altered flow looks like a predefined target distribution.

Figure 4 illustrates our traffic mutation technique, labelled as Algorithm 1. Given a pair of ap-
plications A and B, where A is the source app to defend and B is the target app that the source app
should resemble, we choose a bin size w for packet sizes. We derive the probability distribution PA

and PB with respect to bins of packet lengths of A and B, respectively.
For each incoming packet p of A of size Lp having a probability Pp, we find the most similar

probability Pp’ in target app B. Then, and to minimize overhead, we find the smallest size Lp’
among the sizes in the bin of probability Pp’ in B.

To find the most similar Pp’ to Pp, we consider the vector PB of probabilities for the different
bins of packet sizes of the target app. We find Pp’ among the values in vector PB satisfying (1).

Minimum ��Pp − Pp’�� (1)

Then, we compare Lp’ and Lp. If Lp’ > Lp, we pad the packet from A with zeroes such that the
resulting packet size is Lp’ and we send the padded packet. Otherwise, the algorithm splits the
data into several packets. We send Li’ bytes of the original packet and continue sampling from PB

until all bytes of A are sent. Packet sizes that are output onto the network appear to be drawn from
the target application distribution.

Using Algorithm 1, we essentially mutate the lowest probabilities of packet lengths of A to the
lowest probabilities of packet lengths of B and the biggest ones from A to the biggest in B. As long
as the source process generates a sufficiently large number of packets from a source distribution
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A, the output will converge in distribution to that of the target B, realizing morphing of A into B.
Therefore, the classifier confuses an incoming packet from A of a size specific to B and classifies
it in the target app class. This technique realizes morphing but it can cause a huge overhead in
terms of padding depending on the choice of the target app for each source app.

One can argue that in spite of applying this technique, a user’s behavioral patterns still leak. To
obfuscate their behavior, users may choose the target app that they do not usually use. Many apps
can be appropriate in this case. Users can choose the target app that is the most dissimilar to their
normal behavior for better obfuscation.

Also, it would be beneficial to change the target app at each run to prevent the attacker from
knowing the mapping of the source app to the target app.

4.2 Second Model

To overcome the overhead issue, we propose our second model (Algorithm 2), in which we for-
mulate an optimization problem that yields a constructive solution for an algorithm that achieves
maximum obfuscation with minimum padding. To this end, we consider one source app to protect
and a number of N target apps to mutate to. We find the probability distribution with respect to
packet lengths of the source app and those of the target apps traffic.

4.2.1 Problem Statement. At a high level, our optimization problem is defined as follows. Given
a source application, our goal is to mutate its traffic such that it resembles and is confused as some
target application (i.e., a different application) with respect to a given set of features. The user first
chooses the source application to defend as well as a set of target applications to make the source
application look like. Of course, we need to ensure that the implemented mutation is the most
effective, for some measure of efficiency, such as the number of overhead bytes added. The user
applies the optimization technique that dictates how each packet size from the source application
should be mutated such that the resulting distribution resembles the target with a minimum of
overhead. Naturally, after the mapping of the packet sizes is performed offline, the mutation al-
gorithm captures the data to be conducted across the network before headers are calculated or
encryption is applied. The mutated traffic is then sent to the network stack, encrypted, and sent
across the network as usual.

Our objective is to maximize network traffic anonymization (i.e., minimize the accuracy of a
classifier detecting certain applications) and to minimize the overhead resulting from padding.
This would be realized by means of (1) selecting the optimum target app and (2) determining
the optimum packet size to mutate to. As such, the mutation algorithm can be formulated as an
optimization problem to mutate a source application into a target application.

An application i can be defined by [mi, Li, Pi]:

• The number of possible packet size ranges of width w is denoted by mi.
• The vector Li = [Li

1, Li
2, . . . , Li

mi] of smallest lengths in each bin of size w. For example, Li
mi

is the smallest length in the last bin of application i and having a total number mi of bins.
The average of Li is denoted by Avg (Li).

• The probability distribution characteristic denoted by Pi = [Pi
1, Pi

2, . . . , Pi
mi] represents the

vector of length probabilities for bins of size w. For example, Pi
mi is the probability of length

Li
mi for application i.

An incoming packet from the source application can be defined by its size l and the probability
p of the bin to which l belongs. We define a binary variable for each application that indicates
whether the app is selected as target app or not; xi denotes the variable for the ith app. Given a set
of N applications, the vector X (of length N) represents [x1, x2, . . . , xN].
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Fig. 5. Algorithm 2 Camouflage Scheme.

Also, we delineate a binary variable for each bin of an application i that indicates whether the
packet bin is selected to be mutated to or not. It is worth noting that the smallest size in a bin is
used for mutation. yi

j denotes the variable for the jth bin of application i. Given a set of mi ranges,
the vector yi (of length mi) designates [yi

1, yi
2, . . . , yi

mi].
In order to minimize the accuracy of the classifier, we need to find the probability of a packet

length in a bin of a target app such that it is similar to p. At the same time, to minimize the overhead,
the selected packet length must be similar to l. In case the difference between p and the designated
probability is too small (less than 0.1 in our case), the difference between the seleed length and l

needs to be checked to be less than the average difference. This would guarantee that the overhead
does not reach a large value.

The obfuscation optimization problem for mutating an incoming packet from a source app is as
follows:

Find the vector X (of length N), and the vector yi (of length mi), and minimize:

Min

N∑
i=1

xi
��
�

√√√
mi∑
j=1

y j

i
( |P j

i
− p |2 × |Lj

i
− l |2)��

	
Subject to:

(1) P j

i
∈ [0, 1]; i = 1, . . . ,N

(2) |Lj

i
− l | < |Avд(Li ) − l | for |P j

i
− p | < 0.1

(3)
N∑

i=1
xi = 1; = 0 or 1; i = 1, . . . ,N

(4) ∀i ∈ [1,N ],
mi∑
j=1

y j

i
= 1; = 0 or 1; j = 1, . . . ,mi

4.2.2 Solution to the Optimization Problem. The ultimate mutation solution for our optimiza-
tion problem is to identify for each length probability from the source app the most similar ones
from the target apps. Then, we mutate the length from the source app to the smallest correspond-
ing length to these similar probabilities from the target apps.

Figure 5 depicts our solution. We consider a source application S to protect and a set of target
applications to mutate to, numbered from 1 to N. For each incoming packet of S of size l having a
probability p, we find the bins of packets within the N applications with similar size probabilities
[p1, p2, . . . , pN] using (1). We mark these bins in red in Figure 5. Then, we find their corresponding

ACM Transactions on Privacy and Security, Vol. 24, No. 3, Article 22. Publication date: August 2021.



22:10 L. Chaddad et al.

Table 1. Experiment Dataset

# App Type packets/class % Packets # Flows
1 Skype Video Call 197,115 0.350 520
2 Facebook Interactive browsing 122,422 0.218 2,560
3 8 ball pool Game 121,663 0.217 2,064
4 WhatsApp Messaging 3,315 0.006 435
5 Viber VOIP 82,662 0.147 475
6 YouTube Video streaming 35,027 0.062 813

First, we divide the traces in each app traffic set into bins of size w of 50 bytes. We study the prob-

ability of each bin of packet lengths across all instances. Graphs in Figure 6 display the statistical

analysis results of packet size profiling for the 6 apps of our dataset.

smallest lengths [l1, l2, . . . , lN] in the bin they belong to. We choose to mutate l to the smallest
length among [l1, l2, . . . , lN.]

The classifier would notice specific lengths from the N target apps. Then, it would classify the
incoming packets in their corresponding target app rather than random classification. The use of
optimization ensures minimum padding overhead when mutating the source packets.

Additionally, the generation of the matrices mapping each bin of a source packet to a size in
another target app can be done offline. Therefore, the whole method becomes more practical,
resulting in minor latency, mainly for the dynamic type of applications.

By applying our second algorithm, the user’s behavior is obfuscated by design because each
single source app is mutated to several target apps at once. This would cause confusion for the
classifier, and the attacker would not be able to discriminate a single app efficiently. Hence, apply-
ing our second algorithm would increase the unpredictability of the source as well as the target
app and, ultimately, the user’s behavior.

5 EXPERIMENTAL EVALUATION

In what follows, we empirically evaluate the efficiency of our system, in which we explain our
classification experiment and elaborate on our evasion defense methods. First, we study the packet
size probability distribution for the used apps. Next, we define the traffic classifiers where machine
learning techniques are used to promote a classification attack. Lastly, we present a complete eval-
uation of our solution models using the different combinations of app traffic in our dataset. We
assess our 2 suggested evasion approaches by studying their efficiency and comparing them to 2
other algorithms from the literature “MTU quantization” and “Random Padding.” We also provide
a practical and adaptive way for our classifiers to admit or reject traffic flow to a certain class label
using a similarity metric based on root-mean-square deviation.

5.1 Mobile Apps Packet Size Probability

In our experiments, we utilize the dataset from [12], which consists of traces of network traffic for
6 commonly used apps collected on Android smartphones and manually classified. Each packet in
the dataset is defined by a set of attributes: Packet Number, Timestamp, Packet Length, Interar-
rival Time, Direction (IP source/IP destination), and App Label. For each of the 6 apps, we extract
traffic flows for a fixed time period of 1 s between two IPs with the same protocol and ports. We
summarize the types of the 6 apps, the size of each class, their sample proportions, and the count
of flows extracted in Table 1.
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Table 2. Dataset Accuracy

Model Parameters Accuracy
SVM Quadratic Kernel 76.7%
Bagged Trees Minimum Leaf Size = 2 90.0%
KNN Number of neighbors = 5; Distance Weight = Squared inverse 83.9%
Random Forest Distance Weight = Squared inverse 91.1%

Table 3. Results of Skype Mutation Using Algorithm 1

Algorithm SVM BT KNN RF Overhead
Original % Accuracy 76.7 90 83.9 91.1 —
% Accuracy of Skype mutated to Facebook 47.31 53.08 40.00 51.2 8.24%
% Accuracy of Skype mutated to Game 47.88 54.62 42.88 53.87 15.7%
% Accuracy of Skype mutated to WhatsApp 47.88 54.52 42.88 54.1 20.48%
% Accuracy of Skype mutated to Viber 49.62 58.46 45 57.98 2.64%
% Accuracy of Skype mutated to YouTube 47.31 53.08 40 52.55 49.85%

5.2 Classification Attack Experiment and Results

To assess our obfuscation methods, we build 4 machine learning algorithms as explained in our
previous work [13]. We choose to implement 27 features based on Wrapper methods along with
analysis of dataset properties and relationships among features [12]. The feature-extraction phase
generates an imbalanced dataset in which the classes are not similarly represented. Consequently,
we up-sample smaller classes to balance the data and get a total of 11,970 instances to build the
classifiers. After that, we divide the data into 75% for the training and 25% for testing. We use the
“one versus one” scheme for the multi-classification problem and we evaluate our models using 5
folds’ cross-validation. The accuracy of the different classifiers and their corresponding parameters
are presented in Table 2.

The four app network classifiers have a considerable classification accuracy. Therefore, the se-
curity of a network application user is threatened. In our next experiment, we use these four
classifiers to evaluate our obfuscation algorithms.

5.3 Obfuscation Experiments and Results

Here, we present two experiments evaluating the two different anonymization models of mutating
packet lengths, as described in Section 4. We investigate the reduction in accuracy caused by these
2 mutation methods. The main difference between the 2 models is the number of target apps to
which we mutate. As the number of target apps increases, the overhead resulting from padding de-
creases. This algorithm would result in better attack evasion results but the morphing becomes less
significant. One of these models can be selected based on the preference of the user for morphing
defense or confusion defense with minimum overhead.

In this first experiment (Algorithm 1), we choose the source app to confuse and the target app to
resemble. We save the probability of each packet length bin for the source and target apps. Then,
for each incoming packet from the source app, we find the probability of its corresponding bin
size. We find the most similar length probability in the target app and its corresponding bin. We
pad or chop the incoming packet length to the smallest length inside the selected target bin.

Using our 4 model classifiers, we predict the classes of the modified traffic. We present, in
Tables 3 to 8, comprehensive simulation results of mutation using Algorithm 1 of each
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Table 4. Results of Facebook Mutation Using Algorithm 1

Algorithm SVM BT KNN RF Overhead
Original % Accuracy 76.7 90 83.9 91.1 —
% Accuracy of Facebook mutated to Skype 44.3 58.95 47.81 57.4 85.21%
% Accuracy of Facebook mutated to Game 45.59 59.1 47.89 58.23 32.02%
% Accuracy of Facebook mutated to WhatsApp 44.57 58.09 47.31 57.5 27.7%
% Accuracy of Facebook mutated to Viber 45.43 58.01 49.96 56.2 10.51%
% Accuracy of Facebook mutated to YouTube 44.45 58.48 47.5 58.9 19.2%

Table 5. Results of Game Mutation Using Algorithm 1

Algorithm SVM BT KNN RF Overhead
Original % Accuracy 76.7 90 83.9 91.1 —
% Accuracy of Game mutated to Skype 0.39 0.34 2.23 0.56 80%
% Accuracy of Game mutated to Facebook 0.19 0.24 2.13 0.44 21.37%
% Accuracy of Game mutated to WhatsApp 0.24 0.29 2.33 0.24 71%
% Accuracy of Game mutated to Viber 0.48 0.19 2.18 0.22 11.86%
% Accuracy of Game mutated to YouTube 0.53 0.15 1.74 0.18 36.33%

Table 6. Results of WhatsApp Mutation Using Algorithm 1

Algorithm SVM BT KNN RF Overhead
Original % Accuracy 76.7 90 83.9 91.1 —
% Accuracy of WhatsApp mutated to Skype 5.52 14.02 11.3 13.4 70.76%
% Accuracy of WhatsApp mutated to Facebook 7.13 14.48 14.25 13.26 25.11%
% Accuracy of WhatsApp mutated to Game 5.06 14.02 10.34 14.01 21.73%
% Accuracy of WhatsApp mutated to Viber 3.22 14.94 11.95 13.29 7.76%
% Accuracy of WhatsApp mutated to YouTube 5.29 15.4 13.33 14.32 39.89%

Table 7. Results of Viber Mutation Using Algorithm 1

Algorithm SVM BT KNN RF Overhead
Original % Accuracy 76.7 90 83.9 91.1 —
% Accuracy of Viber mutated to Skype 5.26 33.26 9.68 32.42 94.92%
% Accuracy of Viber mutated to Facebook 7.79 33.68 6.95 32.22 70.43%
% Accuracy of Viber mutated to Game 9.68 34.73 11.79 34.3 49.88%
% Accuracy of Viber mutated to WhatsApp 8 34.74 8.84 33.29 76.85%
% Accuracy of Viber mutated to YouTube 9.89 32.84 10.53 33.1 89.81%

application in our dataset to the 5 other different apps, correspondingly. Mutating Skype and Face-
book was not as effective as mutating the other apps. For the sake of simplicity, we will explain in
what follows the inefficiency of Skype mutation and the efficiency of Game mutation. The other
apps’ results can be explained likewise.

As argued before, Algorithm 1 would mutate probabilities of a source app to similar ones in
the target app. Thus, based on Figure 6, mutating Skype into any of the other apps would result in
mutating all bins of Skype into a single bin from the other target apps. Also, this single bin happens
to be a minority in comparison with the other bin probabilities of the target app. For example,
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Table 8. Results of Viber Mutation Using Algorithm 1

Algorithm SVM BT KNN RF Overhead
Original % Accuracy 76.7 90 83.9 91.1 —
% Accuracy of YouTube mutated to Skype 9.86 8.61 17.22 10.1 27.48%
% Accuracy of YouTube mutated to Facebook 9.95 8.61 17.22 9.93 85.34%
% Accuracy of YouTube mutated to Game 9.76 8.61 17.22 10.4 5.69%
% Accuracy of YouTube mutated to WhatsApp 9.84 11.81 19.19 9.72 8.3%
% Accuracy of YouTube mutated to Viber 9.96 11.32 20.54 9.82 1.68%

Fig. 6. App Traffic Packet Size Distribution.

when mutating Skype to Game, first bins of Skype with a probability of 0.32 would be mutated
to bin number 30 of Game having a similar probability of 0.35. Also, the last bins of Skype with
a probability of 0.13 would mutate to bin number 30 in Game. Therefore, mutating Skype would
converge into mutating most bins into a single bin from the target app that is not representative of
the target app. Thus, the new reformed traffic would neither fit into Skype probability distribution
nor would it fit into the target probability distribution. This would not totally confuse the classifier
to classify randomly.

In the case of Game mutated to Skype, first bins of Game are mutated to bin number 2 of Skype,
and the last bins of Game are also mutated to bin number 2 of Skype because it is the most similar
one. However, bin number 2 is representative for Skype because it has the highest probability
of 0.32. Hence, the overall probability distribution of mutated Game was altered and the classifier
identifying Game would confuse it as Skype. The same explanation clarifies the efficiency of Game
mutated to Facebook and Game mutated to Viber.

When mutating Game to WhatsApp, the first bins of Game are mutated to the first bins of What-
sApp and the last bins of Game to the last bins of WhatsApp. Thus, the probability distribution of
mutated Game would fit into the probability distribution of WhatsApp, confusing the classifier to
classify the mutated Game traffic as WhatsApp.

When applying Game to YouTube using Algorithm 1, the first bins of Game are mutated to
the last bins of Viber and the last bins of Game to the first bins of Viber. Thus, the probability
distribution of mutated source traffic is totally changed into that of the target app. Therefore, the
classifier would classify the mutated Game traffic as YouTube.
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Table 9. Results of Viber Mutation using Algorithm 1

Skype Fb Game WhatsApp Viber YouTube
Game (%) 13.87 12.94 0.22 1.73 69.23 2.01

Table 10. Optimization Results of Skype Source App Using Algorithm 2

Source Bin # Optimum Target App Optimum L to Mutate to
1 Game 104
2 YouTube 54
3 Game 104
4 Game 104
5 Game 104
6 Game 104
7 Game 104
8 Game 104
9 Game 104
10 Viber 100
11 Viber 100
12 Viber 100
13 Game 104
14 Game 104
15 Viber 100
16 Game 104
17 Game 104
18 Game 154
19 Game 154
20 Viber 210
21 Viber 210
22 Viber 210
23 Viber 120
24 Viber 120
25 Game 204
26 Viber 220
27 Viber 62
28 Game 104

The simulation results using Algorithm 1 are shown in Table 5. For example, mutating Game
to Viber can decrease SVM classifier’s accuracy from 76.7% to 0.48%, Bagged Trees classifier’s
accuracy from 90% to 0.19%, KNN classifier’s accuracy from 83.9% to 2.18%, and Random For-
est classifier’s accuracy from 91.1% to 0.22% with only 11.86% average overhead. According to
Table 9, 69.23% of the Game traffic was confused as Viber traffic. This demonstrates the efficiency
of our method to morph one class of Game traffic into the Viber class.

In the second experiment (Algorithm 2), we choose the source app to mutate. For each incoming
packet from the source app, we implement the solution of the optimization problem, described in
Section 4.2, to select the optimal target app and packet size to mutate to. Tables 10 to 15 present,
for each bin size of a source app from our dataset, the corresponding optimum target app and
optimum packet size to mutate to using Algorithm 2.
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Table 11. Optimization Results of Facebook Source App Using Algorithm 2

Source Bin # Optimum Target App Optimum L to Mutate to
1 YouTube 54
2 Viber 50
3 Viber 100
4 Viber 50
5 Game 104
6 Viber 230
7 YouTube 154
8 Viber 250
9 YouTube 154
10 Game 104
11 YouTube 154
12 Viber 240
13 Viber 260
14 Viber 270
15 Viber 260
16 Viber 240
17 Viber 240
18 Viber 110
19 Viber 270
20 Viber 270
21 Viber 270
22 Viber 260
23 Viber 270
24 Viber 240
25 Viber 270
26 Viber 270
27 Viber 270
28 Viber 260
29 Viber 50
30 YouTube 54

Table 16 presents mutation results using Algorithm 2 of each app in our dataset. For example,
mutating Game using the second algorithm can decrease SVM classifier’s accuracy from 76.7% to
0.24%, Bagged Trees classifier’s accuracy from 90% to 0.001%, KNN classifier’s accuracy from 83.9%
to 1.89%, and Random Forest classifier’s accuracy from 91.1% to 1.76% with only 0.73% average
overhead.

We also assess our results in terms of the F1 score. The highest possible value of F1 score is 1,
indicating perfect precision and recall, and the lowest possible value is 0, if either the precision or
the recall is zero. Table 17 presents F1 score results using Algorithm 2 of each app in our dataset.

For further evaluation, we suggest a simple metric “scalar confidence” that we denote by Sc
to determine the similarity match of an incoming traffic to one of those in our dataset. Given 2
samples of traffic, A and B, Sc (A||B) is the root-mean-square deviation between the probability
distribution of A and that of B. In our case, A would be the probability distribution of an incoming
traffic that we would like to determine to which app of our dataset is most similar. Thus, Sc (A||B)
would measure how well an incoming sample traffic matches a certain app of our dataset. Hence,
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Table 12. Optimization Results of Game Source App Using Algorithm 2

Source Bin # Optimum Target App Optimum L to Mutate to
1 Facebook 54
2 WhatsApp 154
3 Viber 210
4 YouTube 104
5 Viber 120
6 Viber 210
7 Viber 110
8 YouTube 154
9 YouTube 154
10 Viber 240
11 Viber 260
12 Viber 260
13 Viber 250
14 YouTube 154
15 Viber 260
16 Viber 260
17 Viber 270
18 Viber 260
19 Viber 260
20 Viber 260
21 Viber 270
22 Viber 270
23 Viber 260
24 YouTube 154
25 Viber 270
26 Viber 270
27 Viber 280
28 Viber 270
29 Viber 280
30 Facebook 54

it would determine to which extent a certain obfuscation algorithm can modify the probability
distribution of side information of an app traffic. Given the set Q of length probability distributions
of an app traffic dataset, and q a length probability distribution of an incoming unknown traffic
that we would like to determine, q is classifiable as t with respect to Q, if

∀ t, t’ ∈ Q, Sc (q||t) < Sc (q||t’) and Sc (q||t) ≤ c, where c is the threshold for Sc.

In our experiments, we choose c = 0.01. We demonstrate in Table 18 scalar confidence values
for our 4 classifiers before and after applying Algorithm 2. High values of Sc after applying our
obfuscation algorithm indicate its success in fooling the adversary. This is because the similarity
matching between the mutated traffic and apps of our dataset is very low.

Also, we compare our schemes to 2 known obfuscation techniques from the literature, MTU
quantization and Random Padding, and we use the same dataset as a testbed. MTU quantiza-
tion pads the packets to their maximum transmit unit (MTU). Random Padding pads each packet
with a random number of packets. The number of padding bytes follows a uniform probability
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Table 13. Optimization Results of WhatsApp Source App Using Algorithm 2

Source Bin # Optimum Target App Optimum L to Mutate to
1 Facebook 54
2 Viber 73
3 Game 104
4 Viber 73
5 Viber 100
6 Viber 100
7 Viber 230
8 Viber 240
9 Viber 250
10 Viber 73
11 Viber 250
12 Viber 260
13 Viber 280
14 YouTube 154
15 Viber 270
16 Viber 300
17 Viber 120
18 Viber 270
19 Viber 592
20 Viber 592
21 Viber 592
22 Viber 592
23 Viber 592
24 Viber 270
25 Viber 290
26 Viber 290
27 Viber 270
28 YouTube 54

distribution from the current size to MTU in order to maximize randomness. We run the same
experiment on MTU quantization and Random Padding schemes to classify the classes of 6 mu-
tated apps in Table 19. The MTU quantization scheme reduces SVM classifier’s accuracy from
76.7% to 31.8%, Bagged Trees classifier’s accuracy from 90% to 22.3%, KNN’s classifier from 83.9%
to 25.4%, and Random Forest classifier’s accuracy from 91.1% to 20.3%. On the other hand, the
Random Padding algorithm reduces SVM classifier’s accuracy from 76.7% to 52.3%, Bagged Trees
classifier’s accuracy from 90% to 41.9%, KNN’s classifier from 83.9% to 43.6%, and Random Forest
classifier’s accuracy from 91.1% to 40.4%. Our algorithms realize better results in terms of dropping
the classifiers’ accuracy. Also, MTU quantization and Random Padding result in an overhead of
223.5% and 84.2%, respectively, which is ineffective. Padding packets randomly or to their maxi-
mum sizes ruins the network performance because extreme padding carries a large volume of data
to send, making the MTU and Random Padding methods not practical.

According to the results in this section, our countermeasures optimally balance performance
and security. They are more suitable for network devices with restricted plans mainly because
they decrease overhead in terms of data and bandwidth. Also, they are appropriate for constrained
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Table 14. Optimization Results of Viber Source App Using

Algorithm 2

Source Bin # Optimum Target App Optimum L to Mutate to
1 Game 104
2 Game 104
3 Game 104
4 WhatsApp 884
5 Game 104
6 WhatsApp 408
7 Game 254
8 Game 104
9 Skype 53
10 Skype 53
11 Skype 53
12 Game 104
13 Game 104
14 Game 104
15 Game 104
16 Game 254
17 Game 204
18 Facebook 304
19 WhatsApp 408
20 Facebook 404
21 Game 554
22 WhatsApp 809
23 WhatsApp 1060
24 Skype 1253
25 WhatsApp 884
26 WhatsApp 884
27 WhatsApp 884
28 WhatsApp 884
29 WhatsApp 1060

networking equipment and they do not necessitate much processing and computations. In addi-
tion, our algorithms are highly scalable to large datasets. Furthermore, another advantage of our
schemes is that the matrices mapping the mutation needed to modify source app into target app
can be realized offline. Thus, our methods can run in a dynamic online manner and the whole
process would induce very low latency.

6 CONCLUSION

Network security is a challenging concern and a key requirement for network designers. With net-
work applications, security implications are well pronounced since the impact of attacks is dras-
tic. This is mainly because network applications are central to our life, including a wide variety
of applications, from simple location awareness to critical health care uses. Current implementa-
tions of network applications still reveal traffic features out of encrypted traffic. These features
can be exploited by machine learning techniques to obtain leakage on the information carried,
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Table 15. Optimization Results of YouTube Source App Using Algorithm 2

Source Bin # Optimum Target App Optimum L to Mutate to
1 Facebook 54
2 Game 204
3 Viber 250
4 Viber 100
5 Game 104
6 Viber 100
7 Viber 230
8 Viber 120
9 Game 104
10 Viber 100
11 Viber 270
12 Viber 270
13 Viber 260
14 Viber 260
15 Viber 270
16 Viber 260
17 Viber 250
18 Viber 240
19 Viber 110
20 Viber 250
21 Viber 270
22 Viber 250
23 Viber 250
24 Game 204
25 Viber 270
26 Viber 260
27 Viber 270
28 Viber 290
29 Game 104
30 Facebook 54

Table 16. Results of Apps Mutation Using Algorithm 2

Algorithm SVM BT KNN RF Overhead
Original % Accuracy 76.7 90 83.9 91.1 —
% Accuracy of Skype Mutated 41.93 53.48 42.68 41.24 4.28%
% Accuracy of Fb Mutated 46.31 70.21 48.57 45.92 7.91%
% Accuracy of Game Mutated 0.24 0.001 1.89 1.76 0.73%
% Accuracy of WhatsApp Mutated 4.72 13.53 12.62 11.91 0.106%
% Accuracy of Viber Mutated 13.12 32.05 12.61 13.19 0.57%
% Accuracy of YouTube Mutated 15.26 6.09 16.77 14.99 0.93%
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Table 17. F1 Score of Apps Mutation Using

Algorithm 2

Algorithm SVM BT KNN RF
Skype Mutated 0.42 0.56 0.41 0.45
Fb Mutated 0.41 0.68 0.52 0.44
Game Mutated 0.001 0 0.001 0.012
WhatsApp Mutated 0.03 0.01 0.02 0.02
Viber Mutated 0.02 0.03 0.01 0.01
YouTube Mutated 0.01 0.05 0.01 0.04

Table 18. Scalar Confidence (Sc) of Apps Mutation Using Algorithm 2

Algorithm SVM BT KNN RF
Original Traffic 0.0086 0.0037 0.0059 0.0029
Skype Mutated 0.0352 0.0299 0.0365 0.0337
Fb Mutated 0.0343 0.0218 0.0341 0.0384
Game Mutated 0.0835 0.0882 0.0813 0.0922
WhatsApp Mutated 0.0881 0.0711 0.0841 0.0696
Viber Mutated 0.0766 0.0442 0.0719 0.0742
YouTube Mutated 0.0559 0.0769 0.0683 0.0723

Table 19. MTU and Random Padding Results

Algorithm SVM BT KNN RF
Original % Accuracy 76.7 90 83.9 91.1
% Accuracy of MTU Quantization 31.8 22.3 25.4 20.3
% Accuracy of Random Padding 52.3 41.9 43.6 40.4

compromising anonymity and secrecy. Published studies to date have not come up with an ideal
solution to prevent such attacks. In this article, we investigated optimal ways to protect privacy
against traffic analysis.

First, we presented a practical method for obfuscation and morphing that reduced a classification
accuracy from 91.1% to 0.22% with 11.86% overhead. This technique entails mutating packet lengths
of a source app to those of a target app with similar bin probability. We shape the source app traffic
to obfuscate its characteristics and make their distribution like that of another target app packet
lengths. This complicates the ability of attackers to distinguish between the modified app traffic
and the original one using statistical analysis.

Then, we formulated network obfuscation of the traffic analysis attack as a mathematical opti-
mization problem. We proposed an algorithm to solve the problem of selecting the optimal target
app as well as the optimal target packet length to mutate to. We designed a constructive solution
that achieves maximum obfuscation and minimum padding overhead. This approach outperforms
the other state-of-the-art defense solutions against traffic analysis, decreasing a classification ac-
curacy of 91.1% to 1.76%, with only 0.73% overhead.

Our models are well intended to both secure traffic and preserve the computational require-
ments. They are appropriate for network devices with limited plans, especially since they reduce
overhead in terms of data and bandwidth. Another advantage of these methods is that matrices
mapping the mutation needed to modify the source app into the target app can be realized offline.
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Accordingly, our schemes can run in a dynamic online manner and the entire process induces
minimal latency.

In the future, we plan to integrate and implement our designs in a general network architecture.
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