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Abstract In this paper, we present the design and imple-
mentation of Green Route (G-Route), an autonomic service
routing protocol for constructing energy-efficient provider
paths in collaborative cloud architectures. The chief contri-
bution of this work resides in autonomously selecting the
optimal set of composite service components sustaining the
most efficient energy consumption characteristics among a
set of providers for executing a particular service request. For
ensuring the accountability of the system, the routing deci-
sion engine is designed to operate by processing account-
able energy measurements extracted securely from within
the cloud data centers using trusted computing technologies
and cryptographicmechanisms.Bypushinggreen computing
constraints into the service routing decision engine, we can
leverage the collaborative cloud computing model to maxi-
mize the energy savings achieved. This is realized by focus-
ing on a path of providers that execute the service requests
instead of directing the green computing efforts towards a
single provider site. To the best of our knowledge, G-Route
is the first service routing protocol that utilizes the collab-
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orative properties among cloud providers to select “green”
service routes and thus, to enhance the energy savings in the
overall cloud computing infrastructure. The devisedG-Route
design is developed and deployed in a real cloud computing
environment using the Amazon EC2 cloud platform. The
experimental results obtained analyze the protocol conver-
gence characteristics, traffic overhead, and resilience under
anomalous service configurations and conditions and demon-
strate the capability of the proposed system to significantly
reduce the overall energy requirements of collaborative cloud
services.

Keywords Green cloud computing · Enegry-efficiency ·
Service routing · Service selection

1 Introduction

The unprecedented proliferation in the IT service industry
due to the wide acceptance of the cloud computing model is
compelling service providers to collaborate, whether explic-
itly or implicitly, to handle the ever-increasing cloud cus-
tomer base. Future cloud platforms and architectures are
expected to further reinforce this collaborative paradigm,
a fact that sprouts from the paramount spirit of the cloud
computing philosophy which promotes resource outsourc-
ing mechanisms not only between an end consumer and
a provider, but also among a set of cooperating service
providers.

The collaboration model in the cloud requires the con-
sumer service requests to traverse a path of cloud providers
for fulfilling their business requirements. Such a path will
become more and more complex and difficult to construct
manually as the cloud computing infrastructure expands
with an increasing number of providers entering the market
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continuously and supporting a diverse set of software, stor-
age, infrastructure, and platform services. This is typically
manifested in composite and broker-based cloud services
that rely on the interaction of a number of different cloud
providers to yield the service outcomes and end results.
Although the dramatic increase in the number of cloud
providers and services aids in the evolution of a highly
competitive cloud computing market, the service selection
process is currently performed manually without relying on
objective criteria or on autonomic service path advertise-
ments. This renders the service selection process prone to
adopting sub-optimal paths of providers for delivering com-
posite services. This fact will bemore andmore obligingwith
the widespread adoption of cloud computing which necessi-
tates the presence of an autonomic service routing and selec-
tion protocol for supporting the scalability of composite ser-
vice advertisement, publishing, discovery, consumption, and
revocation in the cloud.

A cloud service routing protocol can play a major role in
mitigating the effect of one of the major challenges facing
cloud computing today which is represented in the enormous
amounts of energy resources consumed in cloud data centers.
According to theMcKinsey technical report presented in [1],
the energy consumption bill for data centers is estimated to be
$11.5 billion in 2010 and that this cost is expected to double
every 5 years. By autonomously selecting the most energy-
efficient service components along the path traversed by the
service request, we extrapolate the energy saving efforts to
encompass a set of collaborating cloud providers instead of
directing the effort solely towards individual cloud sites and
computing units. Several efforts have been proposed in the
literature to reduce the energy consumption of cloud servers
and data centers as will be discussed in Sect. 2. However,
no approach utilized the collaborative nature of the cloud
computing infrastructure to devise any composite energy-
saving solutions on this front. This is unfortunate since with
the expansion of the cloud computing market, collaboration
among cloud providers, no matter how resource-lucrative
they are, will no longer be an option but rather a necessity
to maintain the competitive advantage and to cope with the
ever increasing customer demand. This fact is corroborated
by the numerous published cases of providers’ incompliance
and SLA violations that hit the media every day [2], not to
mention the ones that pass unnoticed.

The incentives cloud providers receive by following green
computing initiatives are highly rewarding. Not only because
it aids in the overall environmental wellbeing by limiting
the carbon footprint, but also due to the substantial long-
term savings that these providers can achieve by cutting their
power consumption costs. Moreover, by instilling the green
computing criteria in the crux of the service routing proto-
col and correlating the service selection with the amount of
service energy consumed, cloud providers will be obliged

to support energy-efficient service implementations to be
selected by the routing decision process and thus to achieve
higher revenue by being hit with more and more customer
service requests. Add to this the high reputation a provider
will acquire when abiding by green policies and regulations
promoted by environmental and governmental organizations
and responding to the social demand which will be reflected
in an increase in the customer base.

The main challenge for building an energy-aware service
routing protocol in cloud computing is for the service energy
measurements to be extracted accountably and securely from
the provider site. This is where autonomic energymonitoring
algorithms, trusted computing blocks, and supporting cryp-
tographic mechanisms play a major role in tackling this chal-
lenge.

In this paper, we present the design and implementa-
tion of G-Route, an autonomic service routing protocol for
constructing energy-efficient provider paths in collabora-
tive cloud architectures. The chief contribution of this work
resides in autonomously selecting the optimal set of compos-
ite service components sustaining the most efficient energy
consumption characteristics among a set of providers for exe-
cuting a particular service request. For ensuring the account-
ability of the system, the routing decision engine is designed
to operate by processing accountable energy measurements
extracted securely from within the cloud data centers using
trusted computing technologies and cryptographic mecha-
nisms. By pushing green computing constraints into the ser-
vice routing decision engine, we can leverage the collabora-
tive cloud computing model to maximize the energy savings
achieved. This is realized by focusing on a path of providers
that execute the service requests instead of directing the
green computing efforts towards a single provider site. To
the best of our knowledge, G-Route is the first service rout-
ing protocol that utilizes the collaborative properties among
cloud providers to select “green” service routes and thus, to
enhance the energy savings in the overall cloud computing
infrastructure. The devised G-Route design is developed and
deployed in a real cloud computing environment using the
Amazon EC2 cloud platform [3]. The experimental results
obtained analyze the protocol convergence characteristics,
traffic overhead, and resilience under anomalous service con-
figurations and conditions and demonstrate the capability of
the proposed system to significantly reduce the overall energy
requirements of collaborative cloud services.

The rest of this paper is organized as follows: in Sect. 2
we present a literature survey of the main protocols related to
the work proposed, particularly in the energy consumption
and service selection domains. Section 3 describes the design
and architecture of the G-Route protocol. Section 4 presents
and analyzes the cloud implementation of the protocol on
the Amazon cloud platform. Conclusions are presented in
Sect. 5.
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2 Related work

Several efforts in the literature focused on power manage-
ment for servers and data centers in order to minimize the
energy consumption and hence to reduce the energy bill.
These efforts have been carried out at two main levels: (1)
the server level to minimize the power consumption incurred
by a single server, and (2) the data center level to optimize
the power consumption imposed by a pool of servers.

Concerning the first approach, researchers have developed
several energy saving models at different operational layers.
These layers can be summarized as follows:

• The compiler layer Different optimization techniques
have been proposed at this layer to reduce the energy
consumption without affecting the performance of the
processor [4].

• The operating system (OS) layer The OS can play an
important role in the energy optimization process by set-
ting the idle devices in sleep mode [5]. John et al. showed
in [6] that Windows 7 is more power efficient than Win-
dows Vista because of the advanced power-state tech-
niques implemented inWindows 7. Dynamic voltage and
frequency scaling (DVFS) is also a technique that can be
managed by the OS to vary the supply level and clock
frequency of the processor to conserve energy [7].

• The application layer One of the techniques that are used
at the application layer is to execute the assigned tasks as
fast as possible by using all the available resources and
then allowing the OS to set the devices to an idle state
[8].

On the other hand, the research efforts to minimize the power
consumption in a server pool focused mostly on the virtual-
ization concept [46]. This technology allows one to over-
come power inefficiency by accommodating multiple virtual
machines (VMs) on a single physical host and by perform-
ing live migrations to optimize the utilization of the available
resources. In Liu et al. [9], proposed a green cloud architec-
ture based on a virtualized data center that minimizes total
energy cost. Their approach was tested on gaming workloads
rather than business services. In [10], Beloglazov et al. pro-
posed an optimization technique for continuous VM alloca-
tion. The main limitation in [10] is that the allocation deci-
sion is made based on the current utilization of the resources
without considering the expected future load or the current
load of the destination physical machines. Mazzucco et al.
aimed in [11] to maximize the revenue of the cloud provider
by reducing the energy cost using an intelligent algorithm
to switch-off servers based on the dynamic load estimation
model of the system behavior.

Major research efforts are directed towards analyzing and
minimizing the network energy consumption in data cen-

ters. Data center networks represent major energy consum-
ing entities in today’s cloud computing architectures due to
the extensive reliance on network communication by cloud
services. In the energy model presented in G-Route (Sect. 3
B) we considered the energy consumption of network cards
on individual servers and discussed their effect on the overall
energy consumption of the protocol.Moreover, in Sect. 4, we
analyzed the energy consumption resulting from the network
communication component. The communication overhead
results from the energy consumed due to the transmission
and reception of service routingmessages. However, the core
networking energy consumption in the data center is beyond
the scope of this paper. An extensive discussion on this field
of research is presented in [48].

In the field of service routing in the cloud, most of the
work presented in the literature focused on the service selec-
tion problem, which is concerned with finding efficient algo-
rithms for selecting individual services based on predefined
criteria and constraints. In the service selection research
track, conformist approaches [12–15] rely solely on QoS
measures of the delivered services to decide on the optimal
aggregation strategies. The authors of [16] argue that the cus-
tomers’ satisfaction with different QoS attributes does not
vary linearly with the actual attribute values. Instead, they
proposed a method that models the customers’ satisfaction
as a function of the different attributes that form a web ser-
vice in a more precise manner. In [17] the issue of selecting
one service from a group of similar services is also studied.
The presented solution relies on the fact that when having a
large customer base, a certain group is bound to have com-
mon preferences and thus will select services in the same
way. The same problem of service selection is studied in
[18]. The goal in this approach is to find the set of service
providers that minimizes the execution time subject to cost
and execution time constraints. The authors presented two
approaches to solve this problem; the first approach leads
to an optimal solution, while in the second approach a sub-
optimal solution is foundbut at the expenseof amuch reduced
searching set. The works in [19–21] compare services based
on their nonfunctional components and accordingly select
the closest set of services compliant with the customer
requirements.

In the field of cloud interoperability and provider col-
laboration, the main direction in the literature was towards
detailing a set of use cases and scenarios for achieving cloud
interoperability and mitigating the challenges that hinder the
implementation of a standardized federation among hybrid
clouds [22]. In [23], Bernstein et al. identified a set of proto-
col implementations and formats for pushing provider inter-
operability in virtualized cloud data centers. The signifi-
cance of this work resides in comprehensively enumerating
a candidate base set of protocol implementations, termed
as the “Intercloud Protocols”, for targeting the low level
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as well as the high level challenges facing cloud interoper-
ability and cooperation. The inter-cloud protocols presented
addressed a plethora of implementation aspects such as net-
work addressing, time synchronization, multicasting, mobil-
ity, virtual machine management, trust, identity, location,
security, and messaging among others. The work in [23]
concluded by emphasizing the necessity for implementing
a profile of protocols and formats both inside the cloud and
in between hybrid clouds to achieve the service interoper-
ability properties desired in future cloud architectures.

The works in [24,25] proposed the use of the extensible
messaging and Presence Protocol (XMPP) [26] as a stan-
dardized communication protocol for facilitating interoper-
ation among heterogeneous cloud providers (analogous to
what XML has promised in the Web services domain). The
importance of XMPP resides in its support of one-to-one,
one-to-many andmany-to-many network interactionmodels.
Basically XMPP is a collection of XML-based mechanisms
for providing near-real-time communication, presence, and
request/response services. XMPP is an adapted and extended
version of the well-known Jabber protocol to support instant
messaging and presence support.

The Cloud Computing Interoperability Forum (CCIF)
[27] is promising to develop a standardized cloud comput-
ing ecosystem to allow heterogeneous cloud platforms to
interact transparently and seamlessly. CCIF aims to achieve
cloud interoperability via the realization of a set of features
and mechanisms: (1) designing a standardized cloud appli-
cation programming Interface (API), (2) establishing a uni-
versal cloud interface for remote interaction and manage-
ment, (3) developing a set of common cloud definitions for
provider interaction, (4) achieving integration with hybrid
management models via a standard schema specification,
and (5) targeting platform and infrastructure cloud com-
puting architectures. The above interoperability features are
comprehensively presented in [28]. Misfortunately the CCIF
proposals were not well received by leader cloud providers
such as Microsoft and Amazon which are putting several
roadblocks in the way of standardized cloud interoperability
initiatives.

Thework in this paper is inspired by the ServBGP [29] ser-
vice routing protocol which provided autonomic routing ser-
vices to cloud collaborating providers by employing cost bid-
ding, performance, and security criteria. ServBGP is based
on the policy-driven design of the BGPv4 Internet routing
protocol that is used to route traffic in IP networks today.
In this work, we redesign the core routing engine to provide
routing decisions based on objective energy-efficiency crite-
ria to complement the energy saving efforts at the server and
data center levels. Supplementing the service routing deci-
sion process with energy-aware service profiling information
plays a significant role in reducing the energy consumption
of cloud collaborative services and results in supporting the

evolution and economic feasibility of the overall cloud com-
puting infrastructure.

3 System design

3.1 Protocol components

TheG-Route service routing protocol operates in a traditional
collaborative cloud architecture composed of the following
entities (see Fig. 1).

• A cloud customer that consumes a particular cloud ser-
vice. The service consumed can follow the Software-as-
a-Service (SaaS), Platform-as-a-Service (PaaS),
Infrastructure-as-a-Service (IaaS), or Storage-as-a-
Service (StaaS) cloud model.

• A cloud service provider (CSP) which responds to and
executes the services requested by customers or by other
CSPs. In collaborative cloud architectures the cloud
provider may fully host and execute the service or par-
tially execute some of the service components.Moreover,
some CSPs may play the role of brokers in solely adver-
tising the services on behalf of the providers hosting these
services (the owners of the services). Based on this ser-
vice execution model, the CSPs are classified into the
following categories:

– Authoritative CSP: an authoritative CSP administra-
tively owns a particular cloud service. It can be a
hosting CSP or an aggregator CSP. The hosting CSP
fully executes the various service components in its
address space, or might collaborate with other CSPs
to fulfill the various service requirements. This is
achieved by each provider executing a subset of the
service functional components (in the SOA [30] ter-
minology, this process is known as service compo-
sition). An aggregator CSP owns a service without
even executing any of its modules. This is done by
collecting the different service components from a
set of one or more service providers and publishing
the service aggregation as an abstracted unit without
revealing the details of this aggregation or any of the
CSP partners.

– Broker CSP: a broker CSP does not participate in the
actual service execution but rather plays the role of
an agent authorized by a particular authoritative CSP
to solely advertise the service presence. The main
difference that distinguishes a broker CSP from an
aggregator CSP is that the former does not claim the
ownership of the service or any of its modules. A bro-
ker CSP strives at finding competitive service offers
mainly with cheaper costs (or less energy) than the
direct cost specified by the authoritative CSP. In other
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Fig. 1 G-Route system model and architecture

words, a broker CSP operates by utilizing its partner-
ship with authoritative CSPs as well as other broker
CSPs to get lower-cost service offers and advertise
them on behalf of their real owners.

• The Service Router (SR): The service router is the com-
puting entity responsible of executing the service rout-
ing protocol and its corresponding decision process.
Each CSP hosts one or more SRs to autonomously for-
ward consumer service requests along energy-efficient
provider paths. In otherwords, the SR supports a decision
process to construct the service routing table which con-
tains the most energy-efficient provider paths that should
be traversed by the customer service request to satisfy the
business requirements of their services.

• Energy Metric Repository (EMR): the energy metric
repository maintains energy consumption records for the
different services published by registered CSPs in the
cloud. These records are generated by trusted author-
ities upon accountably monitoring the service energy
consumption at the providers’ sites. Therefore, part of
the objective aimed in this work is to propose the devel-
opment of a set of secure mechanisms for continuously
measuring the service energy consumption in cloud sites

with minimum performance overhead. The actual details
of such mechanisms are presented in the next section.

3.2 Accountable service-level energy profiling

The credibility of the service routing decisions in an energy-
aware routing protocol relies on the accountable extraction
of service-level power information from within the cloud
site. The energy profiling process should not be controlled
by the cloud provider (to prevent subjective, biased, or even
malicious reporting) but should be rather under the juris-
diction of a third party trusted by the cloud providers and
consumers. The main role of the trusted third party in this
context is to configure and distribute a set of physically and
logically isolated execution containers to be installed in the
cloud for the purpose of securely carrying out the energy pro-
filing mechanisms. These isolated physical containers repre-
sent the trusted computing entities in the cloud and could
take the form of Trusted Platform Modules (TPM) [31] or
tamper-proof cryptographic coprocessors [32]. Technically,
the main responsibility of the trusted third party is to load a
unique symmetric key, Ks, into the persistent storage of each
individual trusted computing entity. This key is needed by the
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trusted third party to (1) carry out the cryptographic authen-
tication and integrity mechanisms on the energy calculation
results and protocol messages, and (2) to remotely authen-
ticate to the trusted computing entity and securely execute
commands against it. Due to the sensitive responsibilities of
the trusted third party, serious measures should be employed
to strengthen its site against the different forms of system and
network penetration attacks.

It should be noted here that the use of trusted third par-
ties in security protocols is in many cases unavoidable to
satisfy a set of security or application-specific requirements.
This fact is corroborated by a wide set of successful proto-
col implementations that rely on trusted entities to deliver
their security and trust commitments. A paragon example is
the well-known PKI infrastructure used in the Internet today
where all the communicating parties hierarchically trust one
or more root Certification Authorities (CAs) to authenticate
the principals’ public keys. Another important example is
the DNSSEC protocol for securing the domain name sys-
tem interaction in the Internet. In DNSSEC, a chain of trust
that traverses the DNS hierarchy is established. This chain
starts with the local DNS servers and ends with a set of fully-
trusted root DNS servers. Add to this the signals received
from the cloud computing industry itself where the notion
of a trusted authority is getting more hype in the cloud sup-
ported by practical products proposed by big names such as
RSA as indicated in the Cloud Trust Authority [33].

The energy model in G-Route

The service-level energymodelwe implemented complies
with the pTopW [34] energy profiler. This choice is based on
a set of interesting features that makes pTopW a suitable tool
for extracting accountable energy information in the cloud.

1. pTopW is an entirely software solution that does not rely
on any form of hardware sensors or power meters to cal-
culate energy consumption. This makes it very flexible
in extracting online power information that supports the
proposed routing process.

2. pTopW is a process-level profiling tool that is capable
of calculating the energy consumption resulting from the
execution of individual processes, threads, and virtual
machines.

3. pTopW has proved to provide relatively accurate energy
consumption results compared with other popular energy
profilers as discussed in [34].

The following section describes the equations that represent
the proposed energy model for three main components in
the system: The central processing unit (CPU), the disk, and
the network interface card (NIC). Although other compo-
nents in the server system such as the RAM andmotherboard

(referred to as ROP—rest of platform) are responsible of
considerable energy consumption, the operation of the CPU,
disk, and NIC is liable of the largest energy consumption
share in a typical server system [41]. It is worth mentioning
here that we will include a brief description of the imple-
mentation details of the energy model (see Sect. 4) along
with the design in order to better familiarize the reader with
the technicalities of the model. A comprehensive coverage
of the component energy models and their implementation
is presented in [34,35].

The energy models are implemented on the Microsoft
Windows platform, which provides a set of APIs to fetch sys-
tem performance information. The choice of using the Win-
dows performance APIs was mainly linked to simplifying
and expediting the implementation phase onWindows-based
cloud VMs using the .Net development platform. Techni-
cally; nothing prevents applying theG-Route profilingmodel
on Linux-based operating systems. The performance events
selected in pTopW are based on their relationship with power
dissipation.A sampling process is used to estimate the energy
consumption during a time interval, with the assumption that
the actual value of the performance event used in the power
calculation is stable over the course of this sampling interval.

The CPU energy model is based on the fact that the active
power dissipated is linearly related to the clock frequency
when the core voltage is constant, which is the case for most
of the time [36]. The energy consumption of the CPU is
calculated using the following equation:

ECPU = PCPU
static × Tsamp

+α ×
(
PCPU
max − PCPU

static

)
× Fcurr

Fmax
× TCPU

α (1)

where ECPU is the total energy consumption of the CPU and
PCPU
static is the static power of the CPUwhich is experimentally

determined or supplied by the CPU vendor.
Tsamp is the sampling interval at which the power mea-

surements are taken.
α is the constant that relates dynamic power to clock fre-

quency and it depends on the processor hardware platform.
PCPU
max : is themaximumpower of theCPUwhich is exper-

imentally determined or provided by the CPU vendor.
Fcurr and Fmax are the current and maximum clock fre-

quencies, respectively when the sample is taken. The values
of Fcurr and Fmax are provided by theWin32_processorWin-
dows performance object (Fig. 2).

TCPU
α is the CPU active time (system space time + user

space time) which is determined by summing the processor
time of all the running processes. The individual process time
is provided using the Process object.

After determining the total CPU energy consumption, we
calculate the individual process energy consumption based
on the time ratio of the process time to the total CPU time.
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Fig. 2 Secure execution of the
energy model
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The CPU energy consumption by process i is denoted as
ECPU
i .
The disk energy model is based on the amount of time

the disk has operated in the reading, writing, and idle states
during the sampling time interval.

EDisk =
(
PDisk
read × RDisk

read + PDisk
wri te × RDisk

wri te

+ PDisk
idle × RDisk

idle

)
× Tsamp (2)

EDisk is the total energy consumption of the disk.
PDisk
read , PDisk

wri te, and P
Disk
idle represent the power consump-

tions of the disk when in the read, write, and idle states,
respectively.

RDisk
read , RDisk

wri te, and RDisk
idle represent the ratios of time

spent when the disk is in read, write, and idle states, respec-
tively.

The disk reading, writing, and idle ratios are provided by
the Windows Win32_PerfRawData_PerfDisk_PhysicalDisk
object using the PercentDiskReadTime, PercentDiskWrite-
Time, and PercentIdleTime properties.

To find the disk energy consumption of a specific process,
the disk power is dividedbasedon thedata input/output of this
process. This information is supplied using the GetProces-
sIoCounters function. The disk energy consumed by process
i is denoted as EDisk

i .
Concerning the NIC energy model, we apply Eq. 3 to

calculate the energy consumed by the NICwhen in the active
state and Eq. 4 when the NIC is in the idle state. It should
be noted that the power consumed by a NIC is much higher
in the active state (transmitting or receiving) than it is in the
idle state [37].

Eactive
Net =

(
PNet
trans × DNet

trans + PNet
recv × DNet

recv

)
(
DNet
trans + DNet

recv

) × Tsamp (3)

Einactive
Net = PNet

idle × Tsamp (4)

Eactive
Net and Einactive

Net refer to the energy consumed by the
NIC when in the idle and inactive states, respectively.

PNet
trans and PNet

recv refer to the power consumption of the
network interface card when transmitting and receiving data,
respectively. These values are experimentally determined or
supplied by the hardware vendor.

DNet
trans and DNet

recv refer to the amount of data transmitted
and received, respectively. These values are retrieved using
the IF_TABLE data structure in Windows.

PNet
idle : is the power consumed by the network interface

cardwhen in the idle state. This value is experimentally deter-
mined or supplied by the hardware vendor.

TheNIC energy consumed due to the execution of process
i is denoted as ENET

i and is determined similarly to the
method used to determine the disk process energy.

The total energy consumed by process i , Ei , is determined
by the summation of the CPU, disk, and NIC process ener-
gies:

Ei = ECPU
i + EDisk

i + ENET
i (5)

It should be noted here that frequency-scaling energy conser-
vation measures adopted by the provider such as DVFS are
accounted for in the energymodel (refer to Eq. 1). Thiswould
enhance the energy consumption signature of the respective
provider service and elevate its probability of being selected
by the service routing protocol.

3.3 The secure execution of the energy model

To generate accountable energy consumption records for the
different cloud services, we execute the energy model cal-
culations in the trusted computing entity address space. For
every predefined period of time t (t is a multiple of the sam-
pling interval, Tsamp), the total service energy consumption,
which is the sum of the energy values calculated at each
sampling interval, is employed to construct an accountable
service energy record message. The format and authentica-
tion features of this kind of routing messages are compre-
hensively discussed in Sect. 3 D. It should be noted here that
the accountability of the extracted service energy records
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depends on the integrity of the Windows performance APIs.
In this work, we assume that the provider has not tampered
with these APIs to modify the service energy consumption
values retrieved. A future extension of this work will con-
sider (1) moving the Windows API functionality or parts of
it to the address space of the trusted computing entity to pre-
vent anymaliciousmodification on it and (2) creating a direct
interface between the energy model calculation process and
the hardware registers of the respective system modules to
be profiled.

3.4 Protocol messaging format

In the proposed G-Route model, CSPs exchange a set of net-
work messages among each other and with the EMR in order
to build the routing information base upon which the service
routing decisions are taken. Three main types of network
messages are identified:

1. The Accountable Service Energy Records (ASER):
These are generated by the trusted computing entity at
the provider site (refer to Sect. 3 C). These messages
are used to carry the service energy consumption val-
ues of the profiled cloud services from the cloud site and
securely transfer them to the EMR for storage. TheASER
message structure, presented in Fig. 3, is composed of a
header, body, and a trailer. The ASER header consists of
the following fields:

• Provider ID (PID): this field indicates the identification
number of the CSP site generating and sending the mes-
sage.

• Number of ASER Records (NAR): since more than one
cloud service may be energy profiled on a single provider
site, the ASER message may include more than one
energy consumption value per message. The NAR field
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Fig. 4 SPM message structure

specifies the number of energy records following the
ASER header in the message.

TheASERbody contains the service energy consumption
information and consists of the following fields:

• Service ID (SID): this is the unique service identification
number per CSP. The (SID, PID) pair provides a globally
unique identity for the service.

• Service Energy Consumption Value: this field contains
the actual energy consumption of the service asmeasured
by the energy monitoring tool.

• Polling Interval (t): this is the time interval over which
the service energy consumption value is calculated.

• PublicationDate: this field indicates the date onwhich the
ASER message is sent to the EMR. As specified in Sect.
3 C, the service energy values are periodically published
to the EMR.

The ASER trailer contains an authentication structure for
protecting the integrity of the message on its way to the
EMR. The authentication structure consists of a MAC
cryptographic structure on the whole message contents
generated using the key Ks shared between the trusted
computing entity on the provider site and the EMR (refer
to Sect. 3 B).

2. The Service Path advertisement Message (SPM): In the
proposed service routing protocol, CSPs expose their
services to the outside world by a set of service path
advertisement messages having the structure presented
in Fig. 4. The SPMs, together with the service energy
metric message (presented later in this section), consti-
tute the main source of information utilized by the rout-
ing decision engine to select green provider paths for
executing consumer services. For a particular cloud ser-
vice, authoritative CSPs initially generate the SPM and
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Fig. 5 SEM2 Message
structure Provider ID (PID) Service ID (SID)
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send it to a federation of authoritative and broker ser-
vice providers. These providers in turn use it to either
construct a new composite service (aggregator CSP) or
simply re-advertise it to the outside world (broker CSP).

The set of CSPs traversed by an SPM contrives a possible
path that will be followed by a consumer service request
to execute the service. It is the responsibility of the service
routingdecision engine to select themost energy-efficient
path. Each SPM consists of the SPM header followed by
a set of one or more SPM updates. The integrity and
authenticity of the message contents are protected using
an authentication structure appended to the end of the
message.

The SPM header consists of the following fields:

• Advertising Provider ID (PID): this field indicates the
identification number of the advertising CSP sending the
message.

• Destination PID: this is the identification number of the
CSP destined to receive the advertisement message.

• Number of SPMUpdates (NSU): this field designates the
number of SPMupdate blocks following the SPMheader.

Each SPM update is responsible for advertising a single
service and consists of the following fields:

• Service ID (SID): this is the unique service identification
number.

• Service Type: this field designates the service type, i.e.
SaaS, StaaS, PaaS, IaaS, etc.

• Service Description: this field includes service-specific
metadata information that describes the different aspects
of a service operation.

Provider Path (PR_PATH): this field stores a sequence of
PIDs indicating the provider sites that have been so far
visited by the SPM update. The provider path represents
a vector that is constructed by each provider appending
its PID to the end of the PR_PATH received in the SPM
update. Initially, when the message is first generated by

the authoritative CSP, the PR_PATH solely contains the
PID of this CSP.

• Update Mode: this field indicates whether the update is
for declaring the presence of the service or indicating its
revocation.

The authentication structure contains a cryptographic
digital signature on the whole SPM advertisement. The
message contents are signed using the advertising PID
private key. Each destination PID verifies the authentic-
ity and integrity of the message (the message was actu-
ally sent by the advertising PID and its content was not
modified on the network links) using the advertising PID
public key. The authentication structure provides a basic
authentication and integritymechanism for protecting the
message exchange. SPM messages are periodically sent
by the SR router every configurable time interval τSPM.
If the SPMmessages of a particular cloud service are not
received by peer SR routers for a time period of 4τSPM,
this service is declared dead by the peer SR routers and
the service reachability information is removed from the
routing tables.

3. The Service Energy Metric Messages (SEM2): The sec-
ond component utilized by the G-Route service routing
engine to select energy-efficient provider paths for exe-
cuting service requests, is a set of service energy con-
sumption records extracted by the SRs from certified
EMRs. These energy consumption records are carried
via Service Energy Metric Messages.

Themain component of the SEM2 message is represented
in the energy consumption scores section of the message,
which contains the different energy consumption values
of a set of cloud service providers. The SEM2 message
contains the fields shown in Fig. 5.

The SEM2 message consists of three main parts: the
header section, the energy metrics section, and the
authentication structure section. The header section
includes the PID and SID fields, which indicate that the
energy metrics included in the message correspond to
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the service ID (SID) provided by provider ID (PID).
The energy metrics section contains (1) the energy con-
sumption value for the particular service in Joules, (2)
the energy consumption publication date by the trusted
authority, (3) the calculation interval representing the
time period t over which the energy calculation is per-
formed, and (4) a cumulative representation of the ser-
vice energy consumption during the time period between
the “Cumulative Value Start Date” and the “Cumulative
Value End Date”. The cumulative energy consumption
value reflects a smooth continuous representation of the
service energy consumption that can be extrapolated over
long time periods.

The authentication structure section contains a digital
signature over the whole message content to protect the
integrity and authenticity of the message from the EMR
to the SR. The signature is generated using the trusted
third party’s private key. The SR, pulling the message
from the EMR, verifies the integrity and authenticity by
checking this signature.

By accountably exposing the CSP energy consumption
figures to the outside world via secure tamper-proof
mechanismswewould be laying the ground for a compet-
itive energy-aware cloud community that transparently
leads to (1) enhancing the overall environmental well-
being and (2) reducing the operational cost of cloud data
centers.

3.5 The service routing decision process

The G-Route routing decision process takes place in every
SR router on the provider site. It is mainly responsible for
two tasks: (1) service path selection whereby the SR router
chooses the best energy-efficient routes to various cloud ser-
vice types based on the energy metric records stored in the
SEM2 messages, and (2) service re-advertisement whereby
the best selected paths are advertised to the outside world to
be consumed by “down-stream” cloud providers. For each
service type, the PR_PATH with the lowest sum of energy
consumption values is selected by the routing algorithm as
the best route. It is this route that is going to be used for
servicing customer requests. For each service type, the SR
router maintains a tabular data structure, termed as the rout-
ing table, for storing the best and second best PR_PATH to
the service. The second best path is kept cached as a backup
in case a service failure on the primary path is encountered.
Each routing table entry consists of: (1) the service type, (2)
the SID, (3) the PID, (4) the best and second best PR_PATH,
and (5) a timestamp specifying the date and time on which
this entry has been updated by the routing engine. The rout-
ing table entries are updated whenever the SR router receives
a PR_PATH with a lowest energy consumption sum than the

one already stored in the routing table. It should be noted
here that an SR router may get more than one PR_PATH
for a particular service from different providers. Moreover,
it may get advertisements for multiple services providing the
same business offerings.

4 Implementation

The devised G-Route design is implemented on the Amazon
EC2 cloud using the two cloud configurations presented in
Fig. 6. In the first configuration, we construct a collabora-
tive cloud architecture composed of 4 cloud providers. We
increase the complexity of the cloud network in the second
configuration to 10 collaborating providers to experimentally
verify the correctness and scalability of the protocol design.
Despite the fact that composite cloud services realized by
the collaboration of ten providers may not exist in today’s
cloud standards, there are indications that such scale of col-
laboration will become a necessity as the cloud computing
model evolves to handle more complex applications and the
increasing customer base. It is worthmentioning here that the
scalability of the cloud computing architecture (in terms of
number of providers) is not directly proportional to the degree
of composition of the cloud service (number of providers
participating in delivering the service). The degree of com-
position is based on the type and functional components of
the respective service and determining this figure is based
on the research field that targets “service selection and com-
position” (refer to Sect. 2). Accordingly we concluded that
a service composition degree of ten is considered a highly
relaxed upper bound in todays’ cloud standards.

For the two cloud configurations implemented,we execute
a 3-state experimental scenario to study the main qualities
characterizing an effective routing protocol and most impor-
tantly, to analyze the energy savings achieved in selecting the
most energy-efficient provider path. The routing properties
evaluated are:

1. The correctness of the protocol and its consistency in
selecting valid energy-efficient service routes.

2. The resiliency of the protocol and its ability to adapt to
changes in service configurations.

3. The convergence time of the protocol under different net-
work conditions. This is the time needed by the rout-
ing protocol to populate the routing tables of all the SR
routers in the cloud configuration.

4. The traffic overhead imposed on the network by the rout-
ing protocol which is measured in bytes and determined
per convergence time period.

To simplify the analysis, we show how the G-Route protocol
constructs the most energy-efficient provider path to execute
an individual cloud service type. The service implemented
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Fig. 6 Implementation of two
cloud configuration scenarios

is a cloud file hosting service. Three actual implementations
of this service are investigated using (1) Microsoft SkyDrive
[38], (2) Dropbox [39], and (3) Google Drive [40].

Each cloud configuration consists of a combination of
aggregator and broker CSPs implemented on Amazon EC2.
To attain a lower bound on the performance of the service
routing protocol in the real cloud platform, we utilized the
basic virtualmachine specifications on theAmazonEC2 IaaS
cloud infrastructure as provided by the Medium Amazon
Machine Image (AMI) profile. The AMIs run a 32-bit ver-
sion of Windows Server 2003 R2 and the protocol code is
developed using the C# programming language that is part
of the Microsoft. Net.

The three states of each cloud configuration implementa-
tion scenario are presented as follows:

1. TheActivation State: This state represents the initial state
of the cloud configuration before inducing any service
adjustment.

2. The Service Join State: In this state we modify the cloud
configuration by adding a new cloud provider that offers
the same type of service (file hosting service in this case)
but with a different implementation and hence, different
energy consumption metric.

3. The Service Disjoin State: In this state we remove the
cloud provider added in the service join state.

In the sample implementation presented in this section, the
EMR is implemented as a cloud service consisting of a
MySQL relational database management system responsible
of storing the various service energy metrics and parameters
and an Apache application server for constructing the SEM2

messages requested by the service routers. The accountable
energy measurements on the provider site are carried out
using the pTopW process-level energy model (refer to Sect.
3 B). Table 1 presents the energy consumptions of the three
service implementations employed. The SkyDrive, Dropbox,
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Table 1 Energy consumption
values of the profiled services

CSP CSP type Service type Energy
consumption (J)

CSP1 Authoritative/aggregator File hosting–SkyDrive 194.86

CSP2 Authoritative/aggregator File hosting–Dropbox 118.82

CSP3 Broker Authentication/forwarding 4.28

CSP4 Broker Authentication/forwarding 4.71

CSP5 Broker Authentication/forwarding 3.21

CSP6 Broker Authentication/forwarding 3.67

CSP7 Broker Authentication/forwarding 4.37

CSP8 Broker Authentication/forwarding 3.53

CSP9 Authoritative/aggregator File hosting–Google drive 89.77

CSP10 Broker Authentication/forwarding 2.97

and Google Drive file hosting services were energy profiled
on theAmazon cloud side using the same experimental setup.
This consists of uploading a set of 4 PDF files with a total
size of approximately 30 MB to the file hosting cloud and
afterwards removing the files from the cloud and waiting for
the file hosting service to synchronize. The service energy
consumption on the broker CSPs consists of measuring the
energy needed by the service implementation to authenticate
and forward the service request along the network to the next
downstream provider. The broker CSPs energy consumption
values are also presented in Table 1. The energy consumption
values presented in Table 1 were produced by repeating the
energy profiling process 6 times per day over a period of 1
week.

To implement the functionality of the trusted comput-
ing entity, we assumed in our experiment that one of the
core CPUs on the Amazon AMIs is the physically secure
coprocessor, while the other core is that of themain untrusted
provider server. For the sake of testing the system functional-
ity and securitymechanisms, the current configuration should
provide a viable proof of concept.

4.1 Implementation scenarios

Cloud Configuration 1

In cloud configuration 1 (see Fig. 6), CSP1 and CSP2

play the role of aggregator CSPs that own the file host-
ing cloud service. CSP1 and CSP2 respectively use the
Microsoft SkyDrive and the Dropbox clouds for hosting
the service. CSP3 and CSP4 are broker CSPs that adver-
tise the service on behalf of the authoritative CSPs. In the
activation state, CSP1 solely provides the cloud file host-
ing service while CSP3 and CSP4 advertise it on behalf
of CSP1. In the service join state, CSP2 is introduced to
the cloud configuration offering the file hosting service with
a lower energy metric than that provided by CSP1. In the

service disjoin state, CSP2 is eliminated from the cloud con-
figuration.

Cloud Configuration 2

In cloud configuration 2 (see Fig. 6), we increase the num-
ber of cloud providers by introducing CSP9 as an authorita-
tive CSP and CSP5,CSP6,CSP7,CSP8, and CSP10 as broker
CSPs. In the activation state, CSP1 and CSP2 provide the
service and the rest of the CSPs play the broker role. In the
service join state, CSP9 (aggregator CSP) is introduced to
the cloud configuration offering the file hosting service using
the Google Drive implementation which has a lower energy
consumption metric than the Dropbox and SkyDrive imple-
mentations. In the service disjoin state,CSP9 is removed from
the cloud configuration. Although composite cloud services
realized by the collaboration of ten cloud providers does not
exist in today’s standards, we strongly believe that such scale
of collaboration will be a necessity as the cloud computing
model evolves to handle the increasing customer base (refer
to Sect. 1 for a thorough discussion on the relevance of col-
laboration in the cloud).

It should be mentioned here that the provider topology
construction (see Fig. 6) for executing the service request is
not a service routing issue and it is determined by service
composition and selection algorithms (this field of research
is described in Sect. 2).

4.2 Implementation analysis

Protocol Correctness and Consistency

We repeated the experiments on the presented cloud con-
figurations for a period of two weeks and during different
times of the day to experimentally verify the correctness of
the protocol and its consistency in selecting energy-efficient
provider paths. The experimental replication rate reached an
average of ten runs, three times a day, over a period of two
weeks. In all the implementation scenarios tested on the two
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cloud configurations presented in Fig. 6, the protocol was
capable of converging to the most energy-efficient provider
path.

Protocol Resilience

The service join and disjoin states of the two cloud configu-
ration scenarios test the ability of the service routing proto-
col to adapt to changes in service configuration in the cloud
environment. In the service join state, the cloud file host-
ing service is provided with a lower energy metric by a new
aggregator CSP (Dropbox).

In this case the service routing protocol should converge
to a new energy-optimal PR_PATH originating at the added
aggregator CSP. In the service disjoin state, the aggregator
CSP added in the service join state, is removed from the
cloud configuration. The protocol should react by revert-
ing back to the PR_PATH initially selected in the activation
state. For example, in the activation state of cloud configu-
ration 2, the aggregator CSP CSP1 provides the file hosting
service with an energy metric of 194.86 J while CSP2 pro-
vides it with an energy metric of 118.82 J (refer to Table 1).
These energy figures are pulled from the EMR by the cor-
responding service routers via SEM2 messages. Similarly
broker providers CSP3,CSP4,CSP5,CSP6,CSP7, andCSP8

route the service advertisement with the energy metrics pre-
sented in Table 1. Based on these values, the routing protocol
selects the PR_PATH {CSP2– CSP3– CSP7– CSP8– CSP10}
as themost energy-efficient provider path for routing requests
to the cloud file hosting service. In the service join state,
aggregator CSP CSP9 is added to the cloud configuration
providing the cloud file hosting service (Google Drive) with
an energy metric of 89.77 J. In this case, G-Route recalcu-
lates the routing table entries of the file hosting service by
selecting the PR_PATH {CSP9–CSP5–CSP6–CSP8–CSP10}
as the energy-optimal path for routing requests to the cloud
service. In the service disjoin phase, CSP9 is removed from
the cloud configuration and as expected, G-Route reverts
back to {CSP2–CSP3–CSP7–CSP8–CSP10} as the optimum
PR_PATH. The correctness of the results produced by the
decision process in selecting the minimum energy PR_PATH
for the different configuration scenarios can be analytically
verified based on the energy metrics information present in
Table 1.

In spite of the simplistic nature of the events occurring in
the service join and disjoin states (individual service addition
and revocation), these events represent the basic constituent
of more complex scenarios that can typically arise in cloud
environments.

Energy analysis: savings and overhead

G-Route leverages the collaborative nature of the cloud
infrastructure to select the optimum route in terms of mini-
mum energy for executing customer requests. This results in

major energy savings that increase with the increase in the
number of service requests hitting the provider site per time
period. To verify this fact, we analyzed the energy consump-
tion needed to execute the file hosting service in cloud con-
figuration 2 and calculated the energy savings realized. This
is done by utilizing the total energy consumption imposed by
the optimum route selected by the service routing protocol to
(1) the average energy consumption of the rest of the provider
paths available in the respective cloud configuration and (2)
the energy consumption of the worst case provider path (the
path with the highest energy consumption characteristics).
The energy savings are shown clearly in cloud configura-
tion 2 since this configuration consists of several possible
provider paths that can be traversed by consumer service
requests. This is a direct result of the collaboration among
CSPs which would be the typical trend followed in future
cloud architectures. During the activation state, traversing the
best PR_PATH consumes 133.97 J while the average energy
consumed when traversing the rest of the alternative paths is
184.08 J. The energy consumed when traversing the worst
case path is 217.23 J. This gives energy savings of 50.12 and
83.26 J in the average and worst case respectively (27.22 %
over the average and 38.32 % over the worst case PR_PATH)
per service request. During the service join state, the energy
consumed by the best PR_PATH is found to be 103.15 Jwhile
the average energy consumed by the rest of the possible CSP
paths is 175.73 J. The energy consumed when traversing the
worst case path is 217.23. This results in 72.58 and 114.08
J energy savings in the average and worst case respectively
(41.30 % over the average and 52.51 % over the worst case
provider path) per service request. The increase in the energy
savings in the service join phase is due to the introduction
of an efficient implementation of the file hosting service rep-
resented in the Google Drive implementation. The energy
savings in the service disjoin state when CSP9 is revoked is
equal to that achieved in the activation state. The details of
the energy consumed in each path and the savings achieved
are presented in Table 2. Based on the above results, the
average energy savings over the 3 states is 57.6 J per service
request which is about 32 % over the average. In the worst
case scenario, the average energy savings over the 3 states
is 93.53 J per service request which represents about 43 %
savings over the worst case PR_PATH. The energy savings
achieved per service request are very promising and evidently
unveil the importance of adopting the service collaboration
attributes supported by the service routing protocol in select-
ing energy-aware provider paths in cloud computing.

In the rest of this section we provide an analytical analy-
sis of the energy overhead imposed by the G-Route service
routing protocol and apply it to find the network-wide over-
all energy overhead resulting from the implementation of
cloud configuration 2. This overhead is mainly comprised of
twomain components: a network communication component
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Table 2 Energy consumption
details of each CSP path

Energy analysis for provider paths in cloud
configuration 2

Energy (J) Energy savings per service
request average: (J %)
Worst case: (J %)

Cloud configuration 2

Activation state

Optimum path

CSP2–CSP3–CSP7–CSP8–CSP10 133.97 50.12/27.22 83.26/38.32

Alternative paths

CSP1–CSP3–CSP4–CSP6–CSP8–CSP10 214.02

CSP1–CSP3–CSP4– CSP5–CSP6–CSP8–CSP10 217.23

CSP1–CSP3–CSP7–CSP8–CSP10 210.01

CSP2–CSP3–CSP4– CSP6–CSP8–CSP10 137.98

CSP2–CSP3–CSP4– CSP5–CSP6–CSP8–CSP10 141.19

Service join state

Optimum path

CSP9–CSP5–CSP6–CSP8–CSP10 103.15 72.58/41.30 114.08/52.51

Alternative paths

CSP1–CSP3–CSP4– CSP6–CSP8–CSP10 214.02

CSP1–CSP3–CSP4– CSP5–CSP6–CSP8–CSP10 217.23

CSP1–CSP3–CSP7–CSP8–CSP10 210.01

CSP2–CSP3–CSP4– CSP6–CSP8–CSP10 137.98

CSP2–CSP3–CSP4– CSP5–CSP6–CSP8–CSP10 141.19

CSP2–CSP3–CSP7–CSP8–CSP10 133.97

Service disjoin state

Optimum path

Same as in activation state 50.12/27.22 83.26/38.32

Alternative paths

Same as in activation state

(EVCom) and a processing component (EVProc). The commu-
nication overhead results from the energy consumed due to
the transmission and reception of service routing messages.
EVCom can be analytically analyzed as follows:

1. Each authoritative CSP transmits 1 ASER message per
polling interval t to the EMR. Let NAuth and TXASER

respectively represent the number of authoritative CSPs
and the energy cost of transmission of an ASER mes-
sage. The network-wide energy cost for implementing
this procedure is NAuth× TXASER.

2. The EMR receives from each authoritative CSP one
ASER message per polling time interval t. The total
energy cost of this procedure is NAuth×RXASER where
RXASER designates the energy cost for receiving an
ASER message.

3. EachCSP transmits oneSPMmessageper τSPM to adver-
tise the cloud service to a particular broker CSP. Let the
energy cost of transmission of an SPM message be rep-
resented by TXSPM. Moreover, let the number of bro-
ker CSPs receiving the SPM message be NSPM. There-

fore the total energy cost resulting from this procedure
is NT×NSPM× TXSPM where NT is the total number of
CSPs implementing the service routing protocol.

4. Each CSP (excluding authoritative CSPs) receives a set
of SPM service advertisements from other authoritative
or broker CSPs per τSPM. On average the number of
SPM messages received is equal to NSPM (the number
of SPM messages sent). Moreover each CSP receives a
set of SEM2 messages from the EMR. Practically the
number of SEM2 messages requested from the EMR is
related in a one-to-one fashion to the number of SPM
messages received (refer to Sect. 3 D). Therefore the
total energy cost resulting from this procedure is (NT-
NAuth)×NSPM×(RXSPM+RXSEM2) where RXSPM and
RXSEM2 designate the energy cost for transmitting an
SPM and SEM2 messages respectively.

5. The EMR transmits a set of SEM2 messages to each CSP
(excluding authoritative CSPs) per τSPM. The number of
SEM2 messages transmitted is NSPM (refer to bullet 3
above). Hence, the overall energy cost for implementing
this procedure is (NT- NAuth)×NSPM×TXSEM2.
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Based on the above analysis, the total communication over-
head per τSPM is represented by the following equation:

EVCom = NAuth × (TXASER + RXASER) + NT × NSPM

× (TXSPM + RXSPM) + (NT − NAuth)

×NSPM × (TXSEM2 + RXSEM2) (6)

It should be noted here that to simplify the analysis we set the
polling interval t to be equal to the SPM transmission time
period τSPM.

The processing energy overhead in G-Route is dominated
by the cryptographic digital signature mechanisms for secur-
ing the integrity of the protocol messaging exchange. A
rough experimental comparison demonstrated that per τSPM
the energy cost of generating or verifying a digital signa-
ture structure is in the order of mJoules while that for read-
ing a particular performance property from the OS APIs, as
required by the energy monitoring system, is in the order of
µJoules. Let the energy cost for generating a 1024-bit RSA
digital signature for protecting the integrity of the SPM and
SEM2 messages be respectively designated by DSSPMGen and

DSSEM
2

Gen and similarly that for verifying a 1024-bit RSA dig-
ital signature on theSPMandSEM2 messages be respectively
designated by DSSPMVer and DSSEM

2

Ver . Moreover, let the energy
cost for generating/verifying a 20-byte HMAC structure on
the ASER message be represented by HMASER. The num-
ber of network-wide digital signature generation/verification
mechanisms is equal to the sum of the following entities:

– NT ×NSPM signatures generated on SPM messages (the
same number for signatures verified on SPM messages).

– (NT − NAuth) × NSPM signatures generated on SEM2

messages (the same number for signatures verified on
SEM2 messages)

The number of MAC generation/verification mecha-
nisms is equal to the number of ASER messages transmit-
ted/received which is equal to: NAuth.

Therefore, the total processing overhead per τSPM is rep-
resented by the following equation:

EVProc = NT × NSPM × (DSSPMGen +DSSPMVer )+(NT−NAuth)

NSPM × (DSSEM
2

Gen + DSSEM
2

Ver ) + 2 × NAuth × HMASER (7)

Experimentally we calculated the different communication
and processing cost attributes and utilized them for analyz-
ing the energy overhead in cloud configuration 2. The aver-
ages values of these attributes are presented in Table 3. For
cloud configuration 2, τSPM= 5 s, NT = 10, NAuth = 3
and NSPM = 2 (Here we assume a worst-case scenario
since NSPM is not equal to 2 for all the different CSPs
in cloud configuration 2). Based on Eqs. 6 and 7 we get
EVCom = 562.45mJ and EVProc =11.83 J for a total energy

Table 3 Communication and processing energy overhead attributes

Attribute Energy cost

TXASER 2.41 mJ

TXSPM 17.63 mJ

TXSEM2 2.7 mJ

RXASER 1.18 mJ

RXSPM 7.14 mJ

RXSEM2 1.32 mJ

DSSPMGen 394.67 mJ

DSSPMVer 17.63 mJ

DSSEM
2

Gen 245.22 mJ

DSSEM
2

Ver 11.25 mJ

HMASER 318 µJ

overhead cost of 12.4 J per the 5 s τSPM time interval. This
energy cost overhead is considered negligible compared to
the energy savings achieved by the efficient path selection
mechanism employed in G-Route.

Note that the energy saving figures are calculated per indi-
vidual service requestwhile the energy overhead is calculated
per a 5 s interval. Hence the energy savings will increase with
the increase in the number of service requests hitting the
cloud site per second. This is demonstrated in Fig. 7 which
shows the net energy savings achieved per second versus the
number of requests received by the cloud site per second
(RPS). Note that the RPS values are not in any way exag-
gerated and today we are aware of cloud sites that receive
and service several hundred thousand requests per second
[42]. The average net energy savings per second range from
≈29KJ (47KJ in the worst-case path selection) for providers
serving 500 RPS to ≈5.8 MJ (9.4 MJ in the worst-case path
selection) for providers serving 100,000 RPS.

In addition to the indirect revenue resulting from apply-
ing energy-efficient routingmechanisms in the cloud (overall
environmental well-being, reputation and, hence, customer
base escalation, etc.), these savings have a direct economi-
cal advantage that aids in dramatically cutting the providers’
power consumption costs. This is evidently demonstrated in
Fig. 8 which shows the average cost savings per day in US$
using an average retail price of 13.84 cents per KiloWatt–
Hour (KWH). This is the average price as provided by Pacific
Gas and Electricity [43], the number one utility supplier in
the US. The cost savings increase from ≈ $95 per day for
low-end providers serving 500 RPS to reach ≈$19K per day
for high-end providers serving 100,000 RPS.

Protocol convergence and traffic overhead properties

The protocol convergence time is the time needed by the
service routing protocol to populate the routing tables of
all SR routers in the cloud configuration. The traffic over-
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Fig. 7 Net energy savings per
second
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Fig. 8 Average cost savings per day

head represents the number of network bytes resulting from
the exchanged protocol messages during a convergence time
interval. The protocol convergence time and traffic overhead
are experimentally calculated for the implementation scenar-
ios in the two cloud configurations. The results are presented
in Figs. 9 and 10. The first observation from the results is that
the protocol convergence time and traffic overhead increase
as the complexity of the cloud configuration increases with
additional cloud providers. This is fully anticipated since as
the number of cloud providers in the configuration increases,
the routing protocol requires more time and more exchanged
network messages to calculate the routing tables and hence
to converge.

Another interesting observation perceived from the results
is that the convergence time and traffic overhead increase
between the implementation scenario states for each cloud
configuration. In other words, the convergence time and traf-
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Fig. 10 Network traffic overhead in the tested cloud configurations

fic overhead increase when transitioning from the activation
state to the service join state and from the service join state
to the service disjoin state in the two cloud configurations.
For example, in cloud configuration 1, the convergence time
increases from 7.56 s in the activation state to 10.25 s in the
service join state, and finally to 30.55 s in the service disjoin
state. In the same sense, the traffic overhead increases from
almost 3.3 KB in the activation state to 5.6 KB in the service
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join state and finally to 17 KB in the service disjoin state
(refer to Figs. 9, 10).

The above results can be justified as follows: initially the
increase in convergence time and traffic overhead from the
activation state to the service join state is due to (1) the added
complexity in the cloud configuration resulting from the addi-
tion of the new CSP and (2) the extra network and compu-
tational load imposed on the SR routers’ decision engine
for processing SPMmessages from the new aggregator CSP.
The transition from the service join state to the service dis-
join state imposes significantly higher convergence time and
traffic overhead on the routing process. This is mainly due
to the 4τSPM time period that the routing protocol needs to
wait before detecting the death of a withdrawn service and
removing its reachability information from the SR routing
tables. After this time, G-Route initiates the route recalcu-
lation process for selecting the energy-optimal PR_PATH to
carry the service requests. In the implementation presented in
this section, τSPM is set to 5 s. This accounts for 20 s waiting
time in the service disjoin state before the routing protocol
detects the disappearance of the withdrawn service and then
re-converges. Note that setting τSPM to 5 s is used for testing
purposes to speed up the execution of the experiments and
hence, to accommodate the collection of more results in less
time. This value should be 5 to 6 times higher in production
environments.

Performance-energy tradeoffs

Themain design philosophy that initiated the development of
the G-Route service routing protocol focuses on the energy-
efficiency aspects of route selection and the considerable
environmental and cost advantages it promises on the short
and long run. However, the focus on constructing energy-
efficient optimal routes should not result in selecting routes
with low quality of service (QoS) properties. In other words,
QoS should be at least lower-bounded in the routing decision
so that low-energy low-QoS services are not selected all the
time. In fact the G-Route protocol is extensible enough to
carry another routing criterion. This may not solely include
service QoS attributes, but also other criteria that represent
major concerns to cloud customers when selecting business
services such as security, privacy, and pricing criteria among
others. Our previous work in [29,47] presented a policy-
based service routing decision engine based on BGP for
selecting QoS-, security- and pricing-aware provider paths
for executing service requests in collaborative cloud envi-
ronments. The interested reader may refer to [47] for a com-
prehensive description of how to configure generic service
routing policies and to control the priorities of the policy
rules to favor the enforcement of certain routing properties
over the others.

Implementation economic feasibility

The chief cost component to be incurred by CSPs when
implementing the G-Route service routing protocol is rep-
resented in the tamper-proof components (mainly crypto-
graphic coprocessors) required to carry the accountable
extraction of the energy information from the cloud servers.
Abrief economic study shows that commercial cryptographic
coprocessors range in price from several hundreds to sev-
eral thousands U.S. Dollars. The cost of the coprocessor
mainly depends on the processing andmemory capabilities of
the coprocessor, the degree of physical security and tamper-
resistance supported, the compliance of the coprocessor with
FIPS standards, and the crypto functionality (hardware accel-
eration and cryptographic implementations) provided. The
cost of implementing the G-Route service routing solution
can be greatly reduced based on a set of external economic
factors as well as internal design choices related to the G-
Route protocol architecture itself. These factors are summa-
rized in the following points:

1. The increase in demand on cryptographically secure
facilities to provide practical security solutions, particu-
larly to computing clouds, will increase the competitive-
ness in the crypto coprocessor commercial market and
will gradually result in a higher functionality/cost ratio.

2. The technological advancements in computing andmem-
ory hardware, as well as in physical packaging mech-
anisms, will result in delivering cost-effective crypto-
graphic coprocessors.

3. The emergence of open-source cryptographic processor
designs [44] will support the elimination of monopolism
in the coprocessor market, and hence will lead to consid-
erable price reductions.

4. The functional requirements of theG-Route design donot
rely on any form of hardware cryptographic implemen-
tation or acceleration. All the cryptographic mechanisms
can be implemented in software at the expense of a slight
decrease in performance.

5. Cloud computing security research is giving more atten-
tion to trusted hardware security approaches to provide
technical solutions for solving several challenges in the
computing cloud. This fact is supported by the proposed
work of the Trusted Computing Group for developing a
set of cloud security services and protocols based on their
TPM modules [31,45].

5 Conclusion

In this paper we presented G-Route, a service routing pro-
tocol for managing energy-efficient service collaboration
among cloud providers in cloud computing. The paper
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discussed the G-Route system design and architecture along
with its underlying messaging formats and routing deci-
sion process. The devised protocol design was developed
and deployed in a real cloud computing environment using
the Amazon EC2 cloud infrastructure. The implementation
results demonstrate the correctness of the routing protocol,
its ability to operate and scale in real cloud platforms, and its
convergence characteristics, traffic overhead, and resilience
under changing service configurations.Most importantly, the
energy analysis demonstrates the capability of the energy-
aware path selection in G-Route to achieve major energy and
cost savings per service request. The average net energy sav-
ings per second due to the application of collaborative service
routing ranged from ≈29 KJ (47 KJ in the worst-case path
selection) for providers serving 500 RPS to ≈ 5.8 MJ (9.4
MJ in the worst-case path selection) for providers serving
100,000 RPS. These figures directly map to a reduction in
energy consumption costs that increase from ≈$95 per day
for low-end providers serving 500 RPS to reach ≈$19K per
day for high-end providers serving 100,000 RPS. The paper
presented a discussion on the performance tradeoffs when
basing the service routing policies on energy-efficiency met-
rics and provided an economic analysis that supports the fea-
sibility of implementing theG-Route service routing protocol
in a current cloud computing architectures.
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