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A B S T R A C T

Federated Learning (FL, or Collaborative Learning (CL)) has surely gained a reputation for not only building
Machine Learning (ML) models that rely on distributed datasets, but also for starting to play a key role in security
and privacy solutions to protect sensitive data and information from a variety of ML-related attacks. This made it
an ideal choice for emerging networks such as Internet of Things (IoT) systems, especially with its state-of-the-art
algorithms that focus on their practical use over IoT networks, despite the presence of resource-constrained de-
vices. However, the heterogeneous nature of the current devices and models in complex IoT networks has seri-
ously hindered the FL training process's ability to perform well. Thus, rendering it almost unsuitable for direct
deployment over IoT networks despite ongoing efforts to tackle this issue and overcome this challenging obstacle.
As a result, the main characteristics of FL in the IoT from both security and privacy aspects are presented in this
study. We broaden our research to investigate and analyze cutting-edge FL algorithms, models, and protocols,
with a focus on their efficacy and practical application across IoT networks and systems alike. This is followed by
a comparative analysis of the recently available protection solutions for FL that can be based on cryptographic and
non-cryptographic solutions over heterogeneous, dynamic IoT networks. Moreover, the proposed work provides a
list of suggestions and recommendations that can be applied to enhance the effectiveness of the adoption of FL
and to achieve higher robustness against attacks, especially in heterogeneous dynamic IoT networks and in the
presence of resource-constrained devices.
1. Introduction

As billions of IoT devices are currently in use, with many more to be
deployed in the near future, the growth of IoT devices has led to the
generation of voluminous data that also contains clients' private infor-
mation. Thus, leading to higher network overhead, communication, and
storage costs, while also causing mixed privacy concerns [1]. In fact, the
IoT is now in every aspect of everyone's life and is deployed across lots of
domains such as healthcare, industry, smart grids, and robotics, espe-
cially with the presence of intelligent automated applications, devices,
and services that tend to be more and more Artificial Intelligence
(AI)-based and empowered [2]. However, AI demands centralized data to
be collected and processed, which is not an easy task due to scalability
issues, resource-constrained devices, and power consumption problems
[3]. As a result, Federated Learning (FL) was adopted as a distributed and
adaptive collaborative AI training approach to sort this issue and offer a
higher degree of user-level privacy without the need for any data-sharing
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operations. Instead, in FL, it is achieved by sending a copy of untrained
ML models to all clients in a given network. However, the IoT's inter-
connected devices are heterogeneous, resource-constrained, and spread
across different geographical locations with little control. This would
certainly cause connectivity issues, mainly due to limited bandwidth and
resources.
1.1. Problem formulation

However, the main issue is that the implementation of FL in IoT
systems makes them prone and vulnerable to potential adversary cyber-
attacks such as model inversion and membership inference attacks.
Moreover, IoT applications are closely related to sensitive services,
especially since they handle sensitive information about users. The main
challenge in the IoT domain is preserving the user's privacy without
degrading the security level. Therefore, a set of these cyber-attacks can
have drastic consequences, especially in sensitive systems such as
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military or medical ones, which would hinder the wider deployment of
smart and automated IoT applications. Therefore, new security solutions
should be introduced to detect and prevent them. Existing solutions can
be divided into two main classes: cryptographic and non-cryptographic.
Homomorphic encryption and multi-party computation can be consid-
ered cryptographic solutions. On the other hand, an example of a non-
cryptographic solution is differential privacy. Either way, appropriate
security and privacy solutions for FL in IoT systems should include
minimum computations and require minimal resources, especially on the
IoT devices side.

1.2. Contribution

This paper contributes by adding the following:

� Discussing: client/server-related security and privacy issues on local
and central servers and highlighting them.

� Presenting: the list of all possible FL-related attacks that can target
the IoT and suggest suitable security measures.

� Analyzing all the available security measures, dividing them be-
tween cryptographic and non-cryptographic solutions, and discussing
them.

� Presenting: a list of all the possible FL-related vulnerabilities that can
target the IoT domain and suggesting suitable countermeasures to
mitigate these threats.

� Proposing: a framework, suggestions, recommendations, and the
lessons learned from all this ongoing work.

1.3. Organization

This paper is divided into nine sections (see Fig. 1) along with the
introduction and is presented as follows: In section II, the FL-IoT back-
ground is presented, while discussing the relation between FL and IoT,
presenting the FL types, and mentioning the FL-IoT data and application
services. In section III, the main FL-IoT challenges are highlighted, while
discussing its future opportunities. FL-related security attacks are dis-
cussed and analysed in section IV, including attack categories and types.
The source of the FL's vulnerability is discussed in section V, while in
section VI, the FL-related solutions and countermeasures are analysed.
All the learnt lessons are presented in section VII, while our suggestions
and recommendations for future research FL directions are presented in
section VIII, especially cryptographic and non-cryptographic measures,
as well as policies and management. In section IX, we conclude our work.
Fig. 1. Structure of the
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2. Background and preliminaries

The IoT nature with its intelligent AI-empowered applications and
services managed to cover key domains in our daily life including in-
dustry, medicine, agriculture/farming, smart cities, smart homes, smart
transportation, smart autonomous vehicles, robots and modular robots
(i.e Unmanned Aerial Vehicles, Unmanned Ground Vehicles, and Un-
manned Underwater Vehicles) [4,5]. Unlike traditional AI techniques
that rely on the centralized collection and processing of data, FL, as a
distributed collaborative AI approach, enabled many intelligent IoT ap-
plications by training distributed IoT devices without sharing data (see
Fig. 2) while achieving user privacy-preserving and protection. More-
over, FL offers a wide range of IoT services, including preserving data
localisation [3], demystifying hidden IoT data patterns, collecting/ana-
lysing massive data volumes, real-time IoT data sharing [6], data cach-
ing/offloading, enhancing smart/logical real-time decision-making for
IoT, attack and anomaly detection, user/data privacy, and IoT security
[7]. This will increase operational efficiency, and performance accuracy,
and will surely reduce costs. In fact, before proceeding any further, it is
important to know how the whole client-server communication takes
place in an FL system. The following Fig. 3 is used to highlight how this
communication takes place, based on the model already presented in
Ref. [8]. On the other hand, an abbreviation list is presented in Table 1.

2.1. Federated learning & IoT

IoT systems involve a large number of connected devices that are
distributed (decentralized) throughout the network and are connected to
the internet. They generate vast amounts of different types of data and
can be considered a decentralized data collection system. By integrating
FL into the IoT systems, there is a potential to enhance their efficiency,
security, and privacy preservation, which will ultimately result in
improving both performance and accuracy.

In terms of efficiency, FL can improve the performance of IoT systems
as the computational power of IoT end-devices can be utilized to train a
local lightweight ML model on data generated by it or by its neighbour's
sensors and/or other IoT devices. Another enhancement that can be
ensured by integrating FL into the IoT is in situations where the network's
connectivity is limited, hence taking advantage of the computational
power of edge/fog devices that are located closer to the data source and
can perform computations (training) on the data before sending it to the
cloud. Thus, local training can be performed also on edge devices, which
can ensure a significant gain in saving bandwidth and reducing latency.
presented survey.



Fig. 2. Relation between Federated Learning and IoT devices, which form local datasets that are used during the training at edge/fog or end IoT devices.

Fig. 3. FL-based Client-Server communications system. Devices can be IoT devices or edge/fog devices.
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This ensures the reduction of the amount of data that needs to be
transmitted to the cloud (only the local training model). Moreover,
another property can be ensured, which is collaborative learning as
multiple devices (end IoT devices and/or edge devices as listed previ-
ously) from different locations and with different capabilities will work
together to construct an accurate and precise global model as it is based
on a diverse set of data sources.

In terms of security and data privacy, a set of IoT applications will
often involve the communication of sensitive data, which makes them
suffer from the concern of security and privacy issues. These issues can be
solved by integrating FL with IoT systems since the data persists in the
IoT end device(s) and/or edge device(s) and by ensuring secure
communication between IoT/edge devices and servers. This will conse-
quently reduce the risk of data breaches and unauthorized access to
sensitive information as the data remains decentralized, and each device
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can locally train its local model based on the data that it collects. The
advantage of FL is that the global model is constructed without the need
for the data to leave the IoT/edge devices.

In this section, the different types of FL are presented first. After this, a
set of FL-IoT applications and services are described. Then, the different
FL-IoT data services are discussed.

2.2. Federated learning types

FL allows several models to be trained and aggregated before reach-
ing the final model. To achieve that, FL is divided into 5 main types with
different aspects, which are further detailed in Ref. [75], and are pre-
sented and discussed as follows:



Table 1
List of abbreviation.

Abbreviation Explanation

AI Artificial Intelligence
FL Federated Learning
CL Collaborative Learning
ML Machine Learning
IoT Internet of Things
DL Deep Learning
P2P Peer-to-Peer
IIoT Industrial IoT
CPS Cyber-Physical Systems
SA Smart Agriculture
DLTs Distributed Ledger Technologies
IID Independent and Identically Distributed
TL Transfer Learning
FTL Federated Transfer Learning
HFL Horizontal Federated Learning
VFL Vertical Federated Learning
CSFL Cross-Silo FL
GAN Generative Adversarial Networks
DDoS Distributed Denial of Service
MitM Man-in-the-Middle
LEGATO LayerwisE Gradient AggregatTiOn
FLPC Federated Learning Parameter Compression
FDI False Data Injection
SE State Estimation
IDS Intrusion Detection System
IPS Intrusion Prevention Systems
KPCA Kernel Principal Component Analysis
LF Label Flipping
DBA Distributed Backdoor Attack
FLIP Federated LearnIng Provable
MLOps Machine Learning Operations
DTL Deep Transfer Learning
SGD Stochastic Gradient Descent
API Application Programming Interface
SQLIA SQL-Injection Attack
DNNs Deep Neural Networks
DP Differential Privacy
DDos Distributed Denial of service
FMTL Federated Multi-Task Learning
FD Federated Distillation
STD Sanitized Training Data
MTL Multi-Task Learning
KD Knowledge Distillation
MTD Moving Target Defense
ZKP Zero-Knowledge Proofs
TEE Trusted Execution Environment
TAs Trusted Applications
AD Anomaly Detection
FEDTIMEDIS FEDerated TIME DIStributed
LSTM Long Short-Term Memory
CNN Convolutional Neural Network
MGVN Mixed Gaussian Variational self-encoding Networks
AMCNN Attention Mechanism-based Convolutional Neural Network
SCADA Supervisory Control and Data Acquisition
IMA Iterative Model Averaging
GRU Gated Recurrent Units
MSA Model Shuffle Attack
LDP Local Differential Privacy
FFL Fragmented Federated Learning
HE Homomorphic Encryption
FHE Fully Homomorphic Encryption
MPC Multi-Party Computation
AES Advanced Encryption Standard
FedDRL Federated Deep Reinforcement Learning

Table 2
Server-based Attacks and countermeasures.
� FL Client/Agent-based Attacks: are usually attacks being carried out either
accidently or deliberately by one or several FL clients/agents, and are pre-
sented below (see Table 3) as follows:

Target Attack Type Exploit Outcome Security
Measures

Server-
based

Server-Side GAN-
Based Attack

Data Privacy Achieves an
invisible
attack [9]

Early detection
[10]

DDoS Server/Data
Availability

Clients unable
to connect

Early DDoS
detection and
mitigation

Eavesdropping
Attack

Data privacy Extracts users
data

Enhanced
channel
security

Man-In-The-
Middle Attack

Data
integrity

Replaces
packets with
malicious
ones

Enhanced
lightweight
encryption
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� Data Partitioning: includes the datasets of different clients along
with the degree of these features' similarity. In fact, data partitioning
can be divided into three main types [76].

– Horizontal Data Partitioning: occurs when the clients' datasets have
the same features but with the least sample space intersection.

– Vertical Data Partitioning: occurs when the client datasets are
exposed to the same sample space but with different feature spaces.
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– Hybrid Data Partitioning: combines both horizontal and vertical
data partitioning but is rarely used.

� ML Models: The choice of each homogeneous/heterogeneous model
is not uniform. This means that it varies depending on the problem to
solve and the dataset. However, Deep Learning (DL) models and tree-
based models (Random Forest, Xgboost) are the most commonly
adopted models [77].

� PrivacyMechanisms: rely on the adoption of FL to overcome privacy
and privacy-related issues, most importantly preventing the leakage
of clients' data and information. In order to achieve that, FL relies on
two techniques, which include differential privacy and other cryp-
tographic methods.

– Differential Privacy: protects privacy by adding random noise to
data to mask the gradients. However, adding noise comes at the cost
of affecting the model's accuracy.

– Cryptographic Methods: adopts data encryption techniques, most
commonly homomorphic encryption and/or secure multi-party
computation, to protect the clients data before securely transmitting
it on the server. Though these solutions offer a higher level of privacy
protection, except that they are computationally expensive.

� FL System Architecture: is divided into two main types. However,
despite this division, the functioning of the FL systems remains un-
changed, except for the client-server communication [78].

– Centralized FL Systems: allow a separate model called the global
model to “behave” like a server, where all parameter updates are
conducted. Moreover, model learning can either be synchronous or
asynchronous.

– Decentralized FL Systems: allow clients to change turns by taking on
the role of a server, where a client can randomly retrieve an epoch to
make updates on the global model and communicate it to other cli-
ents. In fact, decentralized FL systems consist of three main types,
which are: Peer-to-Peer (P2P), graph, and blockchain.

� Scale of Federation: the scale of federation is divided between two
main categories [79] as seen in Fig. 4:

– Cross-Device Federated Learning: is often associated with organi-
zations, where despite having a small client number, they tend to
have a large computational power.

– Cross-Silo Federated Learning: is often associated with mobiles,
where there are a huge number of clients but with a small computa-
tional power.



Table 3
Client/Agent-based Attacks and countermeasures.
� FL Data-based Attacks: are usually attacks being carried out to intercept, manipulate, or modify the intercepted and hijacked data, which can be done passively via
eavesdropping or actively via man-in-the-middle attacks. As a result, several FL data-based attacks are presented below (see Table 4) as follows:

Target Attack Type Exploit Outcome Security Measures

Client/
Agent-
based

Client-Side GAN-
Based Attack

User privacy Exploits the training process's real-
time nature [11]

Federated Learning Parameter Compression (FLPC) [12], or anomaly
detection algorithm [13]

Byzantine Attack Data integrity Causes convergence problems [14] LayerwisE Gradient AggregatTiOn (LEGATO) [15] or DiverseFL [16]
Explicit Boosting
Attack

Data integrity/user
privacy

Evades classification and boosts the
local malicious update [17]

Online anomaly detection algorithm [18], Deep Learning (DL) based
method [19], and a novel anomaly-based Intrusion Detection System [20]

Foolsgold Attack Data integrity/FL
security

Uses fake identities to break FL
security and authenticity

CONTRA [21] or the removal of malicious nodes from the training
environment [22]

Sybil Attack Data integrity/FL
security

Simulates dummy participant
accounts to target the FL [23]

Multi-Armed Bandit for Federated Learning (MABRFL) [24] and Anomaly
detection [25]

Backdoor Insertion
Attack

Data integrity/system
accuracy

Targets the training data FLAME [26], universal model-agnostic defense technique (Moat) [27] and
Feedback-based Federated Learning (BAFFLE) [28]

Label Flipping
Attack

Data integrity to learn
triggers in inputs

Has access to training data poison it
and permute labels

Novel defense approach [29] and Kernel Principal Component Analysis
(KPCA) and K-mean clustering [30]

Table 4
Data-based Attacks and countermeasures.
� Coding-based Attacks: the following list includes all the possible coding-related attacks that target the IoT systems and is discussed and presented below (see
Table 5) as follows:

Target Attack Type Exploit Outcome Security Measures

Data-
based

Clean-Label Attack Data privacy, integrity Avoids changing the input data, and craft a poisoned training
data instead [31]

Ensemble-based Nested Training
technique [32]

Data Poisoning Attack System performance,
data integrity

Leads the system to behave in a way that is advantageous to
the attacker

Reasonable supply-chain checks,
anomaly detection

Model Poisoning Attack System performance,
data integrity

Poisoning the global model [33] Sparsefed [34] or MLGuard [35]

Data Tampering - Modification
Attack

Data privacy, integrity,
availability

Creates a feature collision effect that merges two dataset
classes to fool the ML model

Dynamic Redundant Path Selection
(DRPS) [36,37]

Free-Riding Attack Data privacy, integrity Collects the final model, mostly by inserting dummy updates
without training the model

Viceroy [38] or P2P Straightforward
Protocol (P2PSP) [39]

Generative Adversarial
Networks Attack

Data privacy, integrity Intercepts training samples via inference, before poisoning the
training data

CycleGAN-based [40] or FlowGAN [41]

Evasion Attack Data privacy, integrity Exploits weak spots and vulnerabilities [42] Ensemble learning approach [43] or
region-based classification [44]

Distributed Backdoor Attack Data privacy, integrity Decomposes a global trigger pattern into separate local ones to
achieve more stealth and persistence

DeepSight [45] or Federated LearnIng
Provable defense framework [46]

Model Inversion Attack Data privacy, integrity Gets sensitive data from the training set Black-box model inversion attack [47]
Membership Inference Attack Data privacy, integrity Applies the trained model to specific inputs and evaluating the

outcome
Differential Privacy, or purification
framework [48]

Online Adversarial Attack Data privacy, integrity Manipulates the model's learning via sending false data MLOps [49], or secure federated learning
with Transformer [50]

Transfer Learning Attack Data privacy, integrity Exploits the pre-trained process that is based on a larger data
set

Deep Transfer Learning [51]

Adversarial Machine Learning
Attack

Data privacy, system
performance

Small variations in the model data inputs are found and
exploited

Data Operations [52] and Machine
Learning Operations [53]

Model Stealing Attack Data privacy, integrity The learned model is accurately copied by the attacker High-performance Deep Neural Networks
[54] or PRADA [55]

Gradient Leakage and Gradient
Manipulation Attacks

Data privacy, system
accuracy

Aims to steal and recover private, sensitive or confidential
training data, and overall accuracy from the shared gradients

BadBatch [56]
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2.3. FL-IoT applications and services

The important lessons learned from this review of the FL-IoT services
and applications are also highlighted, while also being represented in
Fig. 5. We then provide an extensive survey of the use of FL in various key
IoT applications, such as:
2.4. FL IoT data services

FL has the potential to cover a wider range of IoT domains while also
achieving a wider range of IoT data services, which are presented below
as follows:

� Data production: occurs frequently and on a daily basis with
ongoing tasks and processes, making it readily available for both
frequent and efficient access.
159
� Data sharing:makes data sharing available and securely transmitted
from an FL server to local clients' devices. In the event that there is a
large volume of data, it can be compressed and transmitted to avoid
network congestion and bottlenecks.

� Data offloading: relies on complementary IoT network technologies
to ensure that the data has been delivered to the right FL server, often
to reduce bandwidth usage.

� Data caching: allows high-speed data storage that stores data subsets
to ensure that data is transmitted at a faster pace at each future
operation.

� Data storage: relies on IoT storage devices such as magnetic, optical,
or mechanical media to preserve digital data and information for both
ongoing and future operations on FL servers and among their inter-
connected clients.



Table 5
Coding-based Attacks and countermeasures.
� FL CLient-Server-based Attacks: communication attacks also occur, resulting in the total exposure of FL-IoT communications. As a result, these main attacks are
presented below (see Table 6) with their suitable countermeasures as follows:

Target Attack Type Exploit Outcome Security Measures

Coding-
based
Attacks

SQL Attack User/Data
privacy,
integrity

Retrieves or modifies the submitted strings to gain an
administrative privilege, extract details, modify databases or
compromise users accounts

Uses fully automated technique or the Knuth-
Morris-Pratt (KMP) [57]

Trojanned Model Attack Data privacy,
integrity

Targets pre-trained model pool to execute an arbitrary code Watermarked data [58]

Infected Model Attack Data privacy,
integrity

Causes abnormal and suspicious behaviours to the existing
model

Prevent third-party interventions and constantly
check supply chains

Adversarial Perturbation
Attack

Data privacy,
integrity

Logically/physically modifying objects that are used as ML
system inputs

Robust training models, advanced authentication
measures and notification alerts [59]

Decision Boundary
Detection Attack

Data privacy,
integrity

identifies the IDS limitations or exploitable vulnerabilities Advanced intrusion detection/prevention systems
or honeypots

Textual Training Data
Extraction Attack

Data privacy,
integrity

Generates text containing verbatim portions of the data it was
trained on

Application refactoring, implementing rate limits
and authentication, and adding differential
privacy [60]

Inference by Covariance
Attack

user privacy,
data integrity

Infers the individual user behaviour on a given system, and
the system's response

Identifying firm and clear restrictions,
recommendations, and applying rate limits

Approximate Copy and
High-Fidelity Copy Attack

Data privacy,
integrity

Creates a near-perfect/approximate copy to ensure a higher
and accurate level of replication

Differential Privacy (DP) OR noise addition [61]

Table 6
CLient-Server-based Attacks and countermeasures.

Target Attack Type Exploit Outcome Security Measures

CLient-
Server-
based

Local Storage Attack Data integrity Extracts all the stored data and inject it with
malicious data loads via JavaScript

Lightweight integrity protection [62]

Cross-Site Flashing Attack Data privacy Mitigates and discovers flash applications FlashOver counter XSS [63]
Cross-Site Scripting Attack Data integrity,

privacy, availability
Allows the end user to spoof or modify web
page contents

XSS-GUARD [64] and XSS-SAFE [65]

Cascading Style Sheets
Injection Attack

User privacy, Data
integrity

Can be an XSS, User Interface (UI) or data
modification/extraction attack

Injected style sheets [66] or SIACHEN [67]

Client-Side Resource
Manipulation Attack

Data integrity,
availability

Exploits and controls the URL that links to
the other web page resources

MLPXSS [68], Pulse Connect Secure and Virtual Web
Application Firewall [69]

Cross-origin Resource
Sharing

Data integrity,
privacy, availability

Causes cross-origin attacks like cross-site
request forgery (CSRF)

XSS detection mechanism integrated with HTML5 and CORS
[70] or Application Cache [71]

Session Fixation Attack User privacy, Data
integrity

Intercepts and retrieves the HTTP server's
session state information

Serene [72], authentication-based scheme [73] or
automated session fixation vulnerability detection [74]

Fig. 4. IoT between cross-Silo and cross-device federated learning.
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Fig. 5. A set of IoT Applications that can benefit from the Federated Learning approach.

� Smart Healthcare: FL allows hospitals to benefit from the available datasets of non-affiliated hospitals without having the data being centralized in a single location
to overcome critical data-related issues such as privacy, security, and access rights [80].

� Smart Industry and Manufacturing: FL can be used to reach operational industrial systems and intelligent Industrial IoT (IIoT) applications that require
centralized data collection and processing, by coordinating IIoT machines and devices to perform centralized AI training at the network edge with respect to data
privacy, security, and confidentiality [1]. Simultaneously, FL models are also being used to develop predictive equipment maintenance labels, especially for users
with privacy concerns [81]. Thus, ensuring the fusion of Federated Learning and the Industrial Internet of Things, while introducing the new notion of FL-IIoT [82,
83].

� Cyber-Physical Systems (CPS): are relying on FL to develop trustworthy smart services that rely on the dynamic and distributed nature of edge computing, such as
smart connected vehicles, and smart logistics, with a high amount of real-time data being produced. A solution called FengHuoLun, was presented in Ref. [84] to
implement smart services with MLs trained in a trusted Federated Learning framework, with CPS behaviours being monitored.

� Smart Cities: FL plays a key role in processing smart cities, especially with the development of AI and big data, by working on solving privacy and security issues
while maintaining waste management, transportation, communications, traffic congestion, traffic lights, and logistics, etc [85,86].

� Smart Agriculture (SA): is relying on low-cost and low-energy-consuming sensors and devices to enhance both quantitative and qualitative agricultural production
while addressing big data security and privacy violation by presenting a solution called PEFL [87]. PEFL is a deep Privacy-Encoding-based FL framework that uses a
perturbation-based encoding and long short-term memory-auto-encoder technique to achieve the intended privacy and identify attacks.

� Autonomous Robotics and Unmanned Vehicles: the adoption of FL and Distributed Ledger Technologies (DLTs) to ensure low-latency offloading and real-time
collaboration of distributed devices with an advanced autonomy degree and intelligent autonomous systems in a safe, secure, and robust manner [88]. This includes
real-time traffic information, decision-making, collision avoidance, and self-driving vehicle prediction, as well as DL in perception, privacy-preserving, control, and
other tasks [89].

� Smart Transportation: FL is now being implemented to tackle various issues and challenges that surround the smart transportation domain, such as communication
delays, calculation processing, data privacy, equipment mobility, smart logistics, resource and system transportation [85].

� Smart Communication: FL algorithms are potentially close to becoming the leading 6G enablers, due to their built accurate models based on large decentralized
and heterogeneous datasets on resource-constrained devices [90]. The choice of FL is due to its ability to be coordinated by both centralized and distributed nodes.

� Digital Forensics and Threat Detection: are now more reliant on supervised ML approaches including FL for inferring system and network anomalies. The main
aim is to ensure the interpretability of a model's decision-making process, such as the interpretable federated transformer log learning model presented in Ref. [91]
for threat detection, especially for IoT systems and devices [92,93].

� Ethical Hacking: may well integrate the FL as a new potential solution to allow the maintenance of IoT users, clients, servers, devices, systems, and (big) data
privacy and to avoid any privacy-related attacks and prevent any data exploitation or/and manipulation via AI-based and privacy-preserving solutions [94].

� Law Enforcement: started relying on the FL as a promising solution that improves the anti-financial-crime, anti-money laundering, and countering the financing of
terrorism processes to achieve enhanced and accurate ML pattern identification and predictive power, without relying on any data sharing or compromising data
privacy and security [95]. This can improve the models' accuracy (reduced false positive and false negative rates) with a reduced overall operational cost.

� Military: seems to be interested in FL, especially since the army is using centralized ML approaches to train models that rely on servers that host trained models to
make predictions. Such approaches require remarkable direct investments in data annotation and tactical model training that are less expensive, complex, and time-
consuming [96]. Hence, the reliance on enhanced FL to keep local storage on edge devices to ensure that the exchange of military data is done on tactical central
servers in a coordinated, secure, and private real-time manner with the least possible bandwidth consumption and latency [97].
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3. Challenges and future opportunities for FL-IoT

FL is a promising technique for IoT systems and can provide several
benefits, as discussed previously (privacy preservation, scalability, and
reduced data transfer). However, FL with IoT systems suffers from several
challenges that are presented in Fig. 6. These challenges must be
addressed to fully realize the potential of FL, such as:

� IoT Devices Constraints: FL can be computationally expensive, and
IoT devices with limited computation and resources may not be able
to participate in the local training model. Therefore, developing
lightweight-efficient FL techniques, especially for the training pro-
cess, can reduce the required training computation, resources such as
energy or memory consumption, and the size of communicated data
while maintaining high model accuracy and precision. This can
ensure that IoT devices with limited computation resources can still
contribute to the training process.

� Heterogeneity of IoT Devices and Data: Federated Learning in-
volves training models on data from multiple IoT devices that may
have different hardware configurations and data distributions.
Addressing the heterogeneity of devices and data is a major research
challenge in the FL approach.

� Model Updates: IoT devices may have different amounts of data, and
some devices may not be available for training at all times. Devel-
oping efficient updating model techniques for a distributed environ-
ment with less computation, communication, and resources is
required.

� Fairness: Data distributions might be imbalanced or biased, which
introduces fairness issues in the trained models that will impose a
problem in the global model. Addressing fairness concerns in FL is
mandatory and developing a lightweight fairness solution is neces-
sary to be able to apply it with limited IoT devices.

� Optimization Algorithms: Trained local models at IoT/edge devices
(decentralized) rely on optimization algorithms. However, existing
optimization algorithms may not be suitable for IoT due to the IoT
device constraints (computation and resource) in addition to the
distributed nature of the data. Developing new optimization algo-
rithms that can effectively train models on limited IoT devices and
decentralized data that preserve high accuracy, precision, and
convergence rates.
Fig. 6. Existing IoT and/or FL
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� Communication Overhead: FL involves communication between
IoT/edge devices and the central server, which can be computation-
ally expensive and time-consuming. Developing efficient compression
and quantization solutions is critical to reducing the size of commu-
nicated data and consequently reducing the communication delay
overhead. This is essential to better responding to IoT devices' con-
straints in terms of energy, computation, and memory.

� Non-Independent and Identically Distributed (IID) Data: FL as-
sumes that the data on each source IoT/edge device is IID. However,
in many real-world IoT scenarios, the data on each device can be non-
IID because it is not sampled from the same distribution. This can
occur for a variety of reasons, such as different device types,
geographic locations, user demographics, or even temporal variations
in data collection. This will pose a hard challenge to FL since tradi-
tional ML solutions assume that the training data is IID. However,
when the training data is non-IID, the traditional algorithms may not
work well, as it will lead to poor model performance (accuracy and
convergence rates). Therefore, to fix the issue of non-IID data, we
need to develop a lightweight solution that can be based on clus-
tering, meta-learning, or a model personalization technique that takes
into account the underlying data distribution and the heterogeneity of
the data.

� Generalization: FL is often used to train models based on a set of
specific devices, which cannot be considered representative of the
population as a whole. The same techniques that can solve the non-IID
issue can also help solve the generalization issue. This solution should
be efficient and robust to ensure that locally trained models can be
applied to new devices and populations with high accuracy and
precision.

� Federated Transfer Learning (FTL): Transfer Learning (TL) is a
popular machine learning technique that involves reusing efficient
pre-trained models to construct new efficient ones. FTL is an
emerging research direction that involves transferring knowledge
across devices in a federated setting, which means it combines TL and
FL techniques by using the pre-trained model from a source domain to
initialize the models on the devices in the target domain. This can
improve the convergence speed and generalization performance of
the model. Developing an efficient FTL solution that can find a suit-
able pre-trained model that is relevant to the target domain and
balancing the trade-off between preserving privacy and model
challenges and limitations.
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accuracy is mandatory to improve the performance and scalability of
Federated Learning. This point can be considered one of the most
important contributions required in the field of FL.

� Explainability: The trained local models are based on decentralized
data, and the model cannot explain the model's predictions. This
challenge refers to the difficulty of understanding and interpreting
the decision-making process of the trained local model without hav-
ing access to the individual data on each device. This issue is critical
in several applications, especially those involving sensitive or high-
stakes decisions, such as healthcare or finance, where it is essential
to understand how the model arrived at a decision. Therefore, we
need to develop new, robust, and reliable extraction methods that can
provide explainable models (explain the decisions made by trained
models) without compromising privacy.

� Standardization: Hence, FL is still an emerging field, and there is a
lack of standardization in terms of protocols, frameworks, and eval-
uation metrics. Thus, developing standardized protocols and frame-
works for FL to facilitate its adoption in different IoT domains can be
considered a principal point.

� Security and Privacy-Preserving Techniques: FL involves
communication between devices and the central server, which creates
security and privacy risks at different components (device, server, and
network), as we present in the next section. We have to develop
lightweight security and privacy-preserving solutions that require the
minimum possible overhead in computation, resources, and
communication to better respond to the constraints of IoT devices. In
addition, these solutions should preserve the model's performance.

In fact, these challenges can be considered critical for future FL
research directions. They should be addressed to fully realize the po-
tential of FL in various IoT domains, such as healthcare and finance.
However, current FL security and privacy issues still persist especially
over IoT domains, such as data engineers being unable to access raw user
data to clean it, identify missing values, and identify the data points that
the model will be trained on. Another key issue includes the user's IoT
device, especially during the training process, including heterogeneity,
storage, computational ability, power consumption, connectivity issues,
and communication bottleneck, which keeps the produced data local on
each device [98]. Therefore, as part of future directions, the focus should
be on detecting and preventing poisoning and data injection attacks [99].
This requires the need to train a model using device-generated data to
support communication and reduce the number of communication
rounds while sending small model updates to avoid connectivity issues.
Another focus should be on the accuracy of both attack detection and
prevention operations without risking both user/data privacy and secu-
rity, especially as the FL is being heavily adopted into the IoT domain (i.e
mainly healthcare, smart cities, and smart grids) [100,101]. Besides, the
focus of this work is related to the security and privacy of FL systems with
IoT, and consequently, the next sections will describe these topics.
Furthermore, let us indicate that in Section VII, we present more details
about the challenges and future opportunities that maintain both the
security and privacy preservation of FL within the IoT.

4. FL security attacks

FL aims to address the problems of data governance and privacy by
collaboratively training algorithms without exchanging any data. This
can be done using secure aggregation to maintain private model updates.
However, the gradient inversion attack (or input recovery from gradient)
still remains a serious security and privacy-preserving threat [102]. FL
also suffers from data labeling issues, as they require their training to be
supervised, especially when encountering sensitive and heterogeneous
data. The importance is to enable collaboration across multiple IoT sys-
tems, networks, and organizations using FL. The aim of this paper is to
investigate both privacy and security threats, vulnerabilities, and attacks
that target the whole FL execution process, including its data distribution
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among clients, based on three main categories: Horizontal Federated
Learning (HFL), Vertical Federated Learning (VFL), and FTL [103,104].
To ensure FL's security, it is important to secure communications to avoid
Byzantine attacks that prevent FL models from converging [105],
poisoning attacks that disrupt their training process [106], as well as a
backdoor, Generative Adversarial Networks (GAN) and inference-based
attacks that target FL's privacy [107]. This also includes attacks that
target user/data confidentiality, integrity, availability, authentication,
authorization, and accountability [108]. Despite the advantages that the
FL brings via ML into the IoT, except that this made it vulnerable to a
variety of different attack types that aim to exploit the vulnerabilities and
weaknesses of the FL to achieve higher accurate and devastating attacks
either overtly or covertly. These attacks are further explained and pre-
sented in Refs. [109,110]. As a result, this list of attacks is divided and
presented as follows:

4.1. Attack types

In this paper, the attack types are presented depending on the at-
tacker's objective, aim, goal, and motives which can be part of cyber-
crimes, cyber-warfare (i.e. sabotage and espionage), hacktivism, or
cyber-terrorism/insurgency [111] mostly conducted by violent extremist
organizations and groups [112]. In Ref. [113], Beseny et al. discussed
terrorists' internet activity (cyber-espionage, online propaganda, or/and
fake news) especially on the Dark Web was discussed, while their impact
on healthcare was discussed by Tin et al. in Ref. [114]. In Ref. [115],
Ghelani et al. discussed cyber-crime activities, especially against banking
systems, and presented a banking system model to achieve higher
intruder detection.

However, this paper is only concerned with the attack types, which
are presented in Fig. 7 and described below as follows:

4.2. Attack categories

In this subsection, the attacks are divided into four main categories,
including FL server-based, client-based, client-server (communication)
based, and data-based attacks. In each category, a list of specific attacks is
also presented and explained to show how these attacks exploit and
target them. This is summarized in Fig. 8.

– FL Server-Side GAN-Based Attack: aside from the traditional attack
type, additional improvements were made to conduct additional tasks
during the GAN training process, to enhance the generated samples'
quality, without compromising the collaborative learning process nor
modifying the shared model. Hence achieving an invisible attack [9].
To mitigate this problem, an early detection method that is light-
weight, non-intrusive, and uses characteristics of gradient updates
from participants to discover potential GAN-based privacy attackers
[10].

– Distributed Denial of Service (DDoS) Attack: can usually go un-
detected targeting the FL servers and network traffic, as well as the
resource allocation of the FL systems [116]. As a result, clients are
unable to connect to servers and vice versa.

� FL Communication-based Attacks: are usually attacks being carried
out during communication (passive or active attacks). A set of these
main attacks are presented as follows:

– Eavesdropping Attack: takes place when an attacker tries to eaves-
drop to extract data via a badly or non-secure communication chan-
nel(s). Another attempt can be based on taking over a client's weak
security to extract the needed data [117]. This attack is difficult to
detect due to the attacker's passive monitoring or re-encryption of the
hijacked communication(s).

– Man-In-The-Middle (MitM) Attack: occurs when an attacker in-
tercepts the exchanged model updates among the FL and the



Fig. 7. Proposed federated learning taxonomies.

� Random Attacks: occur at random time intervals with the aim to reduce the effectiveness and the accuracy of the FL models.
� Targeted Attacks: can also occur at random times but are more specific regarding their objectives and goals as they induce the FL model to output the specified
target.

� Concentrated Attacks: are attacks that target the FL-based (local/global model), client/server devices, or the data in transit, in order to break in, hijack or intercept
incoming/outgoing information and data transmissions. The aim is to target security or/and privacy.

� Sporadic Attacks: are random attacks that target the FL-based domain. This often can be as a testing attack to check for any vulnerability or weakness that can be
exploited, or as a diversion attack to conduct the initially intended attack on another key part of FL.

� Separate Attacks: can target the same FL but at different time frames, and these attacks can be related or not. In fact, they often occur when attacks are not
connected together but rather might be part of a collective attack that attempts to target more than one part of FL until some breakthrough is achieved and the main
objective is attained.

� Combined/Joint Attacks: or cascading attacks, aim to send waves and waves of attacks against a given FL, most often targeting its availability. This attack can
range from minutes to weeks in some cases, if not more.
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participants before replacing them with malicious updates [118].
Such attacks usually occur whenever there is interference with real
networks or via the creation of fake networks controlled by the MitM.

– Client-Side GAN-Based Attack: exploits the training process's real-
time nature, which occurs when an adversary trains a GAN to
generate prototypical samples of the targeted training set to
compromise the training set owner's privacy [11]. To mitigate this
threat, a defense method called Federated Learning Parameter
Compression (FLPC) was presented to ensure a higher and more
effective privacy protection [12]. Another scheme was also presented
to detect the GAN-based information leakage attack in FL using an
anomalous detection algorithm [13].

– Byzantine Attack: targets the FL's building block, whenever a client
either maliciously or accidently makes defective updates on the
server, which originate from a software bug, error, or exploit (i.e
backdoor), or submits to the server data that is not compatible and
also updates it. Thus, causing convergence problems [14]. Tomitigate
this attack, an aggregation algorithm called LayerwisE Gradient
AggregatTiOn (LEGATO) was presented to mitigate the adverse ef-
fects of Byzantine input [15]. Another method is the DiverseFL, which
mitigates the byzantine behaviours in FL [16].

– Stealthy Boosting Attack: occurs when in addition to boosting ma-
licious updates, more terms can be added to the learning target by the
malicious client, to target the accuracy and validation loss checking
controls, as well as to obtain update magnitudes' statistics. This attack
was demonstrated in Ref. [17]. Single Attack is another stealthy
boosting attack type that occurs when a non-colluding malicious
attacker causes the model to miss-classify a chosen input set with a
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higher level of confidence [23]. In fact, it can also take the form of an
Explicit Boosting attack, which occurs when a malicious agent
mimics a benign agent to overcome the scaling effect to evade having
the desired classification outcomes nullified after explicitly boosting
the local malicious update [17]. To mitigate the Stealthy Boosting
attack, several solutions were presented. For example, an online
anomaly detection algorithm was presented to detect and identify
stealthy attack vectors with detection thresholds to reduce false
positives and increase true positive rates. Thus, achieving the balance
between the minimum attack magnitude and detection thresholds
[18]. A DL-based method to accurately and precisely detect stealthy
False Data Injection (FDI) attacks against the electric power grid's
State Estimation (SE) [19]. A novel anomaly-based Intrusion Detec-
tion System (IDS) that timely detects and mitigates emerging stealthy
DDoS attack types was also presented, even when DDoS attacks are of
a low size per source [20].

– Foolsgold Attack: occurs when malicious clients introduce several
fake identities to send falsified updates to the central server to break
both security and authenticity of the FL environment [119]. To
mitigate this attack, a defense scheme called CONTRA was presented
to overcome poisoning attacks including foolsgold, label-flipping, and
backdoor attacks [21]. A poisoning attack mitigation technique was
also presented, based on the removal of malicious nodes from the
training environment and preventing denial of service attacks [22].

– Sybil Attack: occurs when an attacker simulates several dummy
participant accounts or selects participants that are previously
compromised to conduct advanced attacks against FL [23]. As a
result, a Multi-Armed Bandit for Federated Learning (MABRFL) was
presented as an adaptive client selection strategy to choose honest



Fig. 8. Main attacks against FL's IoT System.

� FL Server-based Attacks: are usually attacks being carried out against or via the servers of the FL and these main attacks are presented below (see Table 2) as
follows:
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clients that are more likely to contribute high-quality updates and to
identify malicious updates from Sybil and non-Sybil attacks [24]. A
defense approach that effectively mitigates the impact of Sybil attacks
on model convergence was also presented based on anomaly detec-
tion [25].

– Backdoor Insertion Attack: targets the training data via manipula-
tion by adding stamps or watermarks to enable models to learn trig-
gers in inputs while preserving the accuracy of clean data. Thus, this
attack type is harder to detect [120]. Solutions to mitigate backdoor
insertion were also presented. A solution named FLAME was intro-
duced as a defense against backdoor attacks based on detecting and
filtering out malicious model updates and on estimating the sufficient
amount of noise to be injected to ensure the elimination of backdoors
[26]. A universal model-agnostic defense technique (Moat) was also
presented to mitigate different poisoning attacks in Federated
Learning including backdoor insertions [27]. Lastly, a backdoor
detection method called Feedback-based Federated Learning
(BAFFLE) was also presented as a novel defense mechanism to secure
FL against backdoor attacks with a very high detection rate [28].

– Label Flipping (LF) Attack: occurs when attackers who have access
to training data poison it and permute labels while keeping the fea-
tures intact to avoid any detection and fool tangent models [121]. A
novel defense approach to mitigate LF attacks was presented, which
analyses the resulting clusters before performing model aggregation
with higher overall accuracy and lower attack success rates [29].
Another improved defense strategy that emphasizes employing
Kernel Principal Component Analysis (KPCA) and K-mean clustering
was presented to defend against data-poisoning and Label Flipping
(LF) attacks [30].

– Clean-Label Attack: occurs when an adversary assumes that the
intercepted data is certified and belongs to the same class to avoid
changing the input data, and craft a poisoned training data instead
that looks similar to the original non-corrupted data [31]. This was
achieved using the dog-vs-fish classification task which achieved a
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success rate of 100% in Ref. [122]. Ho et al. presented an
ensemble-based Nested Training technique to remove most of the
poisoned samples from a poisoned training dataset, while recovering
the model's accuracy of malware detection up to 93.2% [32].

– Data Poisoning Attack: a data poisoning backdoor attack on a
classifier includes adding particular elements to the training data of a
system to make it behave in a way that is advantageous to the
attacker. It is also known as a subset of model poisoning [109,123],
which targets the vulnerability of the ML algorithm while trying to
incorporate malicious data points in the training phase to achieve the
highest classification error. A similar data poisoning method was
presented in Ref. [124]. For example, a face recognition authentica-
tion system can be tricked to classify someone wearing a certain pair
of glasses as the user “Bob” while acting properly in other situations.
Reasonable supply-chain checks should be applied to minimize these
threats to the training data. Additionally, the training data cannot be
altered by third parties. In fact, poisoning attacks can be targeted:
where the global model misclassifies the chosen samples set to an
attacker-chosen target while reducing the model's performance
impact on the main task, or untargeted: which degrades the overall
model performance [125].

– Model Poisoning Attack: usually targets a large-scale FL product
with multiple clients to modify the updated model ahead of sending it
to the central server to aggregate it, leading the global model to be
poisoned easily [33]. In fact, it induces adversarial learning targets in
the global model, especially since there's no data to save the exchange
between the FL server and clients. This allows the adversary to alter it
to achieve their malicious objective and intents [105]. This method is
more effective than data poisoning since a single manipulation can
compromise the global model [17]. A novel optimization-based
model stealthy poisoning attack with a high success rate was also
presented in Ref. [126]. This can also result in a model Stealing
attack which occurs when the learned model is accurately copied by
the attacker. This copy can be used for a variety of purposes, including
analyzing the target system's decision boundaries, recreating the
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behaviour of the target system, or simply reducing costs if the target
system is a commercial service. To mitigate this attack, several solu-
tions were presented including: Sparsefed, which is a mitigating
model with sparsification against poisoning attacks in federated
learning [34]. Another solution includes the MLGuard, which em-
ploys a lightweight secret-sharing scheme and a novel poisoning
attack mitigation technique [35].

– Data Tampering/Modification Attack: aims to change or/and alter
the training dataset to create a feature collision effect that merges two
dataset classes to fool the ML model and consequently misclassify the
targeted class [127]. A Dynamic Redundant Path Selection (DRPS)
was presented to detect and mitigate data tampering attacks on
Cooperative Adaptive Cruise Control (CACC) systems while reducing
the number of network paths during tampering detection [36].
Another similar Dynamic Redundant Path Selection (DRPS) solution
was presented to detect and mitigate data tampering attacks in net-
worked control systems [37].

– Free-Riding Attack: includes the intentional dissimulating partici-
pation in the FL process to collect the final model, mostly by inserting
dummy updates without training the model with local data [128]. A
novel defense mechanism named “Viceroy” was presented as a new
federated optimization algorithm to mitigate free-riding attacks [38],
while a P2P Straightforward Protocol (P2PSP) was presented using
Shamir's Secret Sharing (SSS) and the use of Trusted Peers (TPs) to
overcome them [39].

– Generative Adversarial Networks (GAN) Attack: is similar to
inference attacks, except that it is used to intercept training samples
via inference, before using them to poison the training data. This
method has been demonstrated in Ref. [11]. To overcome GAN issues,
a novel CycleGAN-based architecture based on DDoS detection to
generate legal malicious traffic was presented [40]. Additionally, a
dynamic traffic camouflaging technique, called FlowGAN was also
presented to automatically learn and dynamically morph the on-going
traffic flows [41].

– Evasion Attack: often occurs at testing time to manipulate the data
input, which would result in an error in the machine learning system.
Unlike poisoning attacks, it does not alter the system's behaviour but
rather exploits weak spots and vulnerabilities [42]. It can be divided
into three types: white-box (i.e full knowledge of the FL system),
grey-box (i.e partial knowledge of the FL system), or black-box (i.e no
knowledge about the FL system). To mitigate this attack, an ensemble
learning approach based on static and dynamic features extracted
from Android malware applications was presented to detect and
mitigate adversarial evasion attacks [43]. Another method included a
region-based classification that mitigates evasion attacks without
affecting the classification's accuracy [44].

– Distributed Backdoor Attack (DBA): is a novel attack developed by
Ref. [129] to exploit the distributed nature of FL by decomposing a
global trigger pattern into separate local ones to achieve more stealth
and persistence. Thus, adding non-homogeneous data distribution
increases the false positives, adding more bias in the FL. As a result,
DeepSight was presented as a novel model filtering approach for
mitigating backdoor attacks and identifying suspicious model updates
[45], while a Federated LearnIng Provable defense framework (FLIP)
was introduced to train the local model on generated backdoor trig-
gers that can cause misclassification and data poisoning attacks [46].

– Model Inversion Attack: by providing inputs and noting the
matching output, an attacker can use a model inversion attack to get
sensitive data from the training set. Be aware that Model Inversion
only creates a composite representing the “essence” of a class, which
is likely to be valuable to an attacker, rather than a real instance of the
training set. It predicts if the data sample is a member of the target
model or not, where the attacker aims to infer information about the
data sample from the prediction results. This includes the recon-
struction of sensitive attributes or samples. In fact in Ref. [47], Yang
et al. presented a black-box model inversion attack that leverages the
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attacker to build an inversion model to reconstruct the original input
sample with high accuracy.

– Membership Inference Attack: occurs when an attacker queries a
trained machine learning model to check if a specific example was
contained in the model's training dataset or not [130]. Therefore, the
main goal of this attack is to determine whether a particular input was
part of the model's training set by just applying the trained model to
specific inputs and evaluating the outcome. For example, we might
wish to look through the training set to see whether a certain hospital
discharge record is included, to see if a certain person has had
treatment for a certain medical condition, or to see if a certain
financial transaction is included in the training set for fraud detection.
The most common solution is the LDP, except that it does not prevent
Label Inference Attacks (LIAs) [131]. A purification framework to
defend against inference attacks by purifying the confidence score
vectors predicted by the target classifier was also presented in
Ref. [48].

– Online Adversarial Attack: occurs the model is learning online from
a new continuous data stream, which allows the attacker to manip-
ulate the model's learning via sending false data [132]. This can be
sorted by adopting either a robust data ingestion process or using data
versioning [133] in the Machine Learning Operations (MLOps) [49].
To solve the false data injection attack (FDIA) in smart grids, Chen
et al. combined secure federated learning (using Paillier cryptosys-
tem) with Transformer to train a detection model while preserving
the privacy of all the local training data [50]. Experimental results
show that this method protects data privacy and reduces communi-
cation overhead.

– Transfer Learning Attack: occurs when a backdoor is created by
exploiting the pre-trained process that is based on a larger data set,
which the majority of models rely on [134]. To mitigate this threat,
transfer models should often be retrained against custom datasets and
object functions should be constantly updated, before being further
tuned. Another method included the introduction of a novel Deep
Transfer Learning (DTL) method that allows learning from data
collected from multiple IoT devices while improving the accuracy in
detecting IoT-related attacks [51].

– Adversarial Machine Learning Attack: occurs when small varia-
tions in the model data inputs are found and exploited to redirect and
result in having undesired model outputs [135,136]. To mitigate this
attack, a robust Data Operations (DataOps) and MLOps solution can
be adopted as a set of practices that aims to reliably and efficiently
deploy and maintain machine learning models [53] and to improve
quality, speed, and collaboration and promote a culture of continuous
improvement [52].

* Shadow Training: the attacker builds an attack model that can infer
membership by training local models on data that is similar to the
target model's data distribution.

* Data Transfer: is similar to the Shadow Training technique, where
the attacker trains a local model, which does not need to have the
same distribution as the target model, but rather exploits the relation
between outputs to infer membership.

* Threshold: the attacker uses statistical measurements to infer
membership directly, such as maximum confidence and entropy.

* Likelihood Ratio Attack: this approach uses different thresholds to
account for different input losses to increase accuracy.

– Gradient Leakage and Gradient Manipulation Attacks: Gradient
Leakage occurs when an attacker uses the gradient information
uploaded by clients with the aim to steal and recover private, sensi-
tive or confidential training data from the shared gradients [137].
Gradient Manipulation occurs when the local model gradients are
manipulated to compromise the global model performance, with the
aim of targeting the overall accuracy [120]. A novel practical Sto-
chastic Gradient Descent (SGD) based poisoning attack approach
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named BadBatch was presented in Ref. [56], to find bad batches that
overfit the global model by manipulating local training batches that
are provided by compromised clients in each local FL training.

– SQL Attack: which targets ML applications, especially when SQL
query fragments are included in the attacker's data to retrieve or
modify the submitted strings, which make up a part of the submitted
query to the server either to gain an administrative privilege, extract
details, modify databases or compromise users accounts. Several
recommendations were presented in Ref. [138] such as using a
parameterized Application Programming Interface (API), and a
lookup mechanism to identify unparameterized objects, as well as
avoiding the use of dynamic SQL with strings within the database to
execute or create queries. This can be done using a fully automated
technique that detects, prevents, and reports SQL-Injection Attack
(SQLIA), while also capturing all malicious SQL queries [139], or
using Knuth-Morris-Pratt (KMP) string matching algorithm to match
user's input string with the stored pattern of the injection string to
detect any malicious code [57].

– Trojanned Model Attack: allows the attacker to upload a malicious
model to an already pre-trained model pool to execute an arbitrary
code whenever it is loaded or retrained for inference. The use of
watermarked data could be a good solution which can protect the
ownership and originality of audio data [58] and improve the
authenticity, integrity, and safety of data [140].

– Infected Model Attack: occurs when a malicious code or/and a
modified model are added to the existing model to cause abnormal
and suspicious behaviours. Recommendations such as preventing
third parties from modifying training data is highly advised, while a
supply chain is checked on the in-use training data.

– Adversarial Perturbation Attack: occurs when an attacker tries to
create an input that generates a desired output. This attack type can
take three main forms:

1) Chosen Class: when the target is caused to classify a given input as
the chosen class.

2) Excluded Class:when the classifier is caused to return anything than
the specified class.

3) Perturbed Value: when the predictor is caused to return a biased
value in their choice of direction. This attack can also take a “Physical
Realm” by physically modifying objects that are used as ML system
inputs. This can be mitigated by adopting robust training models,
advanced authentication measures, and notification alerts in case of
suspicious activities [59].

– Decision Boundary Detection Attack: occurs when the attackers
identified the limitations or exploitable vulnerabilities of intrusion
detection systems for future bypassing or attacks.

– Textual Training Data Extraction Attack: occurs when the model is
prompted to generate text containing verbatim portions of the data it
was trained on. Mitigation methods include application refactoring to
remove sensitive data items, implementing rate limits and authenti-
cation, and adding differential privacy or/and a resistant training
regime to defend against ML-based privacy attacks [60].

– Inference by Covariance Attack: allows the attacker to infer the
individual user behaviour on a given system, and the system's
response to the user via ML output observation which can be done
either passively or actively. This can be mitigated by identifying firm
and clear restrictions and recommendations, as well as applying rate
limits.

– Model Stealing Attack: occurs when an accurate copy of the trained
model is obtained to reproduce the targeted system's behaviour to
perform “white-box” data extraction. Solutions to mitigate this threat
include the High-performance Deep Neural Networks (DNNs) solu-
tion called PRADA that perturbs predictions targeted at poisoning the
training objective of the attacker [54], and offers protection against
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DNN Model Stealing Attacks that ensures an effective detection of
DNN model extraction attacks [55].

– Approximate Copy and High-Fidelity Copy by Inference Attack:
Approximate Copy attack occurs when an approximate copy of the
targeted model is obtained via input crafting, output observation, and
local model training to replicate such behaviours. High-Fidelity Copy
is similar to the “Approximate Copy by Inference” attack, with the
main difference, being that a high-fidelity copy of the target model is
obtained to create a near-perfect copy to ensure a higher and more
accurate level of replication.

– Local Storage Attack: also known as web storage or offline storage
attack, which enables JavaScript sites and applications to store and
access data without any expiration date. As a result, the cross-site
scripting attack is able to extract all the stored data and inject it
with malicious data loads via JavaScript. This can be mitigated using
lightweight integrity protection which offers web storage-driven
content caching using a generated and pre-determined checksum
value [62].

– Cross-Site Flashing Attack: occurs via the exploits of the vulnera-
bilities found in the browsers where the flash applications are often
embedded at. One solution to mitigate and discover these vulnera-
bilities is the FlashOver [63], which is the first fully automated XSS
attack discovery system, capable of statically and dynamically
analyzing and identifying real-life Flash vulnerabilities.

– Cross-Site Scripting (XSS) Attack: occurs when a malicious code/
script is injected by the client-side into websites that are displayed by
a vulnerable browser. This can be mitigated using the pattern filtering
approach [141] or using server-side approaches such as XSS-GUARD,
which is a prevention mechanism against XSS attacks on the server
side [64] and XSS-SAFE, which is an automated framework that de-
tects and mitigates XSS attacks on the server-side [65].

– Cascading Style Sheets (CSS) Injection Attack: injects an arbitrary
CSS code into a website, before being rendered in the end user's
browser. Depending on the CSS payload, it can be an XSS, User
Interface (UI) or data modification/extraction attack. This can be
mitigated using injected style sheets that identify a user's installed
extensions [66], or SIACHEN, which is based on a white-list and
browser-enforced security policy language that mitigates XSS attacks
[67].

– Client-Side Resource Manipulation Attack: results in an XSS attack
by exploiting and controlling the URL that links to the other web page
resources. This can result in a Content Spoofing attack which is a
web security vulnerability that allows the end user to spoof or modify
(via injection) the content found on the web page. This can also be
exploited using the compounded SQL injection or content spoofing as
two different website injection vulnerabilities [142]. This can be
mitigated using MLPXSS [68], or a novel configuration using Pulse
Secure, Pulse Connect Secure, and Virtual Web Application Firewall
[69].

– Cross-origin Resource Sharing (CORS) Attack: can cause cross-
origin attacks like cross-site request forgery (CSRF). This can be
mitigated using an XSS detection mechanism integrated with HTML5
and CORS properties (which detects XSS attacks using browser ex-
tensions) [70], or by using an Application Cache (which identifies
Cross-origin Resource Status) [71].

– Session Fixation Attack: or a Session Fixation Vulnerability (SFV), is
a remote code execution attack that exploits software types that are
designed with features of the web-server session, mainly to intercept
and retrieve the HTTP server's session state information. This can be
mitigated using Serene, which offers self-reliant client-side protection
against session fixation [72], an authentication-based scheme, which
enhances the authenticity of the client on the server [73], or an
automated session fixation vulnerability detection, which offers an
optimum automative detection of sessionmanagement vulnerabilities
[74].
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5. Source of FL vulnerability

Despite the great advantages that the FL offers, except that its intro-
duction into the IoT field left it prone to a variety of exploitable vul-
nerabilities [108], which are presented in terms of security and privacy in
Fig. 9, and also in terms of efficiency, effectiveness and robustness. In this
paper, the main vulnerabilities are presented and further summarized in
Table 7 as follows:

6. Existing FL-security solutions

Due to the increasing and persistent number of attacks against the FL-
IoT, which differ in their nature and type, different security measures are
highly required to mitigate this threat and ensure early accurate detec-
tion and mitigation of these attacks using cryptographic and non-
cryptographic measures (see Fig. 7). This will help ensure that the at-
tacks are accurately detected in their early phase and effectively dealt
with to avoid these attacks from further expanding.

The introduction of FL into the Internet of Things (IoT)-related
Fig. 9. Possible exploitable FL vulnerabilities and their impact on security, privacy,

� Communication: is a key factor for the FL process to achieve convergence after
channel, it is prone to various open vulnerabilities, mostly related to eavesdroppe
final FL model to replace them with malicious models instead. This issue can be
model updates between FL clients and the server. Moreover, it also allows the serve

� Leaked Gradient: despite data not being shared in the training process. An attacke
either partially or almost fully [144]. As a result, any minor leaked gradient updat
more feasible and harder to detect especially after masquerading as benign particip
[77].

� Rogue Clients: since in FL, clients are classified as a critical component, this mak
contributing with updates. This allows clients to either maliciously or accidently

� Exploitable Server(s): due to the FL's architecture being mostly based on a cluster
to the same type of cloud computing attacks including the Distributed Denial of s

� Exploitable Aggregation Algorithms: since the inspection for anomalies cannot
need for aggregators as critical lines of defense is a must [147]. However, if the
gorithm, then the correction and maintenance of a robust aggregation algorithm
erogeneous networks [99].

� Bugs and Non-Malicious Events: as already known, any low bandwidth or lim
damaging the accuracy of the training process, and leading to a lower-quality a
adversaries can submit false data, drop out of the session, cause data pipeline bugs
or distort servers (i.e noise) [149].

� Distributed FL Nature: the nature of distributed FL training, in particular, may re
adversaries at the same time, resulting in a well-coordinated and sophisticated atta
conduct attacks against current and future global model updates, such as the novel
As a result, the robustness of the collaborative training cannot be guaranteed [15

� Training Model Deployment: The deployment of the training model following t
corruption of that process to cause inference-time vulnerabilities or white-box ev
high form of adversarial noise mostly caused by foreseen [59] and unforeseen ad
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domains (i.e medical [152], communication [153,154], robotics [4,5],
industrial [155], etc) has surely introduced new advantages and so-
phisticated methods to improve the IoT domain. In fact in Ref. [156], Ma
et al. investigated FL-based privacy and security issues along with some
protective security measures and stated that privacy protection should be
made at the client or server side, while security must be maintained at the
system level. Unfortunately, FL suffers from different security and pri-
vacy issues that require the adoption of several security and privacy
preservation techniques to make it more resistant to these attacks. In this
work, we divide these techniques into two main classes: cryptographic
techniques and non-cryptographic techniques. Examples of crypto-
graphic techniques include homomorphic encryption and/or authenti-
cation to secure the aggregation at the aggregator server(s), or by
employing non-homomorphic cryptographic algorithms to secure the
communication between IoT/edge devices and server(s), in addition to
the device/server authentication using the “you have” factor (crypto-
graphic key). On the other hand, examples of non-cryptographic solu-
tions include differential privacy, and anomaly detection/prevention
solutions, as well as the “you are/you know” device authentication
and performance goals.

thousands of rounds of communication, except that if it is done on a non-secure
rs that aim to intercept the exchanged models between different clients and the
sorted using homomorphic encryption to create the clients' data by exchanging
r to perform computation on encrypted model updates without decryption [143].
r can reveal important information that helps with the reconstruction of raw data
e can reveal sensitive information about the local data, making Byzantine attacks
ants. As a result, private information may be leaked during gradient transmission

es them capable of viewing the states of the intermediate global model and also
tamper with the training process and corrupt it [77].
of either physical-based or cloud-based servers [145], which leaves them exposed
ervice (DDos) attack [146].
be done for clients' data and the training pipelines due to privacy constraints, the
anomaly detection mechanisms are not incorporated within the aggregation al-
will result in a failure that will expose the whole algorithm, especially for het-

ited computational power can result in the discarding of clients, loss of data,
nd different FL model than the original or intended one. As a result, clients or
with a lower ability to detect them, affect the compressed communication [148]

sult in the creation of distributed backdoors that can be exploited by one or more
ck. Coordination between past, present, and future participants is also achieved to
colluding attack, which is called the “Distributed Backdoor Attack” (DBA) [129].
0].
he assessment of its quality and approval is prone to numerous risks, such as the
asion attacks. This will surely result in low accuracy and robustness, as well as a
versarial attacks [151].



Table 7
The Main FL-based Vulnerabilities and their impact on IoT's main goals.

Exploitable Vulnerability FL Components Targeted Goals

Type Data Server Client Confidentiality Integrity Privacy Availability Accuracy Security

Leaked Gradient ✓ – ✓ ✓ X ✓ X ✓ X
Rogue Clients – – ✓ ✓ ✓ ✓ ✓ ✓ ✓

Exploitable Server – ✓ – X ✓ ✓ ✓ X ✓

Distributed FL Nature ✓ – – X X ✓ ✓ ✓ ✓

Bugs/Accidents ✓ ✓ – X X X ✓ ✓ ✓

Exploitable Aggregation Algorithm ✓ ✓ – X X ✓ ✓ X ✓

Training Model Deployment ✓ – – X X ✓ ✓ ✓ X
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factor.
However, as a set of IoT devices is limited in different terms (i.e.

computation, resource, and communication), lightweight security solu-
tions will be ideally required especially for resource-constrained devices.
As a result, four main solution types were introduced to tackle this issue
and are presented below as follows.
6.1. Anomaly detection solutions

The machine learning concept has been heavily introduced into the
IoT-related domain and revolutionized to be more active and widely
adopted in all IoT-related domains such as medicine and industry.
Anomaly Detection (AD) is a proactive solution that detects malicious
updates, data, and model poisoning attacks with higher accuracy to
prevent them from impacting the FL system [157] such as detecting the
malicious data. Jebreel et Ferrer analysed attacks against FL and realized
that neurons in the DL's last layer model are related to label-flipping and
backdoor attacks. As a result, FL-Defender was presented as an attack
detection solution to combat FL-targeted attacks [125]. Experimental
results show its effectiveness against label-flipping and backdoor attacks
while achieving the lowest attack success rates and maintaining the main
task accuracy. However, a major privacy concern has emerged sur-
rounding user data issues. This is mainly due to anomalous data often
deviating from a large number of normal data points, which negatively
impacts the whole IoT system. As a result, several AD-based solutions
were presented and summarized in Table 8. Zhao et al. presented the
Multi-Task Deep Neural Network in Federated Learning (MT-DNN-FL) to
simultaneously conduct network anomaly detection, Virtual Private
Networks (VPN) such as Tor for traffic recognition, and traffic classifi-
cation task [158]. Experimental results show that the presented approach
achieves good detection or classification performance across different
tasks. Future work will focus on optimizing the DNN structure without
affecting the training performance. Mothukuri et al. presented an
Table 8
A set of recent Anomaly Detection Solutions.

Year Author(s) Reference Type Description

2019 Zhao et al. [158] MT-DNN-FL Conducts network anomaly
detection, VPN (Tor) traffic
recognition and
classification tasks

2021 Mothukuri
et al.

[159] FL-based AD
approach

Recognizes the IoT network
intrusions in a proactive
manner

2021 Gupta et al. [160] FEDTIMEDIS Mitigates FL threats models
2021 Chen et al. [161] CNN-LSTM Accurately detects

anomalies, reduces
communication costs, and
improves their efficiency

2022 Wu et al. [162] FL-MGVN Overcomes low detection
accuracy and high false
alarm rates

2022 Liu et al. [163] AMCNN-
LSTM

Senses time series data in
Industrial IoT in an accurate
and timely manner
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FL-based anomaly detection approach that recognizes the IoT network
intrusions in a proactive manner, using decentralized on-device data
[159]. Experimental results demonstrated that it overcomes traditional
non-FL machine learning versions in terms of the accuracy rate to detect
(i.e identify and classify) attacks, and in terms of securing user data
privacy. Gupta et al. introduced a hierarchical FL threat model with
specific threat scenarios for centralized AD, and a privacy-preserving
model to mitigate these threats [160]. As a result, the FEDerated TIME
DIStributed (FEDTIMEDIS) Long Short-Term Memory (LSTM) approach
was used to train the AD model. Experimental results show that this
approach enables high accuracy and easier collaboration.

Chen et al. presented a novel, communication-efficient FL-based deep
anomaly detection framework, called the Convolutional Neural Network
(CNN)-Long Short Term Memory (CNN-LSTM) model to accurately
detect anomalies [161]. Moreover, a gradient compression mechanism
was also used to reduce communication costs and improve communica-
tion efficiency by 50% without losing accuracy. Numerical results show
that CNN-LSTM achieves the highest accuracy on all datasets, while
significantly improving communication efficiency and reducing
communication costs. Wu et al. presented an anomaly detection classi-
fication model that incorporates both FL and Mixed Gaussian Variational
self-encoding Networks (MGVN) to form the FL-MGVN [162] to over-
come low detection accuracy and high false alarm rates. Experimental
results demonstrated that FL-MGVN has higher recognition performance
and classification accuracy than other methods. Liu et al. presented the
Attention Mechanism-based Convolutional Neural Network
(AMCNN-LSTM)model, as a communication-efficient on-device FL-based
deep anomaly detection framework that senses time series data in In-
dustrial IoT in an accurate and timely manner [163]. Experimental re-
sults show that the AMCNN-LSTMmodel achieves high accuracy and that
the introduced gradient compression mechanism can compress the
gradient by 300 times without losing accuracy while reducing the
communication overhead by 50%.
6.2. Counter-Distributed Denial of Service (DDoS) solutions

DDoS attacks result in the system's degradation or total failure.
Additionally, there is ample opportunity for an attacker to harm a client,
server, or company in the FL system by simply using too many resources.

As DDoS attacks are increasing against the FL-linked IoT domains,
effective counter-DDoS solutions are highly needed. For this reason,
several solutions were presented by different authors to detect and deter
this type of threats and attacks, and are presented and summarized in
Table 9 as follows: Ahakonye et al. presented a federated-learning
orchestration that secures the Maritime Supervisory Control and Data
Acquisition (SCADA) from DDoS strikes, while also offering both attack
detection and mitigation [164]. Li et al. introduced FLEAM as a Feder-
ated Learning Empowered Architecture to Mitigate DDoS in industrial
IoT. FLEAM is based on an FL-based Iterative Model Averaging (IMA)--
Gated Recurrent Units (GRU) called IMA-GRU detection protocol to train
a global optimized model, using distributed datasets to remove both data
and communication constraints [165]. Experimental results show that
the mitigation response time was 72%, lower with an accuracy of 98%.



Table 9
A set of recent Counter-DDoS Solutions.

Year Author(s) Reference Type Description

2021 Li et al. [165] FLEAM Trains a global optimized
model, uses distributed
datasets to remove data/
communication constraints

2021 Zhang
et al.

[166] FLDDOS Improves accuracy and
reduces the communication
rounds number

2022 Doriguzzi
et al.

[167] FLAD Trains feed-forward neural
networks for DDoS attack
detection

2022 Zainudin
et al.

[168] FL-based DDoS
classification

Preserves the privacy of
sensitive industrial network
data traffic

2022 Lv et al. [169] FLDDoS Counters DDoS attacks and
mines its traffic data
features

Table 10
A set of recent Differential Privacy Solutions.

Year Author(s) Reference Type Description

2019 Choudhury
et al.

[172] FL
framework

Learns a global model from
distributed health data

2020 Truex et al. [173] LDP-Fed Responds to challenges
related to model accuracy,
privacy preservation and
system capabilities

2020 Sun et al. [174] LDP
mechanism

Improves privacy/utility
trade-off

[175] Wei et al. 2020 DP
framework

Effectively prevents
information leakage

2021 Hossain
et al.

[176] DeSMP Shows how a stealthy and
persistent model poisoning
attack exploits the
differential noise

2021 Lian et al. [177] COFEL Reduces the
communication time and
enhances the privacy
protection

2021 Girgis et al. [178] CLDP-SGD Overcomes convergence,
communication and privacy
problems and achieves a
trade-off

2022 Zhang et al. [179] PEMFL Protects the privacy
information of the
industrial agents

2022 Wang et al. [180] Three-plane
framework

Secures the Cross-Silo FL
using the LDP mechanism

2022 Firdaus et al. [61] Secure FL
framework

Tackles various FL-related
attack types via noise
addition
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Zhang et al. presented FLDDOS, as DDoS Attack Detection Model based
on Federated Learning used on local models that learn their client's data
without them sharing it [166]. Moreover, a hierarchical aggregation al-
gorithm and a data re-sampling method were also presented to improve
the accuracy of their solution by 4% and reduce the communication
rounds number by 40%.

Doriguzzi et al. presented FLAD, as an adaptive Federated Learning
Approach to DDoS attack Detection that trains feed-forward neural net-
works for DDoS attack detection and assigns more computation to
members with profiles that are hard to learn, without sharing any test
data to monitor the trained model's performance [167]. Results demon-
strated that FLAD outperforms the original FL algorithm in terms of ac-
curacy and convergence time by up to 80%. Zainudin et al. presented an
FL-based DDoS classification that preserves the privacy of sensitive in-
dustrial network data traffic [168]. Experimental results show an accu-
racy of 98.84% and a loss of 0.061. Lv et al. combined the FL and neural
network to present a FLDDoS system to counter DDoS attacks, while also
designing a CNN model and a data pre-processing algorithm to mine
DDoS traffic data features [169]. Experimental results show that the
DDoS detection accuracy is 99% and the multi-class classification is 90%.

Furthermore, we need to implement rate-limiting, in addition to
authentication and auditing to identify and stop DDoS attempts as they
happen in order to minimize their impact.
6.3. Differential privacy solutions

DP is used to defend the FL against privacy attacks while offering a
strong defense mechanism against data poisoning attacks. This is often
achieved by adding statistical noise in each update to confuse the at-
tackers and distort the eavesdroppers [170]. Despite the FL's emergence
as a machine learning technique that safeguards the client's personal
information, except that it is still vulnerable to various privacy and se-
curity attacks. Therefore, to preserve this privacy, the authors presented
several differential privacy-preserving solutions, which are also sum-
marized in Table 10. Yang et al. presented a novel model poisoning attack
in differential privacy-based federated learning called Model Shuffle
Attack (MSA) to shuffle and scale the model parameters. Experimental
results show that it can significantly degrade the global model perfor-
mance while guaranteeing stealthiness [171]. Choudhury et al. intro-
duced a federated learning framework with two levels of privacy
protection, to learn a global model from distributed health data that is
locally held at different sites [172]. The experimental results demon-
strated the feasibility and effectiveness of the FL framework while of-
fering an elevated level of privacy to maintain the global model's utility.
Truex et al. presented LDP-Fed as a novel form of federated learning with
a local Differential Privacy system to respond to challenges related to
model accuracy, privacy preservation, and system capabilities [173].
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Following an analytical comparison, the LDP-Fed is said to have achieved
higher accuracy and system features. Sun et al. presented a novel design
of the Local Differential Privacy (LDP) mechanism for federated learning,
while also presenting an adaptive range setting for improving the pri-
vacy/utility trade-off [174]. A parameter shuffling mechanism was also
introduced to mitigate the degradation of privacy due to the high data
dimension. Empirical studies show that this LDP-FL achieves higher
performance than previous related works. Wei et al. presented a novel
framework based on Differential Privacy (DP), where artificial noise
(Noising before model Aggregation FL (NbAFL)) is added at the client's
side before aggregating it, to effectively prevent information leakage
[175]. Extensive simulation results confirm the achievement of a
trade-off between convergence performance and privacy protection
levels.

Hossain et al. developed an unprecedented DP-exploited Stealthy
Model Poisoning (DeSMP) attack for FL models, to show that a stealthy
and persistent model poisoning attack can be conducted to exploit the
differential noise [176]. The empirical analysis has shown the effec-
tiveness of the presented model. Moreover, a Reinforcement Learning
(RL)-based novel defense strategy was also introduced against such at-
tacks. Lian et al. presented COFEL as a novel Communication-efficient
and optimized Federated Learning system to reduce communication
time and enhance privacy protection using a local differential privacy
mechanism [177]. The results show that the accuracy is 22.8% higher
than that of CMFL, and the training time is reduced by 20%–48% to
achieve an 85% accuracy when compared to traditional FL and CMFL.
Girgis et al. presented a distributed Communication-efficient and Local
Differentially Private Stochastic Gradient Descent (CLDP-SGD) algorithm
to overcome convergence, communication, and privacy problems and
ensure that a trade-off is achieved [178]. Preliminary experimental re-
sults showed that this algorithm matches the lower bounds on the
centralized private distributed Empirical Risk Minimization (ERM).

Zhang et al. presented PEMFL as a Privacy-Enhanced Momentum
Federated Learning framework to protect the privacy information of the
industrial agents from being inferred by their share parameters [179].
PEMFL combines the Differential Privacy (DP) with Momentum FL (MFL)
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and chaos-based encryption method to preserve the privacy information
and encrypt the weight parameters of local models. The experimental
results have demonstrated the excellence of PEMFL's performance in
terms of accuracy and privacy security. Wang et al. presented a
three-plane framework for privacy-preserving to secure the Cross-Silo FL
using the Local Differential Privacy (LDP) mechanism to provide strong
data privacy protection while preserving its high utility [180]. It can also
be deployed as an “auxiliary module” to enhance privacy in existing FL
systems. Experimental results demonstrated the effectiveness of the
presented framework. Firdaus et al. a secure FL framework by empow-
ering blockchain and using the DP to tackle various FL-related attack
types such as membership inference attacks via noise addition [61].
Therefore, creating randomized privacy protection. Simulation results
showed that this framework offers several advantages for FL privacy
protection.
6.4. Homomorphic encryption solutions

The adoption of machine learning in the IoT has surely been benefi-
cial and of great value. However, this led to the rise of privacy and se-
curity key concerns. As a result, the demands for homomorphic
encryption with federated learning solutions to protect sensitive data
have drastically increased. This paper lists the main recent solutions
presented by various authors and summarized in Table 11. Jebreel et al.
presented Fragmented Federated Learning (FFL) to tackle the accuracy-
privacy-security conflict [181]. A lightweight protocol was also pre-
sented to allow users to privately exchange and mix encrypted fragments
of their updates. Moreover, to achieve security and build trust among
users, a reputation-based defense tailored for FFL was designed. The aim
was to allow the server to correctly reconstruct a global model from the
received mixed updates without any accuracy loss. Experimental results
prove the effectiveness of the presented solution. Zhang et al. presented
BatchCrypt, as a system solution for Cross-Silo FL (CSFL) [143]. Batch-
Crypt is used to perform batch encryption and to minimize the encryption
and communication overhead caused by Homomorphic Encryption (HE)
with an accuracy loss that is less than 1%. Tian et al. provided a secure
linear aggregation protocol using a decentralized threshold additive
homomorphic encryption for federated learning to protect the users’
Table 11
A set of recent Homomorphic Encryption Solutions.

Year Author(s) Reference Type Description

2020 Zhang et al. [143] BatchCrypt Perform batch encryption
and minimizes the
encryption and
communication overhead

2021 Tian et al. [182] Secure linear
aggregation
protocol

Protects users' private
inputs and reduces
communication and
computation costs

2021 Jiang et al. [183] FLASHE Secures the model
aggregation process in
CSFL

2021 Stripelis
et al.

[184] FHE
Framework

Used for privacy-
preserving biomedical
data analysis

2021 Madi et al. [185] Secure FL
framework

Discussed the use of DP,
HE and MPC

2022 Ma et al. [186] xMK-CKKS Protects sensitive data,
prevents data leakage, and
increases bandwidth
demands

2022 Park et al. [187] PPFL Allows the centralized
server to aggregate
encrypted local model
parameters

2022 Kurniawan
et al.

[188] Privacy-
preserving
scheme

Protects sensitive
information and user data
privacy
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private inputs while reducing communication and computation costs
[182]. This protocol is based on Decentralized Threshold Additive Ho-
momorphic Encryption (DTAHE) schemes. Jiang et al. presented Feder-
ated Learning Additively Symmetric Homomorphic Encryption
(FLASHE) to secure the model aggregation process in Cross-Silo Feder-
ated Learning (CSFL) [183]. Simulation results show that FLASHE
significantly outperforms other FL models in terms of performance while
maintaining the same security level.

Stripelis et al. presented a framework to secure FL using Fully Ho-
momorphic Encryption (FHE) for privacy-preserving biomedical data
analysis [184]. Experimental results showed that there was no degra-
dation in performance under encryption. Madi et al. discussed different
cryptographic solutions to offer a secure FL framework while investi-
gating the use of DP, HE, and Multi-Party Computation (MPC) [185].
Based on the conducted testing, it was revealed that HE has a better
performance with lower bandwidth usage, while MPC can be used in
situations where HE cannot be applied.

Ma et al. presented a multi-key homomorphic encryption protocol to
design a novel privacy-preserving federated learning (xMK-CKKS)
scheme to protect sensitive data by preventing its leakage, while
increasing bandwidth demands [186]. The experimental evaluation
demonstrated that the model accuracy is still preserved against tradi-
tional federated learning, while the energy consumption and computa-
tional cost are both reduced.

Park et al. [187] presented a Privacy-Preserving Federated Learning
(PPFL) algorithm that uses a Homomorphic Encryption (HE) scheme at
the centralized server to conduct arithmetic operations on ciphertexts.
This will permit aggregating encrypted local model parameters without
decrypting them. Another privacy-preserving scheme that uses HE is
presented in Ref. [188] to protect sensitive information and user data
privacy for active learning in the context of federated learning. The
experimental result showed that this scheme preserved the privacy of
active learning with no gradient loss in training model accuracy.

6.5. Other solutions

The aim of this subsection is to present the other FL active counter-
measures that are capable of not only detecting but also mitigating the
presented attacks above. Here, these main countermeasures are pre-
sented as follows:

� Sanitized Training Data (STD): is used as an anomaly detector to
filter out suspicious training data points. It was initially presented in
Ref. [119]. This will secure the permanent erasure of sensitive data
from the datasets beyond recovery, even when using forensics tools. It
can be applied on large datasets with sensitive information and to
clear end-of-life electronic IoT devices, which can be done via phys-
ical destruction or by using anti-forensics tools [189].

� Federated Distillation (FD): is used to only transfer model outputs
with much smaller dimensions than the model sizes, relying on two
foundational algorithms named Co-Distillation (CD) and Knowledge
Distillation (KD) [190,191]. For example, using regular KD can
mitigate the weaknesses of the parameter-averaging FL algorithms,
while possibly introducing a trade-off [192].

� FederatedMulti-Task Learning (FMTL): allows simultaneous model
learning for several tasks suitable for FL's statistical and system
challenges amongst unbalanced data [193]. MTL can be categorized
into twomain groups: the first group is based on how the relations are
caught amongst tasks, while the second group is based on assuming
that the tasks relations are not known beforehand and can be directly
learned from the data [194].

� Moving Target Defense (MTD): introduces a continuous and dy-
namic unfolding attack surface across the FL system dimensions to
confuse the attackers to further complicate their attacks [195], by
constantly moving the FL system's components in a randomized
manner [196]. MTD aims to create an asymmetric uncertainty for
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cyber threats by reversing attacks by the defenders against the at-
tackers and is enabled by technical trends such as resilient techniques,
secure virtualization, workload migration, redundant network con-
nectivity, and real-time compilers [197].

� Zero-Knowledge Proofs (ZKP): are used as cryptographic primitives
to verify a statement between a proving party and a verifying party
without sharing nor revealing any underlying data. This is done to
ensure that all the submitted model updates are defined by rules and
properties that they must respect to avoid model corruption and FL-
related attacks [198]. ZKP is used to verify the statement's validity
without revealing the statement nor its content. ZKP relies on algo-
rithms that take some data as input and return ‘true’ or ‘false’ as
output.

� Robust Aggregation Methods (RAM): are applied to sustain
communication problems, clients dropouts, and malicious model
training and model error updates, all while ensuring FL's aggregation
algorithms security [199]. This approach is also agnostic to the cor-
ruption level while outperforming classical aggregation approaches in
terms of robustness with low corruption levels [200].

� Trusted Execution Environment (TEE): is a high-level trusted
ecosystem that executes attested and verified codes to establish a
digital trust by securing connected FL devices against the injection of
false training results by enabling an isolated, cryptographic electronic
structure and allowing an end-to-end security [201]. Thus, ensuring
that data is securely stored and processed while achieving confiden-
tiality, authenticity, privacy, system integrity properties, and data
access rights [202,203]. In fact, TEE applications are known as
Trusted Applications (TAs).

� Batch Normalization (Batch Norm): is used to train artificial neural
networks to become more fast and stable through the input layer
normalization via re-centering and re-scaling [204], as well as to
make attacks against local data more challenging, such as the
privacy-preserving solution called FedBN, presented by Li et al. in
Ref. [205]. In fact, Batch normalization also achieves a much higher
learning rate with fewer initialization issues as described in
Ref. [206]. Batch normalization is a technique used to improve the
training of neural networks by normalizing the inputs (i.e conver-
gence speed and generalization performance of models). Based on
this, in the context of FL, batch normalization can solve the non-IID
and generalization issues, in addition to being an effective counter-
measure to mitigate a set of security issues since it reduces the impact
of individual client data (malicious ones) on the model in case the
training is done by using multiple data clients. Consequently, this
ensures that the trained model is more representative of the overall
distribution of data, which leads to solving the discussed issues of
non-IID and generalization. Moreover, by normalizing the inputs to
each layer, batch normalization helps to ensure that the model is
more resilient to overfitting on individual client data (that might have
malicious targets), while to making it more difficult for attackers to
extract sensitive information from the trained model.

7. Learnt lessons

In this section, based on the presented solutions above and the issues
surrounding the FL-IoT domain, several learned lessons will be presented
and discussed to ensure a higher level of understanding of the security
and privacy issue of the integration of FL into the IoT domain, while
maintaining security and preserving privacy.

A federated learning approach is essential to building smart IoT sys-
tems, but unfortunately, it suffers from different security flaws and pri-
vacy vulnerabilities, while introducing countermeasures can have a high
impact on performance and efficiency. However, maintaining both pri-
vacy and security of the FL-IoT domain is essential to maintain a safe and
secure IoT environment [207]. Therefore, suggestions and recommen-
dations are essential to achieving this purpose. However, it is also
important to focus on the lessons learned from previous events to avoid
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them from reoccurring and to take much more precautions using a pre-
dictive approach. As a result, these learned lessons are presented below
as follows:

� Attacks can be realized at different levels: client (workers), server,
data, or during communication.

� Attacks can also be passive (eavesdropping to collect models and try
to recover the original data) or active (modifying models to become
malicious).

� If workers have been compromised by any traditional techniques,
attacks can be indirect. This means that workers should be protected
against existing attacks.

� The presence of malicious models that can be loaded on workers'
devices or centralized servers introduces new and dangerous vul-
nerabilities. This will necessitate the development of novel, effective
resource-constrained countermeasures.

� Security solutions against all listed attacks cannot be based on only
cryptographic solutions; we need to employ also non-cryptographic
solutions such as differential privacy, honeypots, intrusion detec-
tion, and anomaly detection systems.

� A new kind of encryption algorithm is required for the FL process,
which should be homomorphic, ensures the additive property, and
also achieves secret sharing.

� Existing homomorphic encryption algorithms follow the asymmetric
class, as they introduce an important overhead in terms of computa-
tion and storage.

� A trade-off between privacy level and model performance exists, and
selecting the optimal threshold(s) is a difficult task.

8. Suggestions & recommendations for future research FL
directions

Based on the already discussed attacks and solutions, this paper
presents a framework that highlights the main attacks and defensive
security measures that can be adopted and integrated into the FL domain,
especially in each of its layers, which are data, server, and client/agent,
as seen in Fig. 10. Therefore, to detect/prevent them and correct their
damage, in this section, several suggestions and recommendations for
future research directions in maintaining both security and privacy of FL
with IoT systems will be proposed, and developing them will ensure a
high level of security and preserve privacy for FL with IoT systems.
Hence, security and privacy-preserving techniques can be based on
cryptographic and non-cryptographic measures. We classify the future
directions into three classes: cryptographic, non-cryptographic, and
management enhancement (Fig. 11). These research topics are discussed
in the following.

8.1. Cryptographic measures

From our cryptographic viewpoint, attacks on FL systems can be
passive or active, as with any other traditional system. Therefore, existing
traditional security measures should be introduced (especially against
communication attacks), but with several modifications/propositions
that are listed in the following:

1) Lightweight Symmetric Additive cryptographic Algorithms: local
or global models should be encrypted to prevent membership infer-
ence, inverse model, and model-stealing attacks. To ensure a secure
accurate aggregation process, additive homomorphic message
encryption and/or authentication cryptographic algorithms are
required. Unfortunately, existing HE solutions are based on asym-
metric cryptographic algorithms that introduce an important over-
head in all terms and especially in communication overhead as the
size of ciphertext is greater than the plaintext. A trade-off between
security/privacy and performance exists. According to the constraints
of IoT devices, the future direction should ensure that the designed



Fig. 10. Possible attacks and countermeasures for the FL system with IoT systems.

Fig. 11. Proposed future research directions that are divided into three main classes: cryptographic, non-cryptographic, and Management & Policies.
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homomorphic schemes are based on the symmetric approach to strike
a good balance between security and performance. Thus, the new
proposed homomorphic cryptographic algorithms require preserving
a higher level of security and privacy with low computation, resource,
and communication overhead, especially on the worker (client or
organization) side that might use limited IoT devices [208]. This will
consequently ensure a lower delay overhead.

2) Lightweight Non-Homomorphic Cryptographic Solutions: aside
from maintaining a secure aggregation, we also have to ensure a
secure connection between the end entities (IoT devices, client/or-
ganization) and servers. These solutions will prevent the interception,
modification, and even deletion of transmitted local or global models.
Thus, lightweight cryptographic algorithms are required to ensure
data confidentiality/integrity, privacy, source authentication, and
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data availability. A set of recent lightweight cryptographic algorithms
for IoT systems can be the base of this direction such as [209–211].

3) Lightweight Secure Data Availability Schemes: ensuring the
communication availability of the model and updating the model is
mandatory to prevent several availability attacks. These solutions
should be based on the symmetric keyed secret-sharing variants. The
recent work in Ref. [212] can be the base of this direction. In addition,
a secure model backup should be also addressed as indicated in
Ref. [213].

4) Lightweight Cryptographic Authentication Protocols: one step in
this direction is to define a lightweight symmetric authentication
protocol that is capable of striking a good balance between security
and performance [214,215].
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8.2. Non-cryptographic measures

In this part, we list a set of possible future directions for non-
cryptographic security and privacy solutions that can be based on ML
solutions, honeypot, ethical hacking, and digital forensics techniques as
indicated in the following:

1) Enhanced DP Mechanisms: currently, different techniques for
privacy-preserving have been presented such as DP that can provide a
defense against privacy attacks but selecting the optimal parameters
is a hard task. However, using this countermeasure might decrease
the model's performance in terms of accuracy and precision. A trade-
off between privacy and performance exists. Moreover, recent sta-
tistical techniques can be used to break DP at a certain level. We need
to update/modify the DP mechanism to be able to prevent the recent
DP attacks without introducing overhead in terms of computation and
resources.

2) Dynamic Honeypots: FL heavily relies on the advantage of the
decentralized private deep training to achieve models with real-data
results [216]. Introducing honeypots at the client's end or at the
centralized server with the dynamic variable selection of vulnerabil-
ities to ensure a higher level of protected deception technology that
will be capable of increasing the detection level with a higher level of
interaction. Thus, achieving a faster and more accurate ability to
collect information about the attacker and analyzing it in a real-time
manner.

3) Lightweight Intrusion Detection/Prevention Systems: Light-
weight IDS should also be integrated into FL, but more precisely with
adversarial and malware detection solutions, not only to detect mal-
ware signs, especially based on the anomaly, signature, and behav-
iour but also to be able to distinguish and detect polymorphic and
zero-day exploits. Unfortunately, in FL systems, attackers exploit
the fact that the client/server will load the model. The technique
consists of adding malicious code into ML models. This means that if
the client/server loads it, its corresponding malicious payload will be
executed. Therefore, we need to introduce an anti-malware solution
for ML model checking into IDS, especially for FL systems, to detect
malicious ML models before loading them at the worker or server
side. On the other hand, a prime example in this direction is the
Federated Blending-based IDS (F-BIDS) solution to further protect the
privacy of existing ML-based IDS presented in Ref. [217]. Moreover,
Anomaly detection techniques of IDS in the context of IoT-FL can use
lightweight ML models to ensure a higher and faster detection rate
with higher accuracy and performance. Besides, Intrusion Prevention
Systems (IPS) can take both automated and precise actions after
detecting an intrusion to mitigate its corresponding threats in a
real-time manner. Using the ML-reinforcement learning approach can
be the future of IPS direction.

4) Employing Digital Forensics After Incident: the adoption of digital
forensics into the FL domain is mandatory to preserve its effectiveness
and security, as digital forensics techniques allow the detection of the
source and the attack vectors [218], especially since the FL system can
be compromised at client devices, centralized server, or at network
levels [92,93], in addition to the existing vulnerabilities of ML and DL
that can also be exploited.

5) Employing Periodic Ethical Hacking: with FL models being prone
to different types of attacks at different levels (clients/servers,
network devices), it is important to rely on ethical hacking techniques
and tools [94] periodically to detect possible vulnerabilities and
recommend suitable countermeasures to ensure a higher level of se-
curity and privacy protection. Such a technique can surely identify
whether the selected client or server devices are vulnerable to attacks
and can be compromised to inform them as their data samples are
used during the model training, and consequently, malicious damage
can be realized, in addition to preserving the privacy of the training
datasets and reducing the information leakage.
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8.3. Management& policies

1) Adopting Training Procedures: it is challenging to be detailed about
the adoption of mitigation techniques for adversarial perturbation
attacks since they will depend on the circumstances. In this case, the
attacker tries to create an input that will produce the desired result.
This type of attack has been extensively investigated, where an
attacker can use it against a global model in a broad range of situa-
tions depending on its goals and restrictions. Implementing a training
procedure that produces models that are resistant to adversarial
perturbation, together with authentication and rate-limiting to make
these attacks traceable and slower, can offer some potential solutions.

2) Handling Sensitive Data: to mitigate against training data extrac-
tion, sensitive data should not be present in the local training dataset.
This means the application on the client's side should be refactored to
remove/anonymize any sensitive feature of data from the local
training set if possible

3) Enhancing Control Access and Accountability: the security of the
entire FL-system's devices must be tested to detect and fix any
exploitable vulnerability or security gap. Therefore, it is important to
motivate all entities, boost confidence, and discourage bad actors to
reduce the internal threat and create a safe and trustworthy envi-
ronment by improving the accountability methods using deterrence
policies and limiting the access of different users (i.e. by using the
attribute control access scheme). At the same time, maintains users'
responsibility and the ability to report any suspicious activities as
early as possible. This also requires enhanced policies, especially for
models that rely on pre-defined datasets without them being checked
and examined before deploying them for testing.

4) Reinforcing Cyber-security Skills for ML Applications: this means
that we require more certified ML-based operators to create, deploy,
and test models that can ensure better security (for example the use of
batch normalization) in a given IoT system and its components. For
example, Li et al. presented the Federated Deep Reinforcement
Learning (FedDRL) scheme for ultrashort-term wind power fore-
casting to improve its accuracy, using the Deep Deterministic Policy
Gradient (DDPG) algorithm [219]. This solution also aims to protect
users' privacy and reduce communication overhead. Simulation re-
sults show that this method has good robustness with the ability to
obtain at least 88.34% of network load gain.

5) Real-Time Isolation: includes the implementation of the FL-based
ML mechanisms that instantly disconnect or turn off the central
server and/or isolate the suspicious device once a malicious event is
detected. This can ensure that the compromised device will not be
controlled remotely by an adversary and that the other devices, cli-
ents, and servers will not be compromised.

6) Constant Alertness& Awareness: is required to monitor both users'
and devices/systems' behaviours from any suspicious activities being
conducted, to locate, identify, and mitigate any possible malicious
events from occurring or further expanding.

7) Proper Resources Allocation: budget spendingmust be well-defined
and organized to ensure that the right cyber-security practices are
correctly and properly adopted, while policies are enforced.

8) Smart Self-Healing Processing:must be adopted in the design phase
or added at a later stage of development to ensure that post-trained
models can overcome a variety of attacks in a “smart” manner that
allows them to recover and re-operate normally by identifying the
affected device and isolating it.

9. Conclusion

Federated learning has proven itself to be a new AI-based technology
that has been introduced into the IoT domain using decentralized
learning to improve model accuracy while preserving user/data privacy
against a variety of threats and attacks. Thus, being able to extend the
machine learning advantages is beneficial for IoT domains, especially for
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domains that rely on real-time data transmission and contain sensitive
data. However, despite the remarkably unique advantages that the FL
offers, both security and data privacy remain as persisting key issues. As a
result, this paper provides a comprehensive study on both security and
privacy threats, limitations, and challenges, while also presenting and
analyzing recent solutions to mitigate their impact and reduce the like-
lihood of their occurrence. Several taxonomies were also proposed for
this purpose to explain the different threats, attacks, and countermea-
sures for each component in FL-IoT. However, limitations of IoT devices
require defining new lightweight security and privacy solutions for the
FL-IoT, of which we classify as either cryptographic or non-cryptographic
ones. These solutions should reduce the required computation, commu-
nication, and resource overhead. Additionally, for cryptographic solu-
tions, symmetric homomorphic cryptographic algorithms are required
instead of asymmetric ones, since they require a high overhead. In par-
allel, efficient secret-sharing variants are also required to ensure data
availability. As for non-cryptographic purposes, existing anomaly
detection should be adapted to detect/prevent a set of specific ML attacks
such as adversarial attacks. Moreover, correction countermeasures
should also be adopted. Thus, this work aims to indicate that new
lightweight cryptographic and non-cryptographic solutions are required
to maintain the security aspect and preserve data privacy, which are the
main functionality of IoT devices. These solutions should be considered
primordially especially for the resource-constrained IoT devices, as they
require maintaining a high level of compatibility and accuracy (reducing
false positives and false negatives). Finally, this work offers new per-
spectives, ideas, and insights toward achieving a much more secure and
safe FL-based environment that can be adopted in a risk-free IoT envi-
ronment. We hope that in the future, following our conducted in-depth
research and investigation, the presented suggestions and recommen-
dations are taken into consideration, applied, and further expanded to
achieve a safer and more secure FL-based IoT environment.
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