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Abstract
In this paper, we consider Homomorphic Encryption (HE) to process over encrypted data
to achieve users privacy. We present a framework solution that provides a high level of
security for the symmetric HE algorithms. The proposed solution introduces a dynamic
structure and a dynamic diffusion primitives that enhance existing symmetric HE algorithms
and overcome their weaknesses. Domingo Ferrer is a well known symmetric HE scheme
that relies on polynomial computations but at the same time suffers from some vulnerabili-
ties and especially sensitivity to known plain-text attack. We apply the concerned dynamic
framework over the Domingo Ferrer encryption scheme to overcome its main weaknesses.
Security analysis of the new encryption scheme that we called Enhanced Domingo Ferrer
has shown that the latter became immune to several types of attack especially known plain-
text attack. Crypt-analysis has also shown that this new implementation will be secure also
with the lowest possible storage overhead. Implementation of the new scheme has shown an
acceptable execution time. All the new specifications listed previously make the scheme a
good candidate for efficiently preserving users privacy in a big variety of real-world modern
applications.

Keywords Fully homomorphic encryption · Secure multimedia processing · Dynamic
diffusion and permutation primitives · Polynomial resultant · Known plain-text attack

1 Introduction

Encryption is one of the most important techniques that preserve data confidentiality and
users privacy. In some critical cases, such as cloud computing, where computation over
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Fig. 1 HE in a cloud scenario

encrypted data is a need, traditional encryption techniques become insufficient. In this situ-
ation, users are obliged to reveal some of their secret parameters for non-trusted parties for
performing computation over their sensitive data after decrypting it and then re-encrypting.
The root for solving the concerned problem comes with Homomorphic Encryption (HE).
HE is a new cryptographic research topic that allows third untrusted parties to process over
encrypted data to achieve users privacy. It is required in several real modern applications
especially with advanced secure cloud-based systems [23, 24]. An illustration for HE usage
in modern applications (such as cloud querying [7, 17, 18], e-voting [2], medical data anal-
ysis [21, 36], IoT [19, 27, 32], etc) is given in Fig. 1. In the latter figure, cloud is performing
operations over encrypted storage. The cloud is unaware of what is happening.

Fig. 2 HE in multimedia
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Image processing in the cloud is a common application for HE in the digital world.
Many images with information of high sensitivity and confidentiality are shared with the
cloud to be processed and sent to different devices as discussed in [5, 38]. A cloud based
implementation of HE with multimedia tools and devices in given in Fig. 2.

Figure 3 is given to clarify the concept of HE, where a simple circuit C is presented
with 4 different plain-texts xi(1≤i≤4) with their respective cipher-texts ci(1≤i≤4) under an
encryption scheme Enc with a secret key K . Circuit C is formed from a set of addition and
multiplication gates since in real-world any electrical circuit C can be written as Boolean
function formed of addition and multiplication operations. Building a HE scheme resides
in finding an equivalence between computing over the cipher-texts and the plain-texts. In
other words, an encryption scheme that satisfies the following relation should be built:

Cipheroutput = EncK(P lainoutput ) (1)

Having these two basic properties:

1. Addition

EncK(x) + EncK(y) modN = EncK(x + y, modM) (2)

2. Multiplication

EncK(x) × EncK(y) modN = EncK(x × y, modM) (3)

where x, y ∈ ring ZM , Enc is the encryption function and K is a secret key.
Using these homomorphic properties, the required relation given in (1) can be demon-

strated as follow:

Cipheroutput = ((c1+2) × (c3+4)) = (c1 + c2) × (c3 + c4) = (EncK(x1) + EncK(x2)) ×
(EncK(x3) + EncK(x4)) = EncK(x1 + x2) × EncK(x3 + x4) = EncK((x1 + x2) ×
(x3 + x4)) = EncK(x1+2 × x3+4) = EncK(P lainoutput ).

As a conclusion, to build a Fully Homomorphic Encryption (FHE) scheme, the two basic
properties given in both (2) and (3) should be satisfied. Several HE schemes have been
investigated and presented in the literature [1, 6, 10, 13, 16, 29].

Fig. 3 Homomorphic computation
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Existing HE schemes can be decomposed into two classes: asymmetric and symmet-
ric schemes. Asymmetric schemes such as Gentry Cryptosystem [14, 15], DGHV [33] and
BGV [3] and symmetric schemes such as Domingo Ferrer [11, 12], PORE (Polynomial
Operation for Randomization and Encryption) [20, 30] and MORE (Matrix Operation for
Randomization and Encryption) [37]. Asymmetric homomorphic algorithms suffer from
high computational complexity, which prevents to consider them as a good solution. For
example, DGHV public key size can attain 2,3 Gigabytes and with an optimized implemen-
tation on a high-end workstation, key generation takes 2,2 hours, encryption takes 3 minutes,
and cipher-text refresh takes 30 minutes as given in [9]. Crypt-analysis has also shown that
DGHV is sensitive to Greatest Common Divisor attack (GACDAttack) [8]. BGV also works
over lattices where its computational complexity is also given by large poly-logarithmic fac-
tors. Symmetric ones suffer from a weak security level since they cannot resist to different
types of attacks such as the chosen and known plain-text ones [11, 37].

Following the two classes of HE schemes, researchers are divided into two groups.
The first group is trying to optimize the cipher implementation to reduce the computa-
tion resources in addition to communication and storage overhead of asymmetric schemes.
While the second group is trying to enhance the security level to benefit from the efficiency
and simplicity of symmetric ones.

In this paper, we follow the second group, and the main contribution is to present a
new dynamic framework that can be implemented over homomorphic symmetric cipher
schemes. The proposed solution introduces dynamic key-dependent cryptographic prim-
itives that help the Domingo-Ferrer [11, 12] encryption scheme to reach a high level
of security. In parallel, we are still benefiting from the simplicity. Also, we propose
a compression technique to reduce the storage/communication overhead of the original
Domingo-Ferrer cipher scheme. The main goal is to design an efficient fully homomorphic
cipher scheme that can reach a good balance between security and performance level. Dif-
ferent security tests and crypt-analysis are done to evaluate the performance of the resulting
algorithm that showed a high level of security and resistance against several types of attacks
with acceptable execution time.

In the literature, it is mentioned that most cloud hosting systems rely on asymmetric
encryption schemes due to their security level despite their computational complexity and
storage overhead. The main purpose of this dynamic implementation is to enhance symmet-
ric cipher schemes such as Domingo-Ferrer to guarantee for cloud systems simultaneously
the high level of security and the low levels of computational complexity and storage over-
head. This work opens the door for modern fully symmetric homomorphic ciphers that
can reach a good balance between security and system performance by using the dynamic
key-dependent cipher approach.

The rest is organized as follows, Section 2 explains the Domingo Ferrer HE algorithm.
Section 3 introduces the proposed solution. Security analysis and performances of the resul-
tant algorithm Enhanced Domingo Ferrer are given in Section 4 in addition to a comparison
with Domingo Ferrer approach in terms of execution time. Conclusions and future works
are presented in Section 5.

2 Domingo Ferrer approach

In [12], Joseph Domingo Ferrer described in 2002 a FHE scheme based on polynomial
calculations, that supports both homomoprhic properties: addition and multiplication.
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2.1 Encryption parameters

The public parameters are (d,m), where d is a positive integer ≥ 2 and m is a large integer.
m should have many small divisors and at the same time there should be many integers less
than m that can be inverted modulo m.

The secret key is k = (r,m′) where the secret parameter r ∈ Zm such that r−1mod(m)

exists, m′>1 is a divisor of m (m = (m′)λ, where λ is a security parameter). In this case the
plain-texts are in the private ring Zm′ and the cipher-texts are in the public ring (Zm)d .

2.2 Encryption process

Randomly split a plain-text x ∈ Zm′ into d random secret elements: x1, x2, x3, ...., xd , such
x = ∑d

j=1 xj mod(m′) and xj ∈ Zm.

Compute E(k,x) = (x1r, x2r
2, ..., xdrd) mod(m).

E(k,x) can be expressed in a polynomial form of variable t as follows:
E(k,x)(t) = (x1r)t + (x2r

2)t2 + (x3r
3)t3 + ... + (xdrd)td mod(m).

2.3 Decryption process

Compute the product of the j th coordinate by r−jmod(m) to retrieve xjmod(m) and
compute

∑d
j=1 xj mod(m′) to get x.

2.4 Homomorphic properties

Starting from two different plain-texts x1 and x2 ∈ Zm′ . c1 and c2 are respectively two
cipher-texts based on the encryption process defined above (Section 2.2) and given by:

c1 = [x(1)
1 r, x

(2)
1 r2, ...., x

(d)
1 rd ] mod(m)

c2 = [x(1)
2 r, x

(2)
2 r2, ...., x

(d)
2 rd ] mod(m)

1. Addition: Using polynomial addition, the following can be written:

cadd = c1 + c2 = [(x(1)
1 + x1

2 )r, (x
(2)
1 + x2

2)r
2, ....., (x

(d)
1 + xd

2 )rd ].

Using the secret key [r−1, r−2, ....., r−d ], Deck(c1 + c2) = Deck(c1) +
Deck(c2) is simply demonstrated. Thus, the scheme is additive homomorphic.

2. Multiplication: It works like in the case of polynomials: all terms are cross multiplied
in Zm, with a d1

th degree by a d2
th term yielding (d1 + d2)

th. Finally terms having the
same degree are added up.

cmult = c1 × c2 = [(x(1)
1 x

(1)
2 )r2, (x

(1)
1 x

(2)
2 + x2

(1)x
(1)
2 )r3, (x

(1)
1 x

(3)
2 + x

(2)
1 x

(2)
2 + x

(3)
1 x

(1)
2 )r4, ......, x

(d)
1 x

(d)
2 r2d ].

Using the secret key [r−2, r−3, r−4, ....., r−2d ],Deck(c1×c2) = Deck(c1)×
Deck(c2) is validated and the scheme is homomorphic multiplicative.
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2.5 Domingo Ferrer security analysis

In [35], David Wagner did in 2003 an equivalence key attack on Domingo Ferrer encryption
scheme by analyzing its algebraic structure. Before starting the attack, a brief overview on
polynomial uni-variate resultant is given, since it is required in the proposed crypt-analysis.

2.5.1 Polynomial uni-variate resultant

Starting from two uni-variate polynomials f and g:

1. f (x) = a0 + a1x + a2x
2 + ......+ anx

n = anπ
n
i=1(x − αi) = an(x − α1)(x − α2)(x −

α3).....(x − αn)

2. g(x) = b0 + b1x + b2x
2 + ......bmxm = bmπm

j=1(x − βj ) = bm(x − β1)(x − β2)(x −
β3)......(x − βm).

As given in [31], the resultant of f and g with respect to x is a function of the coefficients
of f (x) and g(x) and defined by this equation:

Res(f, g, x) = am
n bn

mπi,j (αi − βj ) (4)

where f (αi) = 0 for 1 ≤ i ≤ n and g(βj ) = 0 for 1 ≤ j ≤ m.

Lemma 1 The resultant of f (x) and g(x) is equal to zero if and only if the two polynomials
share a common root.

As mentioned in [31], the resultant of two uni-variate polynomials can be obtained
directly by calculating the determinant of the (n+m)×(n+m) Sylvester matrix defined by:

Syl(f, g, x) =

⎡

⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎣

an an−1 an−2 ......... a0
an an−1 ......... a1 a0

................................................................

................................................................
an an−1 ........ a1 a0

bm bm−1 bm−2 ......... b0
bm bm−1 ......... b1 b0

................................................................

................................................................
bm bm−1 ........ b1 b0

⎤

⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎦

Zeros fill the blank spaces, the first m rows of Syl(f, g, x) are populated by the
coefficients of f (x), and the last n rows are filled with the coefficients of g(x).

2.5.2 Equivalence key attack

As it is mentioned in [35], deciphering a cipher encrypted under Domingo Ferrer scheme
with a secret key (m′, r mod(m)) is also possible by using an equivalent secret key given
by (m′, r�) where r� = r mod(m′).

2.5.3 Oracle model

The attack is launched by supposing that the attacker has M = 2 × poly(λ) × 2 ≥ d cou-
ples of plain-text ai and its corresponding cipher-text Ci encrypted using Domingo Ferrer
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encryption scheme (we recall that λ is the secret parameter, (m′, r) is the secret key, d and
m are the public parameters).

1. Recovering the secret parameter m′ : From the M couples of (plain-text,cipher-text)
given above, two couples (ai, Ci)/(ai+1, Ci+1) are randomly picked. Then the two
following polynomials are built in the ring Zm′ :

fi(t) = C1
i t + C2

i t2 + C3
i t3 + .... + Cd

i td − ai mod(m′).
fi+1(t) = C1

i+1t + C2
i t2 + C3

i t3 + .... + Cd
i td − ai+1 mod(m′).

It is sure that the two uni-variate polynomials fi and fi+1 share the common secret
parameter r−1 as a root. Calculating the Sylvester Matrix for these two polynomials,
will give a multiple for the secret modulus m′ (we recall that fi(r

−1) = fi+1(r
−1) =

0 mod(m′) but m′ until now is unknown).
The above procedure is repeated 2 × poly(λ) times to form a set T that contains

2 × poly(λ) multiples of m′.
The set T = {Sylj (fk, fk+1), where j ∈ {1, 2, 3, ..., 2 × poly(λ)}}.
Let Y = [gcd(Sylj , Sylj+1), j ∈ {1, 3, ..., 2 × poly(λ) − 1}].
Depending on the well known fact given in [34], having two large integers a and

b, gcd(a, b) = 1 is achieved with a probability close to
6

π2
. Based on this fact, the

probability to pick randomly {Tj , Tl} ⊂ T having gcd(Tj , Tl) = m′ is close to
6

π2
.

Hence the probability to obtain at least one m′ among the values of Y is close to (1 −
(1− 6

π2
)poly(λ)). Finally m′ is the most common vote among the poly(λ) values of Y .

2. Recovering the equivalent secret parameter r�: After revealing the secret modulus m′,
the equivalent secret key to be recovered is r� = r mod(m′). To do this, from the
M couples of plain-text/cipher-text, d couples are picked to form the set of polynomial
equations given in (5).

C1
i r−1 + C2

i r−2 + C3
i r−3 + ...... + Cd

i r−d = ai mod(m′)
C1

i+1r
−1 + C2

i+1r
−2 + C3

i+1r
−3 + ...... + Cd

i+1r
−d = ai+1 mod(m′)

C1
i+2r

−1 + C2
i+2r

−2 + C3
i+2r

−3 + ...... + Cd
i+2r

−d = ai+2 mod(m′)
.............................................................................................................
.............................................................................................................

C1
i+d−1r

−1 + C2
i+d−1r

−2 + C3
i+d−1r

−3 + ...... + Cd
i+d−1r

−d = ai+d−1 mod(m′)
(5)

Supposing that zh = r−h for 1 ≤ h ≤ d , the polynomial equations given in (5) are
transformed into a linear system of d equations with the d unknowns (z1, z2, ...zd)

given by the following where 0 ≤ j ≤ d − 1:

C1
i+j z1 + C2

i+j z2 + C3
i+j z3 + ...... + Cd

i+j zd = ai+j mod(m′) (6)

Finding the equivalent secret key resides in finding the value of (z1)
−1 = r�.

This is only possible when the relative matrix of the linear system given in (6) is
invertible in the ring Zm′ .

Based on [4], given a prime number p, the probability f (p) to find an invertible

matrix in the ring Zp is at least e−2h where h = 1

p − 1
.

The secret modulus m′ can be decomposed into its prime factors as follow, m′ =
p

e1
1 p

e2
2 p

e3
3 .......pek

k .
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In this case, the probability of finding an invertible matrix in Zm′ is f (m′) =
f (p1) × f (p2).... × f (pk) ≥ e−2h(m′) where h(m′) = ∑

{p1,p2,....,pk}
1

pi − 1
.

After finding the invertible matrix in ring Zm′ , the linear system given in (6) can be
resolved using Gaussian elimination with O(d3(log(m′)2), but only the value of z1 is
needed from the solution.

As a conclusion, Domingo Ferrer is secure against this attack only when M the number of
couples (plain-text/cipher-text) is lower than the dimension d . In Section 4, it is shown that
the proposed dynamic framework strengthens Domingo Ferrer scheme against this type of
attacks even with the lowest possible value of the dimension d (i.e d = 2).

3 Proposed solution

Symmetric approaches are considered in this work. Several enhancements are proposed
to overcome the drawbacks of the existing ones. The proposed enhancements are mainly
implemented over Domingo Ferrer approach while preserving its homomorphic properties.

3.1 Enhanced Domingo Ferrer implementation

The proposed solution employs a dynamic structure in addition to the use of dynamic diffu-
sion primitives. Figure 4 shows different steps of the proposed Enhanced Domingo Ferrer
algorithm that will be detailed below.

3.1.1 Dynamic key generation

The two end hosts should agree on two secret parameters: a secret key and an initial vector
(IV ). In the proposed solution, the secret key is mixed with IV and the output is hashed

Fig. 4 Enhanced Domingo flow chart
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Fig. 5 Dynamic key generation

by using the secure hash function SHA − 512 to produce a dynamic key (DK) that has
512 bits (64 bytes) length. This dynamic key DK is divided into three different dynamic
sub-keys DK = {DKp||DKs ||DKd}, where each one of them is used to form a required
cryptographic primitive. More details are presented in the following:

1. Permutation sub-key DKp: It consists of the most significant 32 bytes of DK and it is
used to construct a dynamic permutation table. The latter is used to permute the bytes
of plain-texts. Let us indicate that the permutation encryption process preserves the
homomorphic properties.

2. Diffusion sub-key DKd : It consists of the second least significant 16 bytes of DK .
DKd is employed to produce a bank of invertible secret keys (r).
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3. Selection sub-key DKs : It consists of the first least significant 16 bytes of DK . DKs is
used to produce a selection (based on the produced permutation table) table. This table
is used to select dynamically one of the produced secret key from the secret key bank
for each input block.

The dynamic keys generation DK , and its corresponding sub-keys are (DKp , DKs ,
DKd) are illustrated in Fig. 5.

The size of the secret key should be at least 128 bits, which means that its correspond-
ing key-space is 2128. Besides, the size of the dynamic key is 512 bits, and consequently,
its corresponding key-space 2512. This means that the proposed fully homomorphic cipher
scheme can resist the brute-force attack.

3.1.2 Permutation box

Using DKp, a permutation box is generated and applied over the input plain-text. In the
proposed Enhanced Domingo Ferrer implementation, the creation of a permutation box
is done similar to [26]. The key dependent permutation technique is employed because it
preserves the homomorphic properties [26, 39].

The homomorphic behavior of a permutation box is given by:
Suppose that we have a permutation box called π of dimension N defined by:

π=[pi]1≤i≤N .
Two plain-texts X and Y of dimension N are given: X = [xi]1≤i≤N and Y = [yi]1≤i≤N .
After permutation π(X) = [xpi

]1≤i≤N and π(Y ) = [ypi
]1≤i≤N .

Fig. 6 Block decomposition
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Suppose that � is a law defined over the plain-texts by:

X � Y = [xi]1≤i≤N � [yi]1≤i≤N = [xi � yi]1≤i≤N = [zi]1≤i≤N = Z.

π(X � Y ) = π(Z) = [zpi
]1≤i≤N = [xpi

� ypi
]1≤i≤N .

And π(X) � π(Y ) = [xpi
]1≤i≤N � [ypi

]1≤i≤N = [xpi
� ypi

]1≤i≤N .
Since π(X � Y )=π(X) � π(Y ), the homomorphic behavior of π is deduced.

3.1.3 Dynamic block encryption

As shown in Fig. 4, the permuted plain-texts are decomposed into a G blocks, where G =⌈
l
n

⌉
, and n is the block size. A detailed explanation of this procedure is given in Fig. 6.
Each block of dimension n is encrypted with Domingo Ferrer approach using an encryp-

tion secret key r chosen dynamically from a secret key bank based on a dynamic selection
algorithm after the DecomposeFunction.

As given in Fig. 7, the dynamic block encryption of the kth block represented by
[mp(k−1)n+1, mp(k−1)n+2, mp(k−1)n+3, .......,mp(k−1)n+n] where 1 ≤ k ≤ G, is given by
the following steps:

1. Step 1 (Index Selection): Based on the index k, δk is chosen from a permutation box
� = [δ1, δ2, ....., δk, ..., δG] built based on the selection secret key DKs .

2. Step 2 (Secret Key Selection): Based on δk , secret key rδk
is chosen from the secret key

bank.
3. Step 3 (Dynamic Encryption): Each element mp(k−1)+j from the kth block, where

1 ≤ j ≤ n is decomposed by the DecomposeFunction then encrypted as follow
[(mp(k−1)n+j )

(1)rδk
, (mp(k−1)n+j )

(2)rδk
2].

Fig. 7 Dynamic block encryption
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3.1.4 Proposed decompose function

The main job of the DecomposeFunction is to decompose any plain-text x in the private
ring Zm′ into d random secret elements {x1, x2, x3, ...., xd} in the public ring Zθm′ , such that
x = ∑d

i=1 xi mod(m′).
Figure 8, presents the first step the Decomposef unction that divides a plain-text from

Zm′ into two integers (d is taken 2 for simplicity) in Zm = Zθm′ . [x1, x2, ....., xl] is
a vector of l plain-texts in the private ring Zm′ , where each private plain-text xk (k ∈
{1, 2, 3, ...., l}) is decomposed into two secret integers x1

k , x2
k in the public ring Zθm′ such

that x1
k + x2

k = X ∈ Zθm′ and Xmod(m′) = xk (X is called the extended plain-text). The
DecomposeFunction is based on the following two steps:

1. First Step: the first step is given in Fig. 8, where the DecomposeFunction takes two
input parameters: the input plain-texts vector([x1, x2, ....., xl]), and an integer sequence
s in the ring Zθm′ (the sequence s is generated based on DKd and a cipher algorithm
like RC4). The sequence s is transformed into a real sequence h ∈ [0, 1] , and for each
plain-text xk , a set {Xi} of extended integers is generated in the ring Zθm′ such that
θm′
2 <Xi<θm′, Xi mod(m′) = xk and length{Xi} = W (Fig. 8).

2. Second Step: X is the extended integer chosen from the set {Xi} based on a dynamic
selection algorithm constructed from the sequence h and W the length of {Xi} (X =
Xceiling(h(k)×W)). Once X is chosen, the first decomposition parameter x1

k is a random

integer between 1 and θm′
2 , and the second one is x2

k = X − x1
k .

3.1.5 Enhanced Domingo Ferrer block encryption

As explained previously in Figs. 4, 6 and 7, Enhanced Domingo Ferrer encryption is
done at the block level. From each block a plain-text is taken and decomposed using the
DecomposeFunction listed above and secret parameters for each block are selected form
a secret key bank based on a dynamic selection algorithm. A detailed explanation of the
Enhanced Domingo Ferrer block encryption is given in Section 3.1.3 (Dynamic Block
Encryption).

Fig. 8 First step of decompose function
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3.1.6 Secret key bank generation

As stated above, a key is chosen dynamically from a secret key bank during the dynamic
encryption of each block. Based on the Domingo Ferrer Decryption process, the secret key r

should be invertible by the multiplicative law in the public ringZm. We propose a generation
algorithm to generate a shared secret key bank between the two end hosts. The shared secret
key bank should have the following form [k, rk, rk

−1], where k ∈ {1, 2, ..., H } and H is the
secret bank length (H < G).

In the Pseudo-Code listed in Algorithm 1, the two end hosts generate the kth secret key
(rk). The generation of H keys requires the repetition of this pseudo code H iterations. The
two end hosts know the secret key DKd , based on it, they can generate a secret sequence
s of length αH where α is a secret integer that they agree on. They should build from the
secret sequence s a parameter u(k, j) to pick an invertible multiplicative element rk in the
ring Zm.

In general, the number of invertible multiplicative elements in any ring Zm is limited
that leads to a limited number of encryption keys rk . The proposed dynamic key dependent
approach reaches a high level of security since in each session the H secret keys are gener-
ated dynamically in different order based on DK . In addition, during the encryption process
a key selection algorithm based on a dynamic approach as given in Fig. 7.

3.1.7 Dynamic key selection algorithm

The Dynamic Key selection is given based on the following steps:
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1. P-box � creation: Using the DKs and any stream cipher algorithm, another permuta-
tion box � = [δi]1≤i≤G that has the length of the number of blocks G is created and
δi ∈ {1, 2, 3, ..., H }.

2. index δk selection: For the kth block, the index δk is chosen from the permutation box
� as follow: k → [δ1, δ2, δ3, ...., δk, ....δG] → δk .

3. Secret Key Selection: Based on index δk , the secret key rδk
is picked from a secret key

bank, for the kth block encryption as follow:
δk → [Secret Key Bank of H keys] → rδk

An illustration of dynamic key selection is given in Fig. 9 (also mentioned in Fig. 7).

3.1.8 Stream cipher usage

In the different steps of this dynamic framework, RC4 is adopted as a stream cipher for
generating different secret sequences and permutation boxes. Several publications in the
literature like [22, 25] talked about breaking this stream cipher. But RC4 in this dynamic
implementation is not mandatory, any more robust stream cipher can be used such as AES-
CTR for example. Also RC4 is not used for ciphering plain-texts. Indeed RC4 is only used
for generating random sequences.

3.1.9 Decryption process

The Decryption process is simply the inverse of the encryption process. Having DK and
IV , all the secret parameters can be generated. The decryption process is based on the
following steps:

1. First Step Based on DKs and DKd , the receiving end host can pick for each block
number k the key r−1

δk
, such that 1 ≤ k ≤ G.

2. Second Step After retrieving the decryption key for each block, the receiving end host
apply the Domingo Ferrer decryption process.

Fig. 9 Dynamic key selection
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3. Third Step The receiving end host generates the inverse secret permutation vector π−1

by using DKp and the following transformation:

π−1[π [i]] = i, where i ∈ {1, 2, 3, ..., l} (7)

4 Security analysis and performances

To study the performance of the resultant algorithm, several tests are done forming the
security analysis. A set of plain-texts in the ring Z256 are taken to run different simulations
under MATLAB for Enhanced Domingo Ferrer. We also compare the execution time of
Enhanced Domingo Ferrer with Domingo Ferrer. As for the storage overhead, we note that
the proposed algorithm will not provide additional overhead.

4.1 Proposed compression algorithm

In the proposed Enhanced Domingo Ferrer scheme, the security performances of the result-
ing algorithm is studied with public parameter d = 2. This provides the lowest storage
overhead. The private ring is takenZ256 while the public ring isZ1792 (1792 = 256∗7, m′ =
256,m = 1792 and θ = 7). The encryption of a plain-text x ∈ Z256 is given by the cou-
ple c = (c1, c2) such that c1, c2 ∈ Z1792. One drawback of Domingo Ferrer scheme is
that the cipher-text ring is larger than the plain-text ring. The original elements of plain-
text are in the private ring Z256 while the encrypted elements are in the public ring Z1792.
Therefore, the size of the resulting cipher-text may be reduced by compressing it, since data
compression can improve the efficiency of this scheme regarding storage or communication
overhead.

To achieve compression, the following procedure is introduced: letC = (C1, C2) denotes
a cipher-text and the vectors Ti = mod(Ci, 256) and Qi = f loor(Ci/256), i ∈ {1, 2}.
Figure 10 shows The distributions of Q1 and Q2 has shown a lot of redundancy and can be
compressed in both cases. The well-known LZW compression algorithm is used to com-
press Q. Simulation under MATLAB has shown that the compression ratio for C1 is equal
to 0.7261 while for C2 is equal to 0.7285.

4.2 Statistical analysis

Statistical Analysis is a set of tests used to evaluate the proposed algorithm against statistical
attacks. Results interpretation is done similar to [28]. With Enhanced Domingo Ferrer the
security tests are done over the set of vectors Ti(i ∈ {1, 2}) obtained after the compression
process.

Fig. 10 a,b Q1 Distribution. c,d Q2 Distribution
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Fig. 11 Recurence Test: a- Original message, b-Enh Domingo Ferrer T1 c-Enh Domingo Ferrer T2

4.2.1 Recurrence test

A good crypto-system should give a high level of randomness among the cipher-text
space. Recurrence Test is used to measure the evolution of randomness and to esti-
mate the correlations among the data by considering the variation between a sequence
of data xi = x(i,1), x(i,2), x(i,3), ..x(i,m), a vector with delay t ≥ 1 given by xi(t) =
x(i,t), x(i,2t), x(i,3t), ....x(i,mt). Figure 11 shows the correlation between xi(t) and xi(t + 1)
for the original and the encrypted data respectively. Figure 11a represents the correlation
among a set of plain-texts with mean value equal to 128 and a low standard deviation equal
to 16. Figure 11b and c shows the variation between xi(t) and xi(t + 1) for Enhanced
Domingo Ferrer. The cipher-text space presents a high level of randomness and no clear
pattern is shown after the encryption process.

4.2.2 Distribution test

To resist against statistical attacks, a strong cipher algorithm should not reveal any infor-
mation about its cipher distribution. Thus, encrypted data distribution should be close to
uniform. A Gaussian plain-text distribution with a mean value equal to 128 and standard
deviation equal to 16 is taken in Fig. 12a, and the distribution of the obtained set of cipher-
texts is illustrated in Fig. 12b, c for the Enhanced Domingo Ferrer. Comparing the different
results of Fig. 12, the cipher-text distribution after applying the encryption process is close

Fig. 12 Distribution Test: a- Original message, b- Enh Domigo Ferrer T1 c- Enh Domingo Ferrer T2

Multimedia Tools and Applications (2020) 79: –121641213912154



Fig. 13 Entropy Test: (a) Enh Domigo Ferrer T1 (b) Enh Domigo Ferrer T2

to a uniform distribution. As a conclusion, Enhanced Domingo Ferrer can strongly resist
against any statistical attack.

4.3 Security analysis

Security Analysis tests are used to evaluate the resistance against attacks such as related key
attack, chosen cipher-text/plain-text attack, side channel attack, etc. Different security tests
are done for 10000 iterations.

4.3.1 Entropy test

A practical way to measure the level of uncertainty in a random variable is to calculate its
entropy value. The entropy of a source message m is defined by the following equation:

H(m) =
2M−1∑

i=0

p(mi)log2
1

p(mi)
(8)

where p(mi) represents the probability of occurrence of symbol mi and 2M is the total
states of information source. A truly random source entropy is equal to M . In the proposed
implementation, the cipher values are in the ring Z256, the ideal value of the entropy should
be equal to 8 (28 = 256). Figure 13 presents the results of the Enhanced Domingo Ferrer.
One can see that mean values are close to 8 with a low standard deviation (std1 = 0.005252,
std2 = 0.005298). The resultant cipher-texts are considered as a truly random source.

4.3.2 Difference test

A good cipher algorithm should at least provide 50% difference between the cipher-texts
and the plain-texts at the bit level. To evaluate this value, the difference percentage at the bit
level between 10000 cipher-texts and plain-texts is calculated. Figure 14 gives the obtained
results after simulation. The proposed algorithm satisfies the difference property because
the mean values for both ciphers are 50 with low standard deviations (std1 = 0.3418,
std2 = 0.3142).
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Fig. 14 Difference Test: (a) Enh Domingo Ferrer T1 (b) Enh Domingo Ferrer T2

4.3.3 Correlation test

In any crypto-system, to ensure that the cipher-text does not reveal any useful information
about the plaint-texts distribution. It should give a low correlation between the distribu-
tion of cipher-texts and that of plain-texts. The correlation coefficient between an original
message x and the encrypted message y is computed as follows:

ρx,y = cov(x, y)√
D(x) × D(y)

(9)

where cov(x, y) = E[{x − E(x)}{y − E(y)}];

E(x) = 1

n
×

n∑

k=1

xi

and D(x) = 1

n
×

n∑

k=1

{xi − E[x]}2

The results are shown in Fig. 15. The correlation mean values are close to zero with low
standard deviations (std1 = 0.0001654, std2 = −6.6436 × 10−6). This means, that the
cipher-texts of the proposed algorithm does not reveal any information about the plain-texts.

4.3.4 Key sensitivity

The Key Sensitivity (KS) refers to a big change in the cipher-text due to a slight change in
the encryption key. Let all the elements of K ‘

w are equal to those of Kw, except a random
Least Significant Bit (LSB) of a random byte, and Tb is the length of the original and cipher
packets (in bits). The KS is calculated as follows:

KSw =
∑T

k=1 EKw ⊕EK′
w

T
× 100%,

w = 1, 2, . . . , 1000.
(10)

A good crypto-system should give a KS close to 50. In Fig.16, the KS test is done for 10000
iterations; the mean values are also close to 50 with a low standard deviations(std1 =

Multimedia Tools and Applications (2020) 79: –121641213912156



Fig. 15 Correlation Test: a-Enh Domingo Ferrer T1 b- Enh Domingo Ferrer T2

0.3146, std2 = 03122). As a conclusion the proposed algorithm provide high resistance
against related key attacks.

4.3.5 Plaintext sensitivity

The Plain-text Sensitivity (PS) test is related to the avalanche effect. In other words, it gives
the difference at the bit level between the resultant cipher-texts of two plain-texts that differ
only in 1 bit. A good crypto-system should at least give 50% difference. Figure 17 shows
the results of PS test for 10000 iterations. The Enhanced Domingo Ferrer provides this
effect since the mean values are close to 50 with low standard deviations (std1 = 0.3138,
std2 = 03122).

The robustness of the Enhanced Domingo Ferrer in the PS test resides in the random-
ness of the DecompseFunction, because encrypting the same plain-text twice will give
two different cipher-texts (i.e each time the output of the DecomposeFunction will be
different).

Fig. 16 KS Test: (a) Enh Domigo Ferre2 T1 (b) Enh Domigo Ferrer T2
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Fig. 17 PS Test: (a)-Enh Domingo Ferrer T1 (b)-Enh Domingo Ferrer T2

4.4 Enhanced Domingo Ferrer and equivalence key attack

In addition to the experimental tests listed previously, the algebraic structure of the modified
Domingo Ferrer scheme is studied. We recall as explained and illustrated in Figs. 4, 6 and
7 that the proposed dynamic framework consists on dividing any message of l plain-texts
into G blocks. G = ⌈

l
n

⌉
where n is the number of elements per block. The dynamic imple-

mentation resides in encrypting each block of n elements with different secret parameter r

chosen randomly and dynamically from a secret key bank in the ring Zm. On the other hand,
an equivalence key attack on Domingo Ferrer scheme was given in [35] and explained in
Section 2.5 of this paper. To evaluate the security performance of the new encryption scheme
(Enhanced Domingo Ferrer), three different cases should be taken into consideration:

1. First Case: if n ≥ d : (d is the cipher-text dimension)
In this case, the block dimension n is higher or equal than

the dimension d of the cipher-text. The cipher of a kth block is
[mp(k−1)n+1,mp(k−1)n+2,mp(k−1)n+3, .......,mp(k−1)n+n] is given by the following
matrix:

⎡

⎢
⎢
⎢
⎢
⎢
⎣

C11, C12, ....., C1d
C21, C22, ....., C2d
............................
Cd1, Cd2, ....., Cdd

...........................
Cn1, Cn2, ....., Cnd

⎤

⎥
⎥
⎥
⎥
⎥
⎦

=

⎡

⎢
⎢
⎢
⎢
⎢
⎢
⎣

(mp(k−1)n+1)
(1)rδk

, (mp(k−1)n+1)
(2)r2δk

, ...., (mp(k−1)n+1)
(d)rd

δk

(mp(k−1)n+2)
(1)rδk

, (mp(k−1)n+2)
(2)r2δk

, ...., (mp(k−1)n+2)
(d)rd

δk

.............................................
(mp(k−1)n+d )(1)rδk

, (mp(k−1)n+d )(2)r2δk
, ...., (mp(k−1)n+d )(d)rd

δk

................................................
(mp(k−1)n+n)

(1)rδk
, (mp(k−1)n+n)

(2)r2δk
, ...., (mp(k−1)n+n)

(d)rd
δk

⎤

⎥
⎥
⎥
⎥
⎥
⎥
⎦

The attacker can drive an equivalence key attack, while having the M couples of plain-
texts and cipher-texts. Recovering the secret modulus m′ will be possible. An enough
number of couples (plain-text, cipher-text) encrypted with the same secret parameter r

is available to build the vector Y = [gcd(Sylj , Sylj+1), j ∈ {1, 3, ..., 2×poly(λ)−
1}].

Also an attacker can build the linear system formed of d unknowns and d equations
given in (6) for recovering the equivalent secret key r� in the ring Zm′ .

2. Second Case: if 2 ≤ n < d :
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In this case, the block dimension n is higher or equal than 2 but lower
than the dimension d of the cipher-text. The cipher of a kth block is
[mp(k−1)n+1,mp(k−1)n+2,mp(k−1)n+3, .......,mp(k−1)n+n] is given by the following
matrix where n is lower than d:

⎡

⎢
⎣

C11, C12, ....., C1d
C21, C22, ....., C2d
............................
Cn1, Cn2, ....., Cnd

⎤

⎥
⎦ =

⎡

⎢
⎢
⎣

(mp(k−1)n+1)
(1)rδk

, (mp(k−1)n+1)
(2)r2δk

, ...., (mp(k−1)n+1)
(d)rd

δk

(mp(k−1)n+2)
(1)rδk

, (mp(k−1)n+2)
(2)r2δk

, ...., (mp(k−1)n+2)
(d)rd

δk

.............................................
(mp(k−1)n+n)

(1)rδk
, (mp(k−1)n+n)

(2)r2δk
, ...., (mp(k−1)n+n)

(d)rd
δk

⎤

⎥
⎥
⎦

An attacker can recover the secret modulus m′ by calculating the different resultants
of n polynomials sharing the same root r . But building a linear system formed of d

unknowns and d equations similar to the one given in (6) is impossible. The number of
(plain-text, cipher-text) couples encrypted with the same secret key r is n < d . Thus,
recovering the equivalent secret key r� will be impossible.

3. Third Case: n = 1 :
In this case, each block is formed of one plain-text. Thus recovering both the secret

modulus m′ and the equivalent secret key r� is impossible. It is very hard to find two
polynomials that share the same secret r as a root to find a multiple of the secret mod-
ulus m′. In the same time, if d different couples of plain-text and cipher-text are taken,
the linear system given in (6) will have the following form:

C1
i+j z1j + C2

i+j z2j + C3
i+j z3j + ...... + Cd

i+j zdj = ai+j mod(m′), (11)

where 1 ≤ j ≤ d .
Each j th linear equation given in (11) is encrypted with different secret elements as

follow: [z1j = r−1
j , z2j = r−2

j , z3j = r−3
j , ...., zdj = r−d

j ]. Thus resolving this linear
system is impossible.

4.5 Execution time

Different implementations are done under MATLAB using Toshiba Laptop having the
following specifications: Processor Intel(R) Core(TM) i5-4200U CPU @ 1.60GHZ,
2301MHZ, 2 Core(s), 4 Logical Processor(s). In this work, the Enhanced Domingo Ferrer
encryption scheme is implemented at the block level (i.e for each plain-text block different
encryption key is chosen during the encryption form the secret key bank). The same imple-
mentation can be done at the byte level (i.e for each byte or plain-text in the ring Z256 a
different secret key is chosen form the secret key bank: number of plain-texts per block (n)
is equal to 1) which improves the security performances as explained in Section 4.4. Table 1
shows different executions time for different implementations by varying the plain-text size.
Simple Domingo Ferrer is taking the lowest execution while the Enhanced Domingo Ferrer
at the Byte level is taking the highest with better security performances and higher resistance
against attacks.

Table 1 Execution time in seconds

Plaintext size in bytes 800 3200 5600 8000

Simple Domingo 0.0060 s 0.0134 s 0.0192 s 0.0334 s

Enhanced Domingo block 0.0071 s 0.0195 s 0.0376 s 0.0464 s

Enhanced Domingo byte 0.1743 s 0.6802 s 1.2415 s 1.8283 s
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5 Conclusion

In this paper, an efficient solution is presented to introduce a high level of security for the
symmetric HE algorithms. Indeed, this solution is introduced into the Domingo Ferrer to
build from it a new enhanced version, that we called the Enhanced Domingo Ferrer. The
resultant algorithm has shown a high level of security and a high level of randomness. The
proposed Enhanced Domingo Ferrer is a very strong algorithm and can resist to several
kinds of attacks after analyzing the different security test results. In the same time, it is
providing an efficient execution time.

The most secure implementation comes at the byte level, where each different plain-
text is encrypted with different security parameters. The byte implementation can avoid
efficiently the equivalence key attack as discussed and interpreted in Section 4.4. The byte
implementation is even secure with the lowest possible storage overhead (d = 2). As a
conclusion, users of Enhanced Domingo Ferrer are free to choose the number of elements
per block n in comparison with d based on their environment and security requirements.

Future work will consider implementing the enhanced version of Domingo Ferrer in a
multimedia real-world application.

Acknowledgements This paper was partially supported by funds from the Maroun Semaan Faculty of
Engineering and Architecture at the American University of Beirut.

Appendix: Domingo Ferrer example

– Suppose that m′ = 256 and m = 256 × 7 = 1792. (m should always be a multiple of
m′, and let d = 4).

– Two plain-texts x1 = 157 and x2 = 220 are picked from the private ring Z256.
– x1, x2 are randomly divided into 4 integers respectively x1

j , x2
j such that x1

j , x2
j ∈

Z1792 and j ∈ {1, 2, 3, 4} :

x1 = 157 = (570 + 230 + 420 + 473)mod(256).

x2 = 220 = (700 + 300 + 256 + 241)mod(256).

Let r = 717 invertible in Z1792 and r−1 = 5.
– The encryption of x1 and x2 is given by the following:

E(x1) = E(157) = (570 × 717mod(1792), 230 × 7172mod(1792), 420

×7173mod(1792), 473 × 7174mod(1792))) = (114, 726, 1652, 233).

E(x2) = E(220) = (700 × 717mod(1792), 300 × 7172mod(1792), 259

×7173mod(1792), 241 × 7174mod(1792)) = (140, 12, 1407, 1153).

– Homomorphic properties:
The decryption of E(x1) + E(x2) is done by multiplying each j th position by r−j .

r−1 = 5, r−2 = 25, r−3 = 125, r−4 = 625

The decryption of E(x1)+E(x2) is given by (1270+530+679+714)mod(256) =
121.
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Given that (x1 + x2)mod(256) = 121 and the proposed algorithm is additive
homomorphic.

E(x1) × E(x2) = ((114, 726, 1652, 233) × (140, 12, 1407, 1153))mod(1792)

The multiplication is done modulo 1792 based on a polynomial calculation, thus:

(114r + 726r2 + 1652r3 + 233r4) × (140r + 12r2 + 1407r3 + 1153r4) =
1624r2 + 864r3 + 774r4 + 1144r5 + 1358r6 + 1547r7 + 1641r8.

E(x1) × E(x2) can be expressed as (0, 1624, 864, 774, 1144, 1358, 1547, 1641).

r−1mod(1792) = 5, r−2mod(1792) = 25, r−3mod(1792) = 125,
r−4mod(1792) = 625, r−5mod(1792) = 1333, r−6mod(1792) = 1289,
r−7mod(1792) = 1069, r−8mod(1792) = 1761

The decryption is defined by the following:

1. a1 = 0
2. a2 = 1624 × 25mod(1792) = 1176.
3. a3 = 864 × 125mod(1792) = 480.
4. a4 = 774 × 625mod(1792) = 1702.
5. a5 = 1144 × 1333mod(1792) = 1752.
6. a6 = 1358 × 1289mod(1792) = 1470.
7. a7 = 1547 × 1069mod(1792) = 1519.
8. a8 = 1641 × 1761mod(1792) = 1097.

(1176 + 480 + 1702 + 1752 + 1470 + 1519 + 1097)mod(256) = 236 given that (x1 ×
x2)mod(256) = 157 × 220mod(256) = 236, the proposed algorithm is multiplicative
homomorphic.
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