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A B S T R A C T

Recently, several attempts have been made to jointly secure end-to-end network communication systems
against various malicious attacks, and enhance its performance level. Network coding, which is a step forward
towards realizing these systems, promises many advantages such as increased throughput and enhanced
reliability. However, several security concerns remain an open issue. A major limitation is the unreliable
broadcast nature of network channels. One possible solution is to leverage MPTCP (Multi-Path Transmission
Control Protocol), and to utilize a secure variant of the Network Coding (NC) technique to secure reliable data
transmission over multiple paths. Such a system is possible when integrated in a Software Defined Networking
(SDN) environment. In this paper, the conventional Random Linear Network Coding (RLNC) technique is
modified and employed in a secure MPTCP-enabled end-to-end system. This variant is referred to as secret
coding, where communicating entities multiply the transmitted data with invertible secret coding matrices to
achieve data confidentiality and data availability, while maintaining the desired system performance. Each
user will separately derive the coding coefficients of the secret coding matrices from the channel and a
common secret, which significantly reduces the communication overhead. The proposed solution exhibits
several properties such as high efficiency, flexibility, low error propagation and low execution time. In order
to further improve the security and performance of the proposed scheme, the SDN controller is programmed
to provide independent paths between the communicating MPTCP users. The obtained results prove that the
proposed solution is able to achieve both the desired security level and performance.
. Introduction

The legacy Transport Control Protocol (TCP) is a network com-
unication protocol that has a major role in the popular internet
rotocol suite, TCP/IP [1]. While the Internet Protocol (IP) manages
ata packets in the context of routing and addressing, TCP allows any
wo communicating entities to establish a communication session and
onvey data in an efficient and reliable manner. So far, this technology
as been widely adopted in most communication systems and networks,
nd it is expected to maintain its dominance in the near future [2]. The
erformance and efficiency of TCP is superior when having a single
hannel/path, however, for multiple sub-channels and parallel data
aths, this technology suffers greatly in terms of throughput and delay.
onsequently, several alternative solutions have been presented such
s Stream Control Transmission Control Protocol (SCTP) and Multi-
ath TCP (MPTCP). In contrast to SCTP, MPTCP is an extension to
CP, and it is designed to add functionality and enhance flexibility,
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while maintaining backward compatibility with deployed networks and
devices. In particular, if one of the two communicating devices is
not MPTCP-enabled, the connection will fall back to regular TCP in a
seamless manner. MPTCP does not modify the TCP protocol, but rather
complements it with additional features to support modern applications
without requiring drastic changes in the current infrastructure [3].

SDN has attracted the attention of researchers for a long time.
SDN offers physically distributed but logically centralized controlled
networking framework. The general SDN architecture is based on de-
coupling the control plane from the data plane. The control plane
provides a bidirectional communication tunnel for rule insertion and
packet exchange. On the other hand, the data plane represents the
packet forwarding medium between network switches. Based on the
architectural nature of SDN, we propose the integration of RLNC and
MPTCP to design a security solution. This solution exploits the multiple
independent paths (availability and reliability).
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1.1. Problem formulation and motivation

Random Linear Network Coding (RLNC) is a popular network cod-
ing method, that has been gaining a lot of interest in the research field,
lately. In particular, this technique combines input data in a random
and linear manner, to produce output data over a finite field. In [4],
it has been shown that utilizing RLNC in multi-homed networks has a
great advantage over single-channel systems, in terms of throughput,
availability robustness and data confidentiality.

On the other hand, MPTCP has emerged with the proliferation of
multi-homed devices, which possess multiple radio interfaces and sup-
port various technologies such as LTE (Long Term Evolution) and Wi-Fi
(Wireless Fidelity). Theoretically, these devices are able to increase
linearly their throughput with the number of radio interfaces and data
paths. Therefore, MPTCP splits the TCP flow at the transmitter’s side
into multiple subflows (MPTCP paths), which improves application
performance in terms of throughput, robustness and network resource
utilization. While major efforts are being dedicated to the performance
and behavior of MPTCP, yet, little attention is directed towards the
security aspects of this technology.

Associating RLNC to multi-path transmission is crucial for achieving
high system performance, since RLNC is able to randomly and linearly
combine input data to produce output data over a finite field. This
output can be divided and transmitted over multiple subflows in par-
allel. Also, RLNC can be used to enhance the robustness of MPTCP, by
securing the coding coefficients.

1.2. Contributions

For this purpose, we propose a novel and lightweight security solu-
tion, which achieves data confidentiality and availability in an efficient
manner. The proposed scheme benefits from the centralized nature
of SDN and the unique properties of Random Linear Network Coding
(RLNC), to secure data relayed over multiple independent and parallel
paths (MPTCP), simultaneously. Specifically, we derive a new coding
scheme, namely secret coding, to encrypt and encode transmitted data
in one single step and using one matrix. Similar to RLNC matrices,
the proposed secret coding matrix is invertible and has encoding co-
efficients that are multiplied by the input data. These coefficients are
only known to the communicating entities (not public nor transmitted
along with the conveyed data). Another difference is that intermediate
nodes are not required to perform any action. For the derivation of
the secret coding matrices, each user relies on a common secret and
generates a dynamic key from the channel. The resulting key is used
to generate the secret coding coefficients and a permutation table to
update the secret coding matrix for every input sub-block. This step is
important to prevent several attacks such as linear/differential attacks
and known/chosen plaintext/ciphertext attacks. Moreover, the full sys-
tem is integrated in an SDN network environment to further secure the
MPTCP connection and ensure that the MPTCP paths are completely
independent. Thus, offering enhanced security and performance levels.
Finally, several security and performance tests are conducted to prove
that the proposed solution achieves the desired security and efficiency
outcomes.

1.3. Organization

The rest of this paper is organized as follows. Section 2 briefly
presents the table of notations, some basic concepts of RLNC and SDN.
Section 3 discusses the literature work that targets RLNC, SDN and the
security of MPTCP. Section 4 describes the proposed solution while
Section 5 evaluates the security of the proposed solution. Section 6
assesses the proposed solution in the context of several well-known
security attacks. Section 7 studies the performance and efficiency of the
proposed solution in terms of execution time, computational complex-
ity, communication overhead and error propagation. Finally, Section 8
concludes the paper.
2

Table 1
Table of notations.

Notation Definition

𝐿 Total number of sub-channels
𝑁0 Channel nonce
𝐷𝐾 Dynamic key
𝑡 Number of active sub-channels
ℎ Threshold Number
𝑆𝐾 Secret session key
𝑁 Size of input data (bytes)
𝐺 A set of secret invertible encoding matrices
𝐺𝑖 The 𝑖th secret encoding matrix having a size equal to 𝑡 × ℎ

𝐺ℎ−1
𝑖 The 𝑖th invertible secret decoding matrix having a size equal

to ℎ × ℎ

𝜋𝑃 Permutation table
𝜋−1
𝑃 Inverse permutation table

𝑆𝐺 Pseudo-random selection table for each coding matrix 𝐺

𝑆𝐺−1 Inverse of 𝑆𝐺

𝑁𝐺 Number of secret invertible coding matrices
𝛼 Size of 𝑆𝐺 selection table that has random values of

1, 2,… , 𝑁𝐺, and a length equal to ⌈

𝑁
ℎ2 ⌉

𝑆𝑅 Pseudo-random selection table for each RAT
𝑆𝑅−1 Inverse of 𝑆𝑅

𝜋𝑈𝑃 Update permutation table for 𝜋𝑃
𝜋𝑈𝑆𝐺 Update permutation table for 𝑆𝐺

𝜋𝑈𝑆𝑅 Update permutation table for 𝑆𝑅

𝑃𝐷 Permuted data matrix
⊙ Matrix multiplication
|| Concatenation operation
𝐶 Encrypted/coded segments in a matrix form
𝐸𝐷 The resulting secret-coded segments(matrix form) obtained

after shuffling the rows of 𝐶 according to 𝑆𝑅

2. Background

This section presents the table of notations and the necessary back-
ground information related to RLNC, SDN and MPTCP.

2.1. Notations

Table 1 lists all the notations used in this paper.

2.2. RLNC: Basic concepts

In typical communication networks, there are three main coding
methods, source coding, channel coding and network coding. Source
coding aims at reducing data redundancy, required resources and as-
sociated overheads using a compression function. In contrast, channel
coding introduces redundancy to achieve data reliability over lossy
channels. Finally, network coding adds another coding layer between
these two.

Random Linear Network Coding (RLNC) is an emerging concept that
allows network nodes to combine input source data over a finite field,
independently and randomly. This is different from the conventional
‘‘store-and-forward’’ principle [5]. At the source, the RLNC process
divides the original stream of data into symbols having equal lengths.
Then, the product between each symbol and a scalar coding coefficient
is obtained as shown in Eq. (1):

𝐶 = 𝐺 ⊙𝐷
⎡
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Fig. 1. SDN architecture.
where 𝑡 is the number of the input packets in the buffer, 𝐺𝑖,𝑗 is the
𝑗th RLNC coefficient of the 𝑖th vector, 𝑖 = 1, 2, … , 𝑡 (horizontal)
and 𝑗 = 1, 2, … , ℎ (vertical). Finally, 𝑑𝑗 and 𝑐𝑖 are the input
(original) and coded packets, respectively [6]. Note that the RLNC
coefficients are randomly chosen from a Galois field (GF(2𝑞)=28 = 256),
having a field size equal to 𝑞, which we set to 8. This simple operation
creates linear combinations of input data symbols by utilizing encoding
vectors, which include random coding coefficients. Using this method,
the overall performance is improved in terms of network reliability and
efficiency [5,7,8].

In this paper, we exploit the benefits of RLNC to propose a slightly
different coding technique, secret coding, which generates linear map-
pings of input to output data symbols over a finite field, to achieve
data confidentiality, reliability, availability, and efficient performance.
Unlike RLNC, secret coding is applied at the source and destination only
(not at intermediate nodes), and the utilized coding vectors (or matri-
ces) are only known to the legitimate entities (not public/ unknown).
Hence, transmitted data will be secured while preserving the overall
system performance.

Throughout the paper, we consider a communication system with
two MPTCP users and 𝐿 independent paths. A message having a length
of 𝑁 bytes is to be transmitted over 𝑡 active sub-channels/subflows
(𝑡 ≤ 𝐿), where each subflow has a different bandwidth. Using the
proposed scheme for end-to-end communication, data will be divided
and sent over multiple parallel paths after being encrypted and secret-
coded. To ensure that the utilized subflows are independent and thus,
leading to better performance, software defined networking is used.

2.3. SDN: Basic concepts

SDN, which is a new networking paradigm, promises several advan-
tages such as flexibility and manageability. This technology is mainly
composed of three layers (Fig. 1): data plane layer, control plane layer,
and application layer [9]. The application layer consists of a suite of
SDN applications such as routing, traffic engineering, multi-casting,
security, access control, bandwidth management, quality of service
and energy usage, that communicate with the control plane via the
northbound Application Program Interfaces (API) [10]. The control
plane represents the network’s brain. It monitors the network, makes
routing decisions and uses OpenFlow [11] to communicate with the
SDN data plane via the southbound APIs. On the other hand, the data
plane consists of simple OpenFlow switches that forward packets based
3

on the controller’s routing policy or traffic forwarding rules. As com-
pared to traditional networks, the main advantages of SDN come from
network programmability and centralization [12]. The centralization of
the control logic provides a global network view, which is SDN’s main
security advantage [13].

2.4. MPTCP: Basic concepts

Unlike the traditional Transmission Control Protocol (TCP), Mul-
tipath TCP (MPTCP) divides data across multiple paths (subflows),
where each subflow has a different bandwidth and capacity and is
distinguished by a four-tuple: source IP address, destination IP address,
source port number and destination port number. Consequently, this
results in many enhancements such as increased end-to-end throughput
(linear with the number of paths), better resource utilization and
smoother reaction to failures. MPTCP does not alter the TCP protocol
and it uses the Options field in the TCP packet to ensure backward
compatibility. Consequently, this allows MPTCP to behave like normal
TCP for non-MPTCP-aware applications, on one hand, and makes it
transparent to both higher and lower layers, on the other [14]. The
MPTCP connection initiation process is briefly described as follows [9]:
This process is similar to that of regular TCP except that it includes a
‘‘MP-CAPABLE’’ option in the SYN, SYN/ACK and ACK packets, which
in turn allows a user to announce that it is MPTCP enabled. If the
receiver is not MPTCP enabled, the Options field of the SYN packet will
be discarded and a regular TCP connection will be established. When
a new subflow is to be created, the sender also sends a SYN packet,
but with a ‘‘MP-JOIN’’ option included in the SYN packet instead of
‘‘MP-CAPABLE’’. More details are discussed in [9].

Despite its numerous advantages, MPTCP suffers from one major
weakness which is exchanging ‘‘user-specific’’ credentials in plaintext.
However, this issue has been solved in [9], where authors have pro-
posed encrypting user-credentials using a symmetric session key that is
distributed among users with the help of Software Defined Networks
(SDNs). Using this technique, the authors proved that the security of
the protocol was greatly enhanced.

In order to improve the confidentiality and availability of data
transmitted over multiple paths, we propose in this work a secret
coding scheme based on the use of a random nonce for each new
session. In fact, RLNC is introduced in the proposed solution because
it allows us to ensure the data availability security service along with
data confidentiality. Data availability cannot be ensured using regular
cryptographic algorithms, which only ensure data confidentiality. In
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addition, let us indicate that existing cryptographic algorithms require
a higher number of rounds, which introduces a high computational
complexity and resource overhead. Therefore, we propose a solution
that exploits a lightweight cipher scheme, RLNC, and a dynamic key-
dependent approach to achieve a good balance between security and
performance.

3. Related and existing work

In the following, we briefly discuss the related work targeting RLNC,
SDN and the security of MPTCP, all of which constitute the proposed
solution. It should be noted that this section is divided into three
distinct subsections (corresponding to three distinct technologies), since
there are no solutions in the literature that combine the three presented
technologies together.

3.1. RLNC: Brief literature review

RLNC has been investigated by many researchers for the purpose
of achieving data confidentiality and authentication [15–17]. In gen-
eral, the RLNC-based confidentiality schemes are divided into three
classes [15,18,19].

(1) Homomorphic Encryption (HE), which depends on either sym-
metric or asymmetric schemes. However, symmetric HE is prefer-
able since it exhibits lower costs in terms of latency, storage, and
required resources [15].

(2) Selective HE: Instead of securing the long payload, this class of
schemes only protects the Global Encoding Vector (GEV) of each
packet.

(3) The third class of RLNC-based schemes performs encryption on
each original encoding coefficient vector in the header using
any stream cipher. One possible stream cipher is AES (Ad-
vanced Encryption Standard) in CTR (Counter) mode. To main-
tain the standard coding process at intermediate nodes, a new
unencrypted encoding coefficient vector is appended to the
header [19]. However, the main drawback of this type of so-
lutions is the need for two rounds of decoding, in addition to
double the encoding vector space. Also, traditional block or
stream ciphers require multiple rounds and many operations per
round. On the other hand, other homomorphic solutions were
presented to prevent pollution attacks such as in [20].

In [21], authors design an optimal transmission topology and se-
ure linear network coding to improve the security of virtual-source
ulticast. Mainly, authors derive upper and lower bounds for the

nteger secure virtual-source multicast problem, and use these bounds
o compare the performance of the proposed algorithms. Differently,
n [22], a new bandwidth allocation protocol, Promenade, is presented.
his protocol utilizes random network coding to mitigate the issues
elated to packet re-ordering and attain weighted proportional fairness
n bandwidth allocation.

So far, no RLNC-based scheme, targeting the security of MPTCP, has
een proposed. Hence, we leverage the characteristics of RLNC with the
ynamic key approach to secure MPTCP data transmission, with the aid
f SDN.

.2. SDN for MPTCP: Brief literature review

Most research work in this field aims at improving MPTCP in terms
f path management and congestion control [23–26]. This facilitates
he efficient deployment of MPTCP when having different interfaces
ver different networks, or even when having a single interface with
ultiple source ports. Also, other researchers focused on the route

ontrol between an MPTCP-enabled source and MPTCP-enabled des-
4

ination, since no route control mechanisms specific to MPTCP exist,
beyond the network interfaces. Specifically, authors in [27] introduced
a module for a new MPTCP-aware SDN architecture to ensure efficient
MPTCP subflow routing. The module efficiently distributes the subflows
of a single TCP connection over different routes which maximizes the
bandwidth between the source and destination. This module also keeps
a table for each connection (source–destination) for the addition of new
subflows later on. The route selection technique depends on several
factors such as hop count, delay and bandwidth to minimize the effect
of out-of-order packets on the overall TCP performance. Moreover, an
adaptive control technique for the number of subflows is also presented
and it is based on the changes in the network conditions [27].

Having route control for MPTCP data is crucial since having inde-
pendent paths enhances the overall system performance. Therefore, we
employ SDN in the proposed scheme for this purpose.

It should also be noted that SDN has been used to ensure the security
of various systems and applications, and not only MPTCP. For example,
in [28] authors present a flow-table sharing approach for securing SDN-
based cloud from DDOS (Distributed Denial of Service) attacks, with
minimal communication overhead.

Other than security, SDN can also be employed to enhance the
performance of different technologies including MPTCP and several
others such as mobile edge computing as shown in [29]. Here, au-
thors aim at designing a software-defined framework and incorporating
different software-based components with mobile edge computing to
ensure effective mobile cloud computing services. Similarly, in [30] a
dynamic MPTCP path control mechanism (adding or removing MPTCP
paths) is presented, with the support of SDN. In contrast, the work
presented in [31,32] highlights on the advantage of combining the
two technologies, SDN and network coding, in enhancing network
performance. They prove this concept in standard TCP and MPTCP
environments.

3.3. Security of MPTCP: Brief literature review

In [33], the authors discuss the implications of MPTCP on network
security, but not the security of MPTCP itself. Currently, most network
security approaches rely on full traffic visibility and inspection. On
the other hand, network monitoring devices are unable to reassemble
MPTCP traffic, which paves the way for MPTCP users to conduct
malicious attacks, such as the cross-path fragmentation attack, by easily
evading security monitoring and analysis tools. This is due to the fact
that most intrusion detection systems are incapable of reassembling
MPTCP packets correctly and thus, are incapable of detecting any
malicious MPTCP packet that is fragmented and spread over several
subflows. The main goal of MPTCP is to utilize the already available,
but unused resources. This is in fact a major threat to network security
since with multiple transmission paths, attacks such as Distributed
Denial of Service (DDOS) and SYN flooding become easily applicable,
in addition to the fact that each user has several IP addresses, which
allows an attacker to hop from one address to another easily.

In [34], the authors presented a mechanism to secure MPTCP
against eavesdroppers during initial handshake. Specifically, the scheme
secures the keys exchanged between users in the 3-way handshake
using asymmetric encryption. This results in the addition of a new
packet, which introduces changes and modifications to the initial
handshake of the MPTCP protocol (4-way handshake). Since the size
of the public key is a challenge considering the available space in the
TCP option, elliptic curve (EC) and EC Diffie–Hellman techniques are
used to reduce the key size.

Differently, authors in [35] studied the effect of multiple subflows
on network security, where attackers can exploit the multiplicity of
paths and evade traditional signature-based Intrusion Detection Sys-
tems (IDSs) by splitting malicious payloads across multiple paths. They
presented an algorithm to overcome this issue by scanning all packets
that belong to the same MPTCP connection and updating their relative

position in the data stream to detect any malicious sequence. However,
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this algorithm suffers from slow responsiveness, large detection delay
and additional overhead.

In [36], the authors investigated the multiple subflows of MPTCP
as a security solution for MPTCP by encrypting the data, dividing it
into blocks, and sending it on different subflows. The advantage of
this mechanism is that an attacker has to sniff data on many links,
and on more than one transmission technology, which is impractical.
Therefore, data cannot be detected easily. This mechanism suffers
from large delays, and it lacks randomization of data block sequences.
Another drawback is that the exchange of important metrics needed for
encryption, such as the encryption algorithm and keys, is not discussed,
especially that the initial handshake is not secure.

In [37], the authors studied current firewalls and IDSs that are
not sensitive to MPTCP traffic and its features, and presented security-
aware services that enable proper intrusion detection and prevention
against potential attacks. One disadvantage is the limitation of deploy-
ment since the authors used a proof of concept proxy to evaluate the
efficiency of the proposed services.

An application level methodology that utilizes the key features of
MPTCP for additional confidentiality of data, was presented in [38].
Using this methodology, data streams are split among several physical
paths. The mechanism introduces no modification to the transport
layer; however, it adds a new layer between the MPTCP and the
application layer. On another note, authors in [39] depend on deep
learning to detect multi-channel intelligent attacks.

Finally, the work in [9] proposes an integrity and confidentiality
scheme for MPTCP communication systems based on SDN. In contrast
to existing work in the literature, the mechanism introduces no changes
or modifications to the already deployed protocol. In particular, it
replaces the keys, which are exchanged in the initial handshake, with
their encrypted versions of the same size. The SDN technology is used
in the session key distribution process, in which a new module is pre-
sented. The new modules work alongside the SDN controller, which acts
as a third party authority that provides secure connections to MPTCP
users. The presented solution secures the protocol and overcomes one
of its major drawbacks, but it does not secure the transmitted data,
which is crucial in wireless communication systems.

The literature in this field mainly targets the effect of MPTCP on
network security and leveraging MPTCP as a solution for network
security. However, ensuring data confidentiality in MPTCP, which is of
high significance, still remains an open issue. Accordingly, we address
this topic and propose an MPTCP security mechanism that ensures
confidentiality and availability, based on secret coding and SDN.

4. Proposed solution

The proposed solution consists of several steps/phases, as described
next. First, we describe the key generation process, then explain how
cryptographic primitives are derived. Afterwards, the encryption and
coding mechanisms are presented, followed the decryption and data
recovery techniques. The last subsection outlines the role of SDN in
the proposed solution.

4.1. Dynamic key derivation

The proposed encryption and secret coding technique is based on
two main factors: a secret key, which is pre-shared between the le-
gitimate transmitter and receiver, and a random channel parameter,
which changes for each flow (session). The SDN controller can generate
a random nonce (virtual channel parameter) for each new session and
share it with the corresponding hosts. Another possibility is that each
host will extract the channel parameter for each new flow (session) and
share it with the SDN controller. In this case, both communicating ends
extract any channel-based feature/property during the connection ini-
tiation phase. Examples of random channel parameters include channel
state information, received signal strength, and carrier frequency offset.
5

Fig. 2. Dynamic key generation.

After this, the SDN controller generates a random nonce based on both
received channel parameters. On the other hand, the secret key can be
exchanged using any secure key distribution mechanism or during the
mutual authentication step.

Afterwards, the secret key (𝑆𝐾) and channel parameter (𝑁0) are
both XOR-ed and hashed using the SHA-512 algorithm to generate a
dynamic key, 𝐷𝐾, that has a length of 512 bits:

𝐷𝐾 = 𝐻(𝑆𝐾 ⊕𝑁0). (2)

If 𝑆𝐾 and 𝑁0 do not have the same length, padding is applied.
The resulting dynamic key, 𝐷𝐾, is used to produce the necessary

cryptographic primitives (cipher primitives), namely the encryption
and secret coding matrices, and the update cryptographic primitives.

4.2. Cipher primitive generation

As shown in Fig. 2, the dynamic key, 𝐷𝐾 (512 bits), is divided into
two dynamic sub-keys of size 256 bits each. Using the first sub-key, a
set 𝐺, consisting of 𝑛 encryption and secret coding matrices (𝑡 × ℎ) is
derived such that: 𝐺 = 𝐺1, 𝐺2, … , 𝐺𝑛 (ℎ ≤ 𝑡). This step is realized
using a stream cipher. Here, 𝑛 is the number of data sub-blocks in one
input data block with size 𝑁 . The second sub-key is used to generate a
permutation table, 𝜋, of dimension 𝑡×ℎ. This permutation table is used
in the update process, where each secret coding matrix is permuted and
hence updated, for every new input data block.

4.3. Joint encryption and secret coding

Following the cipher primitive generation process, a joint secret
coding and encryption scheme is performed on MPTCP data symbols to
ensure robust, secure and efficient performance. The proposed solution
is summarized as follows: Each input data block of size 1×𝑁 , is divided
into 𝑛 vectors (sub-blocks) of size 1 × ℎ2. Then, the resulting data sub-
blocks are reshaped to form a set of ℎ×ℎ data sub-matrices. If 𝑁 is not
divisible by ℎ2, padding is applied.

Next, each data sub-matrix (ℎ × ℎ), 𝐷 = 𝐷1, 𝐷2, … , 𝐷𝑛, is

multiplied by a unique secret coding matrix, 𝐺 = 𝐺1, 𝐺2,… , 𝐺𝑛 (𝑡 × ℎ).
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Fig. 3. Proposed ciphering and secret coding process.
The resulting 𝑘th (𝑘 = 1, 2, … , 𝑛) ciphered/coded sub-matrix is
obtained using the following equation:

𝐶𝑘 = 𝐺𝑘 ⊙𝐷𝑘

=
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, (3)

Where ⊙ represents the matrix multiplication operation. 𝐷𝑖,𝑗
𝑘 and 𝐶𝑘

are the 𝑘th original and ciphered data sub-matrices(1 ≤ 𝑖 ≤ 𝑡, 1 ≤ 𝑗 ≤ ℎ
and 1 ≤ 𝑘 ≤ 𝑛), respectively. Unlike the original data sub-matrix (ℎ×ℎ),
the resulting ciphered sub-matrix has 𝑡 rows and ℎ columns (𝑡 × ℎ).
The reason behind this transformation is that one can compensate for
any data loss on any link/path, since only ℎ out of 𝑡 rows are needed
to correctly recover the transmitted data. Finally, each row of 𝐶𝑘 is
included in one packet and it is transmitted over one MPTCP path (𝑡
rows are transmitted over 𝑡 active MPTCP links), as shown in Fig. 3.
If the size of encrypted/coded rows exceeds the size of the packet
payload, multiple packets, that contain data corresponding to one row,
are transmitted. For subsequent data blocks, the secret coding matrices
are updated using 𝜋. As such, confidentiality and availability are both
achieved for MPTCP transmission.

In the proposed scheme, it is really crucial for the secret coding
matrices to satisfy the invertibility property. Since all matrices in 𝐺
have dimensions equal to 𝑡×ℎ, we design these matrices in such a way
that any ℎ×ℎ sub-matrix is invertible and has coefficients in Galois field
(28), using the ‘‘Vandermonde’’ matrix with Galois field 𝐺𝐹 (28) [40].

The value of ℎ, which is less than or equal to 𝑡, is a flexible threshold
that depends on the used application. This value plays a major role in
achieving reliable communication; when ℎ is close to the number of
active sub-channels 𝑡, high data rates are achieved, but at the expense
of lower reliability. In contrast, when ℎ is less than 𝑡, higher reliability
is attained but with low data rate, and (𝑡−ℎ) links, carrying redundant
data, could be used for data recovery.

4.4. Decryption and data recovery

For the decryption and recovery of data, the same steps above are
applied, but in a reversed order, and the inverse secret coding matrices
6

(𝐺−1) are used. When data is received on each MPTCP path, the
different rows are grouped to obtain the ciphered sub-matrix, 𝐶𝑘 (𝑡×ℎ).
Next, an ℎ×ℎ sub-matrix, 𝐶ℎ𝑘, is extracted from 𝐶𝑘, having ℎ columns
and ℎ rows that correspond to the best connections/sub-channels.

To recover the 𝑘th original sub-matrix, 𝐶ℎ𝑘 is multiplied by the
inverse secret coding matrix, 𝐺ℎ−1𝑘 , as follows:

𝐷𝑘 = 𝐺ℎ−1𝑘 ⊙ 𝐶ℎ𝑘, 𝑘 = 1, 2, … , 𝑛 (4)

The set of 𝑛 secret coding matrices 𝐺 are designed to satisfy the
invertibility property. Consequently, any ℎ×ℎ sub-matrix of 𝐺𝑘, namely
𝐺ℎ𝑘, is an invertible matrix. 𝐺ℎ−1𝑘 is the inverse of 𝐺𝑘, also with
dimensions equal to ℎ × ℎ.

Based on the received data and the availability of active con-
nections, the value of ℎ is set to a specified threshold. According
to Eq. (4), the original data sub-matrix, 𝐷𝑘 (ℎ × ℎ), is recovered by
multiplying the inverse secret coding sub-matrix, 𝐺ℎ−1𝐾 (ℎ × ℎ), with
the received encrypted/coded sub-matrix, 𝐶ℎ𝑘 (ℎ × ℎ). Consequently,
this joint operation of decryption and decoding decreases the computa-
tional complexity and associated overhead, and overcomes the issue of
connection failure (in some cases it also overcomes availability attacks).
In fact, only ℎ of 𝑡 rows of 𝐶𝑘 are needed for the decryption/decoding
process. The other (𝑡−ℎ) active connections are used for data recovery
in case on any link failure.

For every input data block, the order of encryption/coding matrices
are modified (can be considered as new ones are generated) using the
update permutation table, 𝜋. This guards against many well-known
attacks such as the chosen/known plaintext/ciphertext attacks.

4.5. SDN-based routing

In order to jointly improve the confidentiality and availability of
MPTCP data using the proposed secret coding technique, separate and
independent sub-channel should be ensured. For this purpose, we ben-
efit from the solution presented in [27], which utilizes SDN to control
the number of sub-channels in a dynamic manner, adapt to network
conditions, evade congestion and profit from the available bandwidth.
More specifically, a third party MPTCP module is designed to compute
efficient and independent routes for sub-channels, which belong to a
single MPTCP connection. This module runs on an SDN controller as
illustrated in Fig. 4.
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Fig. 4. MPTCP-SDN network architecture.

The presented solution is summarized as follows (Fig. 4): Assuming
host A want to initiate a secure MPTCP connection with host B. Host A
would first send an MPTCP SYN packet to host B, that will first reach
the directly connected SDN switch (S1) to host A. S1 is directed (by
a specialized rule from the controller) to sent these type of packets
to the controller rather than forwarding them. Upon receiving the
MPTCP SYN packet, the controller forwards it to the MPTCP module,
which checks whether the sent request is for the establishment of a
new connection or for the addition of a new subflow/sub-channel. In
case of a new connection, the MPTCP module queries all SDN switches
for the 𝑡 available paths (separate sub-channels) between two hosts
A and B under the shortest path and highest bandwidth conditions.
The obtained paths are saved in the path table (as a path bundle) for
future use such as the case of the addition of new sub-channels between
host A and B. Regarding the connection establishment, the best path
under the previous two conditions, is chosen and the corresponding
rules are installed on all switches along this path, such that the packets
are forwarded to the correct destination. On the other hand, when a
new sub-channel (addition of a new subflow/sub-channel) is requested,
the MPTCP module inspects the connection and path bundle, which
this sub-channel belongs to, and inserts the corresponding rules on all
switches to add the corresponding new connection path. The following
Fig. 5 shows the MPTCP module flow chart:

Managing the paths and routes of MPTCP using SDN proved to
achieve better efficiency and performance in terms of throughput. In
particular, two tests were conducted using the following setup: three
Linux machines (Ubuntu 14.04.2), one of which is running Mininet as
a network emulator, a Pox controller and OVS (version 2.4.0) software
switches. The first test compares the performance of the proposed
scheme against a TCP network (no MPTCP). Results have shown that
MPTCP achieves 68% increase in throughput. In contrast, the second
test evaluates the performance of the proposed scheme to an MPTCP
network that does not include the proposed MPTCP module. Again, the
obtained results showed that the utilization of the proposed solution
increases the throughput by 23% compared to regular MPTCP. In addi-
tion, SDN provides scalability for larger network. Another test was done
on a network topology including three layer having 64 SDN switches
connected to 64 servers, the previous tests showed an increase of 55%
and 41%, when comparing (1) regular MPTCP with 3 sub-channels to
TCP, and (2) the proposed solution to regular MPTCP, respectively.
Fig. 6 illustrates the test network and related subflows.

The advantages of this technique are numerous. In addition to
providing independent paths, it enhances the performance level, sig-
nificantly. In particular, the presented MPTCP module has two func-
tions, first it overcomes congested paths and avoids noisy channels,
7

which decreases the probability of error and maintains the availability
of utilized MPTCP sub-channels. Consequently, more bandwidth and
higher data rates are achieved. Second, it overcomes the security
concerns of MPTCP through allowing the SDN controller to oversee the
communication process and control the sub-flow addition requests.

5. Security analysis

For the security evaluation of the proposed scheme, we present
and discuss several well-known features, which are randomness and
sensitivity. The security tests are conducted using the MATLAB soft-
ware. In this section, we use a set of tests to prove the robustness of
the proposed solution. These tests are: recurrence, uniformity, entropy,
independence, correlation and key sensitivity. The hardware/software
environment set-up includes: Matlab 2018 and micro-computer Intel(R)
Core(TM) i7-7600U CPU of 2.80 GHz (4 CPUs), 2.9 GHz with 2 GB RAM
Intel, under Windows 10 Professional 64-bit.

5.1. Randomness

This property is very important when it comes to assessing the ro-
bustness of security schemes, whereby the resulting ciphertexts should
exhibit a high level of randomness. The following tests were performed
for the purpose of assessing the randomness of produced ciphertext
using the proposed scheme.

5.1.1. Recurrence test
As shown in Fig. 7(a), the original packet is normally distributed,

since all points in the recurrence plot are grouped within the same area.
In contrast, the proposed solution produces highly scattered output
spanning the entire available space (Fig. 7(b)), which confirms the
randomness and uniformity of the proposed scheme.

5.1.2. Uniformity test
In this test, the distribution of the obtained output is plotted and

analyzed visually. We plotted the Probability Density Function (PDF)
of both the original message and its encrypted/coded version using the
proposed solution. Fig. 8(a) shows that the input message has a normal
distribution, which has also been verified using the recurrence test. On
the other hand, Fig. 8(b) confirms that the proposed scheme generates
outputs with a good level of obscurity since the encrypted/coded
messages have a uniform distribution.

The entropy test is performed to further validate this result. Based
on the results of Figs. 9(a) and 9(b), it is evident that the encrypted
message has an entropy value close to the desired value of 8 (byte
level). Thus, the encrypted messages follow a uniform distribution.

5.1.3. Independence and correlation
To prove the independence property, the difference between the

original and encrypted/coded messages is plotted in Fig. 10(b). In
principle, a one-bit change in the original input should change, on
average, half of the output bits. Therefore, the desired difference value
is 0.5 or 50%. Also, the correlation between the plaintext and ciphertext
should be very close to zero, which indicates that there exists no
relationship between the input message and the transmitted ciphertext.

From Figs. 10(a) and 10(b), it is evident that both properties, the
independence property and correlation, are successfully attained.

Also, Tables 2 and 3 confirm the independence properties. In fact,
the percentage difference between the original input packet and its
corresponding encrypted/coded version is always close to 50%, for a
random dynamic key. Moreover, the percentage difference between
different encrypted/coded packets for a random dynamic key is also

close to 50%.
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Fig. 5. Overall MPTCP module flowchart.
Fig. 6. Flow routes in our test environment.
Table 2
The percentage difference between the original input packet and its corresponding encrypted/coded version for a random
dynamic key with ℎ = 4 and 𝑡 = 8.

𝐸𝑃1 𝐸𝑃2 𝐸𝑃3 𝐸𝑃4 𝐸𝑃5 𝐸𝑃6 𝐸𝑃7 𝐸𝑃8

𝑂𝑃1 49.9512 50.6348 49.8535 49.0723 50.5371 51.0742 48.5840 49.4629
𝑂𝑃2 49.9512 50.4395 50.9277 49.2676 48.7793 49.9023 48.6816 49.9512
𝑂𝑃3 51.1230 47.9980 48.4863 49.9512 50.1465 50.5859 50.1465 49.3652
𝑂𝑃4 48.6816 50.1465 50.3418 50.7324 52.0020 48.4375 51.1230 50.9277
5.2. Key sensitivity

An efficient and secure cipher scheme should ensure adequate sen-
sitivity levels, where a slight change in the used key should lead to a
different output with a difference of at least 50%. We have plotted the
8

PDF of the key sensitivity when using two dynamic keys, 𝐷𝐾 and 𝐷𝐾 ′,
which only differ by one bit, and we repeated the test for 1,000 random
dynamic key pairs. The results are shown in Fig. 11; it is evident that
the majority of the obtained points are within the interval [48, 52] and
are centered around the desired key sensitivity value of 50%. This
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Fig. 7. The recurrence plot of (a) original packet, and (b) its corresponding encrypted/coded version using the proposed scheme.
Fig. 8. The PDF of (a) the whole generation, and (b) its encrypted/coded version ℎ = 4 and 𝑡 = 8.
Fig. 9. The PDF of the entropy variation (a) at the block level, and (b) at the generation level for the encrypted/coded generation having ℎ = 4 and 𝑡 = 8, for 1,000 iterations.
confirms the robustness against different types of key-related attacks.
Also, Table 4 shows that the difference between two coded messages
obtained from the same input, but with two slightly different session
keys, is always close to 50%.
9

6. Cryptanalysis

In this section, we discuss the proposed solution in the context of
several security attacks, namely, statistical attacks, differential attacks,
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Table 3
The percentage difference among encrypted/coded packets using a random session key and generation
with ℎ = 4 and 𝑡 = 8.

𝐸𝑃1 𝐸𝑃2 𝐸𝑃3 𝐸𝑃4 𝐸𝑃5 𝐸𝑃6 𝐸𝑃7 𝐸𝑃8

𝐸𝑃1 0 49.9–23 51.26 48.14 51.78 51.3184 52.93 51.17
𝐸𝑃2 – 0 49.77 48.53 51.46 50.92 51.48 49.12
𝐸𝑃3 – – 0 51.58 49.77 49.72 50.097 51.74
𝐸𝑃4 – – – 0 48.46 52.39 49.9 51.17
𝐸𝑃5 – – – – 0 48.1934 51.48 51.26
𝐸𝑃6 – – – – – 0 51.34 49.72
𝐸𝑃7 – – – – – – 0 49.6
𝐸𝑃8 – – – – – – – 0
Table 4
Key sensitivity test between two coded messages with the same input and two slightly different session
keys (𝑆𝐾 and 𝑆𝐾 ′) with ℎ = 4 and 𝑡 = 8.

𝐸𝑃1 𝐸𝑃2 𝐸𝑃3 𝐸𝑃4 𝐸𝑃5 𝐸𝑃6 𝐸𝑃7 𝐸𝑃8

𝐸𝑃 ′
1 51.37 50.68 50.24 48.73 51.61 48.49 48.14 52.20

𝐸𝑃 ′
2 48.73 49.02 48.29 50.10 50.24 51.12 49.90 50.05

𝐸𝑃 ′
3 48.44 49.12 50.83 48.93 49.66 49.37 49.41 49.46

𝐸𝑃 ′
4 51.56 49.41 50.93 48.54 48.68 48.58 49.61 49.17

𝐸𝑃 ′
5 50. 50.29 48.49 52.15 48.78 50.73 51.46 52.20

𝐸𝑃 ′
6 51.03 48.49 51.86 51.42 48.73 51.86 47.02 49.80

𝐸𝑃 ′
7 48.24 49.22 49.46 49.32 49.66 50.34 49.41 49.27

𝐸𝑃 ′
8 50.29 50.78 50.63 50.29 51.12 48.39 51.27 49.27
Fig. 10. The PDF of (a) the coefficient correlation and the percentage variation of (b) the bit difference between the original and encrypted/coded message for ℎ = 4 and 𝑡 = 8.
Fig. 11. The PDF of the key sensitivity test measuring the bit difference between two
ncrypted/coded messages obtained from the same data, but with two slightly different
ession keys for 1,000 iterations.
10
chosen/known plaintext attacks, and brute-force attacks. Throughout
this section, we assume that the encryption/coding scheme and the
used operations are public (known to the cryptanalyst), however the
secret key and nonce are kept private.

6.1. Statistical attacks

In such attacks, illegitimate users seek to acquire useful information
by exploiting the statistical properties of the exchanged data. In order
to resist statistical attacks, the resulting ciphertext should satisfy the
requirements related to uniformity and random nonlinear recurrence.
The results presented in the previous section have shown that non-
linear recurrence is successfully achieved and that encrypted/coded
messages have a uniform distribution, as required. Also, it has been
proven that encrypted and original symbols have a correlation always
close to zero, which validates the randomness of the output using
the proposed solution. This proves the robustness of the secret coding
scheme against statistical attacks.
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6.2. Linear and differential attacks

Since the proposed scheme has a dynamic structure with keys
changing for every session, the relationship between two consecutive
symbols is highly uncorrelated. Specifically, the key sensitivity test has
shown that a one-bit change in the dynamic key results in totally differ-
ent output with at least 50% bit difference. This proves the immunity of
the proposed scheme against this class of attacks (linear/differential).

6.3. Known/chosen plaintext/ciphertext attacks

Such attacks fall under the linear/differential attacks. Since the pro-
posed cipher is immune to linear/differential attacks, then the proposed
solution is also immune to known/chosen plaintext/ciphertext attacks.
Moreover, the utilized cipher primitives are updated for every input
sub-block, which increases further the security level.

6.4. Brute-force and related-key attacks

The proposed scheme could be applied using different key sizes for
the secret key: 128, 196 and 256 bits. On the other hand, the dynamic
ey has a size of 512 bits since the SHA-512 hash function is used. Both
ey sizes are sufficient to prevent brute force attacks.

In addition, the obtained key sensitivity values show that the pro-
osed scheme is resilient against related-key attacks. The dynamicity
nd flexibility of the dynamic key and cryptographic primitives have
nhanced the security of the proposed scheme greatly since no useful
nformation is exposed from the produced outputs. Additionally, the
ssues related to single message failure and accidental key disclosure
re mitigated in this case.

The proposed approach depends on variable cryptographic prim-
tives which are based on the idea of renewing the utilized keys to
ncrease the security level. In addition, all cryptographic and update
ryptographic primitives are dependent on the produced dynamic key
nd are updated for each new message (or for a set of messages;
epending on configuration). This consequently makes the proposed
olution more secure compared to static cryptographic algorithms. The
esulting variable cryptographic primitives prevent a set of attacks such
s the ones listed above. The random properties of channels can play a
uge role in enhancing the security level of the dynamic cryptographic
rimitives. In terms of efficiency, the proposed solution requires one
ound of simple operations in order to ensure two crucial security
ervices, confidentiality and availability.

It should be noted that network coding is vulnerable to pollution
ttacks. However, in the proposed solution coding is done end-to-end.
n other words, RLNC is modified in the proposed solution by disabling
he intermediate re-coding at the intermediate nodes and it is designed
o be end-to-end. The proposed solution focuses on ensuring data
onfidentiality and availability, only. To overcome pollution attacks
nd guard against them, the solution in [20] can be used as a possible
ountermeasure, in case the proposed solution activates the process of
e-coding at intermediate nodes.

. Performance analysis

In this section, we assess the performance of the proposed so-
ution in terms of computational complexity, communication over-
ead, execution time, error propagation, in addition to flexibility and
calability.
11
7.1. Computational complexity

Since the proposed solution is based on simple operations, its com-
putational complexity is relatively low. Specifically, the input data of
size 1 × 𝑁 is divided into multiple sub-blocks, each with dimensions
equal to ℎ × ℎ. Next, each input sub-block is multiplied by a different
ecret coding matrix, which is derived from a common secret and
he channel. These coding matrices are known by the communicating
ntities only, which successfully ensures data confidentiality and avail-
bility. Moreover, and since input sub-blocks can be each decoded and
ecovered independently, the encryption process can be performed in
arallel, which reduces significantly the complexity and execution time.

In the following, we assess the computational delay of existing
tandard block ciphers such as AES [41] and of the proposed solution.
ote that the proposed solution’s major goal is to provide a high degree
f security with the least possible number of operations and rounds to
ecrease the computational complexity and the associated delay. To
ompute the total delay, we define several delay components:

(1) 𝑇𝑆 denotes the required byte substitution time for a block of
ℎ2 = 16 bytes.

(2) 𝑇𝐷 represents the required delay for the AES diffusion mix-
column operations (for all 4 columns and each column has ℎ = 4
bytes), representing the highest delay compared to the other AES
operations.

(3) 𝑇𝑥𝑜𝑟 denotes the required logical XOR execution time between
two blocks of ℎ2 = 16 bytes.

(4) 𝑇𝑆𝑅 represents the required delay for the AES permutation
‘‘Shift-rows’’ operation of ℎ2 = 16 elements.

(5) 𝑇𝑅𝐾𝐺 represents the required delay for generating a round key
of ℎ2 bytes.

(6) 𝑟 represents the number of rounds.

The total computational delay to encrypt one block of 16 bytes using
he standard AES [41] is:

𝐷𝐴𝐸𝑆 = 𝑟𝑇𝑆 + (𝑟 + 1)𝑇𝑥𝑜𝑟 + (𝑟 − 1)𝑇𝐷 + 𝑟𝑇𝑆𝑅 + (𝑟 + 1)𝑇𝑅𝐾𝐺 (5)

The minimum value of 𝑟 in AES is 10 for 128 bits secret key. Hence,
the minimum AES computation delay is given by:

𝐶𝐷𝐴𝐸𝑆(𝑟=10) = 10𝑇𝑆 + 11𝑇𝑥𝑜𝑟 + 9𝑇𝐷 + 10𝑇𝑆𝑅 (6)

Besides, the Computational Delay (𝐶𝐷) of the proposed scheme to
process one block of ℎ2 bytes is:

𝐶𝐷𝑉 1 = 𝑇𝐷′ (7)

where 𝑇𝐷′ represents the required delay of a matrix multiplication
(diffusion) between two sub-matrices. Note that the size of the first sub-
matrix (secret encoding matrix) is 𝑡×ℎ while the size of the second one
is ℎ × ℎ.

In addition, the total Computational Delay (𝐶𝐷) of the proposed
update (selection) order of secret encoding matrices that will be applied
for each new input message is:

𝐶𝐷𝑈𝑝𝑑𝑎𝑡𝑒 = 𝑇𝜋 (𝑛) (8)

where 𝑇𝜋 (𝑛) denotes the required time to permute an input vector of 𝑛
elements.

The update cryptographic mechanism requires only a simple per-
mutation operation to change the order of secret matrices 𝐺 instead
of regenerating them. Therefore, the update cryptographic primitive of
the proposed solution is lightweight.

Furthermore, the timing of the dynamic key depends of the session
time. Besides, the dynamic key process is flexible and can be configured
for a sub-session time. Moreover, the computation delay of the dynamic
key generation depends of two operations, which are:
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Table 5
Average execution time (in Seconds) of the SHA-256 and SHA-512 hash functions.

Hash function Message length

16 bytes 64 bytes 256 bytes 1024 bytes

SHA-256 2.1209e−07 3.7359e−07 7.7219e−07 2.3952e−06
SHA-512 2.9697e−07 2.7289e−07 6.3527e−07 1.7382e−06
c
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(1) The simple ‘‘exclusive or’’ between the nonce 𝑁0 and the secret
key

(2) The hash of the output of the previous step

The required delay for the first step is negligible compared to the
second one. Therefore, the required execution time for the dynamic
key process depends of the employed hash function. The required
average hash execution time versus different input lengths is presented
in Table 5 for two variants of SHA-2 (SHA-256 and SHA-512). These
results indicate that a low execution time is required for the dynamic
key derivation.

In addition, the required computation delay to construct the cryp-
tographic primitives for each session is:

𝐶𝐷𝐶𝐶𝑃 = 𝑇𝑃𝑅𝑁𝐺(𝑛) + 𝑇𝑀𝐾𝑆𝐴(𝑛) (9)

where:

(1) 𝑇𝑃𝑅𝑁𝐺(𝑛) is the required delay to construct 𝑛 secret encoding
matrices 𝐺. In this step, a PRNG or stream cipher will be iterated
to produce a keystream with (𝑛 × ℎ2) bytes length that will be
reshaped to form 𝑛 secret encoding matrices.

(2) 𝑇𝑀𝐾𝑆𝐴(𝑛) is the required delay to construct a permutation table
of 𝑛 elements. In this step, the modified KSA is applied to
produce this permutation table, which is used for selecting the
order of encoding matrices for each input message (recursive
manner).

Note that the overhead of cryptographic primitives construction is
low as they will be produced for one time during one session.

Unlike most existing cipher schemes, which utilize multiple rounds
and multi-operations per round, the proposed scheme requires only one
round to secure the transmitted data, which makes it a good fit for
efficient MPTCP security and reliability solution for current and future
systems.

7.2. Communication overhead

The generated ciphered/coded matrices have dimensions equal to 𝑡×
ℎ, where ℎ ≤ 𝑡. On the other hand, the size of the decryption/decoding
matrix is ℎ × ℎ. As such, the proposed scheme introduces an overhead
equal to (𝑡− ℎ) for every input sub-block. However, this step is crucial
for ensuring availability and resistance against channel errors, whereby
the additional and redundant (𝑡−ℎ) rows are used to guard against data
loss due to damage or alteration. Moreover, ℎ is a flexible threshold
value that is adjusted according to the application requirements: when
ℎ is chosen close to 𝑡, high data rates are achieved, but with lower avail-
ability. In contrast, a low value of ℎ results in high data availability,
with high communication overhead. Therefore, the threshold value, ℎ,
depends on the underlying technology and application.

7.3. Execution time

In this part of the analysis, we compare the time required to
encrypt/encoding a message of variable length, 𝑁 , as a function of ℎ for
𝑡 = 16. This experiment was run using a C code on an Intel(R) Xeon(R)
Silver 4110 CPU @ 2.10 GHz machine with 64 GB of RAM. The average
throughput is presented in Table 6 for different values of 𝑡 and ℎ, using
the proposed scheme. In addition, the required average execution time
12

is shown in Fig. 12. b
Table 6
Throughput of the proposed solution for different message
lengths, ℎ, and 𝑡.

Size of ℎ 𝑡 Throughput
messages (Bytes/s)

16KB 4 16 1.9051e+07
16KB 8 16 1.7067e+07
16KB 12 16 1.4895e+07

64KB 4 16 2.1845e+07
64KB 8 16 2.1141e+07
64KB 12 16 1.8204e+07

256KB 4 16 2.8188e+07
256KB 8 16 2.3831e+07
256KB 12 16 2.1845e+07

1MB 4 16 5.5188e+07
1MB 8 16 4.5590e+07
1MB 12 16 3.8836e+07

4MB 4 16 6.8759e+07
4MB 8 16 6.3550e+07
4MB 12 16 5.7456e+07

16MB 4 16 7.2944e+07
16MB 8 16 6.9905e+07
16MB 12 16 6.2138e+07

64MB 4 16 7.7137e+07
64MB 8 16 6.8478e+07
64MB 12 16 6.2719e+07

256GB 4 16 7.7137e+07
256GB 8 16 6.6942e+07
256GB 12 16 6.2427e+07

From the obtained results, it is clear that the throughput increases
(also the execution time) with the increase of the message length for
the same value of ℎ and 𝑡. In addition, by increasing the value of ℎ and
𝑡 for the same message length, the throughput decreases. Besides, when
using multiple threads (4 threads), the execution time decreases in aver-
age to the half, resulting in a significant enhancement in the throughput
(doubled). Thus, based on the obtained results and the computational
delay analysis, the proposed solution is a lightweight cryptographic
solution that can be employed in MPTCP systems and applications to
ensure data confidentiality in addition to data availability.

7.4. Error propagation

At the receiver’s side, the proposed scheme chooses the ℎ rows that
orrespond to the channels that have the highest performance among
ll 𝑡 paths. Hence, an error affects only the corresponding row in the
eceived matrix, which translates to having a noisy sub-channel. This,
n turn, decreases the probability of errors in the original message,
hich is crucial for wireless communication systems. Typically, all

ryptographic techniques should achieve low error propagation. Error
ropagation mainly results from interference and noise in transmission
hannels, which leads to the destruction of transmitted data. This is
onsidered as a hard challenge since there exists a strong trade-off
etween the avalanche effect and error propagation.
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Fig. 12. Variation of the average execution time in seconds (log base 2 scale) versus message length for 𝑡 = 16 and ℎ={4 5, 8, 12}.
7.5. Flexibility and scalability

The proposed solution is able to adjust to any modification in the
number of communication sub-channels, 𝑡, in a seamless manner. Also,
ℎ is a flexible threshold value that could be adjusted whenever the
requirements change.

8. Conclusion

This paper proposes a novel and efficient cipher scheme that jointly
encrypts and encodes transmitted data over multiple distinct paths
through employing the MPTCP protocol. The proposed scheme relies on
a common secret, and benefits from the random characteristics of the
physical layer, to secure data over multiple parallel paths using a dy-
namic key. Specifically, this key is used to derive the cipher primitives
and their update primitives that are used in the ciphering/deciphering
processes. The proposed secret coding technique is a modified variant
of random linear network coding, that is integrated with MPTCP to
achieve robust security, in an SDN environment. In particular, the
secret coding coefficients, in the encryption/coding matrices, are dy-
namic, flexible and only known to the communicating entities. Several
security, performance and cryptanalysis tests were conducted and dis-
cussed to validate the safe and efficient implementation of the proposed
solution.
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