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Abstract

It has been well established that the Internet of Things will bring an expansion in traffic
volume and types. This will bring new challenges in terms of Quality of Service (QoS) and
security, requiring innovative traffic management techniques. Traffic classification is a main
network function that helps in managing both QoS and security. Different machine learn-
ing based methods have been applied for this aim. However, traditional machine learning
methods rely on hand crafted features, limiting the model ability to learn. Deep Learning
(DL), a branch of machine learning, is characterized by its representation learning ability.
In this paper, we analyse two methods of data representation for DL-based classification: a
raw packet-based representation and a quasi-raw flow-based representation. Different tests
are performed to evaluate the robustness of these data representation methods. The tests
include features’ importance, model robustness, and anonymization tests. The results show
that raw data representation suffers from traffic anonymization and the fact that many packet
fields are data-dependent. On the other hand, the flow-based representation is sensitive to
the number of packets used for classification and to traffic obfuscation.

Keywords Deep learning - Internet of things - Traffic classification - Data representation

1 Introduction

The Internet of Things includes a heterogeneous set of connected devices that run different
types of applications. These devices and applications will generate different types of traffic,
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having different requirements in terms of Quality of Service (QoS) and security. Managing
both QoS and security in this high-scale network calls for innovative network management
techniques [59]. In this context, traffic classification is considered as an essential element
for traffic engineering, security management, traffic trends analysis, and so on [15]. The
ability to classify the traffic based on the different requirements in terms of bandwidth,
latency, throughput, etc., enables the allocation of the corresponding resources for each type
of traffic and thus, guarantee good QoS [4, 5, 7, 24]. On the other hand, traffic classifica-
tion techniques can be used to detect abnormal traffic [7, 39, 67]. Furthermore, Intrusion
Detection Systems (IDSs) are using machine learning to reveal the attack name/type [28].

Internet traffic consists of the flow of data between the different communication par-
ties. The Internet Protocol (IP) network traffic dominates other Internet traffic types. In the
IP network case, data is transmitted in the form of packets. An IP packet is a data unit
consisting of two parts: the header and the payload. The header contains the main connec-
tion parameters and the payload contains the user data. A traffic flow is defined as being
the ensemble of packets having the same source IP address, source port number, destina-
tion IP address, destination port number, and transport protocol. In fact, the traffic flows
exhibit different communication patterns based on the traffic type. Thus, statistical features
extracted at the flow level could reveal information about the corresponding traffic type
(see Fig. 1). For example, real-time applications usually use small packet sizes and the inter-
arrival time between packets is small. On the other hand, for file transfer applications, the
packet sizes are large and the inter-arrival time between packets is high.

Accordingly, different traffic classification methods have been proposed in the last
decade [50, 54] (see Fig. 2). First, port numbers were used to classify traffic, given that dif-
ferent application protocols were assigned known port numbers by the Internet Assigned
Numbers Authority (IANA). However, today’s applications are using dynamic port num-
bers [3, 45, 63]. Additionally, traffic encapsulation hides the port numbers (e.g. mobile
traffic is encapsulated in HyperText Transfer Protocol (HTTPS). Later, Deep Packet Inspec-
tion (DPI) was proposed to classify traffic by examining the content of the packet’s payload.
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However, this technique entails large processing overhead and fails in the case of encrypted
traffic [51].

More recently, machine learning based methods were proposed to classify traffic into
protocols, applications, categories, user actions, device types, etc. However, the proposed
solutions have many limitations including hand-designed features, traffic obfuscation, in
addition to model and data biases. Recently, Deep Learning (DL), has emerged as an effi-
cient machine learning method to be applied on raw data, having the representation learning
capability [6]. DL is expected to play an essential role in future applications due to its
high data abstraction and model robustness [22]. Especially, Convolutional Neural Network
(CNN) is a DL architecture that is initially used for image recognition. Being inspired by the
visual cortex, CNN achieves very high accuracy when applied on raw images. Inspired by
this, network traffic was represented in image format for CNN-based classification. Recent
works have applied CNN for traffic classification, by transforming the first packet of a net-
work flow to an (n x n) gray image [26, 33, 37, 64—66, 68]. Another work considered a
Red Green Blue Alpha (RGBA) image-based representation of a network flow by extracting
four features (size, inter-arrival time, protocol, direction) from the first (n x n) packets [52].
However, many questions arise when applying DL for traffic classification: how to repre-
sent the traffic to be passed to DL architectures? what are the consequences of passing raw
traffic data on the classification robustness? and how DL compares to traditional machine
learning methods with hand-crafted features?

The ML-based traffic classification is already an established domain. However, recently,
the adversarial attacks using obfuscation techniques, are rising as tools to avoid classifica-
tion or detection. In this paper, we shed the light on the robustness and security of using ML
for classification and we study the robustness of the used features and how DL can counter
this. This work is highlighting a very important challenge in traffic classification, which
is the robustness of the selected features given the possibility of intended or unintended
modification of traffic characteristics.

In this paper, we analyze and compare two data representations for CNN-based traffic
classification: the packet representation (gray images), and the flow representation (RGBA
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images). For this aim, we consider a hierarchical classification framework of the traffic into
different categories, applications, user actions, and device types. The performed tests aim at
evaluating, for each method, the model robustness, the features importance, and the features
immunity towards anonymization. The results show that the performance of the packet data
representation method is dependent on some dynamic connection parameters (i.e. Internet
Protocol (IP), and Media Access Control (MAC) addresses). On the other hand, the flow
data representation performance might be affected by traffic obfuscation techniques.

DL is emerging as a leading machine learning technique. Recently, the application of DL
in the network domain witnessed an increased interest. Specifically, when representing traf-
fic as images for traffic classification, CNN is considered the best suited DL architecture.
In a previous work [52], considering the packet-based and flow-based representation meth-
ods, we showed that CNN gives the best results compared to other DL architectures such
as Recurrent Neural Network (RNN), and Deep Neural Network (DNN). In addition, we
showed that the ConvNet architecture outperforms other CNN architectures like GoogleNet,
ResNet, AlexNet, etc.

To the best of our knowledge, this is the first work that investigates the comparison
between two image-based traffic representations for CNN-based classification. In fact, the
application of DL, especially CNN, in the traffic classification domain is in its early stages.
Consequently, different solutions were proposed focusing on the classification accuracy,
without considering the robustness of the employed features (data representations). By
proposing new features importance tests, the comparative study in this paper will pave the
way for future research in the traffic classification domain, by selecting features that are
immune towards obfuscation. It should be noted that this paper’s aim is not to find the
optimal classifier with best classification accuracy. This paper is meant to be a compar-
ative study and relative analysis is required. Knowing that the CNN accuracy is affected
by the used parameters in the implementation, we adopted standard architecture, activa-
tion function, output function, and optimization method with a commonly-used learning
rate for such applications. As such, the contributions of this paper can be summarized
as follows:

— A comprehensive comparison between two data representation methods is conducted
for CNN-based traffic classification. In addition, these methods were compared to
a state-of-the-art method applying Random Forest (RF) with a subset of the Moore
features [46].

— New tests were designed to evaluate the features robustness by anonymizing fields
in case of the raw based classification or by anonymizing flow characteristics
through padding and shaping for statistical features based classification. In addition,
model robustness was evaluated by means of a proposed test based on hierarchical
classification.

—  The anonymization effect on both methods is studied.

— A new feature importance analysis method is proposed for both representations.

—  For the first time, the effect of traffic obfuscation, including padding and shaping, is
studied considering different representation and classification methods.

The rest of this paper is organized as follows: in Section 2, we review the traffic repre-
sentation methods. In Section 3, we detail the data collection, the representation methods,
the classification objectives, and the classification method. Section 4 presents the compar-
ison criteria and methodology, along with the corresponding tests. Section 5 presents the
experimental results. In Section 6, we discuss and analyse the obtained results. Finally, we
conclude in Section 7.
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2 Related work

Data representation is an essential part of any machine learning model. In this section, we
review the data representation methods used in the traffic classification domain.

2.1 Behavioral based

The behavioral-based data representation aims at capturing the patterns of the interaction
between different network elements (i.e. client, server, etc.) [8, 11, 16, 18, 31, 40, 42,
49]. In [29, 30], Karagiannis et al. proposed BLINC, a system that represents flows as
“graphlets”. A graphlet is a communication representation using four connection param-
eters: source IP address, destination IP address, source port number, and destination port
number. In [25], applications are classified based on a set of rules reflecting their behavioral
profiles. In [8], a combination of both host-level and flow-level features was used to classify
traffic, where the host-level features represent the host connections parameters. In [71], the
“user-app bipartite” representation was proposed for user profiling. This method consists of
extracting the interaction between the user and the server per application. In [44], graphlets
and packet size-based features were employed to classify the Internet traffic. However, the
behavioral data representation depends on the network, user, and time. Moreover, it exhibits
high complexity and storage overhead, given that data has to be stored and processed for
each user per network connection.

2.2 Vectors

One of the traditional traffic representation methods represents the network flows as vectors
of statistical features. A comprehensive list of flow statistical features was proposed by
Moore et al. in [46]. This list consists of 249 statistical features derived per flow based
on the packets size, the packets inter-arrival time, the source IP address, the destination
IP address, the source port number, the destination port number, the TCP flags, and the
transport protocol. In [23], another vector-based representation employing hot encoding was
proposed for the first n-bytes of a flow. However, in either case, the model performance is
prone to degradation when applied on data collected from a different network environment.

2.3 Time-series

Time-series is a way to represent the network flow as a sequence of values. In [12], the net-
work flows were represented by time-series for the bytes within incoming/outgoing packets,
and the packet inter-arrival time. In [1], the authors represented the traffic flows by time-
series of the data rate. However, this type of representation needs high number of packets to
be able to extract distinctive time-series representation for different traffic types.

2.4 Word embedding

Given that certain protocols requests (e.g. HTPP request) contain useful information (e.g.
host name), word embedding was applied to represent the traffic accordingly. In this con-
text, FLOWR was proposed in [69, 70], by extracting the application signature, which
consists of key-values extracted from the HTTP queries. In [27], the Longest Common Sub-
sequence (LCS) algorithm was applied to extract common strings from the packet header.
In [47], Word2Vec was applied to generate word-embedding for Domain Name Server
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(DNS) requests, to classify the associated traffic flows. Net2Vec was proposed in [20]
to classify the HTTP(S) traffic by considering the (IP address, host name) tuples from
the network flows. In [21], multi-level signatures were extracted based on common sub-
strings at the flow level, the content level, and the packet level. Moreover, Bag of Word
(BoW)-based traffic representation was proposed in [48]. Numeric vectors were created to
represent the web pages Uniform Resource Locators (URLs). In [73], ProWord was pre-
sented as being a framework for word-based protocol representation. ProWord consists of
applying segmentation of the protocol request content to extract the keywords identifying
the considered traffic. Moreover, in [38], Time To Live (TTL) and specific strings in the
HTTP requests were used for mobile phones fingerprinting. However, many obfuscation
techniques, including encryption and tunneling, affect the accuracy of such techniques.

2.5 2D matrices or images

Recently, DL has been applied in the communications and networking domains for traffic
classification [17, 34, 74]. Essentially, DL was used for feature generation [56]. On the
other hand, new data representation methods have been proposed to apply DL for traffic
classification. In [32], Leroux et al. considered two spaces: packet size-inter-arrival time
and burst time-burst size to represent the traffic flows in 2D histograms, considering the
first 1024 packets of an application session. In [9], hot encoding was used to represent the
HTTP packet header as (m x I) vectors, where m = 95 and [ = 1114. In [10], kernel Hilbert
space embedding was applied to represent the network by 6-channel images of statistical
features along their marginal and conditional distributions.

DL consists of different types of architectures. CNN is one such type that is specialized
for image applications. Consequently, to apply CNN for traffic classification, the represen-
tation of traffic as images was considered in the literature. In [26, 33, 37, 64-66, 68], a gray
image representation was adopted by considering the first (n x n) bytes of traffic flows, as
illustrated in (see Fig. 3a). In [52, 53], the authors proposed to extract 4 features (packet
size, inter-arrival time, transport protocol, and direction) for the first (n x n) packets of a
traffic flow, as illustrated in (see Fig. 3b) [36].
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Fig.3 Data representation: a gray images and b RGBA images
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The comparison between the different data representations methods has been studied
in [2, 35]. In [2], the comparison was performed between DL and Random Forest (RF) for
mobile traffic classification. Different data representation methods were considered for DL
classification including: the first N bytes of the payload, the first N bytes of a bi-flow, and
a set of features extracted from the first 20 packets. For RF, a statistical set of 40 features
including port number information was considered. The results show that DL outperforms
RF when the applications are not overlapping, which means that the applications generate
different types of traffic (voice call, mail, file transfer, etc.). In the opposite case, RF-based
classification presented better results. Another comparison was performed in [35], between
different data representation methods: 1) basic features [13, 55], 2) Moore features [46], 3)
graph features [43], 4) joint features [14], and 5) service features [19]. The results showed
that the combination of basic with in-flow behavior, distribution, and packet header features,
outperforms the other representations. In fact, a key question could be asked about repre-
senting the traffic by statistical features or raw data when DL is considered for classification.
None of the previous comparisons consider the comparison of raw traffic representation
versus statistical or quasi-raw ones.

3 Classification framework

In this section, the classification framework is detailed. This includes the proposed hierar-
chical classification model, the classes definition, the data representation, and the classifier
architecture.

3.1 Hierarchical classification

As shown in Fig. 4, our classification framework consists of four levels. At Level-1, the

traffic is classified as one of four classes: interactive, bulk data transfer, streaming, and
transactional. Below is the definition of these classes:
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— Interactive: this class is generated by the applications that involve two or multiple users
interacting with each other. In this type of traffic, time is of high importance; low
latency and jitter are essential requirements.

—  Streaming: in this type of traffic, time is important since a user is typically waiting for
a media file (audio, video, etc.). However, the constraint in terms of jitter is less firm.

—  Bulk data transfer: this type of traffic is very demanding in terms of bandwidth. It is
characterized by the large size of the communicated data.

—  Transactional: this type of traffic is characterized by a small size of communicated
data. It requires high network availability and security.

At Level-2, the classes are related to specific actions of each Level-1 category. For
example, for the interactive traffic, four classes are defined: voice call, video call, texting,
and gaming. For bulk data transfer, five sub-classes are defined: file download, file upload,
backup, download app, and system update. For the streaming traffic, two classes are con-
sidered: video, and audio. Finally, for the transactional traffic, three types of actions can be
considered: sensing, actuation, and payment.

At Level-3, the classification aims at identifying the application name. Four applica-
tions are considered for generating the fexting, video call, and voice call traffic, including:
Messenger, Skype, Hangout, and WhatsApp. For gaming, we consider the Ball Pool
application. Three applications are considered for the file download and upload traffic
types, including: One Drive, My Drive, and Dropbox. The differentiation between iOS,
Android, and Windows is considered for system update and download app. Moreover,
YouTube is considered for video streaming. For audio streaming, Tuneln radio and Anghami
are considered.

At Level-4, we aim at identifying the device type. In fact, different types of devices are
considered. For the interactive and bulk data transfer, mobile phones, and laptops are used.
Moreover, for sensing and actuation, a set of sensors and actuators are used to collect IoT
traffic.

3.2 Data collection, pre-processing and representation

To train the classification model, data was collected from different types of devices and
applications. To do so, we consider a set of IoT devices: D-Link Water Sensor, D-Link
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Camera, D-Link Siren, D-Link Plug, and Samsung Home Kit. To collect traffic from the
Wi-Fi connected devices (as shown in Fig. 5a), we configure a laptop (running Linux) as
a router, connected to the Internet through the home router. The laptop, configured as a
bridge, receives the traffic of the Wi-Fi connected devices at the WLAN interface and for-
wards it to the Ethernet interface, connected to the home router. This is enabled by adding
a rule to the iptables. In this case, to collect traffic, Wire-shark is launched on the WLAN
interface of the configured laptop. On the other hand, to collect traffic form the hub con-
nected devices (as shown in Fig. 5b), the hub is connected to the configured laptop by
Ethernet and the connection to the Internet is provided by the WLAN interface connected
to the home router. In this case, a rule is added to the iptables to forward the incoming
traffic from the Ethernet interface to the WLAN one and Wire-shark is launched on the
Ethernet interface.

Table 1 summarizes the collected traffic per device and per application. The collection
was performed for one hour for each device and application. In addition, we considered two
online data-sets to analyze the effect of tunneling and anonymization. The first data-set is
the VPN and non-VPN data-set [58], and the other one is a TOR and non-TOR data-set [62].
These data-sets consist of six classes each, including: chat, file transfer, mail, streaming,
torrent, and Voice over IP (VoIP).

After collecting traffic, the PCAP files are pre-processed to extract the flows. First, the
PCAP files are filtered to get only the TCP and UDP traffic. Then, we extracted the flows by
aggregating the packets having the same source IP address, destination IP address, source
port number, destination port number, and transport protocol (in either direction). In fact,
these flows have different lengths. As DL is a data hungry method, we divide the flows into
multiple sub-flows for data augmentation. It should be noted here that the division of the
flows into sub-flows is done after dividing the data for training and testing, to avoid having
the same flow in the training and testing data-sets, which prevents data peaking. Thus, each

Table 1 Collected data (number of samples)

Level-1 [Level-2 Level-3 [Level-4
M Whats |H Skype |Mobile |Laptop
er App
Voice 684 684
Call 6092  [1368 128 1728  |1302 864 864
651 651
EE 549 549
Inter- |\ 2000 |Call 5804  |1098  [124 1896 (1004 948 948
active 502 502
75 75
Texting [892 150 151 300 262 150 150
131 131
Gaming [104 [52 52
DropboxMyDriv{OneDrive [Mobile |Laptop
File 556 556
up- 4935  [1112  |2678 2702 1339|1339
Bulk load 1351 [1351
Data |, o0, [File 1518  [1518
Trans- Down- (14706 (3036 (2982  |9586 1491  [1491
fer load 4793|4793
System [322 161 161
Update
Apps  |4264 2132|2132
Down-
load
Mobile |Laptop [Camera
Stream-[ o " [Video [1542 314 314 314
ing Audio|416 2085|208
D-Link |D-Link
Plug  [Siren |Smart
Plug
Actuat- [543 | 181 181 181
Trans- o
action  |°08 lon
D-Link |S
‘Water |Motion [Multi
Sensor |Sensor |Pur-
pose
Sensor
Sensing [183 61 61 61
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flow is divided into M sub-flows (as shown in Fig. 6), where M = % and m is the initial
flow length. Each sub-flow consists of (n x n) packets, from which the size, the inter-arrival
time, the direction, and the transport protocol are extracted, resulting into an (n X n x 4)
features vector. It should be noted also that the extracted features are normalized within
the range [0, 1], using the min-max normalization method. To normalize the inter-arrival
time, we set its maximum value to 1 second and then for each packet, if the inter-arrival
time is greater than 1, the inter-arrival time is set to 1. For the packet size, the maximum is
chosen to be 1,500 bytes (Maximum Transmission Unit (MTU)). For each packet, we check
if its size is greater than 1,500, if yes, the packet size is set to 1. Then, the packet size is
normalized by dividing it by 1,500. For the packet direction, the packets having the same
direction of the first packet, their direction is set to 0, otherwise, it is set to 1. The protocol
is set to 0 if it is a UDP packet, and to 1 if it is a TCP packet. Thus, the numbers included in
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Fig.7 Data visualization (at left: RGBA method, and at right: Gray method)
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Table 1 represent the number of samples after sub-sampling with level-1 consisting of 67896
samples (Fig. 7).

Two data representation methods are considered for comparison. The first method, based
on a previous work, considers the first packet of each flow as gray image, as shown in (see
Fig. 3a). Thus, we refer to this method as the “Gray method” in the rest of this paper. The
second method extracts four features of the first (n x n) packets of each flow, as shown
in (see Fig. 3b). These features are: the packet size, the packet direction, the packet inter-
arrival time, and the packet transport protocol. Each packet is represented by an RGBA
entry in the obtained image. We refer to the second method as the “RGBA method” in
the rest of this paper. A subset of the obtained images is shown in Fig. 7. It is obvi-
ous that, visually, the RGBA images present different patterns for the different types of
traffic. However, for the gray images, the differentiation between the different classes is
not obvious.

3.3 Classifier model

The aim of this study is to compare two data representation methods for CNN-based classifi-
cation. CNN is a DL architecture that presents a specific architecture for image recognition.
CNN consists mainly of four types of layers: convolution layer, pooling layer, dropout layer,
and fully connected layer. The convolution layer applies a set of “sliding windows” across
the input image. These sliding windows or filters detect the different primitive shapes or
patterns. The pooling layer reduces the number of parameters by reducing the image size. It
consists of specific operations applied on each feature map independently. One of the most
used pooling functions is max pooling. The dropout layer consists of dropping parts of the
input, with a defined probability, to avoid model over-fitting. The fully connected layer con-
sists of a set of neurons connected to all previous layer neurons. The architecture, that we
used, consists of 3x3 convolutional filters applied at stride 1. We used (2x2) sub-sampling
(pooling) layers applied at stride 2. The whole architecture consists of three convolution
layers, two pooling layers, two fully connected layers, and one dropout layer, as shown in
Fig. 8.

Fully Fully

Connected  Connected
nxn Input Conv

3x3 Max Pooling
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3x3 Max Pooling

2x2
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Dropout

Fig.8 The used CNN architecture
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4 Comparison criteria and methodology

To compare the two data representation methods for machine learning based classification,
different aspects must be considered:

—  First, the classification performance of the representation method is evaluated at the
different levels.

— Second, the features importance should be analyzed. For traditional machine learn-
ing, many methods exist to evaluate the features importance, including entropy based
(mutual information), correlation based, and accuracy based (features ranking) meth-
ods. However, in the DL case, and more specifically for CNN, the features importance
analysis is not tightly related to these measures.

— Third, the model robustness is key when comparing different data representation
methods. The model robustness is related to its capability of classifying unseen data.

—  Fourth, the features robustness is another factor that should be examined in the traffic
classification domain. Anonymization is a technique to thwart classification by hid-
ing data (encryption), connection metadata (IPs and port numbers), and some traffic
characteristics (e.g. packet size, and packets inter-arrival time).

In the following, we present our proposed tests corresponding to the above listed criteria.
It should be noted that a subset of Moore features, shown in Table 2, are considered with an
RF classifier for comparison with a state-of-the-art method [41, 72].

4.1 Performance test

Algorithm 1 Performance test.

1: procedure PERFORMANCE TEST
2 for node; € parent_nodes do

3: train model on train_data;
4: test model on test _data;

5 end for

6: end procedure

As shown in Algorithm 1, this test is performed for each parent node (node;) at the
different levels. A parent node is a node that has leafs. In fact, this type of hierarchi-
cal classification is called Local Per Parent Node (LPPN) classification, where a classifier
is trained for each non-leaf node. In our case, the classifier is trained with the data cor-
responding to the direct sub-nodes types (data;). Considering our data-set, at Level-1,
the classifier is trained to classify traffic into four classes: interactive, bulk data transfer,
streaming, and transactional. At Level-2, a classifier for each Level-1 category is trained
to classify the traffic into sub-categories. For example, the interactive classifier is trained
to classify traffic into four classes: voice call, video call, texting, and gaming. At Level-3,
for each Level-2 class, a classifier is trained to differentiate traffic based on the differ-
ent applications. For example, the voice call classifier is trained to classify traffic into
four classes: Messenger, Skype, WhatsApp, and Hangout. At Level-4, a classifier is trained
for each Level-3 class based on the different types of generating devices. For example,
for the voice call Skype traffic, a classifier is trained to differentiate between mobile and
laptop traffic.
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Table 2 Subset of statistical Moore features

Feature

Description

total _fwd _pkt
total _fwd _bytes
total _bck_pkt

total _bck_bytes
min_pckt_size_fwd
mean_pckt _size_fwd
max_pckt_size_fwd
std_pckt_size_fwd
min_pckt_size_bck
mean_pckt _size_bck
max_pckt_size_bck
std_pckt_size_bck
total size
min_pckt_size
mean_pckt _size
max_pckt_size
std_pckt_size
min_iat_fwd
mean_iat_fwd
max_iat_fwd
std_iat_fwd
min_iat_bck
mean_iat_bck
max_iat_bck
std_iat_bck

total time

min_iat

mean_iat

max_iat

std_iat
avg_pckt_fwd
avg_bytes_fwd
avg_pckt_bck
avg_bytes_bck
avg_iat_fwd
avg_iat_bck

Total packets in the forward direction

Total bytes in the forward direction

Total packets in the backward direction

Total bytes in the backward direction

Minimum packet size in the forward direction

Mean packet size in the forward direction

Maximum packet size in the forward direction

Standard deviation packet size in the forward direction
Minimum packet size in the backward direction

Mean packet size in the backward direction

Maximum packet size in the backward direction
Standard deviation packet size in the backward direction
Total flow size

Minimum packet size in either direction

Mean size of packets in either direction

Maximum packet size in either direction

Standard deviation packet size in either direction
Minimum inter-arrival time in the forward direction
Mean inter-arrival time in the forward direction
Maximum inter-arrival time in the forward direction
Standard deviation inter-arrival time in the forward direction
Minimum inter-arrival time in the backward direction
Mean inter-arrival time in the backward direction
Maximum inter-arrival time in the backward direction
Standard deviation inter-arrival time in the backward direction
Total flow duration

Minimum inter-arrival time in either direction

Mean inter-arrival time in either direction

Maximum inter-arrival time in either direction

Standard deviation inter-arrival time in either direction
Average number of packets in the forward direction
Average number of bytes in the forward direction
Average number of packets in the backward direction
Average number of bytes in the backward direction
Proportion of flow time in the forward direction to the total flow time

Proportion of flow time in the backward direction to the total flow time

4.2 Featuresimportance test

In this section, we present the features importance tests realized for the packet level and
flow level representations. In this test, we consider our data-set, the VPN data-set, and the

TOR data-set.
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Algorithm 2 Anonymize packet fields in the training phase.

1: procedure ANONYMIZE FIELDS TRAINING
2 while length_of _packet_fields > 0 do
3 for field € fields_to_anonymize do

4: anonymize field intrain_data
5: anonymize field intest_data

6 end for

7 for field € packet_fields do

8 train model on train_data

9 test model on test data
10: if current test_accuracy < min_accuracy then
11: save field

12: end if

13: end for

14: add field to fields_to_anonymize
15: remove field from packet_fields

16: end while
17: end procedure

4.2.1 Packet level representation:

The Transmission Control Protocol/Internet Protocol (TCP/IP) packet consists of 25 fields
as shown in Table 3.

For the packet level representation, and to analyze the importance of the packet fields, we
run an experiment that anonymizes the fields sequentially. At each round, the field showing
the minimum accuracy when anonymized is chosen to be anonymized at the next rounds.
This is done until all packet fields are anonymized. The aim is to identify the most important
fields that influence the classification accuracy. Two cases are considered; the case when the
same feature is anonymized for training and testing, as shown in Algorithm 2, and the case
where the anonymization is performed only on the testing data, as shown in Algorithm 3.
We apply these tests on our data, the TOR data, and the VPN data.

Algorithm 3 Anonymize packet fields in the testing phase.

1: procedure ANONYMIZE FIELDS TESTING

2 train model on train_data

3 while length_of _packet_fields > 0 do
4 for field € fields_to_anonymize do

5: anonymize field intest_data

6 end for

7 for field € packet_fields do

8 test model on test_data

9: if current_test_accuracy < min_accuracy then
10: save field
11: end if

12: end for

13: add field to fields_to_.anonymize
14: remove field from packet_fields
15: end while

16: end procedure
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Table 3 Packet fields

1 Source MAC Address

2 Destination MAC Address
3 Type IP

4 Version

5 Diff Serv

6 Total Length

7 Identifier

8 Do not Fragment (DF)

9 Fragment Offset

10 Time To Live (TTL)

11 Transport Protocol

12 Header Checksum

13 Source IP Address

14 Destination IP Address
15 Source Port Number

16 Destination Port Number
17 Sequence Number

18 Acknowledgement Number
19 Packet Offset

20 Flags

21 Window Size

22 Checksum

23 Urgent Pointer

24 Options

25 Data

Algorithm 4 Flow level features importance test.

1: procedure TRAINING

2 for feature € flow_features do

3 train model on feature_vector
4: test model on feature_vector
5 end for

6: end procedure

4.2.2 Flow level representation:

For the flow level representation, we have four main features: packet size, inter-arrival
time, protocol, and direction. Thus, to analyze the importance of each of these features,
we performed the classification for each feature_vector, as shown in Algorithm 4,
by representing it by an (n x n) gray image applied to two images sizes (28 x 28)
and (4 x 4).

4.3 Model robustness test

Based on the hierarchical architecture defined in section 2, we design the model robustness
test. This test consists of removing one of the sub-classes traffic data; from the parent
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traffic data; and train the classifier model on the obtained data data;_ ;. Then, the trained
model is applied on the removed traffic data, as presented in Algorithm 5. At Level-1, four
classes are defined, including: interactive, bulk data transfer, streaming, and transaction.
Consequently, the robustness test aims at removing one Level-2 class, at a time, and check
if the Level-1 classifier is able to classify it correctly. For example, removing the texting
class, the Level-1 classifier, trained on all the remaining data without texting, is tested to see
if it can classify the fexting traffic as interactive.

Algorithm 5 Model robustness test.

1: procedure TRAINING

2 for i € nb_of-parent_nodes do
3 for j € nb_sub_classes do
4 data;_j < datajfromdata;
5: train model on data;_;
6 test model on data
7 end for
8 end for
9: end procedure

4.4 Features robustness test

This test investigates the features robustness towards traffic anonymization. To do so, we
considered the TOR and VPN data-sets. We compared the Gray and RGBA methods, by
training and testing a model on each of these data-sets consisting of six classes. In doing so,
we aim at investigating:

1. The effect of traffic encapsulation by VPN, which consists of traffic encryption and
meta-data modification such as the port numbers, IP addresses, etc.

2. The anonymization effect given that TOR affects also the flow statistical features such
as the packet length, in addition to the traffic encapsulation effect.

3. The effect of mutation techniques that aim at anonymizing the main traffic character-
istics such as packets sizes and/or inter-arrival times. These mutation techniques rely
on traffic shaping and padding to manipulate the traffic characteristics in the aim to
confuse the classifier.

This test consists of training the model on the original traffic and to test it on the
anonymized traffic where three cases are considered: packets sizes are anonymized,
packets inter-arrival-times are anonymized, and packets sizes and inter-arrival times are
anonymized. What is meant by packet size anonymization is padding all the packet sizes to
the MTU, and by inter-arrival time anonymization is setting the packets inter-arrival time to
a fixed time interval (i.e. one second).

5 Experimental results
In this section, we present the comparison results. Note that the tests were performed
on a Linux machine (Ubuntu 14.04 LTS) with 16 GB RAM and Intel core i7 processor.

TFLearn [61] was used as a high-level API for the tensorflow [60] Python library for DL
implementation. It should be noted that in all tests, cross validation was applied with 4 folds
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and data was divided into 60% for training, 20% for validation, and 20% for testing. For
the CNN classifier, the convolution layers were optimized using the Adam optimizer, and
the Rectifier Linear Unit (ReLU) function is used for activation. Dropout probability was
set to 0.5. The fully connected layer is also optimized using the Adam optimizer, and cross-
entropy is used as output function. The learning rate is 0.001, the weights are initialized by
the truncated normal distribution, and the biases are initialized to 0. The CNN model was
trained for 100 epochs with a batch size equal to 5. The RF classifier was implemented
using the scikit-learn python library [57], with grid search to optimize the number of trees
with [1,100] as the range for search.
Let us define the metrics used in evaluating the classification performance.

TP+TN
Accuracy = x 100 (@9
TP+ FP+TN+FN
. TP
Precision = ———— 2)
TP+ FP
TP
Recall = ———— 3)
TP+ FN
2 X Precision x Recall
fl= )]

Precision + Recall

Where TP stands for “True Positive”, which is the number of correctly classified
instances belonging to a class C. TN stands for “True Negative”, which is the number of
correctly classified instances not belonging to class C. FP stands for “False Positive”, which
is the number of wrongly classified instances belonging to class C. Finally, FN stands for
“False Negative”, which is the number of wrongly classified instances not belonging to
class C. In fact, the accuracy reflects the power of the classifier to correctly classify the
observations. However, this metric is not very indicative when the cost of mis-classification
is high or when the data is imbalanced. To solve this issue other metrics should be consid-
ered. Precision is one of these metrics that reflects the number of the correctly classified
instances to the total instances classified pertaining to a certain class. Another metric is
the recall, which reflects the number of correctly classified instances to the total number
of instances of this class. Thus, the recall is indicative of the model performance when the
data is imbalanced. Finally, f1-score is proportional to the precision and recall, reflecting
the imbalanced data and the mis-classification issues. These metrics are computed over the
4 folds and the mean is considered as the final performance evaluation criteria.

5.1 Performance test results

To test the performance of the considered data representation methods, the ConvNet
architecture was applied for multi-level classification. The accuracy results are shown in
Figs. 9, 10, and 11. It is clear from the results that the RGBA(28x28) representation
method achieves overall better results at the different classification levels. At Level-1,
as shown in Fig. 9, RGBA(28x28) and RGBA(4x4) produce better results than the Gray
method. RGBA(8x8) and RGBA(4x4) show better performance in terms of accuracy, pre-
cision, recall, and fl-score. In terms of accuracy, RGBA(28x28) achieves the highest
value of 95.84%, followed by RGBA(4x4) with 93.49%, and then Gray with 92.18%. It
can be noticed also that RGBA(4x4) shows better results than RGBA(28x28) in some
cases. For example, at Level-3, RGBA(4x4) gives better accuracy (82.72%) than both the
RGBA(28x28) and Gray methods, 79.59% and 70.4%, respectively.
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Fig.9 Performance test results (Level-1)

To summarize, the Gray method failed to surpass the RGBA method at the different
classification levels, even though it relies on important information in the packet header.
This indicates that this method cannot be generalized on testing data due to the difference
in the connection parameters between training and testing data with different flows from
different devices. Furthermore, the results show that the RF method achieves better accuracy
at the different levels when considering the first (28 x 28) packets, RF(28x28), or the first
(4 x 4) packets, RF(4x4).

5.2 Features importance test results
5.2.1 Packet level representation:

For the Gray method, the features importance test results are illustrated in Fig. 12.
Figure 12a displays the results of the features importance test when features are anonymized
in the training and testing phases using our data. It can be noticed that source IP address,
source MAC address, and the destination MAC address are the three most important fields.
Anonymizing these fields in training and testing drops the accuracy by more than 10%.
In the testing phase, the drop in accuracy is more pronounced and thus, as shown in (see
Fig. 12b), anonymizing only the data drops the accuracy by 10%. Moreover, anonymizing
data, source MAC address, and ACK number drops the accuracy noticeably to 10%. For the
TOR data, the accuracy is already low compared to the flow level representation. In the first
case, where anonymization is applied on the training and testing data, the destination port
was the most important feature, as shown in (see Fig. 12c¢). However, in the second case,
the anonymization of the source MAC and destination MAC addresses drops the accuracy
noticeably to 15%, as shown in (see Fig. 12d). Finally, for the VPN data, anonymizing the
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Fig. 10 Performance test results in terms of accuracy: a for Level-2 and b for Level-3
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Fig. 12 Gray method features importance results in terms of accuracy: a, ¢, and e for anonymization at train-
ing and testing phases using our data, TOR, and VPN data-sets, respectively; b, d, and f for anonymization
at the testing phase using our data, Tor, and VPN data-sets, respectively
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Fig. 13 RGBA(28x28) method features importance results in terms of accuracy

IP addresses drops the accuracy to 60%, in the first case. However, in the testing case, the
accuracy drop was more pronounced for the same features.

To summarize, the results of this test show that the Gray method’s performance is
data dependent. Thus, if the testing data is collected from different network environments,
the model performance will decrease. Moreover, eliminating some fields in the training
phase affects the learning power, given that the remaining packet data did not present any
recognizable pattern.

5.2.2 Flow level representation:

For the RGBA method, The features importance test results are included in Figs. 13 and
14. For the (28x28) images, it can be noticed that packet size is the most important feature.
This can be observed since the accuracy, when using the packet sizes of the first (28x28)
packets of a flow, is the highest relative to other features. Similarly, for the RGBA(4x4)
representation, the packet size is the most important feature for our data and the TOR data.
However, for the VPN data, the packets’ inter-arrival time is the most important feature.
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Fig. 14 RGBA(4x4) method features importance results in terms of accuracy
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It can be noted that the RGBA method, including statistical features, enables the gen-
eralization of the trained model when the data is collected from different network setups.
Moreover, the accuracy results obtained for VPN and TOR data show their immunity
towards traffic anonymization. Moreover, the direction feature, which reflects a behavioral
pattern of the traffic, can serve the classification when some mutation techniques, modifying
the packet size or inter-arrival time, are applied.

5.3 Model robustness test results

The features robustness test results, shown in Fig. 15, illustrate the accuracy results of the
robustness test for Level-1 classes. It is clear that RGBA(28x28) and sometimes RGBA(4x4)
achieve better results than the Gray method. Similarly, in Fig. 16, the results of Level-2
robustness tests are shown. In these tests, for each Level-2 class, we remove one of its sub-
classes to see if the Level-2 classifier is able to classify it correctly. For example, for texting,
we remove one of the texting applications (e.g. hangout) and we test the classifier trained on
the interactive type of traffic (texting, voice call, video call, and gaming) to check if it will
classify the hangout traffic correctly. The results show that RGBA is better than the Gray
method in more than 70% of the cases. Moreover, if we consider the RF method, the results
show that the RGBA method is more robust than the RF method with statistical features in
most cases.

5.4 Features robustness test results

For TOR and VPN traffic, the results presented in Table 4 show that, for both types of traf-
fic, the RGBA method gives better results than the gray one. It can be noted that the Gray
method performance degrades noticeably when traffic is encrypted (78% accuracy on VPN
data-set). Moreover, the RGBA method gives promising results on TOR traffic (94% accu-
racy). Moreover, it can be noticed that the RF method with statistical features gives better
results than the CNN-based classification with flow-based or packet-based representation
when considering the first (4x4) packets or (28x28) packets. However, as shown in Fig. 17,
it is clear that the RF-based method performance degrades noticeably when the size and/or
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Fig. 15 Robustness test results in terms of accuracy (Level-1)
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Fig. 16 Robustness test results in terms of accuracy (Level-2)

inter-arrival times of the packets are mutated. This indicates that the statistical features are
prone to adversarial attacks making the statistical-based classification performance prone
to degradation. The CNN-based classification, considering behavioral features (i.e. packets
directions), can give better results when one or more channels (size and inter-arrival time)
are mutated. Similarly, the anonymization of the packet sizes and/or inter-arrival times test
is performed on our data-set at all levels. The results are shown in Fig. 18. It can be noticed
that the drop in accuracy, for all levels, is more pronounced for the RF-based method than
for the RGBA one. Thus, the RGBA method is more robust when one or more features are
anonymized. This can be explained by the fact that the behavioral pattern of the packets,
reflected by the direction map, can rescue the loss of information in other channels. More-
over, the anonymization can be compared to a noise added to an image and thus, in this
case, image recognition is still possible using CNN.

6 Discussions

Image recognition is a well-established CNN application. Thus, applying CNN for traffic
classification calls for new representation methods of the traffic as images. In this paper,
we compared two state-of-the-art methods. The first considers the first packet of the flow
as raw data (n x n) image, and the second considers four features from the first (n x n)
packets of the flow to form an RGBA (rn x n) image. The results show the dependency of
the raw packet data representation on some dynamic connection parameters (e.g. MAC, IP

Table 4 Accuracy Results (in%) with the TOR and VPN data-sets

RGBA(28x28) RGBA(4x4) Gray RF(28x28) RF(4x4)
VPN 86.26% 84.16% 78.68% 93.96% 88.34%
TOR 94.28% 74.7% 64.78% 97.92% 88.13%
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Fig. 17 Anonymization results in terms of accuracy considering the TOR and VPN data-sets

addresses), which hinders the generalization of the obtained model when applied on data
collected from different network setups. On the other hand, the second method needs tuning
for the number of packets needed for classification. In addition, relying on statistical flow
features makes this method prone to accuracy drop in case of obfuscated traffic.

Considering a variety of classes, in a hierarchical type of classification, allows for the
design of new tests that evaluate the similarity of the traffic images belonging to the same
class. Thus, quantitatively (robustness test) and qualitatively (data visualization), the RGBA
images present common patterns for traffic pertaining to the same class. This is clearly
noticeable for the high-level classes (Levels 1 and 2). However, when it comes down to more
granular classes, the accuracy and the visual differentiation is not obvious. On the other
hand, the gray method does not provide visually discernable patterns, but the achieved accu-
racy at different levels are comparable to those obtained with the RGBA method. However,
the features importance tests show that the anonymization of certain packet fields, which are
network connection dependent, result in a significant change in the classification accuracy.

Finally, the anonymization test results show that the RGBA method provides better accu-
racy than the Gray one, when trained on tunneled (VPN) or anonymized traffic (TOR).
This gives a clear indication that statistical features can lead to distinctive patterns when
the packets content or metadata are anonymized. Consequently, this presents a new security
challenge, where user privacy is the aim. In this case, privacy preserving methods such as
mutation and morphing could be employed.

7 Conclusion

An essential benefit of DL over traditional machine learning methods is its representation
learning capability. More specifically, CNN was shown to be very effective for image clas-
sification. Consequently, representing traffic as images has been considered in the last two
years. One direction was to represent the first packet as a gray image and thus, traffic raw
data is considered for classification. Another method consists of extracting four features
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Fig. 18 Features robustness test results in terms of accuracy for all levels considering the RGBA(28x28),
RGBA(4x4), RF(28x28), and RF(4x4): a) Level-1, b) Level-2, ¢) Level-3, and d) Level-4

from the first (n x n) packets per flow. In this paper, we compared these two representation
methods. Three types of tests were proposed, features importance test, model robustness,
and anonymization test. The results showed that the features should be carefully selected
such that they are not affected by the network environment or by possible obfuscation
techniques. In such a case, the inter-correlation of the results obtained from different traf-
fic characteristics (statistical: size and timestamp, and behavioral: direction) could help in
detecting obfuscated traffic and thus, in avoiding misclassification.
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