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HIGHLIGHTS

Experiments show that routing changes have regular temporal behavior.

We propose a methodology to extract and exploit these temporal regularities.

Our methodology achieves up to 66% reduction in a number of probing packets.
Our methodology also achieves 90% reduction in the scanning time.

Our approach overcomes the problems that arise in the presence of load balancers.
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in order to detect routing anomalies. We propose in this paper a six-step methodology for creating
a more efficient profile-based probing strategy that reduces both the number of probes and the time
needed to map the network topology. Our proposed methodology takes the existence of load balancers
into account when building the profile-based strategies and thus overcomes any inconveniences that
these load balancers may cause. The basic idea behind our methodology is to examine how often routing
changes occur in the routing path at the different times of the day. This insight will be used to provide
a high probing weight for parts of the routing path that change frequently and a lower probing weight
for parts that change rarely during the different time periods of the day. Since routing changes may occur
more frequently at certain periods of the day, we propose an approach to determine the duration of the
periods when the routing changes occur with a similar frequency. A profile-based probing strategy is later
assigned to each one of these periods separately in order to further reduce the required number of probes.
The experimental results show that our approach exploits temporal regularities in the routing changes
and achieves great savings in the number of probes. In fact, our approach achieves a 66% reduction in the
number of probes as compared to classical Traceroute that is launched periodically. This is an important
enhancement for systems that scan the Internet repeatedly. Furthermore, we show another enhancement
that cuts down scanning time by 90%. This is achieved by scanning multiple hop levels at the same time
after marking the probes in order to match them with the received responses.

© 2014 Elsevier B.V. All rights reserved.

1. Introduction

perspective, there are many cases where one needs to obtain a map
for the connected networks.

Traceroute [1] is a popular tool that is widely used to map the
topology of IP networks for many purposes. It can be used to mon-
itor Internet connectivity in order to discover and diagnose errors
in network configurations. Furthermore, it helps network man-
agers decide where to place routers [2]. From a network mapping
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Network managers deploy distributed scanning systems that
perform Traceroute periodically in order to monitor the net-
work [3]. A distributed scanning system consists of a number of
scanners (also called monitors) that are distributed in different
geographical locations within the network. These scanners scan
the network periodically by sending a large number of Traceroute
probes towards different destinations. The reported paths to reach
these destinations from the different scanners are later analyzed
and anomalies are reported to the administrators. Three require-
ments are desired in distributed scanning systems in order to be-
come efficient.
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1.1. Low probing overhead

Although these scanning systems are very useful for network
monitoring and traffic engineering, they are associated with an
overhead cost. The scanning systems send a large number of
probes periodically that waste the available resources as the sent
probes do not carry any information but are necessary for network
monitoring. In fact, a large amount of monitoring traffic may cause
traffic congestions that affect the performance of the network [4].
Furthermore, each packet forwarding operation is associated with
an energy cost as the router needs to search the routing table to
determine the next hop level in addition to the energy needed to
transmit the packet on the link [5]. Thus it is important to reduce
the energy and performance overheads associated with network
monitoring.

1.2. Scalability and low scanning time

Another problem associated with distributed scanning systems
in addition to the waste of resources is that these systems need
a considerable time to scan large networks. The reason behind
this limitation is that Traceroute starts probing the first hop level
and waits to receive a reply for the sent probe before it moves
to probing the next hop level. This makes the scanning procedure
slow and impractical for large networks.

1.3. Accuracy

The wide deployment of network load balancers throughout the
Internet has made classical “tracerouting” prone to errors. These
load balancers forward packets to different interfaces based on
certain policies in order to balance the IP traffic among the links
and hence to optimize resource utilization. As a result, classical
Traceroute results in inaccuracies as it may report non-existing
links between routers and fails to discover all the paths between
a source and a destination on the Internet. This has motivated
researchers to explore other techniques to provide more accurate
and thorough maps of the network topology. It is worth noting that
load balancers are not a special case that rarely exists in Internet
networks. According to [6], 89% of all Internet paths are affected
with at least one load balancer. Thus it is important to take the
existence of load balancers into account in scanning systems in
order to have accurate mapping of the network.

There are three types of load balancers used on the Internet [7]:

(a) Per-packet load balancers: packets are forwarded to one of
the outgoing interfaces randomly. This guarantees that traffic is
divided evenly among the outgoing links but does not ensure that
packets will be received in order.

(b) Per-flow load balancers: packets are assigned a flow based
on the values of certain fields in the IP, UDP and/or TCP protocol
headers. A per-flow load balancer chooses the same outgoing
interface for packets belonging to the same flow. This ensures that
packets belonging to the same flow will follow the same path
and thus should be received in order. Generally, five fields (called
the five-tuple fields) are used to identify a flow: the source and
destination IP addresses, the source and destination port numbers,
and the protocol field.

(c) Per-destination load balancers: these load balancers can
be viewed as a special case of per-flow load balancers. A per-
destination load balancer determines the outgoing interface based
on the destination IP address only.

The above three requirements have motivated researchers to
explore different techniques to reduce both the number of probes
and the scanning time and to obtain accurate network maps.

We focus in this paper on enhancing the routing path scanning
approaches by producing a more efficient profile-based scanning

strategy that takes all these three requirements into account. This
strategy takes the existence of load balancers into account when
it builds the profile of the routing changes in the studied path
and thus overcomes any inaccuracy that these load balancers may
cause. Our strategy also significantly reduces the required number
of probes in addition to the scanning time for systems that run
Traceroute regularly. This paper extends our previous work [8],
where we provided the general framework for building a profile-
based probing strategy. Since routing changes may occur with a
different frequency throughout the different times of the day, we
provide in this paper a method for determining the beginning, the
end and the duration of the periods where routing changes occur
with a similar frequency. A separate profile-based probing strategy
is proposed next for each one of these periods separately in order
to achieve further savings in the number of probes and to make the
built profile more accurate.

The rest of the paper is organized as follows: in Section 2, we
review state-of-the-art approaches that were proposed to reliably
map network topology in the presence of load balancers. We also
cover the enhancements that were added to these techniques in
order to reduce the probing traffic on the links and show how our
work is different from what was previously proposed. In Section 3,
we explain our proposed methodology for extracting routing
changes and for adjusting probing weights in order to produce
a more efficient profile-based probing strategy. In Section 4, we
explain the proposed algorithm to determine the duration of the
time periods where the routing changes occur with a similar
frequency. This is one of the steps of our proposed methodology but
is explained in detail in a separate section due to its importance in
our analysis. In Section 5, experiments are conducted to illustrate
our methodology and results are analyzed to estimate the savings
in time and in the number of probes that our approach achieves. In
Section 6, we present some conclusions and future work.

2. Related work

We distinguish two directions in the previous work that
addresses the enhancement of network topology mapping. The
first direction focuses on solving the problems that arise due
to the existence of load balancers along the scanned paths. The
second direction works on reducing the number of probes that are
required for the scanning activity. We explain these two directions
in the following sub-sections.

2.1. Methods for reliable network mapping

The authors of [6,7,9,10] proposed solutions for more reliable
network mapping in the presence of load balancers. Classical
Traceroute [11] works by sending three probes to each hop.
These probes are not identical and might have different five-tuple
fields. Therefore, problems with Traceroute occur if a per-flow
load balancer exists along the path to the destination. In this
case, packets will be assigned to different flows (since they have
different five-tuple fields) causing false links between routers in
the obtained map. A solution to overcome the wrong connections
in the presence of per-flow load balancers was presented in [7].
The authors studied the fields that are used by such load balancers
to identify a flow. Their study revealed that ToS, ICMP checksum,
and ICMP code fields are also used to identify a flow, in addition to
the five-tuple fields. After determining the fields that affect per-
flow load balancers, the authors suggested the Paris Traceroute
algorithm as a modified version of classical Traceroute. Paris
Traceroute keeps all the fields that are used to identify a flow
constant while probing towards the destination. As a result, all the
probes will be assigned to the same flow and thus no false links will
be reported. However, this proposed method fails if a per-packet
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load balancer exists along the scanned paths. Another drawback of
the Paris algorithm is that it only returns a single path from the
source to the destination.

An attempt to discover all the paths between a source and a des-
tination was presented in [9]. The authors proposed an algorithm
called MDA (Multipath Detection Algorithm). The basic idea behind
MDA is to send a number of probes with different flow identifiers
at hop-level L. If a reply from two interfaces is received, then more
probes are sent to L in order to make sure that no third interface
at L exists. The procedure is repeated until no new interfaces are
detected. Next, MDA iterates by scanning the paths using these
identifiers for the next levels until the destination is reached. A
main advantage of MDA is discovering all the paths between the
source and the destination. However MDA requires a large num-
ber of probes to detect all the paths. Furthermore, it does not de-
termine the type of the detected load balancers.

The authors of [ 10] worked on determining mathematically the
number of probes that are sent using MDA such that the probability
of missing an interface does not exceed 5%.

Another enhancement to MDA was suggested in [6]. The au-
thors proposed an approach to determine the type of the detected
load balancers when the MDA algorithm is used. Determining the
load balancer type is done by sending six identical probes to an in-
terface succeeding the load balancer. If the same interface replies
all the time, then the load balancer is not a per-packet load bal-
ancer. This is based on the observation that the probability of for-
warding six identical packets to the same interface in the case of a
per-packet load balancer is very low (at 4%). If the load balancer is
not a per-packet balancer, one needs next to distinguish whether
the load balancer is a per-flow or per-destination load balancer.
Thus, six new probes are sent with the same destination but with
different port numbers resulting in different flow identifiers. If the
same IP interface replies all the time, then the load balancer is a
per-destination load balancer. Otherwise, the load balancer is a
per-flow balancer.

The work in [12-16] also addressed the problem of reliably
mapping the network. The authors proposed to probe the network
from multiple scanners. Inaccuracies due to the existence of load
balancers are then resolved by analyzing and comparing the col-
lected paths from the different scanners.

The work in [17-20] investigated the problem of selecting the
location of the scanners in distributed scanning systems. The au-
thors suggested different approaches based on graph theory to
place the scanners such that all the network destinations are reach-
able within the network. This selection also allows resolving ac-
curacies in any link by comparing the obtained maps from the
different locations.

2.2. Methods for reducing the number of probes

The works in [21-23] provide solutions to reduce the prob-
ing traffic. The authors in [21] proposed Tracetree, an algorithm
that reduces the redundant probing packets when a single scan-
ner is scanning multiple destinations. The basic idea is to start
probing the different destinations from the last link and then to
scan backwards. The probing stops when a previously detected in-
terface is encountered. Tracetree reduces the number of probing
packets significantly for a single scanner. However, further oppor-
tunities for reducing redundant probes are possible in distributed
scanning systems. A distributed scanning system consists of mul-
tiple scanners that are scanning the paths of a large list of IP des-
tinations. An example of a distributed system is Skitter [3]. In fact,
Skitter is composed of 18 scanners that are distributed around the
world. The scanners send the detected paths to a central repository
that combines them together in order to have one big map of the

Internet. Tracetree is not the perfect solution to reduce probing
traffic for such distributed systems since it focuses on reducing re-
dundant probes in each scanner separately and does not consider
the common detected paths among the different scanners.

In [22], the authors showed that a further reduction in the num-
ber of probes could be achieved for distributed scanning systems.
In such systems, multiple scanners located at different geographi-
cal locations scan the paths towards the same destination. In fact,
the Internet topology in this case can be viewed as a tree rooted at
the destination where scanners are the leaves of the tree. We thus
refer to the proposed approach in [22] by Reverse tree. If the scan-
ners in the distributed scanning system communicate with each
other, then a coordinated forward probing strategy can be used to
scan the network with a small number of probing packets. A scan-
ner stops scanning if it discovers a node that was previously de-
tected by another scanner for the same destination.

A compromise between forward and backward probing was
suggested in Doubletree [22] for distributed scanning systems. In
order to map the path to reach a destination D, Doubletree starts
probing from the middle node and continues probing forward and
backward. The backward probing in scanner S; stops if it discovers
an interface that was previously detected by it. On the other hand,
forward probing is stopped if S; discovers an interface that was
already detected by another scanner S; while scanning the path
of the same destination D. Details on how DoubleTree may be
implemented are provided in [24].

Although Tracetree and Doubletree reduce the probing traffic
significantly, they do not address the problems that arise due to
the existence of load balancers. To address these problems while
keeping the probing traffic small, Fast Mapping was suggested
in [23]. Fast Mapping is a framework that uses both MDA and
Tracetree. Fast Mapping starts by finding all the paths to reach a
destination using MDA. Then, it runs Tracetree periodically in order
to detect any change in the paths to the destination. Once a change
is detected, Fast Mapping launches MDA again to remap the new
paths.

In this paper, we investigate whether path changes follow
certain patterns. We examine how often routing changes occur
in different parts of the path during different times of the day.
Based on the collection and analysis of Traceroute traces, a profile
is built for each part of the path indicating how often and when
this part changes. This profile is used to set more probing weight
for parts that tend to change more frequently than others. On the
other hand, lower probing weight will be assigned to the parts
that change rarely. This reduces both the probing overhead and the
scanning time as it avoids the frequent mapping of the parts of the
paths that do not change frequently.

Table 1 provides a quick comparison about what problems in
distributed scanning systems that each of the previous approaches
that were mentioned in the section covers. Although previous
methods were proposed to reduce probing overhead, our work is
different from all previous works [3,21-24] that attempted to re-
duce the number of probes as our approach exploits regularities in
routing changes in order to reduce the number of probing packets.
Our work takes the existence of load balancers into account when
reducing the number of probes and this is a main advantage over
the techniques proposed in [3,21,22,24]. Furthermore, we propose
in this paper an enhancement that reduces the scanning time sig-
nificantly. No previous work to the best of our knowledge has ad-
dressed reducing the scanning time before. The basic idea behind
our enhancement is to scan multiple destinations at the same time
instead of waiting to receive a reply before probing the next hop. It
is also worth noting that the methods in [3,21-24] can be applied
on top of our approach to further reduce probing overhead.
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Fig. 1. Proposed profile-based methodology for adjusting probing weights for the different parts of the routing path.

Table 1

Comparison of our approach with the previous work in terms of the addressed problems in distributed scanning systems.

L. We refer to each hop level in the routing path by h. Thus:

Approach Reference number Accurate mapping with load balancers Reducing probing overhead Reducing scanning time
Traceroute [11] X X X
Paris Traceroute 7] v X X
MDA [6,9,10] v x x
Trace analysis [12-16] v X X
Tracetree [21] X v X
Reverse tree [22] X v X
Double tree [24] X v X
Fast mapping [23] v v X
Proposed approach - v v v
3. Proposed methodology (4 \ D
We explain in this section our methodology for extracting
regular routing path changes and for adjusting the probing weight
for the different parts of a routing path based on how often routing 4
changes occur in order to minimize the number of probes needed LB \ 2 £ G_,,E
for detecting path changes. A
The following notation is used in this paper: we refer to the ,r'
routing path as R. The length of the routing path is referred to as N /
c —} F '

R:{hla h25~"7hl}

where h; represents the IP interface at hop level i.

We propose a six-step methodology in order to detect regular
routing path changes and to adjust probing weights as shown in
Fig. 1.

Step 1: perform periodic Tracerouting. In the first step, Paris
Traceroute is performed periodically every 15 min in order to
collect raw data for our analysis. We chose Paris Traceroute since it
is an open source and it does not report false links in the presence
of load balancers along the scanned path as explained in Section 2.
Our experiments revealed that it is not very common that more
than one routing change occurs in 15 min, which explains the
reason behind the choice of 15 min as a time interval between the
performed scans.

Step 2: parsing stage. The second step is a parsing stage whereby
we extract the IP address of each probed hop from the raw data.

Step 3: storing parsed data in an SQL repository. In the third step,
the parsed data is stored in an SQL repository. This facilitates the
processing that will be performed in the next steps.

Step 4: determine the most dominating path. In the fourth step, we

determine the most dominating routing path. This is done by com-
paring at each hop level all the reported IP addresses. The dominat-
ing IP address (hg;) for a hop level i will be the one that occurred
most frequently in all the traces at that level. The dominating path
will consist of all the dominating IP addresses at each hop level. We
refer to the dominating path as:

Rg = {h41 haz, . .., hqr}.

The dominating path will be used as a reference to detect
changes. A change in the hop level i is detected if an IP address
different than (hy;) responds to the sent probe.

Divergence Point Convergence Point

Fig.2. Illustration of the divergence and convergence point when a per-packet load
balancer (LB) exists along the path to reach the destination. The hop levels where
(A, B, C) and (D, E, F) are located are discarded from our analysis since they keep
changing randomly.

Step 5: data analysis. The fifth step is the major step of our profile-
based probing framework and it consists of:

(a) Detecting per-packet load balancers: the MDA algorithm that
was explained before in Section 2 is run once in order to detect
per-packet load balancers. This is to overcome the limitation
of Paris Traceroute since it does not detect this type of load
balancers. These load balancers forward packets randomly to
one of the outgoing interfaces and a different interface will be
always reported at certain hop levels due to the existence of
per-packet load balancers. These different reported interfaces
do not reflect an alternation in the network connectivity. Thus
all the hops between the divergence and convergence points
that are identified by MDA should be excluded when trying to
find regular changes as they keep changing randomly. Fig. 2
illustrates the divergence and convergence points when a per-
packet load balancer (LB) exists along the path to reach the
destination. Circles represent routers and arrows represent
links between these routers. The router (LB) is the only router
that is a per-packet balancer whereas the rest are normal
routers. As mentioned above, when probing the hop level that
is after (LB), we receive a reply from either (A) or (B) or (C)
as packets will be forwarded randomly. The same thing applies
for (D), (E) and (F) and thus we remove the two hop levels that
are after the divergence point in our study since they change
randomly and this change is not due to any alternation in the
routing tables that may be of interest for network monitoring.
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Fig. 3. Dividing the routing path into four clusters using three boundaries (b1, b2
and b3) where (h;) refers to the hop level (i) and (]) is the length of the routing path
to reach the destination.

(b) Separating the collected traces based on the time the Tracer-
oute was launched into a number of periods. We refer to the
ith period as (T;) wherei = 1, 2, ..., N, and N, is the number
of periods. We analyze each one of these periods separately in
our following steps and we assign a different probing strategy
for each one of these time periods. The objective of dividing
the traces into a number of periods is to examine regularities in
each one of these periods separately. This is beneficial if certain
parts of the routing path tend to change more frequently dur-
ing a certain time interval of the day and thus should be given
higher probing weight at that interval as compared to a lower
probing weight in the remaining intervals. This helps in saving
the number of required probes to scan the routing path. The al-
gorithm that we propose to determine the beginning, the end,
the duration and the number of these intervals is explained in
details in Section 6. The following steps of our methodology are
applied to the data of each time interval separately.

(c) Calculating the probability that an IP address different from the
dominating IP address replies to the sent probe at each hop
level. This probability can be calculated as shown in Eq. (1):

h) = = 1
pr (hy) N, (1)
where pr (h;) is the probability that an interface different from
the dominating interface (hgy;) replies to the probe at hop level i.
n;: the number of times an IP interface different than the dom-
inating IP (hg;) replies at hop level i.
N;: the total number of collected probes at hop level i.

(d) Dividing the routing path into K clusters: in this step of our
analysis, the routing path is divided into K clusters where a
cluster consists of a number of consecutive hop levels. The
number of clusters or partitions K is supplied by the scanner.
For each time period T;, we assign each cluster a probing weight
that is proportional to how often the hop levels in that cluster
change during time period T;. The objective of this clustering
is to exploit regularities in the changes of the routing path in
order to reduce the number of probes that are sent to the hop
levels that rarely change. In our clustering approach, the rout-
ing path is not divided statically into equal clusters. We rather
choose the boundaries that determine the divided K parts such
that the number of required probes for scanning the routing
path is minimal. We apply this step on the collected traces for
each of the periods separately, resulting in a division of the
routing path into K clusters that might be different for each one
of these periods based on how frequent routing changes occur
at each hop level during each period. We show in Section 4 the
effect of varying the value of the parameter K on the reduction
in the number of probes.

Fig. 3 provides an example of how the routing path of length (L)
is divided into four clusters using three boundaries (bq, by, b3)
where (h;) refers to the ith hop level. The same probing weight will
be assigned for all the hop levels within the same cluster

We explain now how to determine the boundaries such that
the number of probes for scanning the path is minimal. Let
b1, by, ..., bx_1 be the boundaries that divide the routing path

into K clusters Py, P, ..., Px. We define the probing weight for part
P; as shown in Eq. (2):

Weight (Pj) = roundup (pr (P;) X Nmax) (2)

where: weight (P;) is the probing weight for cluster P;.

pr(P;): is the maximal probability for a hop level in part P; to change
as shown in Eq. (3):

pr (P) = Max (pr(hy)) where h; € ;. 3)

The minimal value of pr (P]) is equal to 0.1. This is due to the fact
that the probability that a cluster remains the same cannot be zero
since it is always possible that a change in the routing path occurs.

Nmax: is the maximum number of probes that the scanner affords
to send per hop in the time interval of the day. This parameter is
supplied by the scanner.

If every cluster P; has a number of hops n;, the total number of
probes required to scan the routing path, Nyqpes, can be calculated
as shown in Eq. (4):

K
Nprobes = Z n; X Weight (Pi) . (4)
i=1

We define the problem now as finding the location of the bound-
aries bq, by, ..., bx_1 such that the total number of probes
(Nprobes) is minimal. This optimization problem aims at find-
ing [argmin, ,,  p, , (Nprobes)] where the objective function is
Nprobes and the decision variables are by, by, ..., bx_;. Since the
number of hops between any two Internet nodes is usually not
larger than 40, we try all the possible positions of by, by, ..., bx_1
and store the positions of these boundaries such that Npobes is min-
imal. The complexity of such a brute force search can be identi-
fied as follows: for a path that consists of (L) hop levels, there exist
(L — 1) boundaries that need to be tried. So in order to divide the
routing path into (K) cluster, we need to try (L — 1) choose (K) dif-
ferent divisions. Finally we pick the division that divides the path
into (K) clusters while Npopes is minimal.

Step 6: Profile-based probing strategy. In this step we perform Paris
Traceroute based on the calculated probing weights in each time
interval of the day.

In order to speed up the scanning process, we implement
a novel enhancement that reduces the scanning time. We start
first by explaining why traditional Traceroute techniques are slow
and then present our proposed enhancement for a fast network
mapping.

Classical Traceroute techniques send a single probe and wait to
receive a reply before resuming the scan of the next hop level. The
Traceroute probe is actually a packet sent by the scanner with a TTL
value that is equal to the hop level that needs to be mapped. For
example, in order to know the IP address at the third hop level on
the routing path to reach a certain destination, the scanner sends
a packet destinated to that destination with a TTL value equal to
3. Every router that receives the sent probe reduces the TTL value
of the probe by one. The router checks next the resulting value
of the TTL field. If it is not zero, then the packet is forwarded
to the following hop level based on the routing table. Otherwise
(if the resulting TTL value is equal to zero), the router drops the
packet and generates a TTL-exceeded ICMP error message with
the router’s IP address as a source of the ICMP message. The ICMP
message is destinated to the sender of the probe (to the scanner)
which allows the scanner to know the IP address at the third hop
level. The ICMP message carries the first 64 bits of the original
message.

In order to reduce the scanning time, our proposed enhanced
approach sends multiple probes to scan all the hop levels at the
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same time. The problem becomes matching each received TTL-
exceeded ICMP error message with the probe that caused that
message. In other words, we need to know the original TTL value
of the probe that triggered the received ICMP error message
so that we infer the hop level that is associated with each IP
source address of the received ICMP messages. We propose in our
approach the use of the identification field in the IP header as a
marker to differentiate among the different probes that are sent
simultaneously. As a result, the probe that the scanner sends with
a TTL value equal to 3 will always have an IP identification value
that is equal to 3. The IP identification field is not changed when the
packet is propagated from router to another. Since the ICMP reply
carries the first 64 bits of the original message, then it carries the
IP identification field whose value reveals to the scanner the hop
level associated with the IP source address of the received ICMP
message. The choice of the identification field as a marker is based
on the fact that this field does not affect the decision of per-flow
load balancers as it is not one of the five-tuple fields and thus this
enhancement does not result in false links in the obtained results.

A recent RFC [25] prohibits the use of the identification field
for uses other than fragmentation tracking. When this Proposed
Standard becomes Internet Standard, our approach could still be
implemented to achieve fast mapping without violating the RFC
by making a simple modification as follows. Instead of forcing
the identification field to carry a value that is equal to the TTL
value of the sent probe, we let the operating system of the scanner
choose an identification value. The chosen value is compliant with
the aforementioned RFC. A network sniffing tool running on the
scanner side during the scanning process allows extracting the
chosen identification value for each sent probe. A table is then
constructed to store both the TTL value and the identification field
for each sent probe. When the ICMP time-exceeded messages are
received, the scanner uses this table to map the identification
value of each probe to its corresponding TTL value. The scanner
is thus able to map correctly the received ICMP messages with
their triggering probes and the proposed approach allows scanning
multiple hop levels simultaneously without violating the Proposed
Standard.

4. Determining the intervals of time with a similar routing
change behavior

We explain in this section how to determine the beginning,
the duration, and the number of time intervals during the day
in which routing changes occur with a similar frequency. In our
previous work [8], we divided the traces into four equal periods
where the duration of each one is six hours. A probing strategy was
next assigned to each one of these periods based on the frequency
of routing changes in each one of these periods. The choice of
equal four periods was made to simplify the framework. Instead
of dividing the traces statically into four equal periods, we show
in this section the algorithm to determine the number of these
periods along with the start, end and the duration of each period
such that we end up with a number of periods that have a similar
frequency of routing changes. We follow later the steps of the
proposed methodology in Section 3 and apply the steps on the data
of each one of these periods in order to achieve higher saving of
probes and make the network monitoring system more dynamic.

The proposed algorithm to determine the time periods with a
similar routing change behavior consists of four steps and is shown
in Fig. 4. These steps are:

(a) Initialization step: equal periods division. Initially we set the
number of periods to be 24 were the duration of each period is
one hour. We extract from the SQL repository the traces for each
hour separately (i.e. we take all the collected Traceroutes to reach
the same destination at each hour separately). We refer to the

Algorithm:
Determining Periods with Similar Routing Changes

Input:
D, a data set containing all the collected traces.
Path = {hq, h,, ..., h;}, the path to reach a destination
consists of L hop levels we refer to each hop level by h;.
DominatingPath = {hdy, hd,, ...,hq;}, the dominating
path to reach the destination where hd; is the dominating
IP interface at hop level i and L is the length of the
dominating path.
€, clustering threshold

Output:
Ty, T,, ..., Ty, Periods where the routing changes occur
with a similar frequency during each period.
T; = hour: minute — hour: minute the start, the end
and the time duration of each period.

Method:

(1)//Step1: Initialization

(2)Set N = 24 //Consider 24 equal periods Ty, T, ..., T24

(3)Divide Dinto Dy, Dy, ... Dy

(4)//Step2: Calculate the probability that h; # hd; for each
D,

(5)Forj=1toN {

6) Fori=1toL {

7 n;;: number of times (h; # hd;) during T;

8 N;j: total number of probes sent to h; during T;
(©) Calculate pr(hil-) = ng;/N;;

(10) }

(11)}

(12)//Step3: Represent each period by a tuple
(13)Forj=1to N

(14 T = {pr(hy;) pr(he;), pr(hs;), . pr(hey)}
(15)//Step4: Periods merging stage

(16)Forj = 1to N{

17) k =jmod(24)+1

(18)  Calculate Distance(T; , Ty)

(19)  If(Distance(T; , Ty) < &) then {

(20) Merge Tj and Tj
21) N=N-1
(22) 1}

(23) }

Fig. 4. The proposed algorithm to determine the time periods with a similar
frequency of routing changes.

datasets that have these traces by D; wherej = 1, 2, ..., 24. The
dataset (D) for example consists of all the traces that are collected
between the time 0:00 and 1:00. The dataset (D;) consists of all the
traces between the time 1:00 and 2:00 and so on.

(b) Calculate the probability that an IP different than the dominating
IP replies for the sent probe. For each dataset D; we calculate the
probability that an IP different than the dominating IP replies at
each hop level. The probability that an interface different than
the dominating interface replies to the sent probe at hop level (i)
during the period (j) can be calculated as shown in Eq. (5):

njj
r(hy) = — 5
p ( u) N; (5)
where pr (h,]) is the probability that an interface different from the
dominating interface (hy) replies to the probe at the hop level i

during the period j.

n: is the number of times an IP interface different than the
dominating IP (hg;) replies at the hop level i during the period j.

Nj : is the total number of collected probes at the hop level i during
the period j.
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(c) Represent each period by a tuple. We represent the period j by a
tuple T; that consists of L features:

Ty = {pr (hy). pr (hy). pr(h3).....pr (hy)}

where pr (h,j) is the probability that an interface different from the
dominating interface (hy;) replies to the probe at the hop level i
during the period j.

As a result, we end up with 24 tuples (T, Ty, ..., To4). Each
tuple consists of L features where each feature represents the
probability that an IP different than the dominating IP replies at
the hop level i during that period. This representation will help in
comparing how frequent routing changes occur within each hour
and will be used to identify the periods with a similar routing
changes.

(d) Periods merging. We calculate the Manhattan distance between
each two consecutive tuples. If the distance is lower than a
threshold (&), we merge these two periods together as the routing
changes in both periods are almost similar. If not, then we keep
them separate. The logic behind this is that if routing changes occur
during two periods with the same frequency, then we can treat
them as a one period.

The Manhattan distance between two consecutive tuples T, and
T, is calculated as shown in Eq. (6):

L
dist(T,Ty) = Z |pr (hix) — pr (hy)| (6)

i=1
where:y = x mod(24) + 1 (7)

y represents the index of the tuple that follows the tuple x in time.

The threshold (¢) is a parameter supplied by the scanner.
Experiments in Section 6 show the tradeoffs of choosing a high or
a low threshold.

5. Experiments and results

We implement the methodology proposed in Section 3 to study
the changes in the routing paths to reach six Internet addresses.
These addresses are actually the web server IP addresses of six
universities where these web servers are known to be distributed
geographically in different locations around the world. The list of
the studied Internet addresses is shown in Table 2.

We developed the code to implement our methodology using
the C# programming language. For the first step of the methodol-
ogy, Paris Traceroute is performed periodically every 15 min over
eight days resulting in 760 traces for the routing path for each ad-
dress. We follow the steps explained previously and as shown in
Fig. 1: the collected traces are parsed to extract the IP addresses
(Step 2), then the data is stored in the SQL repository (Step 3) and
the dominating paths are determined based on all the collected
traces (Step 4).

The MDA algorithm is run next as part of Step 5 from the
framework in Fig. 1in order to detect any per-packet load balancers
along the paths. Our results show that no per-packet load balancers
exist along the paths to the chosen destinations. This is not
surprising since according to [6], only 2.1% of Internet paths are
affected by per-packet load balancers, while close to 40% is affected
by per-flow load balancers. If MDA reported a per-packet load
balancer along one of the paths, we would exclude the hop levels
that are between the divergence and the convergence points of the
per-packet load balancer as was explained in Fig. 2 in Section 3.

Next and as part of Step 5, all the collected traces are separated
based on the time the Traceroute was launched into a number
of groups where each group contains all the traces that were
performed during the same period of the day. The objective of this
division is to examine regularities in each one of these periods

Table 2

List of probed Internet addresses.
Domain name IP address Location
www.ucla.edu 169.232.55.224 United States
www.uchile.cl 200.89.70.188 Chile
www.aucegypt.edu 213.181.237.41 Egypt
www.polytechnique.fr 129.104.30.4 France
www.sydney.edu.au 129.78.5.11 Australia
www.u-tokyo.ac.jp 133.11.114.194 Japan

separately so that a different probing strategy is applied during
each period. The question now is how to identify the beginning,
the number and the duration of these periods. A simple approach
would be to consider four equal periods where the duration of each
period is six hours. A more advance solution is to use the algorithm
proposed in Section 4 to determine the number and the duration of
these periods so that we profile routing changes more accurately
which leads as shown later into further reduction in the number of
probes.

We start Section 5 by presenting the results for the simple
approach where equal periods (each of six hours) are considered
first. Next, we move to the more advanced approach where the
algorithm explained in Section 4 is applied to identify the periods
with a similar behavior.

The rest of Section 5 is organized as follows: in the first
subsection we present a case study of the proposed six-step
methodology where the number of periods is fixed to four equal
periods and where we divide the path into four clusters (K = 4).
The boundaries that identify these four clusters are determined
such that the number of required probes is minimal in each time
period. In the second subsection, we keep the periods fixed but
we study the effect of changing the number of clusters (K) on the
overall reduction in the number of probes. In the third subsection,
rather than having fixed periods, we identify the duration and the
number of the periods with a similar routing changes. Finally, in the
last subsection, we estimate the speedup that is gained by scanning
multiple hop levels simultaneously after using the IP identification
field as a marker to match the probes with the received responses.

5.1. Equal periods division—case study with four path clusters

We present in this subsection the results of our six-step
methodology for four equal periods (Ty, T>, T3, and T4) that rep-
resent the four quarters of the day. We divide in this experiment
the routing path into four clusters (K = 4) where a single clus-
ter consists of a number of consecutive hop levels. Thus in order to
have four clusters, we need to have three boundaries that divide
the routing path into four clusters as explained in Fig. 3. For each
position of the boundaries we estimate the probing weight based
on Eq. (2) and then we calculate the number of probes using Eq. (4)
with Npa.x = 6, which means that a trace is performed once every
hour as a maximum. We try all the possibilities of the boundaries
and keep the ones with the minimal value for Npobes.

Figs. 5-8 show the obtained four clusters for one of the studied
addresses (corresponding to www.ucla.edu). The x axis in the
figures represents the hop level and the y axis represents the
probability that an IP address different than the dominating IP
address replies to the sent probe. Each cluster is marked by a
different color and the maximal probability for the hops in one
cluster to change is marked by a circle.

We can observe from Figs. 5-8 that routing changes do not occur
with the same probability for all the hop levels. As an example,
the first eleven hops in all the four periods rarely change. On the
other hand, hops 12-15 change with a high probability. A monitor
that is interested in detecting the routing changes that occur for a
routing path should not waste probes on hops that change rarely
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Fig.7. The clusters for the routing path to reach (www.ucla.edu) for the time period
T3.

but should rather send more probes to the hops that have high
probability to change.

We can observe by comparing Fig. 6 to Figs. 5, 7 and 8 that the
hop levels from seven to eleven tend to change more frequently
during period T, as compared to the other quarters of the day.
This shows that certain routing changes tend to occur at certain
times of the day and have regular behavior. These regularities
caused different clusters in the second quarter (T,) compared to
the other quarters. In the four periods, our algorithm chooses
these clusters such that the number of required probes is minimal.
Similar observations can be drawn from analyzing the results for
the routing paths of the other five destinations. We include only
results to www.ucla.edu due to space limitation.

Table 3 shows the number of probes that our profile-based
probing strategy will assign for each cluster in each quarter of the
day for the routing change to the address of www.ucla.edu such
that the total number of probes is minimal. It is worth noting that
the number of assigned probes during T, in Table 3 is low due to
the fact that routing changes rarely occur during T, compared to
the other periods. This can be inferred by noticing that the change
rate during T, in Fig. 6 for all the hop levels is much lower than
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Fig. 8. The clusters for the routing path to reach (www.ucla.edu) for the time period
Ts.

Table 3
Number of probes assigned for each cluster during each quarter of the day.
T T T3 T4
Cluster 1 11 6 11 11
Cluster 2 35 5 42 35
Cluster 3 1 14 1 1
Cluster 4 15 6 20 15
All clusters 62 31 74 62

the change rate during the other periods in Figs. 5, 7 and 8. In fact,
the maximum change rate during T, in Fig. 6 is 20% whereas the
change rate is much higher for all the hop levels during the other
periods (Figs. 5, 7 and 8) as it goes above 70%.

To assess the savings in the number of probes that our strategy
achieves, we compare the total number of required probes in the
four quarters of the day that our methodology needs to the total
number of probes if the scanner is treating all the hop levels of
the routing path equally and is sending the maximal number of
probes (Nma.x = 6) in each quarter of the day. We introduce pu, as
the reduction in the number of probes coefficient, which is defined
as shown in Eq. (8):

4
Z Nprobes,i
i=1
p=l- (®)
NProbes(Max), i
=1

where Npopes, i is the number of probes during period T;.
Nprobes(Max), it 1S the maximal number of probes during period T;.
Nprobes(Max), i is obtained for:

pr(p) =1.

Our calculations for www.ucla.edu show that the reduction in
the number of probes coefficient w is 0.60 on average, which means
that our approach achieves 60% savings when compared to a static
Traceroute that does not take into account time and hop level
change regularities. In fact, the reduction in the number of probes
for K = 4 for the six addresses was 66% on average, which proves
that a great deal of savings in the number of probes can be achieved
by using a profile-based methodology.

Weight (Pj) = Ny,

5.2. Equal path division—effect of the number of path clusters on the
number of probes

To study the effect of the number of clusters (K) and its impact
on the total reduction in probes u, we divide the routing path of
the six probed addresses into two, three, four, and five clusters.
The location of the boundaries that form the clusters in all the
cases is determined such that the total number of required probes
is minimal.
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Figs. 9-12 show an example of such a division where the routing
path to reach (www.u-tokyo.ac.jp) was divided into two, three,
four, and five clusters at time period T;. We can note from Fig. 9,
corresponding to two clusters, that all hop levels in Cluster 2 (hops
11-24) will be assigned a high probing weight because the hop
level number (14) has a high probability to change. As a result, hops
18-24 will also be assigned a high probing weight even though
they do not have a high probability to change. When the routing
pathis divided into three clusters as shown in Fig. 10, the hop levels
from 18 to 24 are given lower probing weight as their maximal
probability to change is low. Consequently, the number of required
probes for scanning the path will be reduced and each cluster will
be assigned a probing weight that is proportional to its change
rate. The same discussion holds for Figs. 11 and 12 where the
routing path is divided into four and five clusters, respectively. We
conclude that as the number of clusters increases, routing path
changes can be exploited further to achieve greater savings in the
number of probes.
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Fig. 12. The five clusters for the routing path to reach (www.u-tokyo.ac.jp) for time
period T;.
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Fig. 13. Cluster size effect on reduction in the number of probes.

This conclusion can be further confirmed from Fig. 13, where
we show the reduction in the number of probes versus the number
of clusters K for the six probed addresses. We observe from the
figure that as the number of clusters increases, the reduction in the
number of probes improves. We also note that there is a significant
reduction in the number of required probes when we compare
K = 2 to K = 4. We also note that the reduction is less significant
when we compare K = 4 and K = 5. Dividing the paths into
four clusters seems to give the best savings without the additional
overhead of a fifth cluster.

5.3. Dynamic time intervals

Rather than dividing the traces into a fixed number of periods
with equal durations, we apply in this subsection the algorithm in
Fig. 4 to determine the number and the duration of these periods,
or time intervals. We show the results of applying the algorithm on
the collected traces to reach (www.u-tokyo.ac.jp) as a case study.
Initially we set the number of periods to be equal to 24 where the
duration of each period is one hour. Fig. 14 shows the Manhattan
distance after representing the collected traces during each hour by
a tuple. The first bar in Fig. 14 represents the Manhattan distance
between the 1st tuple and 2nd tuple, the second bar represents the
Manhattan distance between the 2nd tuple and the 3rd tuple and
soon. Itis worth noting that the 24th bar represents the Manhattan
distance between the 24th tuple and the 1st tuple as the traces
collected between 0:00 and 1:00 that are represented by the 1st
tuple follow in time the traces collected between 23:00 and 0:00
that are represented by the 24th tuple.

The threshold (¢) determines whether to merge two consec-
utive periods or not, and is a parameter supplied by the scanner.
Two periods are merged into a single period if the difference in
the Manhattan distance between these two periods is less than the
threshold (¢). The following two examples illustrate the tradeoffs
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Fig. 14. The Manhattan distance between each two consecutive tuples where each
tuple represents the frequency of routing changes during each hour.

of choosing a large or a small threshold. Fig. 15 shows the obtained
periods when the threshold is set to ¢ = 0.7. Each color in Fig. 15
represents a different period and we therefore have four periods
in this case. The x axis represents the hour of the day and helps
in identifying the duration of these periods. The first period with
a black color for example starts from the hour 18:00 and ends at
08:00. The second period starts from 08:00 and ends at 15:00 and
so on. The routing changes within each period occur with a similar
frequency; therefore we follow the steps of our methodology and
divide the routing path during each period into (K = 4) clusters.
The boundaries that determine these clusters may be different dur-
ing each period based on the routing changes during that period.
Our results show that the total number of probes decreases by 5%
when the periods are divided dynamically compared to the case
where the periods are divided statically into four equal periods.

If we decrease the value of the threshold and set it to ¢ = 0.6,
we obtain seven periods instead of four as shown in Fig. 16.

As the threshold ¢ decreases, the number of periods increases.
The more periods we have, the finer the granularity of our analysis
and the higher the savings in terms of probes. This is based on
the fact that a different probing strategy will be assigned later
to each one of these periods based on the frequency of routing
changes during each period. However, as the number of periods
increases, the processing overhead also increases as we need to
analyze the data of each period separately and adjust a suitable
probing strategy for each.

Fig. 17 shows the decrease in the number of periods as the
threshold ¢ increases. The threshold varies between the smallest
and largest values of the Manhattan distances in Fig. 14. When the
threshold is equal to the minimum Manhattan distance of Fig. 14,
we obtain 24 separate periods as no merging occurs. The number
of periods decreases as the threshold increases until we obtain
a single period where the threshold is equal to the maximum
Manhattan distance between the tuples. In this case, the scanner
assigns a single probing strategy for the whole day and ignores
the temporal regularities of routing changes. Of course this is not
efficient as many redundant probes will be sent.

A natural question would be how to tune the value of the
merging threshold ¢, or how to select the number of periods that
will be considered in our framework. In order to determine the
number of periods, a similar approach to the one explained in
Section 5.2 can be used to show the reduction in the number of
probes versus the number of periods (instead of the number of
partitions). One would then search for the number of periods that
strikes an optimal balance between reducing the number of probes
and maintaining an affordable processing overhead.

The previously proposed approach for tuning the threshold
provides the solution with optimal tradeoffs. However, the main
problem with such an approach is that it requires an extensive
search. A more practical approach would be to let the scanner
determine how many periods it can afford to process. The value
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Fig. 15. The obtained periods by applying our proposed algorithm when ¢ = 0.7.
Each period is marked by a different facecolor. The duration of each period can be
inferred from the x-axis which represents the hour of the day.

| | I | | ! | | | 1 1 L 1 1 1 1 L L
012 3 456 7 8 91011121314 1516 17 18 19 20 21 22 23 24

Fig. 16. The obtained periods by applying our proposed algorithm when ¢ = 0.6.
Each period is marked by a different facecolor. The duration of each period can be
inferred from the x-axis which represents the hour of the day.
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Fig. 17. The number of periods as a function of the threshold (¢).

of the threshold O can then be determined from Fig. 17 that
produces the specified number of periods. The routing changes
for the periods produced by that threshold have high intra-period
similarity and low inter-period similarity.

5.4. Speedup by scanning multiple hop levels

In the above experiments, we showed how to reduce the
number of probes by taking routing regularities into account. We
show in this subsection how to speed up the scanning process
which is another requirement for scanning systems. We estimate
in this subsection the savings in time that can be achieved by
scanning multiple hop levels simultaneously instead of scanning
the path hop by hop. The IP identification field is used as a marker
to match the received replies with the corresponding probes as
explained in Step 6 in Section 3.

Table 4 shows the time needed to scan the routing path
to reach the destinations that were tested using both our
identification-marking approach and Paris Traceroute. We repeat
each measurement three times and the average time is taken for
each destination. The results shown in Table 4 show that our
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Table 4

A scanning time comparison between Paris Traceroute and our proposed identification-marking approach.

Destination Path length (hops) Scanning time (s)
Paris Traceroute Identification-marking approach

www.ucla.edu 31 124.82 12.24
www.u-tokyo.ac.jp 27 95.74 10.71
www.sydney.edu.au 23 78.47 9.23
www.aucegypt.edu 20 63.12 7.71
www.polytechnique.fr 19 62.87 7.70
www.uchile.cl 19 52.99 7.69

approach achieves great reduction in the scanning time compared
to Paris Traceroute. In fact, our approach reduces the scanning time
by 85%-90%. We notice from Table 4 that the reduction in scanning
time is higher for paths with a larger number of hops (i.e. longer
paths). This is due to the fact that the longer the path, the larger the
number of hops that need to be scanned and the larger the scanning
time for Paris Traceroute. As the length of the path increases, our
approach also needs larger time to scan the path as we need to
wait for more hop levels to reply before we identify the whole path.
However, our approach scales well for long paths as the probes are
sent simultaneously to all the hop levels.

We compare the obtained paths using our identification-
marking approach with those obtained using Paris Traceroute.
Similar to Paris Traceroute, our approach does not report false links
when per-flow load balancers exist along the path. This is based
on the fact that the IP identification field is not one of the fields
that affect the choice of outgoing interface in load balancers. This
proves that our approach is as accurate as Paris Traceroute but has
the advantage of reducing the scanning time significantly.

6. Conclusions and future work

In this paper, we proposed an efficient profile-based routing
path scanning methodology that minimizes the number of probes
and the scanning time while taking the problems that arise in the
presence of load balancers into account. Our six-step methodology
examines how often routing changes occur in the routing path
through different periods of the day. Based on the collected traces,
we set higher probing weight for the parts of the routing path
that change more frequently. Our methodology also groups the
hop levels into path clusters and adjusts a probing weight for each
cluster. These clusters are determined such that the total number
of probes for scanning the whole path is minimal. An algorithm
was also proposed to determine the duration and the number of
periods that have a similar frequency of routing changes such that
higher reduction in the number of probes is achieved.

Our experimental results show that routing changes have
regular temporal behavior and that certain hop levels have higher
probability to change than others. Our proposed methodology
extracts and exploits these two aspects and produces significant
savings in the number of probes. We also examined the effect of
increasing the number of path clusters on the total reduction in
the number of probes. Our results proved that as the number of
clusters increases, greater savings in the number of probes can
be achieved. We also showed that further savings in the number
of probes can be achieved if we determine periods dynamically
based on the routing changes at the different times of the day.
Furthermore, we have also proposed an approach to reduce the
scanning time by probing multiple hop levels at the same time
using the identification field in the IP header as a marker to match
each probe to the received response. Qur experimental results
showed that this enhancement saves 90% of the time needed to
scan the path compared to classical and Paris Traceroute. As part
of future work, we plan to compare our approach with further

approaches such as Fast Mapping in terms of reduction in the
probing overhead and saving of scanning time.
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