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Abstract
of the Thesis of

Ahmad Zouheir Nsouli for Master of Science
Major: Computer Science

Title: Reinforcement Learning Based Scheme for On-Demand Vehicular Fog
Formation and Micro Services Placement

The high need of real-time vehicular applications for self-driving cars to maintain
service availability and reachability, and to process huge amount of generated data
within a small amount of time, rise the need to improve the vehicular network in-
frastructure. Fog computing has been introduced to reduce the amount of data
sent to cloud by bringing processing power near the edge and reducing latency.
In this paper, we overcome the aforementioned limitations by taking advantage of
the evolvement of On-Board Units, Reinforcement Learning, Kubeadm Clustering,
Docker Containerization, Istio service mesh, and micro-services technologies. We
propose in our scheme (1) a service mesh architecture that manages communica-
tion between multiple microservices across different clusters and tackle inter-service
communication, (2) a Reinforcement Learning model deployed on road side units to
predict on-demand placement of microservices, and (3) Reformulating the vehicular
container placement (VCP) problem as an assignment problem to map microservices
to vehicles. Experiments and simulations show that our method is more efficient in
deploying microservices using the reinforcement learning model than other current
strategies in the literature. Given that only needed microservices are deployed in
limited resource cluster, mesh network shows an improvement in the deployment
time and inter-service communication across clusters, and the usage of Hungarian
algorithm in solving the VCP improves Quality of Service (QoS).

Index Terms – Reinforcement Learning; Vehicular On-Boading Units (OBUs), Ve-
hicular Fog Computing, Vehicular Edge Computing, Vehicular Clustering, Orches-
tration, Container, Micro-Services, Kubeadm, Docker, Hungarian Algorithm, Istio
Service Mesh
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Chapter 1

Introduction

The growing requirement to generate data and perform computations across a
network, as well as the rapid development of the Internet of Things, have given rise to
the concept of Internet-of-Vehicles (IoV). IoV is a dispersed network of vehicles with
sensors, software, and technologies that use the data provided by vehicles and their
computing capacity to improve vehicle communication and interaction. It provides
intelligent Vehicle-to-Everything (V2X) communication, allowing for heterogeneous
network connectivity[3]. Moreover, the high demand of time critical applications
require fog computing to bring cloud processing power near the edge by hosting ser-
vices next to users. Fog devices play a major role in improving the Quality of Service
by decreasing latency and increasing processing power. Road side units offer secure
and high-speed direct connection between vehicles and the surrounding infrastruc-
ture because they employ Dedicated Short Range Communication (DSRC), which
is an 802.11p-based wireless communication technology. Vehicular Fog computing
(VFC) can benefit from the processing power of the moving and parked vehicles
through the on-boarding units (OBUs) and any other device nearby[12].

In this context, many researchers have looked into the advantages of adding a
fog layer to the edge to help users. For example, [19] [20] and [21] assisted vehicular
users by using pre-defined fog spots such as road side units (RSU).Similarly, [14]
[15] and [18] used static locations of fogs with certain services functioning on them
to target a specific group of IoT devices. Virtual Machines (VM) are used in various
methods to move and host fog services based on user requests. Authors also offer, a
paradigm for outsourcing vehicular computations to RSUs [22]. Despite the benefits
that RSUs provided for supporting vehicles, there are still some significant restric-
tions that must be addressed. Geographically fixed fogs (RSUs), for example, have
restricted network coverage and thus availability to serve vehicles. Furthermore,
using a VM to host services on fogs takes a long time to deploy and consumes a lot
of resources. When upgrades are needed, these methods have low Quality of Service
(QoS) and restricted service flexibility. In addition, when RSUs are overburdened
with requests, their performance can suffer, causing response times to suffer.

In order to serve demanding applications and benefit from VFC, we shed the

7



Figure 1.1: Proposed Architecture

light on the concept of deploying micro-services on nearby vehicles. The main prob-
lem lies in the dynamic movement of vehicles which make the network not easily
manageable. In addition, pushing on-demand fogs to volunteer devices all over the
place has its drawbacks. Having to push services everywhere can put the service
provider’s security at danger, especially if the services are controlled by volunteers
[23]. All of these considerations need a well managed architecture to optimize re-
sources required. These are the primary motives for restricting the number of fog
placements by the cloud. This creates a new difficulty for the cloud, which is de-
ciding when to deploy fog in order to optimize profit by maximizing fog resource
utilization and reducing the number of pushed fogs. In [1], for deploying container-
ized microservices on on-demand fogs, the authors developed a resource and context
aware technique. To the best of our knowledge, no work has targeted the usage
of reinforcement learning for on-demand vehicular fog formation to deploy micro-
services in service mesh architecture. In this work, we adopt a similar architecture
as the one proposed in [1] (Figure 1.1), and we enhance it to improve user expe-
rience using reinforcement learning to decrease latency, response time and address
the inter-service communication aspect.

In this paper, we address the aforementioned problems by introducing a caching
system for the purpose of achieving scalable micro-service applications. We also
introduce a message bus that is responsible for the communication between the dif-
ferent micro-services (inter service communication). The message Bus is able to
determine whether a nearby cluster can serve the user. When deploying a new ser-
vice, it is a lot more efficient to get the service from a nearby cluster as opposed to
getting it from the cloud. In order to minimize the delay in deploying the requested
services, we propose an approach based on reinforcement learning where the master
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node predicts beforehand the services each cluster might need, as opposed to getting
the service when it is requested. Moreover, we attempt to formulate the VCP as an
assignment problem that can be solved efficiently using the Hungarian Algorithm.
The authors in [2] proposed a Fog Scheduling based on the notion of average re-
ward, a decision model, based on reinforcement R-learning, studies the behavior of
service requesters and generates a suitable fog placement schedule. Their suggested
R-learning model has been proved experimentally to achieve promising result on the
Fog nodes. However, our main challenge is to use the model on a dynamic vehicular
fogs. In order to solve the VCP problem, [1] defined the problem as multi-objective
optimization problem that should be solved in a short amount of time, where they
used the Memetic genetic Algorithm. However, their solution requires high com-
putation and long time while the memetic algorithm is based on random sampling
and does not find the optimal solution. Therefore, in case the requested service
was not available on the nearby vehicles, we reformulate the VCP problem into an
assignment problem which can be resolved in a reasonable time using the Hungarian
Algorithm. The paper’s primary contributions are summarized as follows:

1. Offering efficient orchestration between the different clusters in the vehicular
mesh network to serve the user requests and tackle inter-service communica-
tion.

2. Formulating the container placement problem as an assignment problem and
solving it using the Hungarian algorithm.

3. Using Reinforcement learning to predict the on-demand placement of the con-
tainerized micro-services within a cluster, and caching container files at the
RSU level to decrease latency.

The rest of this paper is organized as follows. In section II, we go over the
related work and discuss their limitations. In section III, we discuss our proposed
architecture and methodology. In section IV, we expand on our methodology by
defining and providing a solution for the VCP problem. The testing of our approach
is presented in Sections V. Finally, in section VI, we discuss future directions.
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Chapter 2

RELATED WORK

The future of smart city depends on the IoT devices and the performance of the
network. The architecture plays a major role in future applications such as auto
piloting where a huge amount of processing, in short time, is required. Applica-
tions designed on micro-services architecture can range from IoT services support,
passenger’s safety, auto-piloting, real time map updates to infotainment and enter-
tainment services. Therefore, researchers got motivated to introduce an enhanced
network where the DSRC integrated into the RSU play the major role in the network
performance. In this section, we review the contributions of several related literary
works and discuss their limitations in this section.

The authors in [5] formed a vehicular cloud on-demand counting on RSUs present
on the roads. The main concept in this work relies on finding a star that offer compu-
tation power and the storage required when moving on the road. The RSU receives
the information and share them to allow users to host their requested services. The
star component here are static and they ask for money in return. In case the star
move out of the RSU range, the user loses the service connection. The architecture
focuses on finding the best match of a star node to the user requirement taking into
consideration available resources, distance, and time to serve inside this VANET.
This work lacks the concept of preparing and distributing the services before a user
issues a request which could delay service specially for inter-service communication.

The work done in [11] presented a vehicular fog infrastructure showing an im-
provement in the communication and computational power. Making use of vehicles
cloudlet helped in offering high computational capacity. However, its main focus was
on urban areas and within limited support, unlike taking into consideration OBUs
and personal devices to build a continuous support to nearby users. Furthermore,
the authors in [12] worked on benefiting from the parked vehicles in a shopping mall
through VFC to augment the resources. Unfortunately, this work was limited to the
use of parked vehicles computation power only, and the distribution of services and
how to assign services to new vehicles was not well studied.

To the best of our knowledge, no existing research addresses the use of rein-
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forcement learning technology that determines on-demand micro-services placement
hosted on vehicles. Many others, on the other hand, utilized a model that organizes
activities and determines where fog should be pushed in the form of containers. In
recent surveys, authors have emphasized the need for a model that schedules activ-
ities and services in the form of containers on available fogs’ resources [27][28][29],
highlighting its critical impact on any future studies in this field. This schedule is
split into two halves. The first is to make an informed choice about when and where
the service should be pushed, which we will focus on in our work. Second, there’s
the method for distributing services over many heterogeneous resources. Various
techniques in the literature have addressed tackling the problem of task placement
on resources [30][31][32], where heuristics have been shown to make correct selection
and placement of containers.

Using containerization technology, the authors of [37] were able to demonstrate
the ability to push services to pre-selected fogs. The operating services are man-
aged via an orchestration layer. The work contribution was limited to presenting
a method for placing services on fogs, without considering the possibility that the
number of services or tasks to be completed will require additional resources, and
that not all of them can be planned for placement. Moreover, it disregards volun-
teering devices and service priority.

Using a hybrid network architecture, in [1] the authors proposed the Vehicu-
lar OBUs-As-On-Demand-Fogs to provide on-demand fog and service placement on
vehicles to maintain the connection between the requesting vehicle, and create ve-
hicular fog cluster. His layered architecture aids in the escalation of a fog-to-user
connection failure. The use of kubeadm cluster and electing a master facilitate the
management of the cluster and the deployment of micro-services. However, the pro-
posed architecture lacks a caching system that can reduce the network congestion
and enhance the architecture performance. Deploying the micro-service when the
user requests a specific service makes it more costly than having them deployed
and ready for use. Moreover, the proposed VCP solution used the Memetic algo-
rithm to solve the optimization problem which makes the solution not guaranteed.
Note that inter-service communication have not been taken into consideration which
leads to more latency due to the deployment of multiple micro-services consecutively.

In [2], Reinforcement learning technology is used to present an intelligent model
capable of fog placement scheduling. It operates by analyzing service requester be-
havior and generating a fog placement plan based on the average reward. It also
shows that the model may improve over time by responding to changing user de-
mands. Adding to this the concept of creating fogs on demand to create kubeadm
cluster containing volunteering nodes will provide storage and processing resources
to host services in the location predicted by the model. The experiments showed
promising results where the requests processed by the cloud decreased from 100% to
30%. However, the model mentioned does not study what services to push particu-
larly. In vehicular context, the location is pre-selected by the RSU and the concept
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can be extended to predict the services that need to be pushed to the RSU location.
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Chapter 3

ARCHITECTURE AND
METHODOLOGY

Deploying micro-services on a kubeadm cluster when the user requests a specific
service is more costly than having them deployed and ready for use beforehand.
In the case of highway where vehicles have high speed compared to other having
low speed, a cluster lifetime and the RSU range are too small, so services won’t be
available for too long and the system won’t be stable and reliable. Given that the
download and boot time of a container image from the cloud can take around 5s [1],
and the Road Side Unit Controller (RSUC) may have limited resources compared
to a cloud, adding a caching layer at the RSU level can serve in decreasing latency
of download and boot time when a micro-service is needed. In order to distribute
containers over the different cluster components upon solving the VCP problem
using optimization techniques, may lower its QoS in such a time critical system.
Reformulating the VCP as an assignment problem and solving it using the Hungarian
algorithm will make it much more efficient. Moreover, a cluster might not have
enough resources to deploy all containers of a specific service. Efficient orchestration
between the different clusters to serve the user through a message bus at the RSUC
to facilitate the communication between different clusters at different location can
help in serving users faster. In this paper, we offer our proposed architecture to
address the aforementioned difficulties.For each tier, the role of each component in
the architecture is then described. Finally, we discuss a hypothetical interaction
between the components using a test example.

3.1 Architecture Overview

The architecture shown in Figure 1. is an expected infrastructure of the next
IOV which is formed of Base station (BS), RSUCs, RSUs and smart vehicles having
OBUs, and it has three type of communication. Infrastructure to infrastructure
(I2I) communication through Ethernet wires in order for the RSU, RSUC and BS to
communicate faster. Vehicle to infrastructure (V2I) communication through DSRC
for secure and high speed connection is used by the vehicles to request any service
from the RSU. The communication between vehicles using 802.11p in a Kubeadm
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Figure 3.1: Cluster Communication

cluster is called vehicle to vehicle (V2V).
A BS’s job in our design is to connect a requesting user to a cluster master

node in another BS range and broadcast a user request for service hosting to the
underlying RSUs over Ethernet through RSUCs. The addition of the RSUC-RSU
layer is intended to reduce traffic load and management on BSs[1]. The RSUC
distributes requests between RSUs and shares information like the location of master
nodes in range, the services provided by each Kubeadm cluster, and the list of
Docker images accessible. In addition it plays a major role in the inter-service
communication process when one micro-service of a docker image deployed on one
cluster calls another micro-service available on another cluster nearby. It’s tough
to observe user behavior while requesting services using a simple machine learning
model. Therefore on the RSU level, docker images requested by the users are cached
on the RSU, pushed and removed to the cluster based on the reinforcement learning
(RL) decision. We used RL on each RSU to learn user behavior via experience and
adjust as the needs of the services alter by time. Moreover, it keeps track of the
position of the serving kubeadm master in order to link users to services.

The kubeadm master node plays a major role in clustering fog components. It
is elected based on the vehicle history, connects to other vehicles using 802.11p, and
decides on the optimal service distribution by solving the VCP problem throughout a
collection of specified vehicular fogs, and it keeps track of the state of the containers.
Using 802.11p, a device in the fog layer can interact with a neighboring car or the
RSU. The master node assigns micro-services to the vehicles in the fog, and its
profile and availability are likewise updated by the fog.

Before the user makes a request to host services, RSU is running a reinforcement
learning model that takes a decision for each service whether to cache at RSU, push
or remove a specific service from the cluster. Once the set of services are determined,
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Table 3.1: Node Architecture

Layer Component

Base Station Master Manager

RSUC
Master Manager
Service Discovery

RSU
Master Manager

Cache Container Registry Manager
Reinforcement learning Model

Kubeadm Master

Containerization Required Modules
Fog/Micro-Service Manager

VCP Hungarian
Control Plane

Profiler

Fog
Containerization Required Modules

Kubeadm Cluster Initializer
Data Plane
Profiler

they are sent to the kubeadm master to run the VCP algorithm to assign each vehicle
available in the cluster to host a service. Therefore, once a user request the service,
it will be available on the nearby cluster. However, in case the service was not
available on the cluster, we will follow our previous approach in [1].

3.2 Node Architecture

This section discusses the functionality of each component per layer in our sug-
gested strategy. The BS, RSUC, and RSU communicate with each other to keep
the user linked to the master node by using the Master Manager. [1]. The RSUC
works as service discovery component within this mesh network. While driving, the
RSU collaborates with the Kubeadm Master and Fog nodes to establish a depend-
able Kubeadm cluster with high service availability and long user support periods.
Through the Fog/Micro-Service Manager and Control Plane, the master supervises
fogs and containers that run on them, and decides on the optimal service distri-
bution among the available vehicles in its cluster. Table 4.1 lists the architecture
components by layer.

The network topology was inspired by Istio service mesh that provides security,
service management and flexibility[44]. The functionalities inside each component
are described in depth as follows.

1. Data Plane: The data plane is made up of sidecars that are intelligent en-
voy proxies injected to each microservice deployed on the fog. For all the
microservices in the service mesh, Envoy proxies mediate all inbound and out-
going traffic. They supplement services with various functionality such as TLS
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Figure 3.2: Microservice-to-microservice communication across clusters

termination. In addition, Fog/Micro-Service Manager and Control Plane allow
specific policy decisions to be enforced.

2. Control Plane: The main purpose of the control plane is to manage and con-
figure proxies for routing traffic that we get from the data plane through
interaction with the injected proxies. It consists of two components, pilot
and citadel. Pilot provides service discovery for envoy sidecars on the level of
the cluster and traffic management for intelligent routing. In order to control
traffic, it converts high level routing rules into envoy configuration and send
them to sidecars. The citadel component is responsibile of security and service
communication enforcing policies based on service identity. Its built-in iden-
tity and credential management allows for strong microservice-to-microservice
and end-user authentication, and it adds encryption layer to the traffic of the
service mesh.

3. Master Manager : This component is extracted from the work done in [1]. The
RSU, RSUC, and BS all have access to the master node information in range.
When a master node moves into the range of a new RSU, the old RSU notifies
its neighbors of the joining master node. The new RSU sends ”Hello” packets
to the master to establish that there is a connection. The master profile is
contained in the Hello reply messages. The master manager’s role is to connect
users to master nodes.

4. Service Discovery : The service discovery system is deployed on RSUC service
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register in order to know where all the endpoints are and which services they
belong for guiding traffic within the mesh. Each RSUC is responsible to keep
track of the microservices deployed in the clusters that it operates on. RSUC
are connected to other RSUCs through ethernet wires which allows a fast com-
munication between RSUCs. The service discovery plays a major role in the
service mesh to determine the service namespace. In case the microservice
need to communicate with another microservice deployed on a cluster nearby,
the request follow the communication flow shown in Figure 3.2. The worker
asks the envoy proxy of its microservice A to look for microservice B. It shares
the request across the same cluster to serve the worker. Once found, it directly
builds a connection between the two microservices to communicate. However,
when the envoy can’t find the microservice requested on the same cluster, it
asks the master to contact RSU and the RSUC to broadcast the request across
RSUCs. The RSUC broadcasts the request, but if for certain threshold time
no body responds, the microservice will need to be fetched and deployed. Oth-
erwise, an RSUC directly responds with the namespace of the microservice,
which will be returned to the worker to know how to communicate with mi-
croservice B. The comunication follows the Transport Layer Security (TLS)
protocol which is an encryption algorithm that is usually followed between
servers to provide privacy and data integrity between the two communicating
vehicles.

5. Cache Container Registry Manager : The container registry is stored in the
cloud to push and pull images from it. In order to shorten the time it takes to
extract the required microservices, we offer a new cached storage available on
the RSU to bring these pictures closer to the user in our architecture. The RSU
contains a cache for container image registry where users may find microser-
vices that are commonly requested. These microservices are determined by the
reinforcement learning model deployed on the RSU, which decides whether a
specific service should be pushed to a cluster, cached on RSU or pulled back
from the cluster. All RSUs communicate information about services they host
with their RSUC by replying to the container registry manager’s request. If
a fog node requests an image from the RSU that it does not have, the RSU
calls the RSUC to find out where the service is located so that it may retrieve
it and install it on the cluster.

6. Reinforcement Learning Model for On-Demand Microservices : Given the re-
quested micro-services history, expressed as the number of requests generated
from the location of the RSU at specific times on specific days, and a list of
previously pushed micro-services, the RSU benefits from this information to
make appropriate decisions about whether or not to push, retrieve or cache a
service based on the hours of the day. The creation of fog takes place before
the push of any micro-service, and every volunteering device is welcome to join.
As a consequence, fog resource use would be maximized, serving more users,
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implying improved QoS and satisfaction for consumers. Before a user request,
the reinforcement learning model determines which microservices are truly re-
quired to be hosted on the fog to enhance performance and QoS. Since our
reinforcement model has to predict a huge amount of micro-services whether
to cache, push or remove it from the cluster, the usage of a deep q-learning ap-
proach, is more feasible in our scenario. Given that our model will always face
new micro-services, it would be more effective to get the help from deep neural
network. In the deep q-learning approach the q-value function is computed
using a deep neural network (DNN). In order to train DNN, the replayed mem-
ory technique is used to save all its experience in a replayed memory buffer.
The experience in the buffer is a tuple formed of the environment, the reward,
the chosen action and next state of the environment. Following each episode,
the agent selects a set of memories from the replayed memory to train the
DNN. Q-Learning is a value-based reinforcement learning method that finds
the optimum action-selection strategy using a Q function. The Q-Learning
algorithm uses the Bellman Optimality Equation to iteratively learn the opti-
mal Q-value function [38]. Therefore, all the Q-values are recorded in a table,
and will be updated using the Q-Learning iteration at each time step. Saving
every state-action pair and storing all of them would require a large amount
of memory and many more iterations for the Q-table to converge. Hence this
approach works better for finite states and action spaces[39].

The Max-Boltzman Policy problem is solved using the Max-Boltzmann explo-
ration approach, which assigns a probability to each action and ranks them
from best to worst. One disadvantage of the various Greedy approaches is
that all exploratory activities are picked at random, meaning that the second
best action has the same chance of being chosen as the worst action. ϵ-Greedy
and Boltzmann exploration are combined in Max-Boltzmann exploration. It
selects the greedy action with probability 1; otherwise, it selects the action
using the Boltzmann distribution. A Boltzmann distribution function is used
to assign probability. In state s, the probability π(s, a) of selecting action a is:

π(s, a) =
eQ(s,a)/T∑|A|
i eQ(s,ai)/T

(3.1)

where |A| denotes the number of potential actions and T denotes the temper-
ature. A high T indicates that you will be doing a lot of exploring.

7. Containerization Required Modules : This module is taken from the architec-
ture in [1]. Kubeadm is an appropriate orchestration tool for our design since
it allows us to employ a variety of devices to build the cluster. Docker is the
de-facto containerization technology used for Kubeadm orchestration. In or-
der for the device to engage with the master node and for multiple pods to
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connect with one another, Kubelet must be installed on it. Kubectl is used
to run Kubeadm commands on the master and worker nodes. Docker and
Kubeadm, as well as the essential needs, must be installed on cars in order to
establish clusters.

8. Fog/Micro-Service Manager : This component runs on the master node and
is responsible for managing the Kubeadm cluster’s worker nodes as well as
container execution. It is the responsibility of this component to keep the fog
nodes operational and to address any physical or service issues that may arise.

9. VCP Hungarian: The VCP solution is responsible of assigning microservices
to vehicles. The RSU determines the microservices that should be pushed to
the master of the cluster, and the master of the kubeadm cluster is responsible
of resolving the VCP problem in order to assign the microservices. This is a
time-critical problem since the cluster lifetime might not last for too long and
it is essential to distribute the microservices on vehicles as fast as possible. We
elaborate more on this problem in Section 4.

10. Profiler : This module collects from the vehicles the available CPU, memory,
disk space and all other information required to be shared with the master
node. These information are required to be able to determine the micro-
services distribution and cluster resources. In addition, any other relevant
information can be shared in terms of time availability, speed, etc.
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Chapter 4

VEHICULAR CONTAINER
PLACEMENT MODEL

Solving the VCP problem plays a major role in determining the efficiency of
the network topology. In a real life scenario, vehicles may change their speed and
path randomly, yet in our approach we are not taking into consideration the different
paths of each vehicle in the network. In our topology, the RSU run the reinforcement
learning model to determine what micro-services should be pushed to the cluster.
The master node resolves the VCP problem in order to assign for each fog node the
required micro-services.

In [1] VCP problem have been formulated as an optimization problem and re-
solved it using meta heuristic technique called the Memetic Algorithm [1]. Although
memetic algorithm is a combination of evolutionary algorithms with local search and
proved promising results in such type of problems, the time complexity depends on
many factor which makes it unpredictable and unreliable. In addition, notice that
[1] had to distribute the service images first randomly and then start moving them
between the fog nodes to avoid violating constraints. In this way a micro-service
will stop running the container and then move the image to the new host and start
running the container. This leads to intermittent availability of micro-services be-
fore the convergence of the algorithm, add to it that most genetic algorithms tend
to get stuck to a suboptimal solution.

Combinatorial optimization is the process of looking for maxima in a discrete
but vast configuration space for an objective function F . Because it can be reduced
to the bin packing issue, VCP may be classified as a combinatorial optimization
problem. Given a set of N objects each with a specified size si, fit them into as few
bins, each of size B, as possible. In order to solve this problem, we can reformulate
it as weighted bipartite matching problem where on one side we have nodes ui rep-
resenting the vehicles of the cluster and the other side vj are the services and let
each edge uv has weight wi,j.

In order to determine the weight wi,j of each edge in the weighted bipartite
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graph, we reformulate the multi-objective constraint optimization problem as one
objective function. First, the equality constraints are shown in the following:

min
x

f0(x)

such that f1(x) = 0
(4.1)

In order to approximate the problem, we move the hard constraint f1(x) = 0 into
the cost function square it and multiply it by α which is called a penalty parameter.
A minimizer of the new approximate function, x, is supposed to be an appropriate
solution to the original issue. The problem will be approximated to the following:

min
x

f0 + αf1(x)
2

(4.2)

Important to note that f1(x)
2 ≥ 0 where f1(x) ̸= 0 and f1(x)

2 = 0 if and only if
f1(x) = 0, hence this condition takes place when the original constraint f1(x) = 0
is satisfied. Through this approximation we can ensure that f0(x) is minimal when
f0(x) + αf1(x)

2 is minimal.

Second, when the optimization problem has an inequality constraint as shown
in following:

min
x

f0(x)

such that f2(x) ≤ 0
(4.3)

Our aim is to move the constraint to the objective function where we have the
added term ϕ(x) as 0 when the constraint is satisfied f2(x) ≤ 0 or penalize the
function and have ϕ(x) ≥ 0 when the constraint is not satisfied, hence f2(x) ≥ 0.
This can be achieved by setting ϕ(x) = max[0, f2(x)]

2. Squaring the penalty value
can make it more severe, which is known as quadratic loss function. Therefore to
approximate the optimization problem, we reformulate it as follows:

min
x

f0(x) + αϕ(x)

where ϕ(x) = max[0, f2(x)]
2

(4.4)

The Penalty function can create abrupt slope changes in the graph near the
border, which can make normal reduction methods difficult to apply. Therefore
multiplying it by α control the severeness of the penalty when violating the con-
straint. The higher penalty increases accuracy, and as we narrow in on the solution,
the sharpness of the graph is less of a problem. To determine the value of α, we
need to keep increasing the penalty weight, hence the closer the approximation x to
a solution of the original issue.

In order to determine the cost of assigning a micro-service x to vehicle y, we
aim to optimize the cluster lifetime and the number of pushed micro-services under
specific cluster resources constraint. The input data will be the resources required
for each micro-service and each vehicle resources. The output data will be a mapping

21



Table 4.1: Table of Notations

Variable Description

i Micro-service i
j Vehicle j
n Number of requested micro-services
m Number of available vehicles
S Set of micro-services
V Set of vehicles
Sci CPU usage of Si

Smi
Memory usage of Si

Sdi Disk usage of Si

Sti Minimum time to host Si

Vcj CPU available on Vj

Vmj
Memory available on Vj

Vdj Disk space available on Vj

Ud Maximum allowed distance between the user and a cluster
Ct Cluster time availability
Cd End distance between user and cluster

of micro-services to the vehicle nodes inside the cluster that satisfies the minimal
cost to assign the micro-services predicted to be pushed to vehicles.

• Resources Limit: On a vehicle, the hosted service’s total CPU, memory, and
disk resources should be less than the vehicle’s available resources. For each
service x, we will determine the cost in case we assign it to each vehicle y. We
make sure through Equation (4.5), (4.6) and (4.7) that the CPU, Memory and
Disk usage of the micro-service are satisfied by the vehicle when c1, c3, c5 are
zeros. These restrictions are stated as follows: :

c1 = max(0, Scx − Vcy)
2 (4.5)

c2 = max(0, Smx − Vmy)
2 (4.6)

c3 = max(0, Sdx − Vdy)
2 (4.7)

• Minimum Cluster Serving Time: To make sure that the micro-service can
be hosted on the cluster, we compare the cluster lifetime to the amount of
time required to host the micro-service. When the value of c4 ≤ 0, then the
following constraint is satisfied:

c4 = max(0, Stx − Ct)
2 (4.8)
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• Distance Threshold To User: To avoid networking delays and improve the
quality of service, we determine a maximum threshold Ud that should be less
than the distance between the user and the cluster. This can be expressed
through the cost function by the following:

c5 = max(0, Cd − Ud)
2 (4.9)

• Objective: In [1], the authors included two objective functions to Maximize
micro-service connection time and Minimize the number of active vehicles.
However, in our architecture, we are only deploying micro-services needed on
the specific cluster. There is communication across clusters in the vehicle
mesh network, especially in the case where the resources required to deploy all
micro-services of a specific service are not met. Adding to this, minimizing the
number of active vehicles that host micro-services might lead to high utilization
in the CPU, hence the response time goes up abruptly [26]. In order to deploy
the micro-services safely and host the user request, we maximize kubeadm
cluster lifetime as much as possible. We define this function by maximizing
the shortest time it takes for one fog to depart the cluster, as maximizing
cluster longevity maximizes user serving time:

F1 = min(−Ct ×Wf1) (4.10)

Our second aim is to maximize the number of pushed services Kij on the clus-
ter and fulfill as many requests as feasible. In order to achieve this constraint,
we tackle it in Algorithm 1 during the assignment of microservices to vehicles.
It is further described below in Algorithm to solve Vehicular Container Place-
ment problem

In a penalty method, the unconstrained optimization problem are created by
adding a component, to the objective function. w is called the overall cost,
and it consists of the summation of objective function with a penalty formed
of parameter αi multiplied by a measure of constraint violation. When a
constraint is violated, its penalty is strictly positive, and 0 otherwise.

The final cost to be minimized is:

w = F1 + α1c1 + α2c2+

α3c3 + α4c4 + α5c5
(4.11)
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Algorithm 1 VCP Hungarian Algorithm

Input: Vehicles and Micro-services Resources
Output: A complete matching M between Vehicles and Micro-Services
while not all microservices are pushed do

Perform initialization:
Begin with an empty matching, M0 = ∅
Assign feasible values to the dual variables αi and βj as follows:

• ∀v ∈ V, αi = 0

• ∀u ∈ U, βj = mini(cij)

costMatrix = Calculate the cost value for each vehicle i when microservice j is
assigned to it
if available vehicles ≥ microservices required to be pushed then

Add dummy microservice rows

Perform the Hungarian Algorithm steps

Output the matching after the nth stage: M = Mn.

Microservices required to be pushed = ∅
else

Select n micro-services

Perform the Hungarian Algorithm steps

Remove microservices assigned from microservice to be pushed

Update Vehicle resources capacity
end

end

• Algorithm to solve Vehicular Container Placement problem

VCP is the problem of distributing micro-services to vehicles based on the
resources of each vehicle. To resolve such type of a problem, a well known
approach is the Hungarian algorithm [33] [34]. The Hungarian method is a
combinatorial optimization algorithm that solves the assignment problem in
polynomial time O(n3). To reformulate the VCP as a problem that can be
solved using the Hungarian algorithm, we determine the cost of assigning a
vehicle to a micro-service and solve the problem in O(number of micro-services

number of vehicles
n3)

to minimize the overall cost. In order to approach this problem, Algorithm
1 takes over it by resolving the Hungarian algorithm to determine the least
possible cost when assigning n micro-services to m vehicles. When n ≥ m,
it will assign m micro-services out of n at first iteration while choosing the
least cost possible. Then, we deduct the resources required for the assigned
micro-services from the vehicles chosen. Now, we repeat the same process on
the remaining n − m microservices, but with m′ vehicles. m′ is the new list
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of vehicles having new resources reduced according to what we assigned in
the previous step and filtering the ones busy with a threshold of more than
85%. This approach will help us achieve our second aim of maximizing the
number of pushed micro-services. We repeat the procedure to finish when all
the micro-services assigned or when all vehicles become busy.
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Chapter 5

EXPERIMENTS AND RESULTS

In this section, we provide experiments to show how the proposed architecture
outperform existing models by predicting in advance the microservices to be pushed
to the cluster. We also provoke the importance and efficiency of microservice-to-
microservice using Istio architecture where the network topology plays as mesh net-
work and allows communication between vehicles across different clusters.

5.1 Experiments Showing the Proposed Scheme Advantages

To simulate the overall scheme, we employ the Mininet-Wifi emulator. For ve-
hicle connections, Mininet-Wifi allows to run a comprehensive network on a single
workstation using wireless technology where processes play as hosts. It provides
tools to represent VANET and run scenarios to simulate behavior of real vehicles.
The whole network topology from RSU to RSUC, as well as moving vehicles travel-
ing at predetermined speeds and routes, may be depicted. To use Docker containers
as hosts in the emulated network topologies, we use Containernet which is built on
top of Mininet-Wifi to simulate the vehicle behavior using a container.

Istio is a service mesh, a modernized service networking layer that allows you to
dynamically and quickly automate the application network operations in a transpar-
ent and language-independent way. It’s typically used to manage many microservices
that make up a cloud-native application. Through Istio service mesh, microservices
can communicate and share data between each other securely, mainly through peer
authentication by mutual TLS. It works with Envoy and Kubernetes to make a
microservices-based containerized environment operates smoothly. Kubernetes au-
tomates and orchestrates the deployment of containerized applications, while Envoy
controls all inbound and outgoing traffic in the Istio service mesh.

The conducted experiments show how our approach combine the advantage of
existing approaches and resolve their limitations. First, some services might require
high amount of resources to deploy all microservices, and the cluster might have
insufficient resources. Given that the problem is time critical, we show the improve-
ment in the time it takes to deploy 1 microservice instead of deploying the whole
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microservices of a service. Moreover, the VCP problem is classified as NP-hard
[1], so it takes long time to resolve the VCP optimization problem. The memetic
algorithm approach followed by [1] take a long amount of time since it has to run
it 10 times to get the output. In [1], the algorithm randomly assigns images then
the constraint violations are repaired by moving containers from vehicle to another.
This may cause an interruption in the connection with the microservice.

In our work, we are assuming that the RSU knows the trajectory of the vehicle,
RSUs cover the whole area where vehicles move, and the network coverage of two
RSU next to each other has common area when they are under the same RSUC.
In the common area, the RSU-1 notifies RSU-2 that the vehicle is moving to its
coverage to send hello packets and receive the master profile.

First, to show the importance of using Hungarian algorithm in distributing ser-
vices on available vehicles equally, we use the work done in [41]. As shown in Figure
5.1, when the CPU utilization of an application decreases, we notice decrease in the
average response time. This is to be expected because no time is wasted waiting ow-
ing to the existence of other queries, but as CPU utilization approaches 400 percent,
the response time increases rapidly.

Figure 5.1: Relationship between CPU utilization, response time and throughput
[41]

When using an evolutionary algorithm to solve a multi-objective optimization
problem, the convergence of the best solution is dependent on the initial solution
chosen, and most algorithms tend to become stuck on a suboptimal solution [42].
Therefore, we reformulate the problem by changing the constraints into a set of
weights that build up the cost function to be minimized.

We utilize in our experiments the Google trace 2011 the dataset shown in Ta-
ble 5.1 and Table 5.2 to create our scenario. The Google cluster trace dataset [43]
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Table 5.1: Vehicles Dataset Combining Google Cluster Trace 2011-2

Vp Vt Vs Vc Vm Vd Departure Vo

V1 (40.740, -73.994) 20 7.5 0.5 0.55 0.6 0 V1
V2 (40.740, -73.994) 5 7.35 0.6 0.6 0.4 1 V1
V3 (40.740, -73.994) 30 25.0 1 1 1 2 V1
V4 (40.743, -73.996) 40 7 1 1 1 1 V4
V5 (40.743, -73.996) 35 7.1 0.7 0.7 0.7 1 V4
V6 (40.743, -73.996) 30 6 0.5 0.5 0.8 0 V6
V7 (40.165, -73.736) 4 3 0.8 0.7 0.4 3 V7
V8 (40.365, -73.756) 100 20 0.2 0.3 0.1 4 V8

Table 5.2: Services dataset

Service ID Sc Sm Sd

S1 1 0.4 0.3 0.5
S2 1 0.1 0.1 0.05
S3 1 0.2 0.2 0.25
S4 1 0.5 0.4 0.4
S5 2 0.2 0.1 0.25
S6 2 0.3 0.4 0.25
S7 3 0.6 0.5 0.58
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contains data on microservices’ resource requirements in terms of CPU, memory,
and disk space, as well as data on the cluster’s available resources, and each node
is represented by a vehicle in our example. In our experiment, when the vehicles
used are V4, V5, V6 and V7, while the service to be pushed are S5, S6 and S7. Our
VCP algorithm assigns S5 to V7, S6 to V5 and S7 to V4. We notice that vehicle
CPU is not fully busy, but the services are distributed equally on the volunteering
devices which causes less traffic on one node of the cluster. Moreover, the resource
limit constraint is respected where the memory, disk and CPU of a service are less
than the vehicles capability.

To simulate the environment of an Istio cluster, we use Minikube . Minikube
runs a single-node Kubernetes cluster on a single machine. We retrieve from Google
Cloud Platform on Github a set of microservices to be deployed on our cluster.
First downloading the microservices required around 8 minutes on 9 Mb/s internet
connection speed. After the download, the deployment of the 12 microservices on
a Minikube took around 57 seconds. However, the deployment of one microservice
with an envoy proxy injected will require around 9 seconds. In case the RL model
correctly predicted the microservice, the user won’t notice any delay. However, in
case it did not, deploying one microservice instead of the whole service will improve
QoS.

Figure 5.2: Performance of RSU cloud in [6][7], on-demand-fog [1] and our approach

To show that connection across clusters is better than deploying the whole project
on the same cluster, we create a network topology that imitates our architecture. We
fix the position of RSU1, RSU2, RSUC1 and RSUC2, and we assume that each RSU
is in different area. Therefore RSU1 is connected to RSUC1, RSU2 is connected to
RSUC2, but RSUC1 and RSUC2 are connected. We initiate a scenario with four
vehicles having 300m wireless coverage moving on a determined path. RSUs are
aligned in sequence but a gap of 200m between RSU1 and RSU2. V1, V2, V3 and
V4 start moving at time 0s, 2s, 25s and 25s with a speed of 19 m/s, 22.3 m/s, 25
m/s and 5 m/s respectively. Note that V4 will remain in the RSU1 range at all time.
We measure the time it takes to send a request and receive the response. In case the
vehicle requesting lies in the same cluster on average it takes 8.5ms. However, when
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the microservice is deployed on another cluster, the discovery time may take up to
1s and then any other communication will happen within 9ms on average. Although
we had an increase in the communication between microservices, but this time is
invested against the time we saved during the deployment process. Moreover, it will
resolve the cluster resource limitation problem.

In figure 5.2, we show that the usage of containerized microservices is better
than VM due to the size of VM [6] [7] compared to docker containers. Moreover,
the improvement of our approach over [1] is illustrated in the start up scenario when
the reinforcement learning determine accurately the microservices before any user
request. Note that, the on-demand fogs approach have show failure for a small
amount of time due to the usage of memetic algorithm for VCP. Given that [1] runs
the containers randomly at first and then starts moving containers between host to
solve the VCP, the move of a docker container requires to stop, move it to another
host and run it again. Although running a container from a host to another differ
from a container to another, in our experiment we notice that this took around 0.4s.

Figure 5.3: Performance of RSU cloud in [6][7], on-demand-fog [1] and our approach
on high load

In figure 5.3, we used the same setup that we used in our previous experiment
by setting V3 as a user, but we increased the number of requests to the cluster to
include all 7 services in Table 5.2 during the simulation in order to host multiple
different services at the same time. Therefore, the number of containers required
to download in our approach and [1] have increased. Moreover, for [6] and [7] more
virtual machines were required to host services on the cluster. Due to the need of
deploying more services to serve these requests in this experiment, more resources
were required at some point that exceed the cluster available resources.

For [6] [7] we keep on noticing a long time of serving requests through the cloud
due to the long download time of virtual machines. However, [1] the containers
were downloaded very fast, the cluster hosted the containers and it started serving
requests. Due to the high load of microservices sent to the cluster, few other mi-
croservices were not yet downloaded and hosted. Thus, we notice another increase
at t=50s. In our approach, because we had a reinforcement learning that correctly
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predicted the microservices to be hosted on the fog, we do not notice any increase
in response time at the beginning of the scenario. However, at t=800s, when inter-
service communication took place, [6] another VM has to be downloaded and it
started downloading and serving through the cloud causing an increase in response
time. Because of lack in resources, [1] approach was not able deploy the other service
on the cluster causing an increase also in response time when communicating with
the other service. However, our approach did not deploy all microservices of the
service and was communicating with other microservices hosted on nearby clusters.
At t=800s the request did not find the requested microservice nearby, causing an
increase in response time to fetch, download and host its container. Once the new
microservice is deployed, the response time decreased and inter-service communica-
tion across clusters took place.

5.2 Reinforcement Learning Model for On-DemandMicroser-
vices

These experiments have two major goals, which are mentioned below:

1. The first objective of our reinforcement learning model is to prove that it was
able to learn by experience. This can be achieved by showing that the model
prioritizes pushing microservice to cluster instead of caching them on the RSU
or keep it in the cloud.

2. The second objective is to show the reduction in the number of requests sent
to the cloud and the importance of serving them through the fog.

In this experiment, we use python as a programming language and Keras-RL
as a library to build the reinforcement learning model. The data used to simulate
the experiment contains a single month of server logs of the NASA.gov website [40].
The data is dated August 1995, and it was retrieved from [40]. Due to resource
limitation, only a chunk of it is used in this experiment.

The model was deployed on the RSU which determines the action to be taken
for each request. The model is expected to start without any previous information
and keep track of the requests that are taking place from this location. When new
microservice is requested, it will be added to the RSU database and set its status.
When an on-demand request takes place, the RSU runs the model to determine
the status of each of the microservices previously seen. Once the status is set to
push, the RSU initializes the cluster and requests the microservice then pushes it
to the cluster. In case the status was cache, it pulls it from the cloud and keeps
it on the RSU. If its status was ”remove”, it removes it from the cluster in case found.

In order to simulate the process, we used the following:

1. Cloud : It has all the micro-services
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2. Micro-Service: It needs an ID and size of the container

3. Vehicle: It is determined by its memory capacity, the services deployed on this
vehicle, and its status whether it belong to a cluster or not.

4. RSU : It is similar to the vehicle where it has a memory capacity and services
cached.

5. Cluster : It includes a set of vehicles that belongs to this cluster, and the RSU
that created it.

To Simulate on going scenarios of vehicles moving inside and outside the range
of cluster, first we define four moving vehicles where their availability flags are set
randomly. In our simulation, we are assuming the worst case scenario where a ve-
hicle can exit cluster at any time and no recovery approach is applied. Because the
vehicles can move randomly and we are not taking into consideration the predefined
path of each vehicle, we used the random flags to determine whether a vehicle is
currently part of this cluster or not, which changes constantly.

Our reinforcement learning model has 3 actions to choose between them either
to push a microservice to the cluster, or to cache the microservice, or pull a mi-
croservice. Each state of the reinforcement learning model is defined by the time
and service ID. Once a request is sent to the cluster, we calculate the reward first as-
suming that the model has pre-determined the microservices that are pushed. After
that we take an action for each microservice the model has already seen. Once an
action is taken to push to cluster, we make sure a storage capacity is available oth-
erwise we save it on the RSU cache. The RSU can take over the work of the cluster
in case the vehicle storage is minimal or the number of vehicles participating in the
cluster is low. In case the RSU was full of storage, it will no more be pushed. This
penalizes the model by -1 point. When a user requests specific service, the reward
is calculated based on a basic function that is used to penalize the model where
the model receives 2 points in case the microservice was found on cluster, 1 point in
case the microservice was found on the RSU, and -1 for each request the cloud serves.

In Figure 5.4, more than 90% of total requests are served by the cluster and
the RSU. Reducing the number of requests served by the cloud would increase the
performance of the overall scheme and reduce the traffic on the cloud, which in
return can improve the cloud performance.
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Figure 5.4: Number of requests served by the nearby fog compared to cloud

In Figure 5.5, we compare the number of request served by the cloud to the
number of requests served by the cluster and the number of requests served by the
RSU. It shows the number of requests served by each component per hour. The
main goal of the model is achieved when the most number of requests is served by
the cluster, then fewer requests are served by the RSU and finally the remaining
labeled in red are served through the cloud.

Figure 5.5: Our approach showing the number of requests served by the cluster,
cloud and RSU

After taking the decision for each microservice using our reinforcement learning
model, the table of status for each microservice is created. We initialize the clus-
ter with the microservices that the reinforcement learning predicted. We face the
following scenarios:

1. The service is not available and we can follow the approach provided in [1].

2. The service is set to be pushed to the cluster, then we need to resolve the VCP
problem to assign microservices to vehicles.

3. The service is on the RSU cached, so we directly deploy it on the available
vehicles.

5.3 Comparative Study over Existing Approaches

Comparing our approach to containerized microservices [1], RSU cloud [6] and
Follow-me cloud (FMC) [7], our approach offers the best solution to serve vehicular
applications using RSUs, VM and docker containers. Our approach overcomes [1],
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[6] and [7] in terms of time to download a service when our reinforcement learning
model determines the correct microservices to be pushed and cached. [1] initializes
the cluster and pushes the microservices required after the user request, and [6] [7]
need to download VMs. Hence, the user need to wait some time before his request
is served unlike our approach. Note that the microservice is always updated to the
latest in short amount of time in [1] and our approach, unlike in [6] [7], because
docker containers are much less in size and can work on any OS, unlike VM, which
are bigger in size and you need to download them each time you push a service.
In [1], all microservices of a service are pushed to the cluster when a user request
a specific microservice. In our approach, we take into consideration cluster having
low storage capacity where only microservices needed are pushed, and we allow
to deploy on-demand microservices. Moreover, the communication allowed across
the infrastructure between vehicles forming a mesh network will reduce the need
to deploy additional microservices. The communication across clusters may require
longer time sometimes as shown in figure 5.2, yet it seems minimal compared to the
waiting time required to download and start the container.
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Chapter 6

CONCLUSION

In this paper we explored that number of volunteering vehicles may limit the
cluster capability of deploying services because one or two OBUs are not enough to
handle the processing with insufficient resources. Moreover, deploying microservices
on vehicles may be time critical because cars may not be able to keep an alive con-
nection with the user to provide longtime support. Therefore, the main goal was
to optimize the time of deployment of microservice to make it available the soonest
for the user. Hence, We proposed deploying reinforcement learning model on RSU’s
to be able to determine which microservice have to be deployed and cached on the
edge beforehand. To the best of our knowledge, no work in the literature has used
service mesh in vehicular network to benefit from the advantage of providing net-
working intelligence on container-based microservices infrastructure with fast and
reliable communication between them. Another issue that emerges in this context
is determining the appropriate assignment of micro-services on available vehicles in
order to optimize serving time while maintaining reachability. We suggested to re-
solve the VCP problem using Hungarian Algorithm to benefit from its performance
and running time. The deployment of a microservice needed compared to the full
service have shown an improvement of 84%. Our experiment showed that the num-
ber of processed requests by the cloud have massively reduced after hosting the
reinforcement learning model on the RSU, and we showed how cache have served in
reducing that amount. As future work, it is interesting to take into consideration
each vehicle path to keep the longest alive connection for support. Future cellular
network technologies appear to be highly promising in terms of supporting real-time
vehicle applications. As a result, as networking technology develop, our design and
methodology may be changed and improved.
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