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Abstract

In this paper, our aim is to design and develop an anonymous full-duplex image classification framework under Differential
Privacy. We work under the assumption that both, the cloud and the querier are semi-trusted entities, thus their data should
remain safe and confidential. That is, neither the querier nor the cloud should be able to link a particular individual from the
other party to an image while maintaining, to a certain extent, suitable classification accuracy. We use Principal Com-
ponent Analysis (PCA) to transform sample images into anonymized vectors; differentially private synopsis of PCA
vectors, and we ensure that the individuals in these vectors remain unidentifiable.

Keywords Differential privacy - Classification - Principal component analysis

1 Introduction

Cloud computing services are evolving like never before as
companies tend to reduce their costs and shift their services
to the cloud. These services are playing an essential role in
the development and improvement of many sectors,
including governmental, economical, financial, and edu-
cational. In a typical cloud computing scenario, data
owners must store their data in the cloud, which raises
many concerns, particularly, in privacy and security [8]. On
the one hand, the cloud hosting company must ensure safe
storage of the data and preserve their privacy. On the other
hand, owners must cope, at their discretion, with the risk of
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an intentional or unintentional breach of privacy. Besides,
some of the cloud computing services require access to
data that might be considered sensitive. Without this data,
these services cannot function properly. For example, let us
assume the following scenario where sentiments of spec-
tators at an event need to be extracted and analyzed. Pic-
tures of the public should be taken and sent to a cloud
service that analyzes the sentiments (e.g., laughing, smil-
ing, or neutral). In this scenario, a privacy concern arises
when the cloud service uses private pictures to train the
classifier as well as when it processes user requests, i.e.,
images, to infer the sentiments. Thus, the research question
of this paper is how to benefit from the data without
harming the privacy of individuals in the dataset?

This is not an easy question, and things do not end well
in most of the scenarios. For example, in the year 2000,
Netflix released an “anonymized” movie viewing dataset
by stripping all identifying information. They wanted to
make the dataset available for enhancing their movie rec-
ommendation algorithms. Unfortunately, their de-identifi-
cation was vulnerable. Narayanan and Shmatikov [12]
showed that they could re-identify specific individuals, and
predict their political affiliation. All they needed is some
small extra amount of information about a given
individual.

Many cloud services that provide private image classi-
fication rely on encryption to ensure the security and pri-
vacy of the data. However, encryption is not useful in
preserving privacy in many cases like in an adversarial
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setting. For instance, while using partially homomorphic
encryption to outsource K-Nearest Neighbors [18] classi-
fication, the authors show that distance learning attacks are
possible [10]. These approaches are time-consuming as
well due to the performance of encryption and decryption
algorithms, and they are vulnerable to the theft of
encryption/decryption keys [15].

In this paper, we propose a cloud-based differentially
private image classification approach that protects the
privacy of individuals in a dataset of images. In fact, in our
approach, we assume that the cloud computing service is
semi-trusted and thus should not be able to identify indi-
viduals in the dataset (i.e., images collected from the data
owners) and individuals in the requests of querier (i.e., a
typical user of the cloud service). We use a differential
privacy mechanism [2] to add noise to the images, and at
the same time, preserve their utility in a way that they
remain useful for analysis. More specifically, we use
Principal Component Analysis (PCA) to transform images
into vectors to which we add differentially private noise.
We study the trade-off between the accuracy and the pri-
vacy regarding the global privacy budget, which is the total
allowed leakage as determined by the number of answered
queries and the accuracy of the answers. In fact, we run
several classification algorithms such as Support Vector
Machines, Kernel Density Estimation (KDE) and K-NN to
evaluate the privacy vs. accuracy trade-off.

The remainder of this paper is organized as follows, in
Sect. 2, we give a brief overview of Differential Privacy
and PCA. In Sect. 3, we present the general architecture of
our framework and provide details on how to add noise to
the image dataset. The framework is evaluated using a set
of experiments in Sect. 4. In Sect. 5, we discuss some of
the related works, and we conclude in Sect. 6.

2 Background
2.1 Differential privacy

In many domains, getting statistical data about a dataset is
necessary. However, this data can turn into a real threat to
the privacy of any individual, participating or not, in this
dataset. This breach of privacy is due to two factors;
inferring auxiliary data about an individual, and inferring
statistical data about a community.

Dwork et. al. [6] has found a solution by adding noise to
the result in a way that preserves the utility of the result and
protect the individuals privacy. This technique is called
Differential Privacy. In their work, databases D are con-
sidered as being collections of records from a universe y,

and represented by their histograms N . Bach entry D; in a

@ Springer

histogram represents the number of elements in the data-
base D of type i.

A randomized algorithm M with domain NI s o-dif-
ferentially private if for all S C Range(M) and for all
D,D € N/ such that the norm —1 of the distance
between databases D and D’ is only one, we have:

PriM(x) € §] <e*.PrM(y) € §] (1)

where « is a privacy parameter that is set by the database
owner.

The selection of the privacy parameter o is a social
question. The database owner should choose the best o for
this data. Lowering o reduces the utility of the result, while
raising o reduces the privacy. The owner should ask how
much privacy is enough, and do some experiments to
decide the value of o.

On the other hand, the utility of the approach strongly
depends of the sensitivity Af = max||f(D) —f(D)||,,
where D and D’ are two databases that differs in at most
one row, and f is a query applied on D and D'.

Differential Privacy has two different modes of opera-
tion: the interactive and non-interactive modes [16]. In the
interactive mode, the server returns a noisy result to the
user. The value of the privacy parameter is subject of
negotiation between the database owner and the user.

In the non-interactive mode, the server returns a noisy
synopsis dataset. The user sends queries to this synopsis
and gets statistical results without any interactivity with the
owner and without any limits to the number of queries. Our
work relies on the non-interactive mechanism to create a
synopsis dataset of noisy vectors to form a training dataset.

2.2 Principal components analysis

PCA [14] is a singular value decomposition to reduce data
dimensionality. Given data points in an m-dimensional
space, PCA projects them into lower dimensional space
while preserving as much information as possible. Con-
sider a matrix S(n x m), in this work, each column of the
matrix represents an image of m features. These features
are for instance the RGB values (or the grayscale values) of
the image pixels. The features are subtracted from their
respective empirical means. Assuming a normal (Gaussian)
probability distribution of errors, orthogonal transforma-
tions naturally arise. The PCA is an orthogonal transfor-
mation (actually a coordinate rotation) that aligns the
transformed axes with the directions of maximum variance:

s=u>y_ v’ (2)

where U and V are orthogonal matrices and ) has the set
of singular values. U(m x m) has for columns the eigen
vectors of the covariance matrix C of S. The first column of
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U is the eigen vector having the largest absolute eigen
value (the first principal component). The most significant
variance is in the direction of the first principal component.
The most significant variance on the subspace orthogonal
to this vector is in the direction of the second principal
components, and so on. The matrix B = U’S is therefore
useful for dimensionality reduction of the original data. In
effect, B, = U,T S, where U, is the smaller matrix having
only the first r <m columns of U, is a reduced represen-
tation of the data. B, is an r X n matrix. Data reconstruction
is governed by S, = U,B, (an n X m matrix), which is a
lossy version of the original data S [2].

In this paper, we intend to add enough noise to the PCA
vectors of images in a way that the individuals in the
images remain unidentifiable, but at the same time, the
vectors can be used to train the classifier.

3 Differentially private image classification
framework

We assume that the first party (the data owner) holds a
dataset of face images. The images belong to different
classes, and each image is labeled with its class number.
The second party, which is the end-user, has one face
image of unknown class and wants to predict this class, or a
multi-face image and wants to know how many faces have
a specific reaction. In non-private settings, this would be
easy: We use a database with labeled images to train the
classifier, and we predict an unknown image based on the
classifier’s result.

In private settings, we want to imagine a man in the
middle that asks for information about the image and asks
information about the image database (or the classification
model). This man in the middle must not be able to rec-
ognize the identity of any subject no matter how many
questions he asks.

Both parties must add noise to make the whole process
differentially private. We want in the result that any single
image in the database is masked, by reducing every image
into a noisy vector. The query image is masked as well.
However, to ensure an accurate classification, adding noise
to a database of images and requests must be done using a
global privacy parameter.

In our framework (see Fig. 1), four types of actors are
listed:

e Trusted Data Owner sends the essential dataset to
anonymization service, and later, can send more
images, with trusted classification.

e Untrusted Data Owner sends images to the anonymiza-
tion service, with untrusted classification. Trusted and
untrusted data owners may request a noisy image from

the synopsis dataset to be sure that the face is
unrecognizable. The principal component vectors, the
eigenvectors, and the mean vectors are required to
reconstruct images, so the service keeps the eigenvec-
tors and means vectors on a different cloud.

e Querier sends one face or multi-face images to the
anonymization service with the aim of getting their
classifications.

e Data Host receives three types of vectors:

(1) Trusted data owner vectors (sample noisy
images) are used to train the classification
algorithm.

(2) Untrusted data owner vectors are classified, and
the output is returned to the anonymization
service to check the truthfulness of the data
owner classification.

(3) Querier vectors are classified, and the output is
returned to the querier.

3.1 Anonymization service

The service transforms every image in the primary dataset
into a vector using PCA and adds differentially private
noise to the vectors. It performs safe sampling and returns a
synopsis dataset and checks the truthfulness of the
untrusted data owner classification. The process breaks
down as follows:

The first step is to concatenate a set of images into one
matrix S as PCA reduces a set of images into a set of
vectors. Then, we compute the covariance matrix
C= %STS; where m is the number of columns of S.

PCA is turned into a differentially private mechanism by
adding differential private noise to C. The noise matrix L is
generated by sampling its elements from a probability
distribution. Then, the noisy covariance N is calculated:
N=L+C.

To get the vectors of the images, we should first cal-
culate characteristics vectors and values called respectively
eigenvectors u and eigenvalues A using this equation:
(N — Al)u = 0. Eigenvalues can be found by calculating
det(N — AI) = 0 and then the eigenvectors are calculated.
All the eigenvectors will be concatenated in one matrix U,
and the PCA matrix P is computed by multiplying S by
U. Each column of P is a PCA vector. If a trusted data
owner sends the set of images, then the vectors will be
sampled to create a synopsis dataset sent to the cloud.

3.2 Privacy-preserving PCA

To make PCA a privacy-preserving mechanism using dif-
ferential privacy, we should turn the covariance matrix C
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Fig. 1 General architecture of a differentially private image classification system

into a noisy matrix. Therefore, we generate a noise matrix
from a probability distribution and add it to the covariance
matrix. Practically, using C in the PCA process returns a
memory error due to the enormous dimensions of C. For
this reason, C is substituted by a matrix A = %SST where
data matrix S € R"*". Then each row of the matrix P is a
PCA vector instead of each column.

3.2.1 Generating matrix N with Laplacian noise
We choose Laplace distribution [9] to achieve differential

privacy. The probability density function of Laplace dis-
tribution Lap(u, b) is

1 e
P(XIu,b)ZEe 5 ©)
where u =0, b = and o is a privacy parameter.

& 4 values from this distri-

For S € R™™, we sample
bution to fill the upper tnangular part of the noise matrix
L then the values of the lower triangle part are copied from

opposite position. Finally, we add the noise matrix L to A.
3.2.2 Generating matrix N with Laplacian noise

For a long time, SULQ method [3] was the only differen-
tially-private approximation to PCA. This method based on
Gaussian distribution guarantees weaker privacy than the
differential privacy known as (o, d)-differential privacy.
Chaudhuri et al. in [4] proved that SULQ is not a good
candidate for effective dimensionality reduction. They
proposed a simple modification and called their method
MOD-SULQ. This method, as in SULQ, is based on
Gaussian distribution. First, we compute the parameter of
the distribution:

@ Springer

d+1 & +d > 1
2log (—=) +— (4)
F=" (52\/271 Von
where o is a privacy parameter and J is a relaxation
parameter.

We generate after that a symmetric noise matrix based
on the probability density function of Gaussian distribution

N(u, B):
P(x | M)ﬁz) =

a=p?

= 5)

1
V2B

where y = 0. Finally the noise matrix is added to A.
3.3 Sampling to create a synopsis dataset

To perform the sampling, we reconstruct some images
from noisy vectors whose classifications were not affected
by the added noise.

We compute two distance scores of the noisy image and
compare them to two user-defined thresholds. First, we
compare each image to its noisy version. Second, we
compare the noisy image to the mean of the images with
the same classification label.

If distance scores are less than these thresholds we can
consider the image as unidentifiable, and at the same time
its classification was not affected by the noise, and there-
fore this noisy vector will be added to our synopsis dataset.

If the data owner is untrusted, then the vectors are
classified on the cloud, and the classification result is
compared to the label sent by the data owner for each
image. If the label of the image and the classification result
are not identical, then the vector is dropped. Otherwise, the
vector will be a part of the sampling process.

The images sent by data owners are already labeled,
therefore the sampled vectors are classified, and they form
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the training dataset. If an end-user sends the images, then
after applying the private-preserving PCA process on the
images, the noisy vectors are directly sent to the cloud to be
classified.

4 Experiments

Our experiments were applied on a dataset of Japanese face
images (JAFFE) [11], containing 213 images of 7 facial
expressions.

4.1 Experimental settings

We have applied three classification algorithms to test
which one returns better results.

The first algorithm is the Support Vector Machine that
has proved its superiority among many other classification
methods [5]. SVM is based on transforming the data in
input space into data in featured space in a way that renders
the classes linearly separable. Then a line or a plane is
drawn between the classes, and the classification is based
on this line or plane.

The two other classification algorithms K-NN and
Kernel Density Estimation are from the same family. We
have chosen K-NN and Kernel Density Estimation to check
if K-NN is more accurate then Kernel algorithm, in this
case, we can declare that we can apply K-NN in our model
with no concerns about distance-learning attacks in DO-Q
Threat Model case [10].

Kernel calculates the influence of every point in each
class on a given query relatively to the distance between
this point and the query. The Gaussian Kernel formula to
calculate the influence is:

1 1 2
K — X; = e*mHQ*X:’H 6
(lg=x 1) =—= (©
where ¢ is the query tuple, x; is the i-th data tuple, ¢ is a
parameter chosen to maximize accuracy [10] and || . || is

the L2 norm.

In K-NN, which is one of the most popular classification
algorithms, the K nearest neighbors have the same influ-
ence on the query; the others have 0 influence. This shows
that choosing the parameter K is very critical to get the best
result from this algorithm [1].

The two most notable observations we have found in the
empirical study are: The need of a very small privacy
parameter (vast amount of noise) to provide privacy for
images. Hence, adding more and more noise is unable to
hide face features.

For the first observation, we have studied the values of
the elements inside the matrices and the vectors:

For a set of images of dimensions n X m, in every image
the value x of the pixel € [0,255], then data is centered so
x. € [—128,128].

We compute A = X X[ 50 X = 2] +23 + -+ + X[,
data.  Therefore,

where X, is the centered

Xq €10, (128 x n x m)*].

In our experiments n = m = 256, so x, € [0,7.1013], we
have found that to provide enough privacy to the recon-
structed images, we should have m > [0,7.10"%], where n is
an element of the noise matrix, to get this value for m, the
privacy parameter o < 1071,

For the second observation, lets consider the function
used to rebuild the images:

i = vec.U + mean (7)

where vec is the noisy vector of the specified image, U is
the matrix containing the eigenvectors and mean is the
vector containing the means of the dataset.

Then after reshaping i as n x m matrix, the matrix is
normalized:

__izmin) | oes 8)

max(i) — min(i)

We assume that reconstructing images using the eigen-
vectors, the mean, and then normalizing the matrix makes
it impossible for the noise to hide the face or its features.
From Fig. 2, we can see that for a 256 x 256 image, the
privacy parameter o <1—"13 is not enough to provide
privacy where, regardless how small « is, the features are
still identifiable.

4.2 Evaluating privacy versus accuracy

First, we compare the three classification algorithms,
Kernel Density Estimation, SVM, and K-NN. The latter,

Fig. 2 Image reconstruction based on Laplace noisy vectors

@ Springer



1002

Wireless Networks (2023) 29:997-1004

surpasses the two other algorithms by far, as the accuracy
of Kernel Density Estimation and SVM did not exceed the
50%. Thus, we have focused on K-NN and compared its
performances based on privacy parameter c«, probabilistic
distributions (Laplace and Gaussian) and distance functions
(Chebyeshev, Euclidean, and Manhattan) used in K-NN.
In Fig. 3, we can notice how the accuracy decreases
when o decreases. For o« = e~ !°, the accuracy ranges
between 0.92 and 1, but in the previous section, we have
seen how the noisy images with o <e~!> are identifiable.
Chebyshev Distance outperforms the two other dis-

15 and

tances for Laplacian noisy dataset. For o between e~
e, the accuracy is 0.9 when using Chebyshev which
forms a good trade-off between privacy and utility.

For Noisy Gaussian dataset, the three distance functions
have close results. For o between ¢ !> and e !5, the
accuracy is between 75% and 85%. Hence, for a better
trade-off between privacy and utility, the data owner
should apply Laplace mechanism with privacy parameter
in the range of [e™1°, e 1)
K-NN classification.

e using the Chebyshev distance in

5 Related work

The K-Nearest Neighbors (K-NN) [18] is one of the most
popular and influential data mining algorithms in the lit-
erature. However, many adaptive attacks [10] can form a
real threat to data privacy in K-NN based systems. Li et al.
propose in [10] a privacy-preserving system based on
Kernel density estimation using Gaussian Kernel instead of
K-NN.

Their system, as most of the other related works, uses
computation over encrypted data. They describe four roles:

e The data owners submit encrypted data to the system.

e The queriers submit encrypted queries to receive
classification results.

e The host role, possessed by the cloud, stores the
incoming encrypted data and hosts the classification.

e Finally, the Cryptographic Service Provider (CSP)
owns both encryption and decryption key.

K-NN ACCURACY FOR LAPLACIAN
NOISY DATASET

K-NN ACCURACY FOR GAUSSIAN
NOISY DATASET
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Fig. 3 Accuracy score for K-NN classification
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They demonstrate that Distance-Learning attacks under
K-NN system can breach data privacy if an untrusted data
owner is in the same time a querier and propose to use
Kernel density estimation instead of K-NN. In this paper,
due to the noisy vectors and the sampling, using K-NN is
safe.

The work described in [16] turns K-means clustering
algorithm to a differentially private algorithm, where noise
is added to the centroids in a way that respects the
requirements of Differential Privacy. Differentially private
K-Means is divided into two approaches: interactive and
non-interactive.

Interactive approach [16] is based on a query that can be
used just once, can serve only one querier and only for one
task. Any mechanism that is based on this approach returns
a noisy result to the user. Each query has a budget o =
> ;o given by the database owner. Each execution i makes
the budget loses o; of its value. When the « budget is less
than «;, the query cannot be executed anymore. Hence, this
approach has many restrictions on privacy preservation,
especially if the budget is small where the number of
queries could be insufficient. Besides, the data owner
should validate the query. The non-interactive approach
algorithms [16] return a noisy synopsis data set. The
querier can send queries to this synopsis to get noisy sta-
tistical data. This approach has no limits nor restrictions to
the number and the sender of the queries.

Several other works [7, 13, 17] rely on encryption for
privacy. Taheri et al. in [17] propose a method for face
authentication in encrypted domain. In [7], they propose a
general framework for multi-biometric template protection
based on homomorphic probabilistic encryption. The work
in [13] is similar to our proposed approach but relies on
partially homomorphic encryption called Pailliers encryp-
tion. This type of encryption is a public key scheme; this
means that the encryption can be done using a public key
while decryption can only be done by a trusted party that
possesses the private key. The technique, however,
assumes that the cloud is a trusted party, and thus the
privacy of the dataset is threatened.

As shown in Table 1, the two other works rely on
encryption, and all the works need a trusted data owner.
The trusted data owner is always required, or the system
model cannot be private. The other trusted party is the
cryptographic service for the first work, the cloud for the
second (which can cause a severe threat to the dataset) and
the anonymization service for our work. These encryption
and decryption tend to be time/consuming. Finally, we
consider that using noise addition technique like differen-
tial privacy, can provide better performance and keep the
data suitable for classification.
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Table 1 Comparing related works with our work

Authors  Function Trusted parties Time Queries Classification
consuming

Lietal. Encryption CSP + trusted data owner High Encrypted Kernel density estimation
Nassar Partially homomorphic Cloud + trusted data owner High Non-private K-NN

et al. encryption
Our Differential privacy Anonymization service + trusted Low Differentially K-NN + kernel density

work data owner private estimation + SVM

The benefits and disadvantages of other techniques and 3. Blum, A., Dwork, C., McSherry, F., & Nissim, K. (2005). Prac-

mechanisms should be studied to find out their capabilities
in this domain, like pixelization, blurring, and PCA-like
mechanisms. Although we think that blurring or pixeliza-
tion cannot provide the same level of privacy and utility as
differential privacy, but this issue needs more study in
future work.

6 Conclusion

In this paper, we have proposed, implemented and evalu-
ated a private image classification framework based on
differentially private Principal Components Analysis.
Using this framework, we ensure that the individuals in the
image dataset are kept safe on a semi-trusted cloud service
by adding differentially private noise to the images PCA
vectors. User requests are distorted as well to keep the
participating individuals unidentifiable.

We elaborated a set of experiments to evaluate the trade-
off between the accuracy and the privacy of the dataset
against several classification algorithms, namely K-NN,
Kernel Density Estimation, and SVM. K-NN has shown to
be very promising. We identified as well that a privacy
parameter within the range of [e~!, e72°] must be used to
balance between the privacy and accuracy of K-NN using
the Laplacian mechanism.

In the near future, we intend to evaluate the efficiency of
our approach in a real application scenario where collab-
orative attacks in which some of the data owners may be
semi-trusted as well.
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