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Abstract
eHealth and mHealth applications are gaining 

increasing importance with advances in the IoT and 
the ubiquity of sensor deployments. Measured IoT 
mHealth data needs to be captured, transmitted, 
and stored securely, without having the security 
measures hinder or delay the response of medical 
personnel in case of emergency. In this article, we 
present a holistic framework for data transfer from 
the patient to the hospital. Three tiers are identified 
in the proposed framework. In each tier, suitable 
security measures are presented for securing the 
data and protecting the privacy of the patients. The 
proposed methods range from physical layer secu-
rity techniques designed for low portable sensors 
deployed at the patient’s home or body, to com-
bining traditional encryption methods with addi-
tional security procedures at the cloud data center 
where the medical records are stored. 

Introduction
Remote patient monitoring is becoming one of 
the important applications of the Internet of Things 
(IoT) [1], where wireless IoT sensors are attached 
to the patient in the form of a body area network 
(BAN) [2]. A closely related application is ambient 
assisted living (AAL), where technology is used to 
assist elderly or disabled people in their daily activ-
ities, generally by using IoT sensors deployed in a 
smart way in their homes or surrounding environ-
ment. The BAN/AAL network allows monitoring 
their health situation and detecting any changes 
in their condition [3]. Thus, the BAN sensors and 
the other AAL sensors deployed throughout the liv-
ing environment help sense and monitor the daily 
activities of patients or elderly people, and permit 
the provision of immediate medical intervention 
whenever needed [4].

However, BAN/AAL sensors are generally small 
devices, with limited battery capacity and limited 
computational power. When these sensors send 
their data wirelessly, they are subjected to sever-
al threats. Indeed, their limited capabilities make 
them vulnerable to cyber attacks. The sources of 
cyber attacks are evolving from individual hackers 
to well-organized groups of cyber criminals, which 
poses additional challenges to protect the privacy 
of the patients and the security of the data. These 
attacks could affect any part of the path from the 
BAN and AAL sensors to the storage of medical 
data on the hospital or cloud servers [5].

Consequently, appropriate security measures 
should be implemented throughout this path, while 
taking into account the capabilities of the IoT health-
care devices. The efficiency of such measures will 
increase the trust of citizens in mHealth systems ded-
icated to remote patient monitoring. Several works 
in the literature, for example, [6], have outlined the 
security concerns in eHealth/mHealth systems, and 
indicated the need to find suitable solutions that can 
address these security issues.

This article addresses this problem by first pre-
senting a holistic framework for mHealth IoT data 
transmission from the patient to the hospital. The 
framework comprises three tiers, where devices 
with different capabilities and resources are used at 
each tier. Thus, appropriate security measures for 
securing the data and protecting the patients’ pri-
vacy at each tier are proposed and analyzed. The 
purpose of these measures is to meet the security 
challenges while adapting to the capabilities and 
constraints of the devices at each tier.

Proposed Framework
This section describes the framework presented in 
this article. It is illustrated in Fig. 1, and consists of 
the following components.

Body Area Network (BAN) and Ambient 
Assisted Living (AAL) Sensor Network: This net-
work consists of various sensors measuring either 
bodily parameters corresponding to the patient’s 
health condition (BAN sensors), or parameters cor-
responding to the living environment of the patient 
or elderly person (AAL sensors). For example, the 
AAL devices can measure temperature, humidity, 
fire/smoke detection, and even record surveillance 
videos in case the patient needs to be monitored 
visually. The BAN and AAL data is transmitted 
locally to one or more controllers that connect to 
an access point (AP). The AP can itself be the con-
troller and aggregate the data from the sensors 
before forwarding it to the network.

Network Edge Server (NES): The NES receives 
the data from the AP and then performs additional 
processing such as data cleaning, feature extraction, 
anomaly detection, and so on. In case no risks are 
detected, the data is encrypted and stored on the 
cloud data center. Otherwise, the NES communi-
cates with the medical response team to handle the 
situation. The presence of the NES at the network 
edge is important to avoid any delays in case of 
emergency. The measured data by the BAN/AAL 
sensors can be sent to the NES using, for example, 
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ACCEPTED FROM OPEN CALL 5G massive machine type communications (mMTC). 
However, whenever an emergency is detected, the 
NES communicates with the medical team, and the 
team can communicate with the patient (or access 
the surrounding sensors, the patient’s family, and so 
on) through the NES, using ultra reliability low laten-
cy communications (URLLC) [7].

Medical Center (MC): A medical facility where 
professional medical personnel resides, and where 
the monitored patient can be admitted for treat-
ment whenever the need arises. The MC is respon-
sible for preserving the privacy of the patients and 
the security and integrity of their health records.

Medical Response Team (MRT): Ccorresponds 
to the medical personnel located at the MC. The 
MRT receives alert notifications from the NES 
whenever it detects (or suspects) an emergency 
situation.

Cloud Data Center (CDC): The CDC corre-
sponds to the storage of the health data on the 
cloud. It could correspond to a data center with 
an aggregation of servers, which can preferably 
be located at different cloud premises, under the 
control of the MC. Another possibility consists of 
storing the data on the cloud with one or more 
cloud providers (CPs). This relieves the MC from 
the burden of managing huge amounts of data, but 
it remains responsible for the privacy of its patients 
and the security of their stored data. Thus, it is pref-
erable to store the data with diff erent CPs using the 
approach described in this article for Tier 3. 

In case of emergency, the MRT at the MC is noti-
fied by the NES, and it can then take appropriate 
action, for example, sending an ambulance to the 
patient’s location, notifying the treating physician, 
contacting the patient and/or their family to take 
immediate measures until the ambulance arrives, 
and so on. The MRT can retrieve the patient’s histor-
ical data from the CDC, and then this data can be 
combined with the real-time information received 
from the NES in case of emergency, in order to 
make a better assessment of the situation. 

It can be seen from the framework of Fig. 1 that 
the transmission of the measured mHealth data to 
the cloud goes through three communication tiers: (i) 
Tier 1 corresponds to the communication between 
BAN/AAL sensors to the AP; (ii) Tier 2 corresponds 
to the communications between the AP and the NES; 
(iii) Tier 3 corresponds to communications on the 
backbone network between the NES and the CDC, 
along with the data retrieval by the MRT from the 
CDC. The following sections describe physical layer 
and/or lightweight security measures to secure the 
data during communications through the three tiers 
of Fig. 1, that is, from the BAN/AAL to the AP, from 
the AP to the NES, and from the NES to the CDC.

communIcAtIons between the 
sensors And the AP

The main challenge to secure the transmissions of 
small sensor nodes (SNs) used for BAN or AAL data 
measurements is to design security solutions  that 
consume little power, need low processing over-
head, and are fast. The privacy of the information 
sent by these sensors should be protected from 
eavesdroppers, while the data should be transmitted 
with low delay and with low energy consumption. 

An approach for low energy and fast transmis-
sion for sensor networks was proposed in [8]. With 

this approach, SNs with bad channel conditions on 
their long range (LR) SN-AP link find neighboring 
SNs with which they can communicate on the short 
range (SR) at higher data rates. They break their con-
nection with the AP and communicate with a near-
by SN. This SN, in turn, finds another SN to relay 
its data to the AP if it does not have high channel 
gain on its link with the AP; otherwise, it maintains 
its LR link with the AP. In this way, a multi-hop tree 
is built with few SNs connected to the AP on the 
LR, acting as cluster heads (CHs) relaying the data 
of the other SNs connected to them on the SR. This 
approach was shown in [8] to lead to large energy 
savings, and reduced transmission delay, since sev-
eral SR multi-hop transmissions at high data rates 
can transmit the data faster than one LR link at low 
data rate. The approach of [8] can be extended to 
accommodate physical layer security by resorting to 
channel-aware encryption (CAE) with bit fl ipping [9].

With bit fl ipping, an SN estimates its channel gain 
on the SN-AP link , for example, through pilot signals 
transmitted by the AP. If the calculated channel state 
information (CSI) exceeds a certain threshold, the SN 
fl ips its transmitted data, thus sending a “1” instead of 
a “0,” and vice-versa. If the CSI is below the thresh-
old, the data is sent without flipping. Although the 
decision for flipping or not depends on the CSI on 
the SN-AP link, the actual data transmission occurs on 
the multi-hop SR links with the neighbor SNs or CHs, 
except on the CH-AP link since the CHs aggregate 
the data before sending it to the AP. To detect the 
flipping patterns, an eavesdropper must know the 
channel gains on each SN-AP link. Consequently, it 
will be hard for the eavesdropper to guess the flip-
ping patterns, since they are dynamically changing 
with the channel conditions.

Figure 2 presents simulation results using Mat-
lab. A rectangular area of size 25m x 25m is con-
sidered, where the distribution of the sensors is 
assumed to follow a uniform distribution. The ori-
gin (lower left corner) of this area is assumed to 
be located at a distance dLR m from the AP and at 
a distance dE from an eavesdropper. The thresh-
olds are selected to be equal to –70dB and –80dB 
for dLR = 30m and 50m, respectively. The channel 
model includes pathloss, with a pathloss constant 
of –128.1dB and a pathloss exponent equal to 

FIGURE 1. Proposed mHealth IoT framework.
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3.76, in addition to lognormal shadowing with an 
8dB standard deviation, and Rayleigh fading.

The flipping thresholds were determined by 
empirical evaluation; they correspond to approxi-
mately the average channel gain between the SNs 
and the AP at the specified distances dLR. Results 
are averaged over 50 iterations. In each iteration, 
new random SN locations are determined and 50 
slow fading (shadowing) realizations are considered. 
For each of these iterations, 50 fast fading realiza-
tions are assumed. Hence, the results are averaged 
over 50x50x50 = 125000 fading realizations.

Figure 2 shows the percentage of SNs that the 
eavesdropper can correctly assume the status of 
their transmission, whether fl ipped or not. Since the 

eavesdropper cannot know the channel gain on 
a given SN-AP link, the only way to try to “guess” 
the fl ipping patterns is to consider the channel gain 
between the SN and the eavesdropper itself. The 
eavesdropper could estimate this CSI from the 
SN’s transmissions, and compare it to the flipping 
threshold (assuming this threshold is known to the 
eavesdropper). If the channel gain of the SN-eaves-
dropper link is above the threshold, the eavesdrop-
per would assume that the transmissions are fl ipped. 
Fig. 2 shows that the guessing percentage of the 
eavesdropper fluctuates between 48 percent and 
53 percent, thus being very close to 50 percent.

These results lead to maximum confusion for the 
eavesdropper. In fact, if the eavesdropper system-
atically fails to guess any of the transmissions, that 
is, the percentage of Fig. 2 is 0 percent, then the 
eavesdropper can systematically fl ip all the bits that 
it detected, hence obtaining a guessing percentage 
of 100 percent. Obviously, the other extreme with 
100 percent guessing rate is ideal for the eavesdrop-
per. Consequently, a fl ipping rate of 50 percent and 
a guessing rate of 50 percent lead to maximum con-
fusion to the eavesdropper and maximum security 
for the transmitted data based on the channel-aware 
encryption physical layer security technique, since 
the eavesdropper cannot know which transmissions 
were guessed correctly and which were not.

Although in Fig. 2 fi xed thresholds were assumed, 
the value of each threshold is different depending 
on the distance. In practice, the AP assists the SNs in 
order to know the threshold, so that approximately 
50 percent bit flipping is achieved to confuse the 
eavesdropper. The AP can measure the average 
channel quality with the SNs, then it can determine 
the threshold and share it with the SNs. However, 
sending the threshold unencrypted can allow the 
eavesdropper to potentially capture it. Neverthe-
less, although the eavesdropper can estimate the 
channel state between itself and a given SN, it can-
not know the CSI over each SN-AP link. Since the 
threshold is used for this latter link, knowing it at the 
eavesdropper does not change much. However, for 
added security, lightweight encryption can be used 
to encrypt the thresholds.

For example, the method proposed in [10] can 
be used. It is based on using channel information 
between sender and receiver to derive a secret key 
used for encrypting orthogonal frequency division 
multiplexing (OFDM) data specifi cally designed for 
IoT networks. The key changes dynamically as the 
channel conditions change between the sender 
and receiver. The approach of [10] can be used to 
encrypt the whole data, not just the fl ipping thresh-
olds, whenever the capabilities of the devices allow 
the use of lightweight encryption.

communIcAtIons between the AP And nes
This section discusses the communication 
between the AP and the NES and/or the near-
est BS connected to a NES. Ideally, in a normal 
situation where no emergency seems imminent, 
the transmissions can be sent encrypted from 
the AP to the NES using traditional encryption 
methods. Whenever the data processing at the 
NES starts detecting a potential situation where 
the health of the patient could undergo a certain 
risk, diff erent measures can be applied to speed 
up transmissions while maintaining the privacy 
of the patient and the security of the data. We 

FIGURE 2. Percentage of correct fl ipping detections by an eavesdropper.
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propose an approach based on “multi-resource” 
transmission with physical layer security and/or 
lightweight encryption. By multi-resource we refer 
to any of the following situations.

Multi-Channel: This corresponds to multiple 
resource blocks (RBs) in LTE/LTE-Advanced (LTE-A) 
for example, where each RB represents 12 consec-
utive orthogonal frequency division multiple access 
(OFDMA) subcarriers. In the general case, whenev-
er “older” systems are used, “multi-channel” alloca-
tion could also correspond to multiple codes in a 
3G code division multiple access (CDMA) system 
or multiple time slots (over the same or different 
carrier frequencies) in an EDGE system. In the LTE 
example, each RB would support a data rate that 
depends on the channel quality over that RB on 
the AP-BS link.

Multiple Small Cells or Relays: Several small 
cells could be deployed within the coverage area 
of a macro BS (MBS) co-located with the NES. In 
that case, the AP could rely on coordinated mul-
tipoint (CoMP) to be connected simultaneously 
to more than one small cell BS (SCBS), whenever 
good quality links are available with these SCBSs. 
Thus, the uplink data transmission can be split over 
channels provided by multiple SCBSs, who relay 
this data to the MBS where it is processed at the 
NES and communicated to the MRT and CDC. The 
presence of SCBSs and the MBS could be used to 
separate the uplink and downlink data transmission 
[11]. In fact, SCBSs can be used for the uplink, thus 
allowing the AP to achieve high data rates through 
communications with nearby SCBSs, whereas the 
control information can be sent directly through 
the MBS on the downlink, since the MBS generally 
has higher transmit power than the AP and is also 
directly connected to the NES.

Multiple Radio Access Technologies (Multi-
RATs): Whenever there are multi-RATs available, 
and the AP can support communications over two 
or more RATs simultaneously, the data can be split 
over these RATs in a multihomed fashion, propor-
tionally to the data rates achievable over each RAT, 
in order to optimize performance by minimizing 
the transmission time of the measured data. The 
overall data rate will be equal to the sum of the 
data rates achievable over each of the RATs [12].

To determine the splitting ratio, we can consid-
er a multi-RAT scenario with two RATs for exam-
ple, with R1 and R2 being the achievable data 
rates on RATs 1 and 2, respectively. If the size of 
the data to be transmitted is D bits, then the split 
that would minimize transmission time is to send 

D · R1/(R1 + R2) bits over RAT 1 and D · R2/(R1 + 
R2) bits over RAT 2 [12].

Figure 3 shows an example of two resources 
where 30 percent of the total data rate is achiev-
able over the first resource and 70 percent is 
achievable over the second resource. As mentioned 
previously, these resources could be two LTE RBs, 
two RATs, or two different paths to the MBS, for 
example, through two SCBSs or two relay stations. 
The 70-30 ratio example will change as the channel 
conditions change on the LTE RBs, on the wireless 
links of the RATs, or over the various AP-SCBS links. 
Fig. 4 shows an example where two RATs are avail-
able: LTE and WiFi. The achievable rates on each 
RAT vary depending on the channel conditions over 
that RAT. Considering a fi le of size 100 Mbits, Fig. 4 
shows the transmission time needed when (a) LTE 
only is used, (b) WiFi only is used, and (c) both RATs 
are used simultaneously. Clearly, the multi-RAT case 
leads to signifi cantly reduced delays.

In addition to splitting the data, Fig. 3 shows a 
scrambling of the transmitted data over multiple 
parts using a certain permutation vector, then send-
ing the scrambled data over the multiple resourc-
es. This is a lightweight encryption approach as the 
measured data is grouped into a file and split into 
parts that are transmitted unencrypted. However, 
they are scrambled according to a certain permu-
tation vector that needs to be exchanged between 
the AP and the NES. This vector can be transmit-
ted encrypted, with the encryption keys exchanged 
using a three-way handshake as detailed in [12] for 
two RATs. Then, as long as the emergency situation 
persists, the data can be scrambled according to 
this vector, with the split varying dynamically over 
the multiple resources depending on the channel 
conditions. In this case, an eavesdropper would not 
only have to guess the permutation vector through 
brute force attack, but also has to determine the 
splitting ratio over the multiple resources. Since this 
ratio depends on the channel conditions between 
the AP and the receivers (whether SCBSs or the 
MBS), it will be very diffi  cult for an attacker to guess 
it. In fact, an eavesdropper could determine the 
channel conditions between itself and the BSs, but 
it will not be able to determine these channel con-
ditions between the AP and the BSs. Furthermore, 
the permutation vector can be changed periodically, 
which makes the eavesdropper’s task even more 
difficult. Besides, as soon as the emergency situa-
tion is appropriately handled by the MRT, transmis-
sions can revert to normal operation where more 
advanced cryptographic techniques are used.

FIGURE 4. Transmission time of single versus two RATs: a) LTE transmission time; b) WiFi transmission time; c) transmission time with 
2-RATs.
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A typical scenario where this approach can be 
implemented in AAL scenarios with video trans-
mission is the subdivision of source coded video 
frames into I, P, or B frames that are generally 
transmitted according to a certain order as per the 
H.264/H.265 video coding standards. For exam-
ple, P frames in a group of pictures (GOP) cannot 
be decoded without the I frame and the previous 
P frames. Using multiple resources for transmission 
along with scrambling of the various frames using 
a secret permutation vector would be an effi  cient 
approach to protect the privacy of the monitored 
patient.

secure storAge And retrIeVAl At the cdc
This section discusses the storage of data received 
at the NES in the CDC, in addition to its retrieval 
from the CDC by the MRT. In the framework of 
Fig. 1, the data measured by the BAN/AAL sen-
sors and received at the NES is processed, and 
in case no imminent risk is detected, it is stored 
on the cloud. This section presents a secure 
approach for cloud storage that maintains the pri-
vacy of the patients and the integrity of the data 
regardless of the measures that are usually taken 
by cloud providers. In addition, as discussed in 
the previous section, whenever an emergency 
occurs, NES communicates directly with the MRT 
and provides real-time measurements with light-
weight encryption. Nevertheless, a copy of this 
information can be stored temporarily at the NES 
and then stored later in the CDC, when the emer-
gency ends, using the approach described in this 
section.

storIng dAtA In the cdc
The NES receives the data from the AP, and col-
lects the measurement data from each of the trans-
mitting sensors. Whenever this data is retrieved and 
processed, it is stored into data fi les and encrypted. 
Afterwards, the various parts of the fi le are scram-
bled according to some pseudorandom permuta-
tion vector. Finally, each part is stored at servers 
located at diff erent CPs. The data storage process 
is shown in Fig. 5. It should be noted that in Figs. 
5 and 6, the term “CP” is used to denote either a 
“cloud provider” or “cloud premise.” The former 
scenario corresponds to offloading the manage-
ment of large amounts of data to cloud providers, 
with the MC still being responsible for the privacy 
of its patients. The latter case corresponds to a data 
center owned and controlled by the MC, with an 
aggregation of servers, that can preferably be locat-
ed at diff erent cloud premises, to avoid the risks of 
storing the data at a single location. The CPs can 
store all the health records of the patient (medi-
cal history, X-Ray images, and so on), that can be 
uploaded by the MC/MRT, and not just the data 
sent by the NES. 

In both cases, the main objective is to spread 
the risk over multiple servers at diff erent data cen-
ters on the cloud. Even if cloud providers imple-
ment various security features to protect their 
clients’ data , the MC is still responsible for its 
patients’ privacy, and thus can adopt the approach 
described in this section as an additional security 
layer. It should be noted that this approach does 
not incur additional storage costs. However, redun-
dancy can be incorporated into the encryption pro-
cess for additional protection, through the secret 
sharing approach. With this approach, the correct 
retrieval of k < n parts of the file can lead to the 
correct recovery of the whole fi le, even if (n – k) 
parts were lost at certain CPs [13]. The method in 
Fig. 5 can be implemented with and without secret 
sharing, at the cost of having a larger number of 
parts to store and thus larger storage space when 
secret sharing is used [14].

retrIeVIng dAtA From the cdc
When a user at the MC wants to retrieve the med-
ical records stored at the CPs, it navigates through 
the appropriate software to select a given fi lename. 
Then, the different parts of the file are retrieved 
from the CPs, sorted in the correct order, and 
decrypted. However, to be able to implement 
these steps, the system needs to know the encryp-
tion key (assumed symmetric and also used for 
decryption) and the permutation vector. This infor-
mation is stored securely in two separate tables that 
can be located in two diff erent servers controlled 
by the MC. The process is described in Fig. 6. For 
added security, the filename is stored in hashed 
format. The fi rst table contains the encryption key. 
The second table contains the permutation vector 
(encrypted with the key stored in the first table), 
along with hashed versions of the fi le H(F) and the 
encrypted fi le H(F*), used to check the integrity of 
the fi le’s data after retrieval from the CPs.

To access these parameters in the two tables, 
the corresponding entry is identified through the 
hash of the fi lename entered by the user. The fi rst 
table contains the hash of the filename concate-
nated with the character string “Table 1”, whereas 

FIGURE 5. Storing a fi le on the cloud with the proposed approach.
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the second table contains the hash of the fi lename 
concatenated with “Table 2”. The purpose of the 
concatenation is to have the entries of the same 
file look different in the two tables. (Thus, any 
predefined strings can be concatenated with the 
fi lename.) In this way, in the unlikely event where 
the servers containing both tables are compro-
mised, the attacker would not be able to identify 
the entries corresponding to the same fi le, which 
leads to increased protection. The attacker needs 
to know both the key from Table 1 and the permu-
tation vector from Table 2, and has to be able to 
retrieve the fi le parts from the various CPs.

conclusIons And securItY AnAlYsIs oF the 
ProPosed methods

In this article, a holistic framework for data trans-
fer from the patient to the hospital in mHealth IoT 
systems was presented, and subdivided into three 
tiers. In each tier, appropriate measures were pro-
posed for securing the data and protecting the 
privacy of the patients. The proposed methods 
were analyzed and discussed. They range from 
physical layer security techniques designed for 
low portable sensors, to combining traditional 
encryption methods with additional procedures at 
the cloud data center where the medical records 
are stored. 

At Tier 1, the bit flipping approach is used to 
combat eavesdropping and thus protect confi denti-
ality of the data and privacy of the patients. Jamming 
attacks are hard to perform since the jammer has to 
determine the location of the AP inside the home 
to jam it; nevertheless, they can still be mitigated by 
directing the main beam of the AP antenna toward 
the sending SNs (through beamforming). In addi-
tion, sensor measurements generally include the 
measurement time, so replay attacks are rendered 
useless in this case. The SNs generally authenticate 
themselves with the AP using existing techniques, 
thus preventing impersonation attacks by attackers 
sending fake data to the AP.

Similarly, at Tier 2, the proposed approach over 
multiple resources mitigates eavesdropping, and 
the impact of jamming attacks at the BS can be 
reduced by beamforming between the BS and the 
transmitting AP. Replay attacks can be mitigated by 
appending a timestamp or nonce to the permutation 
vector exchanged between the AP and BS. In addi-
tion, authentication using existing methods precedes 
communication between the AP and BS, which should 
allow the BS to verify the authenticity of the AP. 

The approach provided at Tier 3 for securing 
the data at CDC ensures confidentiality through 
encryption and permuted storage at diff erent CPs, 
integrity through the use of hash values of the fi le 
to make sure the data has not been changed, and 

FIGURE 6. Retrieving a fi le from the cloud with the proposed approach.
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availability since authorized personnel having the 
appropriate access rights can access the data after 
logging in and being authenticated. Although it can 
be implemented in a private cloud at the MC or in 
a public cloud, it is mostly convenient in the pub-
lic cloud case. Privacy issues in private or public 
clouds have been addressed in the existing liter-
ature, for example, [15]. However, the proposed 
Tier 3 approach can be implemented in addition to 
any security measures implemented by CPs. Each 
CP can provide security services to its customers 
by encrypting the data, providing backup storage, 
adding redundancy, deploying intrusion detection 
systems and firewall, and so on. The proposed 
approach is implemented by the MC on top of 
all the security measures implemented by CPs, in 
order to maintain control over its patients’ data and 
protect their privacy. Thus, this approach is very 
robust and makes it hard for any attacker to tam-
per with the data. In fact, if an attacker manages 
to access the data at one of the CPs, it is extremely 
difficult to access it at all others, access the two 
tables with the hashed file name, and get the cor-
rect decryption keys! The worst that could happen 
is the loss of data when an attacker manages to 
penetrate a CP's network and deletes the data, but 
privacy is not compromised in this case. This can 
be resolved by adopting the secret sharing meth-
od (e.g., see [13]) that can be used in conjunction 
with the proposed approach to provide redundan-
cy (as mentioned in the discussion of Fig. 5).
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