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An Abstract of the Thesis of

Mohamad Omar Mohamad Maher Kayali for Master of Computer Science
Major: Computer Science

Title: Hybrid Blockchain for Data Sharing Privacy

Due to the progress of smart mobile devices and web services, users have seri-
ous concerns about privacy in general, and location privacy in particular. These
services allow service providers to collect huge amount of data from the users. In
fact, the services that are provided leave the users unaware of where their data is
stored or what logical computations are performed on it. Users have no control
over their data anymore. In our work, we focus on preserving privacy, anonymity
and transparency in a data-sharing environment.

Companies are willing to pay big money to learn more about you and service
providers are eager to gain as much information about you as possible. With all
this information, experts can group data together and build a profile that exactly
matches your character. Thus, trusting third parties may cause our privacy to
be invaded (sold, analyzed, retargeted, and traded). As a response to these con-
cerns, a number of centralized solutions have been proposed. However, none of
these solutions solve the problem entirely. In particular, they tackle the problem
from a specific point of view by limiting the service capabilities, which makes the
solution inefficient.

The challenges of data sharing are significant. Shifting from centralized
services to decentralized services is a must to achieve trust and transparency.
Blockchain, the technology behind distributed transactional applications, plays a
fundamental role in decentralization. We believe that blockchain-based networks
are the ultimate solution for solving the mentioned privacy problem. Hyper-
ledger Fabric, a blockchain-based platform used to build decentralized applica-
tions, solves the problem of trusting third party. There is no need to have to
trust the central hub, we have to trust the blockchain.
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Our goal is to build a hybrid end-to-end model that limits the privileges of
the third party (service provider). However, we believe that service providers
should also have access to some data while preserving transparency. Thus, our
platform will use the permissioned blockchains technology to distribute the appli-
cation code and limit access to private data to ensure transparency and integrity.
The key advantage of our platform is that it is distributed and does not require
the trust of a third party. Additionally, a homomorphic “Paillier” public-key en-
cryption scheme will be used to allow service providers to collect aggregate data
without revealing users’ raw data. Finally, the evaluation of our platform will be
demonstrated by building a location-based application on top of our design.
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Chapter 1

Introduction

It is not secret anymore; applications on our smartphones are collecting a lot of

our personal data [1]. Service providers are increasingly using machine-learning

algorithms to get to know users better so that they can provide an improved

user experience. Many people do not mind giving access to such applications to

acquire the benefits of personalization. They probably don’t realize how much

data they are actually sharing, and how dangerous this can be.

The ubiquity of today’s smart phones provides an ideal platform for deliver-

ing smart services such as location-based services. It made possible for revealing

extensive amount of personal information. High dimensional data such as the

locations, call logs and images are not secure anymore. Unsurprisingly, our per-

sonal data is not personal anymore. This data is the oil of advertising companies,

modern data science and even governments. The more data we reveal the better

quality and productivity the service will provide. Service providers turn data

such as your location, your call log, your history into fuel for pleasure. For in-

stance, applications like Foursquare and Pandora provide personalized services
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by analyzing our (given away) personal data.

Many service providers have full access to our data. It is unclear how this data

is being used and for what purposes. Privacy is a hot topic because of the lack of

solutions that deal with securing our data from being exposed. Many centralized

solutions have been proposed. But none of them solve this problem entirely. All

of these solutions tackle the problem from a different point of view. Some of these

solutions will be discussed in the following section. The most effective solutions

have a noticeably negative impact on the QoS that the service provides.

Although Snowden has raised the importance of privacy for personal data [2],

third party elimination wasn’t viable before the blockchain technology, a technol-

ogy for a new generation of distributed transactional applications that enables

trust, accountability and transparency. Decentralization is the real solution for

privacy. It gives the option for the users to host their data. The success of de-

centralized solutions such as Bitcoin (cryptocurrnecy) [3], Namecoin (DNS) and

other solutions gave us a glimpse into our future trends. When we generalize

the objective of blockchain technology and smart contracts (major component to

next generation blockchain platforms) [4] we end up with a new virtual technology

such as the below two most significant platforms:

• Ethereum, a decentralized permisssionless platform used to build applica-

tions that run exactly as programmed without third-party intervention [5].

• Hyperledger, an implementation of a permissioned distributed ledger plat-

form for running smart contracts allowing the implementations of diverse
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functions by leveraging proven technologies [6]. An example of blockchain

frameworks hosted with hyperledger are Burrow, Fabric, Sawtooth, etc.

Many developers are considering the blockchain technology and smart con-

tracts as a solution to decentralize their applications. For instance, a former

Uber employee is building an alternative to Uber application. He is relying on

Ethereum to achieve his goal of building the first decentralized ride-sharing appli-

cation “Arcade City” [7]. Numerous other open source collaborative blockchain

projects are supported by The Linux Foundation, led by Microsoft, IBM, Intel,

AT&T, and many more. As Internet of Things (IoT) scope continues to grow, and

since its innovation can be aggregated with leading technologies, IBM, member

of The Linux Foundation, plans to use the blockchains technology (hyperledger)

and its artificial intelligence platform Watson to take IoT applications to another

level. The combination of the aforementioned technologies allows industries to

monitor, track and secure data generated by the IoT devices. For instance, by

recording the history of transactions on an immutable ledger, regulators will be

able to see at what point a smart device failed and see exactly what went wrong.

Several companies demonstrated smart ways of leveraging the blockchain tech-

nology in IoT networks to integrate business participants in fully automated end

to end processes.

In this thesis, we address a couple of interesting questions: Can blockchain

solve the problem of users privacy? How can the current mobile applications

be shifted towards a new service model where the service provider is not the
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central hub of data collection anymore? Can the users’ data live in a middleware

blockchain where the nature and frequency of polled data are transparent and

controlled by the end-user? This rest of this thesis addresses the challenges

and risks presented in revealing sensitive data. As a motivation, we build an

attacking model using topic modeling algorithms to exploit user’s identity and

predict more information about users such as personality. Then, a permissioned-

blockchain based approach is presented to tackle the privacy issue by establishing

transparency and trust between different parties.
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Chapter 2

Literature Review

2.1 People Do Not Care About Location Pri-
vacy

In a university study done on 74 university students, Danezis et al. [8] asked

participants about how much they are willing to get paid in order to share their

location data for commercial use. The average price was between £10 and £20.

Another survey [9] done on 11 participants demonstrated that location privacy

concerns are minimal. Obviously, people do not care about location privacy

because they are not aware of its consequences. In [10], Kaasinen interviewed

55 individuals and discovered that interviewees are not concerned about their

location privacy. Nevertheless, reports show increase in data breaches as stated

in [11] and [12] which declared that experts predict an increase of such incidents

with the increase of mobile services.

Figures 2.1 and 2.1 demonstrate major data breaches occurred in 2017 [11]:
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Data Breaches in 2017
Number of Breaches 8,199

Number of Records Exposed 1,055,950,156

Average Total Cost of Data Breach $ 3.62 million

Table 2.1: Data Breaches in 2017

Figure 2.1: 27 Major Breaches in 2017

6



Most users do not put effort to read terms of service and privacy policies that

maintain their rights. The reason is that these policies are way too long and

written in impenetrable legalese. Few work have been introduced to help users

understand long and complex policies. For instance, [13] proposes a framework

that provides automatic analysis of privacy policies. This framework assists users

in processing and understanding the content of these policies. It uses neural

networks to extract high-level and fine-grained information from the policies.

Moreover, they evaluated their approach with an application that outputs short

notices from the policies in the form of privacy icons. The approach achieved an

accuracy of 88.4%.

2.2 Computational Threats that Expose User’s
Identity based on Location Traces

There are many consequences to the leakage of location data that range

from uncomfortable creepiness of being watched to knowing the person’s iden-

tity. Sometimes it is problematic to be seen in places such as an AIDS clinic,

business competitor, or political headquarters. Such locations can be easily in-

ferred from the inspection of location data. As a further matter, researchers have

demonstrated that more information about users can be inferred by aggregating,

running sophisticated algorithms, and analyzing location data.

There has been some work, from different perspectives, on de-anonymizing

users’ identity by discovering the predictability and uniqueness of users’ data

[14, 15, 16]. In spite of the diversity, it is important to find a solution that
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secures the user’s identity. In [17], Yves et al. stated that by identifying only

four spatio-temporal points that the user frequently visits, the adversary can

uniquely identify 95% of the users’ identity. Hoh et al. [18] and Krumm [19]

show that the users’ identity can be exposed only by identifying their home

addresses. Hence, they run some attacks on some data traces to match the users

with their corresponding home addresses. Moreover, Golle and Partridge [20]

focus on the usage of home/work location pairs to identify the location traces of

the users. Freudiger et al. [21] use clustering algorithms as an attempt to gain

more knowledge about the users’ identity. Furthermore, Ma et al. [22] focus on

de-anonymizing the mobility traces using statistical inference methods such as

maximum likelihood estimators, if the adversary has access to some samples of

those traces with known user names.

In the following sub-sections, we tackle major related work that utilize topic

modeling methods. These techniques are used to detect location patterns which

can be used to predict sensitive information about users. Then, in section 2.3

we address several solutions to secure the user’s identity from being exposed.

Furthermore, since the problem of using the uniqueness of mobility traces to de-

anonymize the data became popular, we present various solutions that aim to

ensure data privacy.
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2.2.1 Detecting Location Patterns from Modeling User
Behavior

Literature is rich on the subject of modeling users’ mobility based on loca-

tion traces collected from mobile. Also, predicting users’ activities from location

traces has rapidly become popular in the literature, producing a wealth of related

studies. In [23], the author studied human behavior by recognizing social pat-

terns in users’ daily activity and that is to discover relationships between users

and to determine significant locations. In [24], Joseph et al. applied topic-model

analysis on Foursquare data from New York and the San Francisco Bay Area to

detect interleaving communities by clustering people with similar interests and

social activities. In [25], Noulas et al. examined user check-in in an attempt

to reveal meaningful spatial-temporal patterns of user mobility. Other location

driven prediction techniques of destinations in [26] or paths [27] are presented.

In [28], the author analyzed human mobility traces and discovered high degree of

spatio-temporal regularity which shows that humans follow simple, reproducible

patterns. Another fascinating work proposed in [29], uses principle component

analysis (PCA) on reality mining dataset [30] to discover main components that

identify the structure of daily human behavior. The author designated eigenbe-

haviors as the main components that represents the set of characteristic vectors.

Eigenbehaviors are used to describe the daily life of a user. The top eigenbe-

haviors present the main routines followed in the life of the users. For example,

being at work after noon or working late at night. The other eigenbehaviors rep-
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resents the non-typical behaviors in peoples’ lives. To sum it up, eigenbehaviors

represents users’ activities at different times (i.e. morning as opposed to night)

in a home, work, other, and no signal structure.

On the other hand, there is an increasing body of work that uses topic models

for human activity recognition. In [31], Huynh et al. used topic models to discover

activity patterns in an individual daily life, using wearable sensor data. Similarly,

in [32, 33], Farrahi et al. used Latent Dirichlet Allocation (LDA) to discover

people’s daily routines, including being at home at 6am, going to work at 9am,

staying at work all after noon or leaving work at night. The resulting topics

characterize the top routines represented by the most co-occurrence structure of

the activities. Moreover, the author extended the work by using Author Topic

model (ATM) to rank users by their probability of following certain routines.

Moreover, [34] extends the work by thoroughly investigating the results of LDA

and ATM by performing several tasks with the routines discovered considering

both individual and group behavior.

2.3 Current Solutions

2.3.1 Anonymity

There exist several methods for anonymizing personal data beyond the re-

moval of explicit identifiers. For instance, K-anonymity privacy protection is

achieved using generalization and suppression. Using generalization and suppres-

sion, k-anonymity is responsible for making every record in a table indeterminate

from the other k-1 records. Thus, it is not possible to identify an individual
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from other records. However, all these generic anonymization techniques are

designed to deal with low-resolution data. These techniques fail when dealing

with high-dimensional data such as GPS and make its privacy vulnerable [17].

Furthermore, deferential privacy techniques are widely used to release statistical

information without compromising the privacy of the individual respondents [35].

However, these techniques protects sensitive information of large group of people

not individuals.

2.3.2 Location Privacy Preserving Solutions

The consequences of high-dimensional data led to the development of several

models that deal with the anonymization of web/mobile data. Models that deal

with anonimizing mobility-focused data protect individual’s mobility traces but

only for very specific data applications. For instance, the anonymization mod-

els that are suggested in [36, 37, 38] secure the location of the user. However,

they prevent any use of historical metadata or side information. Thus, making

the data impractical for research and intelligent services that rely on historical

data. Moreover, other models [39, 40] are invented to maintain anonymization

of a short sequence of geospatial locations with no associated timestamps. The

models mentioned in [41] protect the individual’s identity against identification at

certain predefined times. However, these models focus on anonymizing mobility

data with a certain purpose or specific type of data. Thus making these models

impracticable for most data-science applications in academia and organizations

[17].
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Recently, a framework called openPDS [42], was proposed to secure raw data

from being exposed to service providers. This framework works by reducing the

dimentionality of data. However, openPDS only protects the user’s raw data

from being exposed but some data such as the location trace can still be inferred

by analyzing the accumulated answers. Metadata can be used to identify an indi-

vidual if his/her information is unique. In [43], a module is proposed to prevent

the application provider from inferring the mobility trace of the user after asking

questions and analyzing its answers. By preserving a moderately high quality

of service (QoS), this module processes location related questions by answering

the correct answer or by confusing the application provider (lying or not to pro-

vide an answer). The module keeps a history of all the questions that have been

previously asked. Using the recorded information, the application creates two

spatio-temporal profiles. The first profile represents the application’s knowledge

and the second one represents the actual user. Both spatiotemporal profiles are

created using first-order Markov mobility chain. Using the resulted profiles, the

module decides whether to provide the correct answer or not. Moreover, the

profile is updated after providing an answer. This process is repeated for every

question. However, there is a trade-off between the QoS and the maximal differ-

ence between the adversary’s profile and the actual profile. Furthermore, Liao et

al. [44] proposed a framework that is also based on the Markov Chain stochastic

model to build spatio-temporal profiles to show how users’ activities are depen-

dent on their mobility traces. Although this paper does not consider the problem
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from a security point of view, but it shows the importance of protecting users’

meta data for preventing the loss of their general privacy.

Runtime monitoring techniques are also used to protect users’ sensitive infor-

mation (e.g. location) by monitoring untrusted mobile applications during execu-

tion. These techniques dynamically monitor and control the flow of confidential

information to third parties during mobile application execution. Runtime mon-

itoring techniques rely on information flow policies which can be a set of rules

and practices that regulate how information must flow to prevent information

leakage [45]. In [46], a user feedback component is also used to allow the user to

dynamically adjust the policies. When the application is running, the user feed-

back component receives feedback from the runtime module. If the application is

about to enter an insecure state then the user will be asked to determine whether

the information flow should be aborted or allowed to flow after adjusting the

policy. This approach detects the violation of information flow and ask the user

how to proceed. Runtime verification [47, 48] is concerned with formally verify-

ing the system trace generated at runtime. This process guarantees to block the

transfer of sensitive information. However, as discussed in the beginning of this

thesis, service providers need this information in order to provide customized ser-

vices which are needed by users. Therefore, there is a need for a robust solution

that allows the transfer of user’s information while ensuring accountability and

transparency by having a solid proof of all information being transferred to third

parties. In chapter 3, we build an attack model using topic modeling algorithms
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to predict sensitive information about users.
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Chapter 3

Revealing Users’ Identity by
Utilizing Topic Modeling
Methods

3.1 Background

In this chapter, we develop a methodology built on topic models to discover

location-driven routines. We start, before introducing our work, by describing

the algorithm (Latent Dirichlet Allocation) used. Subsequently, we discuss the

methodology used which is designed in a manner to flag the importance of privacy

by demonstrating the bulk of information that can be obtained by analyzing

location data and to motivate to our major contribution presented in the next

chapter.

3.1.1 Latent Dirichlet Allocation

Latent Dirichlet Allocation (LDA) is a generative learning algorithm, intro-

duced in [49]. It takes as input a collection of documents and generates a multi-

nomial distribution of topics for each document and each topic is modeled as a
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multinomial distribution of words. The algorithm chooses a random distribution

over topics z = (z1:K) for a given document, where K is the number of topics.

Given the aforementioned distribution of topics for a document, words are gen-

erated by sampling topics from this distribution.. The first part of the algorithm

presented in figure 3.1 [34] creates counts for each document starting by how

much each topic uses each word represented by nt
k and how much each topic

occur in a given document represented by nk
m. In order to provide a complete

generative model for documents, the second part of the LDA model assumes a

Dirichlet prior distribution on the topic mixture parameters θ and φ. θ is an M

x K matrix of document-specific mixture weights for the K topics, each drawn

from a Dirichlet(α) prior, with hyperparameter α. φ is an V x K matrix of word-

specific mixture weights over V vocabulary items for the K topics, each drawn

from a Dirichlet(β) prior, with hyperparameter β. LDA tries to explain the data

by refining the parameters to fit the the model. Several approximation techniques

have been proposed in the literature for the LDA model. In this work we adopt

the Gibbs sampling approach which is summarized in figure 3.1 to estimate the

model parameters.

The objectives of the LDA algorithm is to find the probability of

1. a word given each topic k, p(w = t|z = k) = φt
k, and

2. a topic given each document m, p(z = k|d = m) = θk
m.

16



Figure 3.1: Gibbs Sampling Algorithm for LDA

The below distributions hold for the LDA model visualized in figure 3.2:

p(θ|α) = p(θ) ∼ Dirichlet(α)

p(φ|β) = p(φ) ∼ Dirichlet(β)

p(z|θ(d)) ∼ Multinomial(θ(d))

p(w|z, φ(z)) ∼ Multinomial(φ(z))

where θ gives the topic composition of each document for the K topics, φ

gives the word-topic probabilities for each word and each topic, θ(d) is the topic

distribution for document d and φ(z) is the word distribution for topic z. These

probability distributions hold when using the the Dirichlet parameters α and β.

17



From the assumptions presented above we obtain the following:

• p(w|z, φ) = ∏K
k=1

∏V
t=1(φt

k)ntk where nt
k represents word-topic count and nk =

∑V
t=1 n

t
k is the sum of word-topic occurrence.

• p(z|θ) = ∏M
m=1

∏K
k=1(θk

m)nkm where nk
m represents the topic-document count,

and nm = ∑K
k=1 n

k
m is the sum of topic-document occurrence.

Figure 3.2: Latent Dirichlet Allocation Graphical Model

3.2 Proof of Concept

In this section we are particularly interested in LDA and how it utilizes the

essence of detecting routines, which by its turn gives us extensive information

about the users. In the following subsections we will discuss how the information

obtained can be used to exploit user’s identity and a lot more besides. Thus

we propose an approach that acts as a motivation to our major contribution

introduced in the next chapter. Our goal is to discover and analyze users routines

that characterize individual behaviors in terms of location/time patterns.

As described in the previous section, LDA is a probabilistic generative models

for documents that identifies the latent structure that underlies a corpus of words.
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In this work, a document is represented by a day of a user and a word is a

location/time occurrence. Moreover, we introduce user routines as a model for

regular activities in user’s live. It involves repeated occurrence of similar locations

that happen at the same approximate time of a day on a number of days. Also,

it represent a recurrent visits to a meaningful location at a specific time that

describes a relevant part of a user’s lifestyle. A routine is represented by a list

of p(w|z) where w is the location/time(word) and z is the given routine(topic).

Additionally, p(z|d) gives the routine composition of each day(document). LDA

is an unsupervised machine learning approach which is capable to automatically

discover and classify user’s routines and activities from data collected from mobile

phones. Accordingly, given user’s traces and without prior training, LDA has the

ability to generate the aforementioned probabilities.

We applied an unsupervised probabilistic approach “LDA” on a data that

represents the daily life of a mobile phone user over 14 days to achieve our goals.

As described earlier, we represent a day in the life of an individual as a sequence

of location/time occurrences. Thus, forming a bag of location/time sequences

which are the input to our LDA model. The first step in establishing the bag

representation is the construction of a course-grain representation of time. A day

is divided into 6 time blocks, as illustrated in table 3.1. Then for each block

of time we choose the location label which occurred for the longest duration,

resulting in a single location label per timeslot. This is an important step as in

a course grained representation the user can move into more than one location
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and the data can be noisy. To obtain location labels, we divided the map of

“Lebanon” into 25 zones and assigned a unique location label for each zone as

visualized in figure 3.3. The result is a day of a user represented by a sequence

of bags that consists of a combination of location and time.
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Figure 3.3: Zoning Map - Lebanon
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Time Blocks Description
A 12-9 am

B 9am-12pm

C 12-3 pm

D 3-6 pm

E 6-9 pm

F 9pm-12am

Table 3.1: Time Blocks

The output of the model is the following:

1. A set of probability distributions over words represented by location/time

and latent topics represented by routines; and

2. A set of probability distributions over latent topics and documents repre-

sented by days.
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3.3 Experiments and Results

3.3.1 Routines Discovered with LDA

The LDA model successfully revealed latent topics for the user. The unsu-

pervised discovery of location-driven routines discovered different patterns of the

user’s traces. The results obtained are prosperous for the selected user. Ta-

bles 3.2, 3.3, and 3.4 present the top 3 topics exhibited by listed the top loca-

tion/time sequences and figure 3.5 illustrates the corresponding most probable

days ranked by P(Topic|Document).

Word p(w|z) Description
A22 0.2167 Zone 22 at 12-9 am

C19 0.1086 Zone 19 at 12-3 pm

D19 0.1086 Zone 19 at 3-6 pm

F23 0.1627 Zone 23 at 9pm-12am

Table 3.2: Topic 1 - LDA

Word p(w|z) Description
B18 0.2115 Zone 18 at 9am-12pm

C12 0.2115 Zone 12 at 12-3pm

D12 0.2115 Zone 12 at 3-6pm

E16 0.2115 Zone 16 at 6-9pm

Table 3.3: Topic 2 - LDA
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Word p(w|z) Description
A22 0.1654 Zone 22 at 12-9 am

B15 0.1489 Zone 15 at 9am-12pm

C15 0.1654 Zone 15 at 12-3 pm

D15 0.1654 Zone 15 at 3-6 pm

Table 3.4: Topic 3 - LDA

Days Topic 1 Topic 2 Topic 3
Monday 0.0158 0.0158 0.9682

Tuesday 0.4126 0.0158 0.5714

Wednesday 0.0158 0.0158 0.9682

Thursday 0.0158 0.0158 0.9682

Friday 0.0158 0.0158 0.9682

Saturday 0.9682 0.0158 0.0158

Sunday 0.0158 0.6507 0.3333

Table 3.5: P(Topic|Document) - LDA

Some interesting results are the following:

• Topic 1 in table 3.2 captures being at “Mazraa” between 12pm and 9am

which is interpreted as spending all night during sleeping hours and in the

morning at the mentioned location. Also, the table shows the transition

from “Mazraa” to “Hamra” in which the user spends all evening. Finally,

the user spends night hours between 9pm and 12pm in “Sodeco”. This rou-

tine is dominated by document 6 which represents Saturdays as illustrated

in table 3.5.
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• Topic 2 in table 3.3 captures being at “Down Town” between 9am and 12pm

which is interpreted by spending morning hours at the mentioned location.

Also, the table shows the transition from “Down Town” to “Mountain” in

which he spends all evening. Finally, the user spends early night hours

between 6pm and 9pm in “Tariq Jdede”. This routine is dominated by

document 7 which represents Sundays as illustrated in table 3.5.

• Topic 3 in table 3.4 captures being at “Mazraa” between 12pm and 9am

which is interpreted as spending all night during sleeping hours and in the

morning at the mentioned location. Also, the table shows the transition

from “Mazraa” to “Hazmeye” in which he spends all evening. This routine is

dominated by documents 1 to 5 which represents all weekdays as illustrated

in table 3.5.

3.3.2 Predicting User’s Attributes from Routines

For all the topics discovered, the top few words dominate over 90% of the prob-

ability mass, which indicates that routines have a steady characteristic patterns

despite the changing routines which are minimal in users’ daily life. Predictions

about users can thus be obtained in our model by simply analyzing the routines

obtained. Based on the routines discovered and by matching them with the re-

lated work presented in section 2.2 we can obtain information about the home

address, work address, other information which are major in exploiting users’

identity and much more besides. This can be done by analyzing where the user
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spends more time at different time of the day and by the fact of knowing general

human routines such as sleeping at home at night during weekdays and where

they spend working hours at. Not only this but much more can be obtained

about personality.

The below are just a few of the many meaningful conclusions that can be

predicted from analyzing the routines discovered by our LDA model.

• By generating the top 4 words with the highest probabilities for the top

topic (routine), the four spatio-temporal points that the user frequently

visits can be obtained. The locations obtained are zone 22 “Mazraa”, 15

“Hazmeye”, 17 “Jnah”, and 19 “Hamra”. According to [17], this information

is enough to uniquely identify the users’ identity.

• By analyzing topic 3 presented in table 3.4 which is the routine that domi-

nates weekdays, the user’s home address can be predicted because of know-

ing where the user spends most of his nights during working days. Accord-

ing to [18] and Krumm [19], by obtaining the home address and by running

some attacks on traces the users’ identity can be exposed.

• Golle and Partridge [20] stated that by focusing on the usage of home/work

location pairs the adversary can identify the user’s identity. The aforemen-

tioned information is obtained by Topic 3 which is presented in table 3.4

by the routine that dominates weekdays.

• By analyzing the routines that dominate Saturdays and Sundays and by
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the fact that only two routines dominate weekends, we can obtain extensive

insight about the user’s personality. For instance, being a morning person,

evening person, or a night owl have a strong link with the Big Five person-

ality traits [50]. Also, some traits of the big 5 personality like introversion

are distinguished by sticking to a limited number of routines.

As a conclusion, topic models are capable of giving insights about the user’s

identity, personality, political affiliation and much more. Furthermore, overlap-

ping communities can be detected by analyzing similarities between users’ rou-

tines. Taking into account all the privacy invasions stated above, it is a necessity

to find a real efficient solution that preserves the user’s privacy or attain trans-

parency and accountability to protect users’ rights.
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Chapter 4

Proposed Approach

4.1 Preliminaries

In this section, we describe the main technologies used in our proposed ap-

proach. First we provide an overview of the blockchain technology, highlighting

decentralized consensus as its backbone. We then formally define smart con-

tracts, before discussing Hyperledger Fabric framework for building permissioned

blockchain networks. Additionally, an additive homomorphic scheme “Paillier

Cryptosystem” is described.

4.1.1 Blockchain - Hyperledger Fabric

Blockchain, a distributed database and decentralized (often autonomous) com-

puting technology, first became popular as the technology behind the cryptocur-

rency bitcoin in 2008 [51]. Since then, it has leveraged in various other forms,

often allowing programs with logics stored to trigger transactions which are fur-

ther recorded where participants collaborate to reach consensus. This has given

rise to applications with different logics to run in a decentralized manner without
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the need for a third-party. The blockchain compromises two main distributed

technologies: smart contracts and ledger. Smart contracts, digital contracts with

consensus terms and are self-enforcing and tamper-proof through automated exe-

cution. Digital ledger is a transaction log component that records all transactions

affecting the blockchain world state. Due to the aforementioned technologies, in-

formation and activities are traceable and auditable, thereby providing enhanced

transparency.

In a public or permissionless blockchain anyone can participate without a

specific identity. Public blockchains typically involve a native cryptocurrency and

often use consensus based on “proof of work” (PoW) and incentives. Permissioned

blockchains, on the other hand, run a blockchain among a set of known, identified

participants. A permissioned blockchain provides a way to secure the interactions

among a group of entities that have a common goal but which do not fully trust

each other, such as businesses that exchange funds, goods, or information. By

relying on the identities of the peers, a permissioned blockchain can use traditional

Byzantine-fault tolerant (BFT) consensus [52].

Hyperledger Fabric is a permissioned blockchain framework for distributed

ledger solutions that provides confidentiality, flexibility, resiliency, and scalability

[53]. It is one of the Hyperledger projects hosted by The Linux Foundation. Hy-

perledger Fabric is a permissioned blockchain that provides membership services.

Membership services, also known as Certificate Authority issue eCert (member

enrollment certificates) and tCert (transaction certificates). Certificates guar-
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antee a predefined trust which act in accordance to the permissions set. They

control access to the network, data registries (assets), and to who triggers transac-

tions [6]. The membership service provider (MSP) maintains the identities of all

nodes in the system and is responsible for issuing node credentials that are used

for authentication and authorization. Since Hyperledger Fabric is permissioned,

all interactions among nodes occur through messages that are authenticated,

typically with digital signatures. The membership service comprises a compo-

nent at each node, where it may authenticate transactions, verify the integrity of

transactions, sign and validate endorsements, and authenticate other blockchain

operations. The MSP is an abstraction for which different instantiations are pos-

sible. The default MSP implementation in Fabric handles standard PKI methods

for authentication based on digital signatures and can accommodate commercial

certification authorities (CAs) [52].

Hyperledger Fabric is a distributed operating system for permissioned blockchains

that executes distributed applications. It securely tracks its execution history in

an append-only replicated ledger data structure and has no cryptocurrency built

in. Hyperledger Fabric introduces the execute-order-validate blockchain architec-

ture.

In the execution phase, clients sign and send the transaction proposal (or,

simply, proposal) to all peers for execution; this step is also called endorsement.

A proposal contains the identity of the submitting client (according to the MSP),

the transaction payload in the form of an operation to execute, parameters, and
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the identifier of the chaincode (smart contract), a nonce to be used only once by

each client (such as a counter or a random value), and a transaction identifier de-

rived from the client identifier and the nonce. The endorsers(peers) simulate the

proposal, by executing the operation on the specified chaincode, which has been

installed on the blockchain. The chaincode runs in a Docker container, isolated

from the main endorser process. A proposal is simulated against the endorser’s

local blockchain state, without synchronization with other peers. Moreover, en-

dorsers do not persist the results of the simulation to the ledger state. The state

of the blockchain is maintained by the peer transaction manager (PTM) in the

form of a versioned key-value store, in which successive updates to a key have

monotonically increasing version numbers. As a result of the simulation, each

endorser produces a value writeset, consisting of the state updates produced by

simulation (i.e., the modified keys along with their new values), as well as a

readset, representing the version dependencies of the proposal simulation (i.e.,

all keys read during simulation along with their version numbers). After the

simulation, the endorser cryptographically signs a message called endorsement,

which contains readset and writeset (together with metadata such as transaction

ID, endorser ID, and endorser signature) and sends it back to the client in a

proposal response. The client collects endorsements from all peers. After exe-

cution, transactions enter the ordering phase, which uses a pluggable consensus

protocol to produce a totally ordered sequence of endorsed transactions grouped

in blocks. These are broadcast to all peers, with the help of gossip protocol. Hy-
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perledger Fabric orders transaction outputs combined with state dependencies,

as computed during the execution phase. In the ordering phase peers ensure that

the delivered blocks are totally ordered. More specifically, ordering ensures the

following safety properties [52]:

Agreement: For any two blocks B delivered with sequence number s and B′

delivered with s′ at correct peers such that s = s
′ , it holds B = B

′ .

Hash chain integrity: If some correct peer delivers a block B with number s

and another correct peer delivers block B′ = ([tx1, ..., txk], h′) with number s+1,

then it holds h′ = H(B), where H(.) denotes the cryptographic hash function.

No skipping: If a correct peer p delivers a block with number s > 0 then

for each i = 0, ..., s− 1, peer p has already delivered a block with number i.

No creation: When a correct peer delivers block B with number s, then for

every tx ∈ B some client has already broadcast tx.

For liveness, the ordering service supports at least the following “eventual”

property:

Validity: If a correct client invokes broadcast(tx), then every correct peer

eventually delivers a block B that includes tx, with some sequence number.

Each peer then validates the state changes from endorsed transactions and the

consistency of the execution. All peers validate the transactions in the same order

and validation is deterministic. In this sense, Fabric introduces a novel hybrid

replication paradigm in the Byzantine model, which combines passive replication

(the pre-consensus computation of state updates) and active replication (the post-
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consensus validation of execution results and state changes) [52]. The ledger

update phase runs last, in which the block is appended to the locally stored

ledger and the blockchain state is updated.

4.1.2 Paillier Public-Key Encryption Scheme

The Paillier public-key encryption (PKE) scheme [54] is a probabilistic en-

cryption scheme based on the decisional composite residuosity problem. The

Paillier cryptosystem (PKE) mainly consists of the following three algorithms:

• Key Generation. Let α ∈ N be a security parameter and [n] = {1, . . . , n} ⊂

N to denote the set of integers between 1 and n. Prime(α) be a function

which generates a set of primes of length α. Given the security parameter

α, the algorithm picks two large primes p, q ← Prime(α/2), and computes

n = p.q. It also selects a group generator g for the multiplicative group Z∗n2 ,

such that the order of g is a non-zero multiple of n. The public key pk is a

tuple (n, g) and the secret key sk is λ =lcm(p − 1, q − 1). This algorithm

returns a pair of public and private keys (pk, sk).

• Encryption (Enc). This algorithm takes a message m < n and a public

key (n, g) as inputs. It selects a random r ← [n − 1], and computes the

ciphertext:

C = gm.rn mod n2

The output of this algorithm is the encrypted value denoted as C.
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• Decryption (Dec). This algorithm takes C < n2 and the secret key λ

as inputs and it outputs the plaintext m = L(Cλ) mod n2

L(gλ) mod n2 mod n, where

L(u) = u−1
n
.

Paillier PKE scheme is additively homomorphic over the group Zn. Namely,

for two ciphertext C1 = Enc(pk,m1) and C1 = Enc(pk,m2), we have that

Dec(sk, C1.C2 mod n2) = m1 +m1(modn)

Dec(sk, C1.C
−1
2 mod n2) = m1 −m1(modn)

where the inverse can be computed via the exponentiation C−1
2 = Cn−1

2 modn2.

Using the above homomorphic additions, it is also possible to compute multipli-

cations and divisions by a scalar t:

Dec(sk, Ct
1 mod n2) = t.m1(modn)

Dec(sk, Ct−1modn
1 mod n2) = m1/t(modn)
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4.2 Objectives

As mentioned in previous sections, several centralized solutions have been

proposed to protect the users’ identity from being exposed. The most effective

models work by reducing the dimensionality of data. However, these models have

a huge impact on the QoS. Emerging mobile applications rely on their high QoS.

Thus, users cannot compensate on it. The stronger the security model is, the

weaker the QoS provided to the users. Therefore, there is a need for one-of-a-

kind solution that protects users’ data and rights while taking into consideration

the unique challenges associated. Data privacy and protection is not an easy

task. To solve the problem entirely we first list the key challenges of data privacy

in a data sharing environment as follows:

1. Terms of service and privacy policy are way too long and intentionally writ-

ten in impenetrable legalese. Another sneaky strategy is used by keeping

things vague and that is to make it hard for people to understand what they

are agreeing on. Moreover, these terms of service are often ambiguous and

obfuscates how much and how often data is being collected. For instance,

users might agree for a specific service to collect location data assuming

that data is being collected few times per week while in fact it might be

collected every couple of minutes.

2. Users are misleaded by the service providers’ true intentions because of

equivocating on what data is being used for and when is the data being
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shared.

3. There is no proof of the data being collected. Although data may not be

used for bad intentions, service providers are not being transparent about

their motives.

To tackle the aforementioned challenges there is a need for a robust model

that ensures privacy, accountability and trust while satisfying the users’ concerns

as well as maintaining the service providers’ needs. Before presenting the pro-

posed approach we must identify the service providers’ and users’ needs which are

presented in tables 4.1 and 4.2 respectively. The proposed approach is designed

to meet both users’ and SPs’ needs.

SPs’ Needs Objectives
Personal data To provide customized services and better quality of service.
Aggregate data To sell and use for data science applications in academia and orga-

nization.

Table 4.1: Service providers’ needs

Users’ Needs Objectives
Accountability
& Trust

Acquiring the benefits of customization while retaining trans-
parency and solid proof of all data being shared.

Privacy Sharing of data while retaining and protecting individual privacy
in cases where personally identifiable information is present.

Table 4.2: User’ needs
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4.3 System Model

This section presents the structure and functionality of the proposed ap-

proach, which is a platform for transactive user services blockchain applications.

The platform uses the permissioned blockchain technology associated with homo-

morphic cryptosystem to meet the challenges faced in a data sharing environment.

The platform provides techniques for securing users’ data while preserving the SP

needs. In particular, we describe a design for developing applications that com-

bines homomorphic encryption with the private blockchain technology in order

to achieve the desired privacy.

4.3.1 System Model Architecture

The platform will be described by providing a functional explanation of the

scenarios used by most applications. To illustrate our model at a high level,

figure 4.1 shows what interacting with the system be like for each of the two types

of participants (will be presented shortly). In the first sub-figure, users register

on the private blockchain and connect to other registered parties to form the

distributed cloud. Once the network is formed, participants can send transactions

and share data into the system. While the underlying transaction process, which

will be described shortly, is quite different than traditional application transaction

systems, this is easily abstracted away by a software library that connects each

participant with its blockchain node.
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Figure 4.1: High-level overview of how different players interact with the cloud.

In general, the permissioned blockchain is entrusted with doing all the trans-

actions, participants enrollment/revoking, as well as accessing resources (i.e.,

functionalities that relate to accessing registries that stores participants data).

In addition, blockchains are trusted to act according to the permissions set. Per-

missions are used to limit the parties who can access different resources (registries)

on the blockchain and to identify the transactions that are allowed to be trig-

gered by different parties. Initially, the blockchain developer writes the system

logic (smart contracts) and all permissions needed which will be discussed in the

following subsection. The model is composed of two major functions that are

followed by most transaction system application. The two functions are collect-

ing both personal and aggregate data. The blockchain network is composed of 3

38



main components: participants, registries, and transactions. The system model

has two types of participants: (1) User; and (2) Application service provider.

Moreover, the model has 3 registries in which data is defined and stored: (1)

“Users Data”; (2) “Aggregated Data”; and (3) “Data for Aggregation”.

Raw Data Collection

Sharing personal data is critical especially when dealing with sensitive private

information. As discussed earlier, users and service providers share a common

interest in exchanging data. However, our model satisfies users’ concerns by

providing a strong evidence of all transactions performed and by ensuring that

only allowed parties are accessing the data. Transparency, auditability, and re-

stricted access are assured by the permissioned blockchain nature which has an

immutable ledger that records all transactions and a certificate authority service

that controls access through authorization. This function demonstrates storing

and sharing data between users, cloud, and service providers while maintaining

restricted access control to data. Algorithm 1 denotes the flow of transactions

followed by an explanation of the access control mechanism.
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Protocol 1 Acquiring personal data algorithm
1: SP sends “RequestUserData” transaction . illustrated in listing 1.

With the following entries:
2: requestId← {ReqIdi}|n|i=1 . where n is the number of requests
3: keeper ← {SPj}|m|j=1 . where m is the number of SPs
4: owner ← {userk}|l|k=1 . where l is the number of users
5: publicKey ← pk . where pk is the SP’s public key
6: description← desc.
7: User replies by triggering “sendData” transaction. . illustrated in listing 2.

With the following entries:
8: requestId← {ReqIdi}|n|i=1
9: data← Enc(data, pk)

10: owner ← {userk}|l|k=1

1 {
2 "$class": "org.acme.Foursquare.requestUserData",
3 "requestId": "Request001",
4 "description": "Data required for personalaziation purposes",
5 "PublicKey": "928446478260718537569...",
6 "keeper": "resource:org.acme.Foursquare.ServiceProvider#SP001",
7 "owner": "resource:org.acme.Foursquare.User#user002"
8 }

Listing 1: Request user data - transaction example
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1 {
2 "$class": "org.acme.Foursquare.sendData",
3 "DataStructure": {
4 "$class": "org.acme.Foursquare.DataStructure",
5 "x_1": "715682035056145664270...",
6 "x_2": "426673537914932667086...",
7 "x_3": "489354426246857676986...",
8 "x_4": "509774006671512811550...",
9 ...

10 },
11 "listing": "resource:org.acme.Foursquare.UsersData#Request001",
12 "owner": "resource:org.acme.Foursquare.User#user002"
13 }

Listing 2: Send data - transaction example

As described in algorithm 1, when the service provider triggers a transaction

requesting specific data from a user, a new record in “User Data” registry is

created with a unique Id specified by the service provider. This record defines the

data structure of the data to be obtained. Then, the respective user encrypts the

data off-blockchain with the SP’s public key (provided by the SP in the request

transaction) and sends it to the blockchain network. Enc(data, pk) is appended

to the record previously created. Since sharing data poses a major challenge on

participants access the data, the permissioned blockchain manages access by a

certificate authority service which follows a set of predefined permissions that

are configured on the blockchain network. Permissions assigned to “Users Data”

registry allows only the data owner and keeper to view their results. The registry

contains all records created by the service provider defined as recordi in which

each record has an owner and a keeper the userk and SPj which have solely access
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to the record. Finally, off-blockchain the service provider decrypts the data with

his private key.

Aggregate Data Collection

Although users data are considered private, aggregate data from multiple users

can have value to service providers, organizations, and society. Unfortunately, its

release may be potentially deleterious to the user’s privacy. Secure information

aggregation using homomorphic encryption resolves this tension: aggregate data

may be computed while protecting participants’ confidentiality. This model pro-

poses the use of permissioned blockchain and homomorphic encryption in order

to protect end-to-end data confidentiality and support arbitrary aggregation op-

erations over encrypted data. Data aggregation aims to combine and summarize

users’ data so that raw data remains confidential. Raw data must be collected

privately from users to calculate an aggregate statistic (sum) over the data. Ser-

vice providers may view the aggregate totals across all users, but individual user

data must remain private. To achieve the desired privacy, a blockchain cloud

service is used which enables data segregation by providing registries with access

control mechanism. This function presents a generalization of the approach for

aggregate data collection that limits the capability of an adversary to disrupt

confidentiality of the aggregated data. Algorithm 2 demonstrates the flow of

transactions.
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Protocol 2 Acquiring aggregate data algorithm
1: SP sends “requestAggregateData” transaction . illustrated in listing 3.

With the following entries:
2: requestId← {ReqIdi}|n|i=1 . where n is the number of requests
3: owner ← {SPj}|m|j=1 . where m is the number of SPs
4: publicKey ← pk . where pk is the SP’s public key
5: description← desc.
6: Each User replies by triggering “sendDataForAggregation” transaction. .

illustrated in listing 4.
With the following entries:

7: for k = 1 to l do . where l is the number of users
8: requestId← {ReqIdi}|n|i=1
9: data[k]← Enc(data, pk)

10: SP sends “collectData” transaction . illustrated in listing 5.
With the following entries:

11: requestId← {ReqIdi}|n|i=1 . where n is the number of requests
12: aggregateId← {AggIdt}|f |t=1 . where f is the number of aggregated

data collected
13: keeper ← {SPj}|m|j=1 . where m is the number of SPs

1 {
2 "$class": "org.acme.Foursquared.requestAggregateData",
3 "requestId": "Request002",
4 "description": "Data required for statistical purposes",
5 "PublicKey": "928446478260718537569...",
6 "keeper": "resource:org.acme.Foursquared.ServiceProvider#SP001",
7 }

Listing 3: Request data for aggregation - transaction example
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1 {
2 "$class": "org.acme.Foursquared.sendDataForAggregation",
3 "DataStructure": {
4 "$class": "org.acme.Foursquared.DataStructure",
5 "x_1": "715682035056145664270...",
6 "x_2": "426673537914932667086...",
7 "x_3": "489354426246857676986...",
8 "x_4": "509774006671512811550...",
9 ...

10 },
11 "listing": "resource:org.acme.Foursquared.UsersDataForAggregation
12 #Request002"
13 }

Listing 4: Send data for aggregation - transaction example

1 {
2 "$class": "org.acme.Foursquared.collectData",
3 "aggregateID": "Aggregate001",
4 "listing": "resource:org.acme.Foursquared.UsersDataForAggregation
5 #Request002",
6 "ServiceProvider": "resource:org.acme.Foursquared.ServiceProvider
7 #SP001"
8 }

Listing 5: Collect aggregate data - transaction example

As described in algorithm 2, the service provider initiates the process by

triggering a transaction requesting aggregate data, a new record in “Data For

Aggregation” registry is created. This record defines the data structure of the

raw data to be obtained. From the users perspective, sharing data requires

replying with their encrypted data to the network. Raw data is appended to

an array of the record previously created. No further interaction from users is
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needed. The blockchain restrict access to the aforementioned registry in which

none of the parties have access to it. Subsequently, for data aggregation we are

interested in a probabilistic homomorphic encryption such as Paillier encryption,

as it is additively homomorphic. Given the SP’s public-key and {datak}|l|k=1,

the smart contract(transaction’s functions) computes the aggregate sum denoted

by Enc(∑l
k=1 datak). Since the smart contract execution process differs from

blockchain to another, a detailed explanation will be provided at the end of this

chapter. After the aggregate sum is calculated, the smart contract migrates

the results to “Aggregated Data” registry in which only the respective service

provider can access. Eventially, off-blockchain the service provider reconstructs

the aggregated sum as follows Dec(∏l
k=1 datak mod n2). The model considers the

involvement of three entities: (1) an unknown quantity of users who contribute

private data for the calculation; (2) a third party cloud maintaining the blockchain

service that is accessed by users and service providers; and (3) service providers

that are collecting the aggregated data. The blockchain architecture conceals

individual data from all participants and due to the assymetric cryptosystem

followed the cloud service provider never sees the data.
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Figure 4.2: The proposed approach architecture

4.3.2 Prototype Implementation and Analysis

This subsection describes the prototype implementation and scenarios used

to motivate the need for the system model proposed. One of our main goals was

to design a practical system that can be used efficiently by both users and service

providers without disrupting traditional functions. As for the blockchain, we used

Hyperledger Fabric which is a permissioned blockchain framework that provides

an enterprise-grade foundation for transactional applications. Unlike Bitcoin and

Ethereum which are public blockchains, our system model applications require

privacy and confidential transactions. Access to the network should require invi-

tations to join. Peers are more likely to be trusted, whereas in public blockchains
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users cannot be trusted. For implementation, Hyperledger Composer framework

was used for the blockchain development. The composer provides APIs that fa-

cilitate easy communication between different parties and the Hyperledger Fabric

blockchain network. Figure 4.3 illustrates how different parties interact and in-

voke transactions within the blockchain network. The distributed smart contract

visualized in figure 4.2 is composed of the following three major files: (1) CTO, (2)

ACL, and (3) javascript. In the CTO file we define resources (registries), trans-

actions, and participants which are presented in table 4.3. We define all system

permissions in the access control language (ACL) file as presented in listing 6.

Eventially, all system functions (logic) are defined in the javascript file.

Resources Transactions Participants
Users Data Request User Data Service Provider

Data for Aggreagtion Send Data User
Aggregated Data Request Aggregate Data

Colect Data

Table 4.3: CTO file

1 rule Permission1 {
2 description: "Allow each user to have full access to his
3 record in UsersData registry"
4 participant(m): "org.acme.Foursquared.User"
5 operation: ALL
6 resource(v): "org.acme.Foursquared.UsersData"
7 condition: (v.owner.getIdentifier() == m.getIdentifier())
8 action: ALLOW

Listing 6: User-UsersData permission - permission example
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Figure 4.3: Hyperledger Fabric’s transactional flow mechanics

The application created has similar functions as the Foursquared application

in which the service provider collects users’ location data. The application collects

raw location data to provide customized services and aggregate data for statistical

purposes. As visualized in figure 3.3, Lebanon is divided into 25 zones. In our

application, we have many users, a cloud running the blockchain, and a service

provider. Users are mobile nodes equipped with smartphones accessing there

nodes on the blockchain. The server provider is an entity interested in computing

certain aggregate statistics over data from users and in obtaining raw data. The

cloud is a third party that maintains and ensures a safe environment for the

blockchain network that is used by users and service providers.

For raw data collection, the flow described in algorithm 1 is followed. Users

reply to the SP’s location request by sending an encrypted value of the zone num-
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ber in which the user is located. The homomorphic encryption scheme used is the

Paillier encryption algorithm. Moreover, for aggregate data collection described

in algorithm 2, the service provider defines the data structure of the data to be

acquired from all users. In our application, each user fills the table of 25 cells

(zones) with 0’s and 1. In which 1 represents the zone he/she resides in. Here,

the probabilistic nature of the “Paillier encryption” comes to hand in which 0’s

have different encryption values. Then the Smart Contract(Chaincode) calculates

the numbers of users located in each zone while opting-out raw data from being

revealed. Table 4.4 shows an example of aggregate results presented to the server

provider. Finally, upon receiving all Enc(Data), the SP retrieves the aggregated

ciphertexts and off-blockchain opens the Paillier encryption with sk.

Location zones Number of users
Zone A 5 users
Zone B 14 users
Zone C 3 users
Zone D 0 users
Zone E 8 users
. . . . . .

Table 4.4: Application aggregate result

The system model used allows users to monitor all invoked transactions in

which the immutable ledger provides a solid proof of the transactions history.

Moreover, due to the design followed and the access control services provided by

the permissioned blockchain, only authorized participants can see the data. The

proposed approach has a major advantage over runtime monitoring techniques
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(discussed in chapter 2) in which accountability and transparency are attained

without affecting the QoS provided. Moreover, users’ rights are protected against

data leakage and attacks (presented in chapter 3) by having a solid proof of

transactions made in which users can use to take legal actions against third

parties’ violations.

Unlike traditional systems, the model has additional overhead which is the

calculation performed on-blockchain. The cost of the overhead is acceptable and

near constant time as long as the cloud provides stable network performance.

Additionally, the costs resulted from using the cloud services is added. However,

service providers are willing to accept these costs because of the benefits and

guarantees provided to users. That is because such applications will grab users’

attention knowing that they do not need to compensate on the application’s QoS

nor their privacy. Moreover, since the model relies on cloud services, there is a

risk of application disruption if the cloud provider fails in meeting the required

demands. However, this can be ensured by service-level agreement.

Hyperledger Fabric is built on a modular architecture that separates trans-

action processing into two major phases: (1) distributed logic processing and

agreement (“chaincode” or “smart contract”) and (2) transaction validation and

commitment. This separation confers several advantages: fewer levels of trust

and verification are required across node types, and network scalability and per-

formance are optimized [55]. To exemplify the processing phases, let’s look at

the transaction flow of Hyperledger Fabric in our approach:
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1. The transaction proposal is submitted by a participant (initiator) to the en-

dorsing peer which is the service provider’s node. The endorsement policies

outline how many and/or what combination of endorsers are required to sign

a proposal and execute the chaincode. In our approach the endorsement

policy states that transactions should be endorsed by the service provider’s

node.

2. The service provider’s node (endorser) executes the chaincode to simulate

the proposal in the network, creating a read/write set.

3. Then the endorser sends back the signed proposal response (endorsement)

to the initiator node.

4. The initiator submits the transactions and signatures to the committing

peers (all participants in the network).

5. When a committing peer receives the transaction, it validates that the

endorsement policy was met. If the check passed, the block is committed

to the ledger and registries are updated accordingly.

Because only the signatures and read/write set are being sent around the

network, the scalability and performance are optimized [56]. In addition, our

approach which uses Hyperledger Fabric is different from most blockchain tech-

nologies (e.g. Ethereum) which execute the smart contract on all nodes resulting

in high cost due to the need of heavy nodes. Due to the Hyperledger Fabric archi-

tecture that separates transaction processing, only one node (service provider’s
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node) is required to execute the smart contract which minimizes the processing

cost of the network and solves the scalability issue faced in public blockchains

schemes while retaining the needed privacy.

An alternative approach that also optimizes the cost would be to group all

users in to one node. Thus, forming a network of two nodes one that represents

the users and another for the service provider. In this case, the overhead of

the messages transfered and the cost of running the smart contract would be

acceptable due to the limited number of nodes.
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Chapter 5

Conclusion and Future Work

In this thesis, we identified several research gaps in privacy of mobile/web

applications when sharing sensitive information. Mainly, the identified gaps are

the lack of users ability to control their data. As a motivation, before presenting

our approach, we showed how topic modeling algorithms can be used to predict

sensitive information about users. Our proposed approach is a blockchain based

system that provides access control based privacy-preserving data provenance

trails. It also provides a proof of change of system code and activities with

the use of digital signatures and an immutable distributed timestamped ledger.

Moreover, the platform gives service providers the ability to collect aggregate

statistical data about system users in which data is autonomously calculated

using smart contracts. Smart contracts calculate aggregate data by using Paillier

public-key encryption scheme. The system design which relies on data segregation

ensures that only authorized participants can access the right data. The platform

further enhances trustworthiness by the asymmetric encryption scheme followed.

The evaluation of the system based on two real life scenarios of a geographic
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location “Foursquared” like application has shown that operations of the system

run with acceptable cost and near constant time.

An important pragmatic issue with our approach is the honesty of partici-

pants that are sending their encrypted data for aggregation. Additive homomor-

phic schemes successfully add encrypted data only if they are in a correct form

(numbers). As such, a malicious participant is able to send an incorrect form

of data (e.g. Letters) which affects the addition mechanism. The cryptosystem

design implications are subtle and we have not explored them. This implication

will be part of our future work. Also, we are going to analyze the behavior of

Homomorphic Encryption cryptosystems compared to the length of the public

key and the time of the treatment of the request by the cloud provider depending

on the size of the encrypted messages. Another future research direction is to

compare multi-party computation security models with homomorphic schemes in

terms of privacy, efficiency and scalability.
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Appendix A

Abbreviations

LDA Latent Dirichlet Allocation

DNS Domain Name Service

IoT Internet of Things

GPS Global Positioning System

PCA Principal Component Analysis

ATM Auther Topic Model

eCert Enrollment Certificate

tCert Transaction Certificate

CA Certificate Authority

MSP Membership Service Provider

HF Hyperledger Fabric

PKE Public-key Encryption

QoS Quality of Service

API Application programming interface
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