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Abstract

Multiple-input multiple-output orthogonal frequency division multiplexing (MIMO-OFDM) is, currently, the most dominant
air interface for wireless communications, and the basic foundation for many network standards, due to its practicality and
efficiency at high data speeds. Specifically, this system combines the MIMO and OFDM technologies, to achieve maximum
capacity, reliability and throughput. On the other hand, achieving data confidentiality over wireless links in MIMO-OFDM
systems, remains a pressing issue that should be tackled. In this paper, we propose an efficient and secure cipher scheme
for MIMO-OFDM systems, based on the randomness and dynamicity of the physical layer. In particular, a channel-based
parameter, which is extracted from the shared wireless channel, is combined with a secret key, only known to the communi-
cating devices, to generate a dynamic key. This key is, then, used to derive two simple cipher primitives, which are a masking
sequence and a permutation table. Both of these cipher primitives are updated frequently to enhance the security and robustness
of transmitted data and prevent attacks. The proposed solution is considered very efficient and lightweight since it consists
of simple operations, mainly, addition and permutation. Moreover, the proposed solution takes into consideration the OFDM
frame symbol length, which can be fixed or varying from one antenna to another. Therefore, the proposed solution consists of
two cipher variants, one secures OFDM symbols having the same length (same number of modulation symbols) and the other
secures OFDM symbols that have different lengths on different antennas. Finally, several security and performance tests are
conducted to prove the efficiency and robustness of the proposed solution.

Keywords MIMO-OFDM systems - Physical layer security - Security analysis - Cryptanalysis - Secure wireless
communication

1 Introduction Currently, OFDM is the most popular multi-carrier mul-

tiplexing method, and it is being widely-used for the trans-

In order to cope with the increasing demand for multi-media
applications, such as high quality audio and video, specific
requirements, that are related to throughput and reliability,
should be met [1].
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mission of wireless signals in many existing and emerging
communication systems. It is also expected to maintain
its dominance in future systems. Specifically, this technol-
ogy transmits data over parallel narrow sub-channels, thus,
converting frequency selective channels to multiple flat fad-
ing sub-channels. OFDM offers many advantages, few of
which are adapting to severe channel conditions, reduc-
ing inter-symbol interference and inter-carrier interference,
and achieving high spectral efficiency. However, there still
exists several other network constraints that should be further
addressed and enhanced, namely network capacity, coverage
and channel-quality. One way to overcome these constraints,
is by combining the OFDM technology with the MIMO sys-
tem [2,3].

The MIMO system utilizes multiple antennas at the trans-
mitter and the receiver to relay data, efficiently. Moreover,
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it operates in two modes in order to achieve either spatial
multiplexing (capacity gain) or diversity gain [4]. In the for-
mer case, the same data is transmitted on multiple antennas,
which enhances system reliability. Whereas in the latter case,
different data are conveyed using different antennas, con-
sequently, higher data rates are attained, without requiring
additional bandwidth or increased transmit power [5]. As a
result, integrating OFDM in MIMO systems results in a high
performance system, that is able to achieve high reliability
and increased throughput, while benefiting from the various
properties of OFDM.

In order to ensure the proper functioning of MIMO-
OFDM systems, robust security should be provided. Recen-
tly, physical layer security (PLS) has emerged as a promising
methodology for securing wireless communication systems.
Specifically, communicating users exploit the random and
dynamic nature of wireless physical channels to secure trans-
mitted data. Several PLS solutions have been presented in the
literature for OFDM and MIMO systems [2,6]. In [3,7], the
authors present a survey of PLS schemes that are used to
detect active attacks in massive MIMO systems and how
to achieve data confidentiality. The authors of [8] study
the secrecy performance of two classic relaying schemes
in massive MIMO systems, the amplify-and-forward, and
the decode-and-forward techniques. The same approach was
followed by the authors of [9-11]; they used mathematical
expressions of secrecy outage probability and optimization to
achieve PLS in MIMO systems. Whereas the work presented
in [12—14] present a tutorial on PLS schemes for MIMO sys-
tems.

Most of the presented solutions in the literature suffer from
vulnerabilities and limitations, and they are based on strict
assumptions. Therefore, new security approaches should be
studied and proposed.

In this paper, we propose two cipher variants for MIMO—
OFDM systems that are based on PLS. The main goal is
to enhance the confidentiality of data transmitted over wire-
less links, without introducing a large overhead. Unlike the
work in the literature, we combine two concepts which are
conventional cryptography and emerging PLS. This allows
us to overcome the limitations of traditional, multi-round
and multi-operational schemes. The first cipher variant can
adopted when OFDM frame symbols have different lengths
among different antennas, whereas the second variant is used
when all OFDM frame symbols have a common and fixed
length. Both schemes are lightweight and efficient since they
are based on simple cipher primitives (permutation and mask-
ing) with simple operations. The used cipher primitives are
derived from the random and dynamic properties of the phys-
ical channel (wireless), and a private key (secret). For every
new frame or set of frame symbols, new cipher primitives
are generated using an update process, which consists only
of a permutation operation. This continuous update enhances

@ Springer

further the security level and guards against different attacks.
Finally, several security and performance evaluation tests
have been presented to validate the high security level and
efficiency of the proposed schemes.

The rest of the paper is organized as follows. Section 2
presents the table of notations and the MIMO-OFDM system
model. Section 3 reviews the existing PLS OFDM and MIMO
schemes in the literature. Section 4 describes the proposed
dynamic key derivation function and the cipher primitive
construction process. Section 5 proposes two novel cipher
variants for MIMO-OFDM systems. Section 6 includes var-
ious security tests, which prove the security and robustness
of the proposed schemes. Section 7 presents a detailed crypt-
analysis discussion for the proposed schemes in the context of
different confidentiality attacks. Section 8 evaluates the per-
formance of the proposed cipher variants in terms of latency
and error propagation. Finally, Sect. 9 concludes the paper.

2 Background

This section presents the table of notations and the MIMO-
OFDM system model.

2.1 Notation

Table 1 represents the table of notations.

2.2 MIMO-OFDM system model

In principle, a narrow-band flat fading MIMO system is mod-
elled as:

Y=H -X+z, e))

where X and Y are the transmit and receive vectors, H is the
channel matrix and z is the noise vector, respectively.

For transmitting data across a given channel, the MIMO
encoder uses one of two available space time processing tech-
niques, which are: space time coding and spatial multiplexing
[15]. The first technique ensures a maximum diversity gain,
where multiple copies of the same information are sent across
independent fading channels to combat fading and enhance
system reliability. In contrast, spatial multiplexing provides
a high multiplexing gain (Degrees of Freedom (DoF)), since
each spatial channel carries independent (different) informa-
tion, thereby increasing the data rate [16]. The maximum
spatial multiplexing order (number of independent streams)
in a multiple antenna configuration is equal to [16]:

DoF = min(nt, nr), (2)
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Table 1 Notations

Notation Definition and receiver, respectively. Throughout the paper, we assume
that nt = nr.
F OFDM frame In recent years, the MIMO-OFDM system has been
F§ OFDM frame symbol considered as a potential technology for enhancing the per-
DK Dynamic key formance of different wireless transmission networks in
S A masking sequence terms of data rate and capacity, without requiring any addi-
cs An update permutation table for § tional bandwidth or power [15]. The main advantage of
T Permutation table at the modulation symbol level introducing the OFDM technology in MIMO systems is that
TFS A permutation table for  after every F.§ it efficiently utilizes the spectrum and eliminates the effect
T A permutation table for 7 after every F of multipath fading. Specifically, all of the blocks of OFDM
n Number of frame symbols in one frame such as: FFT (Fast Fourier Transform), IFFT (Inverse Fast
1 Number of modulation symbols in one frame symbol ~ Fourier Transform) and CP (Cyclic Prefix) are applied to
I Inverse permutation table every single transmit and receive antennas as shown in Fig. 1.
Tur Permutation table at the frame symbol level The output size of the IFFT/FFT blocks (size of OFDM frame
Tupdate An update permutation table for 7, symbols, which consist of a specific number of modulation
nt Number of antennas at the transmitter symbols) can be vary between different antennas, since inde-
nr Number of antennas at the receiver pendent OFDM operations are carried out at each antenna. In
) Matrix multiplication this paper, the conventional MIMO-OFDM system is imple-
® Exclusive-OR (XOR) mented using spatial multiplexing.
H Channel matrix
z Channel noise
X Transmit vector
jz }ielcewe veetor 3 Literature review
In this section, existing PLS schemes that target MIMO and
OFDM systems, are listed and discussed.
_____________ rial Parallel
| MIMO-OFDM Transmitter | S;r:u:: IFFT il [ Insertce
| (two transmit antennas) J|
MIMO
Input data —{ Mapper [— encoder Channel
Spear::IIItecla IFFT Pa;:lrlizll to Insert CP
Remove Serial to :: FET Parallelto | rﬁlﬁa BFD_IVI_R_ 7
cpP parallel | ] serial - eceiver |
| (two receive antennas) |
MiMO De- Output
Channel detector mapper dafa
Remove Serialto [ Parallel to
CcP parallel :: FFT serial |

where nt and nr are the number of antennas at the transmitter

Fig.1 A 2 x 2 MIMO-OFDM system
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3.1 PLS schemes for OFDM systems

Several PLS schemes, that ensure data confidentiality in
OFDM systems, have been presented in the literature. These
schemes are split into seven groups.

3.1.1 Channel-based encryption

Most of the existing schemes in the literature exploit the
randomness of wireless channels to secure the information
relayed between users. In particular, communicating enti-
ties estimate and use channel state information (CSI) to
encrypt/decrypt data. One approach is choosing the active
subcarriers for transmitting data, based on the extracted chan-
nel parameters [17,18]. Another method is inserting dummy
data within the legitimate data to baffle the adversary [19].
In contrast, the main idea behind the technique presented in
[20] is to modify the traditional IFFT/FFT blocks according
to the channel-related information between legitimate users.
Since wireless channels are highly random, this class of
techniques can ensure high levels of security, however, on one
condition, thatis when channel parameters are unknown to all
users except the legitimate users. In practice, channel-related
information can be easily acquired when synchronizing to
transmitted data and performing preamble detection.

3.1.2 Artificial noise (AN) and artificial fast fading (AFF)

These security techniques follow the same methodology of
extracting and utilizing the CSI to pre-equalize transmitted
messages. The added noise will be automatically eliminated
when passing through the intended channel (legitimate user’s
channel), therefore, no additional operations are needed at the
receiving end [21,22].

Similar to the first class of schemes, eavesdroppers can
acquire channel-based information, which compromises the
performance of these techniques.

3.1.3 Preamble modulation

In order to estimate and extract the CSI from the wire-
less channel between two legitimate users, the eavesdropper
should detect the exchanged packet preambles, and synchro-
nize to the communicating entities. To overcome this issue,
several PLS schemes, that secure/encrypt packet preambles,
have been presented in the literature [23]. A direct approach
would be encrypting the packet preamble using a key only
known to the transmitter and receiver. In this way, only the
legitimate receiver will be able to decrypt and, thus, obtain
the correct CSI. Another technique presented in this field
is appending random training sequences generated by the
legitimate users instead of the publicly known short and long
training sequences [20].
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Preamble modulation is a beneficial technique to secure
CSI, however, additional security layer should be employed
to protect the content of transmitted packets.

3.1.4 Encryption and PAPR reduction

The PLS scheme, presented in [24,25], jointly decreases the
Peak-to-Average Power Ratio (PAPR) and enhances the secu-
rity of the system, using chaotic maps. Although chaotic
mapping overcomes the effect of high PAPR due to its high
randomness level, it is considered computationally complex
since a lot of resources are needed. A different method is the
PAPR reduction scheme. Using this scheme, several pseudo-
random sequences are generated and then multiplied by the
transmitted symbols (post modulation symbols). Afterwards,
the sequence having the lowest PAPR value is transmit-
ted. Like the previous scheme, this method is considered
inefficient since it results in a high overhead in terms of com-
putational costs and complexity [26].

3.1.5 Permutation

Random permutation or interleaving is a conventional tech-
nique, used to achieve data confidentiality. In order to realize
PLS-based permutation, a random cyclic delay or pertur-
bation, based on the CSI between users, can be applied
[27]. Differently, authors in [28] have proposed shuffling the
OFDM sub-channels based on the legitimate user’s channel,
whereas authors in [29] have suggested permuting the com-
plex symbols themselves.

Generally, permutation is considered as simple and effi-
cient technique since it requires a one round and one
operation to ensure security. However, static permutation
tables are vulnerable to numerous types of attacks.

3.1.6 Jamming-based encryption

Authors in [30] present a novel jamming-based encryption
technique, in which a legitimate receiver sends a random
jamming signal, while the transmitter is transmitting infor-
mation. At the receiver’s side, the same random jamming sig-
nal, which was sent previously (noise), is removed/subtracted
to obtain the desired data. One major drawback is that the
receiver can be easily detected and jammed, thus jeopardiz-
ing the availability and confidentiality of transmitted data.
Moreover, the technique presented in [30] assumes that true
data can be recovered by simply removing/cancelling the
jamming signal. In most cases, jammed data is corrupted
and can not be recovered, hence, jamming-based schemes
are not a practical approach. Also, this method is consid-
ered very complex and computationally exhaustive since it
requires additional resources and overhead, which is not suit-
able for emerging resource-limited devices.
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3.1.7 Phase encryption

The phase encryption scheme, presented in [31], is performed
at the time-domain signal level. Basically, two pseudo-
random sequences are generated, where one sequence is
multiplied by the real part of the time domain signal, and the
other is multiplied by the imaginary part. Consequently, this
results in the pseudo-random phase shuffling of the in-phase
and quadrature symbol components. Phase encryption is a
modified version of the permutation scheme. It requires two
additional operations, hence, more overhead is introduced.

3.2 PLS schemes for MIMO systems

Different PLS schemes, that target data confidentiality in
MIMO systems, have been presented in the literature.

Generally, PLS schemes can be divided into six main
groups which are: (1) channel-based scrambling matrices
[32],(2) AN and AFF[33,34], (3) CSI[35], (4) jamming [36],
(5) beamforming [37] and (6) interference based on simulta-
neous transmission [38]. Each of these schemes has several
advantages, but suffers from multiple limitations. One main
disadvantage that is common to all of the presented schemes,
is the lack of secrecy in terms of using a shared secret key
for encrypting the transmitted data. The shared key cannot
only depend on the channel between users, since it can be
known by an eavesdropper, in case of proper synchroniza-
tion to transmitted data. Also, the presented schemes are
case-dependent and cannot be generalized; some require per-
fect synchronization, others require large distances between
legitimate users and eavesdroppers and many depend on the
channel information, solely. Hence, we propose, next, a data
confidentiality scheme that combines the notions of secrecy
and dynamicity to improve the security of MIMO-OFDM
systems.

4 Proposed key derivation scheme

In this section, the proposed key derivation function is
described, and it is based on the work presented in [39-41].

Benefiting from the random and dynamic nature of wire-
less channels, end-to-end communicating devices are, now,
able to secure the conveyed data between them, using
PLS. Specifically, this approach has recently emerged as
novel security technique that enhances the robustness of
wireless communication, while maintaining low cost and
overhead. Consequently, many research work has shifted
towards exploring this field, and proposing novel techniques
that target all security services.

In general, the security and robustness of a data confi-
dentiality scheme is directly related to the utilized secret
key (mainly referred to as encryption/decryption key). Con-

sequently, this part of the paper presents the proposed key
derivation function, which generates a set of channel-based
dynamic keys, using the shared (common) physical channel
and a private/secret key (known to communicating users). It
should be noted that the secret key can be pre-shared between
users using any traditional key distribution technique or using
a Public Key Infrastructure (PKI).

First, the transmitter and receiver estimate the wireless
channel between them. Then, they extract unique features and
properties that are specific to their physical channel. Some
of these properties include the channel state information,
received signal strength and carrier frequency offset. These
parameters are usually estimated by the communicating users
for different communication purposes. Moreover, we make
us of these parameters to generate a channel-based nonce,
which will then be combined with a pre-shared secret key to
generate a dynamic key. Consequently, we do not introduce
any overhead for generating the channel-based nonce. The
extracted parameters are pre-processed to produce a binary
sequence, which is hashed. The hashing operation is crucial
since any modification in any of the parameters will lead to
a different nonce and consequently, to a different dynamic
key. Typically, a set of common channel parameters (end-
to-end) are selected according to the considered network.
These parameters can be different for different networks
with different characteristics. Based on these parameters,
features can be extracted by applying statistical measures
(such as minimum, maximum, average, and standard devia-
tion). Afterwards, these features can be converted to a binary
sequence. It should be noted that there exists several wireless
channels between two MIMO users when employing spa-
tial multiplexing. In this case, users can estimate all of the
available wireless channels, extract the channel properties of
multiple channels, and then combine them to enhance fur-
ther the security level. From these properties, both users are
able to derive the same channel-based nonce, independently.
In case of channel non-reciprocity, reconciliation is applied.
Any user outside the proximity of the legitimate users, is
not able to derive the same channel-based nonce since the
channel is viewed differently (different properties). However,
this cannot be generalized. In particular, several works in the
literature have proven that adversaries can derive the same
channel properties as the authorized users, when having suf-
ficient resources and power [2,39]. Thus, one should not only
rely on channel information to secure a communication ses-
sion.

In order to overcome this limitation, the pre-shared secret
key is combined (Exclusive-OR (XOR)) with the nonce
(pseudo-random and dynamic), to obtain a dynamic key.
The resulting key will be used to secure the transmitted
data in MIMO-OFDM systems. The SHA-512 hash algo-
rithm is used, following the XOR operation, to make sure
that the resulting key is irreversible (one-way property).
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Fig.2 The derivation procedure
of the dynamic key and the
construction technique of the
cipher primitives for the
proposed second variant (case 2)

Secret Key

Nonce 9
0

512

DK, { 128

DK, Jf 128

From the 512-bit dynamic key, several sub-keys can be pro-
duced. Since the proposed solution considers two cases: (1)
frame symbols having different lengths on different anten-
nas (I1, I, [3,..., Ily) and (2) frame symbols having the
same length (I), two sub-key derivation functions are pro-
posed (cipher primitive derivation functions).

4.1 Case 1: frame symbols of different lengths

In the first case, the frame symbols on each antenna branch
are assumed to have different lengths, whereas the second
case assumes that all frame symbols have the same length, /.
Both of these cases are real-case scenarios in existing com-
munication systems. The first case is more challenging than
the second case, hence, a simple cipher scheme with sim-
ple cipher primitives is proposed. Specifically, the 512-bit
dynamic key is split into two sub-keys (256 bits each).

e The first sub-key is used to generate a permutation vector
(table), s, of length equal to nt x 1 and random values
between 1 and nt (number of antennas). This vector is
used to permute the frame symbols on each antenna in a
pseudo-random manner.

e The second sub-key is used to produce another per-
mutation table, 7,pqqre. However, this table is used to
permute/update the first permutation table for every new
set of frame symbols (both permutation tables having the
same size).

4.2 Case 2: frame symbols of the same length

As shown in Fig. 2, the obtained dynamic key in the second
case is divided into five sub-keys:

o First sub-key: DK (128 bits) is used to generate a per-
mutation table 7. It contains nt x [ elements that have
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DK5 ¢ 128 DK;J: 64 DK l’ 64

Trs T

randomized values between 1 and nt x [. This table is
used to permute/shuffle the 2-D data matrices, having
dimensions equal to nt x [ (nt columns and / rows), at
the modulation symbol level. Here, nt is the number of
antennas at the transmitter’s side and / is the number of
modulation symbols in one OFDM frame symbol.
Second sub-key: DK> (128 bits) is used to derive a
sequence, S, having a length equal to 2 x / and pseudo-
random values of —1 and 1. S is used to perform masking
(phase shuffling) on each frame symbol (! modulation
symbols), independently. Moreover, S is divided into two
vectors, S; and 5>, each having a length of /. The first
sequence S1 modifies the phases of the real components
in complex symbols. Whereas S, modifies the phases of
the imaginary components. In other words, the phase of
the real component and the phase of the imaginary com-
ponent of every modulation symbol are modified based
on one element in S7 and one element in S, respectively.
Hence, 2 x [ values are needed so that each component in
FS (I complex modulation symbols) is modified based
on a unique value in S| and S>. Note that phase modifica-
tion refers to modifying the + and — signs of the complex
symbols. If the value in S7 or S is 1, the phase of the
component remains the same. In contrast, when the value
is negative the phase of the corresponding component is
flipped.

Third sub-key: D K3 (128 bits) is used produce a sequence
CS, that includes 2/ elements having random values
between 1 and 2/. This sequence is used to randomly
shift S for every set of nt frame symbols (circular shift).
Forth sub-key: D K4 (64 bits) is used to generate a permu-
tation table, g, to permute 7 for every set of nt frame
symbols.

Fifth sub-key: DKs (64 bits) is used to generate a permu-
tation table, 7, to permute 7 for every frame.
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Fig.3 Proposed data confidentiality scheme: Case 1

(FS1)1 ‘I —ay +jby az+jb, —az—jbz ay—jby .. |

(FS1)2 ‘I a, +jby —a; —jb, —a;—jbs; a;—jby ... |
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(FS1)2 —u| a—jby +az+jb; +az—jby —as—jby e |

(FS1)ne —;I —a; —jby +a;—jb, —as+jb; —as—jby e |

Fig.4 Proposed masking operation

From the channel-based dynamic key, simple and lightweight
cipher primitives are obtained. These primitives are used
to ensure data confidentiality for MIMO—-OFDM systems,
which will be thoroughly discussed in the following section.

5 Proposed data confidentiality scheme

The proposed data confidentiality scheme consists of two
cipher variants. The first cipher variant assumes that frame
symbols on different antennas, vary in terms of length. On the
other hand, the second variant assumes that all frame sym-
bols contain the same number of modulation symbols. Both
schemes are applied after the IFFT transformation (time-
domain OFDM frame symbols).

5.1 Case 1: frame symbols of different lengths

The first variant of the proposed solution considers a time-
domain frame (F) (after IFFT) that includes n OFDM
frame symbols. The length of these frame symbols varies
from one antenna to another (/1, l», I3, ..., [,; for antennas
1,2, ..., nt),as shown in Fig. 3. The elements of each frame
symbol on each antenna is randomly circularly shifted based
on its corresponding value in ;. The utilized permutation
vector/table has a size of nt x 1 and random values between 1
and nt. For clarification, a simple example is shown in Fig. 3.
For the second set of frame symbols (FS,) on the available
antennas, 7y, is first updated/permuted using 7, pgare, and
then employed. This step is repeated n times, that is for each
new frame symbol in the frame. Consequently, this compli-
cates the adversary’s job and decreases the probability of
successful attacks. At the receiver’s side, the same steps are
performed but using a reversed circular shift operation. It is
assumed thatnt <1[;, i =1, 2, ..., nt.

5.2 Case 2: frame symbols of the same length

The second cipher scheme (variant) is divided into two steps:
masking and 2-D permutation.

Following the IFFT transformation (time-domain), each
OFDM frame (F) will include n OFDM frame symbols (F'S),
and each OFDM F S will include / complex modulation sym-
bols. Similar to the first variant, this technique also performs
ciphering at the modulation symbol level. More specifically,
each frame symbol on each antenna branch is grouped with
the rest of the frame symbols on other antennas, forming a set
of nt x 1 frame symbols (nt < n). This scheme is repeated
for all n frame symbols in one frame. Here, every set of nt
frame symbols is processed, independently.
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Fig.5 Proposed data confidentiality scheme: Case 2

e Masking: This step handles each FS on each antenna
(within the set of nt frame symbols), separately (Fig. 4).
In particular, the phases of the real and imaginary compo-
nents of each complex modulation symbol are modified
based on two values in S; and S, respectively. The
sequences S; and S> have a length of / and contain
pseudo-random values of 1 and —1. For the first mod-
ulation symbol in the frame symbol, the real component
is multiplied by the first value in S; and the imaginary
component is multiplied by the first value in S>. Assum-
ing that the first values in S7 and S, are equal to —1 and
1, respectively, then a modulation symbol a + jb will
become —a + jb. This process is repeated / times, so that
all of the modulation symbols within one F'S are masked.
For every new set of F'S (on all antennas), S is updated
using CS (cyclic shift). Once all nt frame symbols are
masked within one set, 2-D permutation is applied.

e 2-D permutation: The resulting nt frames symbols are
concatenated vertically (grouped) to compose a matrix,
in such a way that the values of the first F'S represent the
first row in the data matrix, D, the values of the second
F'S represent the second row, and so on. Consequently,
the obtained 2-D matrix, D, will have a dimension equal
to nt x I (nt rows and / columns). Next, the permutation
table, 7, is reshaped and transformed to an nt x [ matrix,
which is used to randomly permute D. Matrix, C, which
results from the permutation operation, also has nt rows
and [ columns, similar to D. For each subsequent group
of nt frame symbols, 7 is updated using 7 rg. The per-
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mutation table, 77, is also updated using 7 for every new
frame.

After the encryption process, each row in matrix C will
be transmitted on a different antenna (spatial multiplexing),
concurrently. The proposed scheme is shown in Fig. 5.

At the receiver’s side, the same steps are performed to
decrypt and recover the transmitted data, but, in a reversed
order. In addition, inverse cipher primitives are used, which
are 71, n;Sl and ngl.

6 Security analysis

In the following, the security level of the two proposed cipher
variants is analyzed and assessed.

For this evaluation, several security metrics and tests are
presented, which are the randomness degree, recurrence,
uniformity and sensitivity. In general, these metrics are
commonly-used by researchers to quantify the robustness
and effectiveness of conventional upper layer cryptographic
algorithms [42]. However, authors in many recent papers
have also relied on traditional security criteria to quantify
the security of emerging PLS solutions at the physical layer
[39,40]. It should be noted that both of the proposed cipher
variants achieve the desired security level and have similar
performance and test results, hence, we present the results of
the second proposed cipher variant, only.
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6.1 Security level of utilized cryrptographic
primitive

Both cipher variants mainly depend on the permutation
scheme due to its high security level and simplicity (low
complexity and overhead). To increase this technique’s
robustness even further, we have proposed a simple updating
method based on permutation to avoid the issue of having a
static permutation table throughout the entire communication
session.

In order to evaluate the security level of the permutation
primitive, we have plotted the recurrence of a primary per-
mutation table in Fig. 6a. From the obtained results, we can
prove that this cipher primitive is secure since it has a high
randomness degree. In particular, the marked points are uni-
formly spread all over the available region (randomized). In
general, the recurrence plot is a 2D representation that eval-
uates correlation over time. Using this plot, one can infer
whether a system is periodic or chaotic.

Figure 6b shows the distribution (Probability Density
Function (PDF)) of the correlation coefficients between sev-
eral primary permutation tables. From this graph, it is evident
that the produced permutation tables are uncorrelated and
independent. It has also been shown that a primary permu-

tation table and its updated version are uncorrelated, where
most correlation values are close to zero (Fig. 6¢). This con-
firms that the proposed update method is secure and can
be employed. Finally, Fig. 6d demonstrates the correlation
between any two successive permutation tables. The major-
ity of these values are equal to zero, which is the desired
outcome.

Hence, this confirms the robustness of the permutation
primitive and its safe deployment in the proposed cipher vari-
ants.

6.2 Randomness degree

The security level of a specific cipher scheme is strongly
related to the randomness degree of the encrypted frame sym-
bols. Consequently, we evaluate randomness of the resulting
ciphertext using three different tests, which are uniformity,
recurrence and independence.

6.2.1 Uniformity
To assess the uniformity property, we have used a simple

and straightforward method which is the PDF. First, we have
generated normally distributed data with a very low random-
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(a) Secret key sensitivity

ness degree as depicted in Fig. 7c. In particular, the original
data has most of its values centered around a specific value.
Next, we have encrypted the original data using the second
cipher variant and plotted its distribution. From Fig. 7d, it is
clear that the obtained ciphertext has a uniform distribution,
where all values have an equal probability of occurrence.

6.2.2 Recurrence
Figure 7a, b represent the recurrence plots of the original

and encrypted data, respectively. Unlike the original data
which lacks randomness (recurrence points are grouped in
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(b) Correlation of nonce

one region), the encrypted data has a highly scattered recur-
rence plot. Therefore, this proves that the proposed scheme
achieves the required security level.

6.2.3 Independence

The independence property measures the difference prob-
ability between the original frame symbol, FS, and its
corresponding encrypted version, Eg (FS), at the bit level.
This value should always be close to 0.5 or 50%. The fol-
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lowing equation is used to compute the difference value:

Zi:l dec2bin(FS) @ dec2bin(Eg (FS))

dif =
if ;

3

where K is the utilized encryption key. Indeed, the obtained
results in Fig. 8a prove that the proposed cipher variant attains
the independence property, in which the majority of the dif-
ference values are equal to the ideal value, 50%.

Additionally, we have calculated the correlation between
the plaintext and ciphertext. As shown in Fig. 8b, the correla-
tion coefficients have a normal distribution centered around
the desired value, 0.

6.3 Key sensitivity

This test measures the bit-difference in encrypted frame sym-
bols when using slightly different keys (one-bit change). The
difference value between the ciphered frames should always
be near 0.5 or 50% (at the bit level). In principle, the sensi-
tivity of a key, K, is calculated as follows:

KS — Yoi_y dec2bin(Ek (FS)) @ dec2bin(Eg/ (FS))
= l _

“)

Here, all of the elements of K and K’ are identical, except
for the Least Significant Bit (LSB) of a random byte. More-
over, both of the original and ciphered frame symbols have
a length equal to / (in bits).

Figure 9a proves that the key sensitivity property is
achieved using the proposed solution, since the key sensi-
tivity values are close to 50%. Finally, Fig. 9b shows that
different nonce values are independent and uncorrelated.

6.4 Plaintext sensitivity

The plaintext sensitivity test utilizes a key, K, to encrypt
two frame symbols (FS and FS’), that differ by only one
bit. Then, it computes the difference in the output bits. This
difference should be at least 0.5 or 50% (in bits). Plaintext
sensitivity is evaluated according to:

S| dec2bin(Eg (FS)) @ dec2bin(Eg (FS'))
l 9

PS =

(&)

where K is the encryption key and / is the length of the frame
symbols.

For the proposed cipher variants in this paper, the plain-
text sensitivity is omitted since a dynamic update process
is performed. More specifically, different dynamic keys
are generated for every new session and different cipher

primitives are derived for every input frame and/or set of
frame symbols (depends on configuration). In this way, one
can guarantee that the proposed cipher schemes ensure the
avalanche effect by producing completely different and inde-
pendent encrypted frames.

It should be noted that the first cipher variant achieves a
similar security performance as the second variant, hence, its
test results have been omitted.

7 Cryptanalysis

In order to validate the security and robustness of the two
proposed cipher variants, we discuss and analyze these
schemes in the context of different attacks, namely, statisti-
cal attacks, differential attacks, brute force attacks and related
key attacks.

Here, it is assumed that the adversary has full knowledge
regarding: the protocols used for transmission, the proposed
cipher algorithm (known publicly), the encrypted frames
that are exchanged between the transmitter and receiver, the
shared wireless channel and its characteristics. On the other
hand, the adversary does not have the secret key.

7.1 Statistical attacks

To ensure high resilience against this type of attacks, a secu-
rity scheme should produce ciphertext with a high degree
of randomness. Based on the security tests presented in
the previous section, both of the proposed cipher schemes
have been proven to be secure and suitable for implementa-
tion in current and future systems. More specifically, results
have shown that encrypted symbols are uniformly distributed
and have highly dispersed recurrence plots. The proposed
schemes also achieve the independence property, since the
bit-difference between the input data and the corresponding
ciphertext is always close to the desired value, 50% (at least
50%). Consequently, the requirements needed to resist sta-
tistical attacks, are successfully attained.

7.2 Linear and differential attacks

In linear/differential attacks, adversaries exploit the relation-
ship between two encrypted OFDM symbols, in an attempt
to acquire the used cipher primitives, encryption keys or any
useful information. To overcome this issue, we have pro-
posed a dynamic update process, that changes/updates the
cipher primitives for every nt frame symbols or every OFDM
frame. The update process, mainly, depends on the simple and
lightweight permutation technique, which randomly shuffles
the utilized cipher primitives, in an efficient manner. Hence,
the produced ciphertext are uncorrelated, random and inde-
pendent. This has also been validated using the key sensitivity
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test. More specifically, results have revealed that an OFDM
frame symbol, encrypted using two different keys, results in
two frame symbols, having at least 50% of their bits differ-
ent. As a result, no valuable information can be learnt from
ciphered data, hence, linear and differential attacks are inef-
fective in this case.

The proposed schemes are also secure against cho-
sen/known plaintext/ciphertext attacks, which are a sub-set
of linear and differential attacks.

7.3 Brute force attacks

In both cipher schemes, the pre-shared secret key can have a
length of 128, 196, or 256 bits. Based on the size of the secret
key, the size of the channel-derived nonce is adjusted accord-
ingly (padding), since both, the nonce and the secret key,
should have the same size in order to perform the XOR oper-
ation. On the other hand, the size of the generated dynamic
key is 512 bits, since the SHA-512 hash function is utilized.
This key-size is acceptable for preventing brute force attacks.

7.4 Related key attacks and weak keys

From the key sensitivity test, it is evident that the desired
key sensitivity probability (0.5 or 50%) is achieved, hence,
both proposed schemes are able to resist any related-key
attack. In both variants, a dynamic key is generated from a
channel-based parameter, which is referred to as a nonce and
a secret key. This key is, then, fragmented into a number of
smaller sub-keys, each used to derive a specific cipher prim-
itive. Acquiring the dynamic key or sub-keys is rather a hard
task for illegitimate users, since they should be able to, cor-
rectly, estimate the physical channel between communicating
devices and extract the same channel-based information. To
increase the security of the proposed key generation function,
a secret key is combined with the channel-based nonce to
decrease the probability of successfully deriving the dynamic
key and the cipher primitives. The secret key is only known
to the legitimate users.

Unlike symmetric and upper layer cipher schemes which
consist of static cipher primitives, the proposed solution
updates the utilized cipher-primitives, frequently and dynam-
ically. Therefore, the obtained frame symbols are indepen-
dent and uncorrelated. In particular, one permutation table
(74¢) and one update permutation table (77,pqare) are gener-
ated for the first cipher variant, and one permutation table
(7r), one masking sequence (S) and three update permuta-
tion tables (vectors) are produced in the second case (7Fg,
r and CS). These cryptographic primitives change for each
new input frame symbol. Such an approach complicates the
process of recovering transmitted data, correctly. Any vul-
nerability in any of the dynamic keys will not affect the
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previously processed or the following data frames symbols.
Thus, the proposed solution is also resilient to weak keys.

8 Performance analysis

In this section, the proposed cipher variants are evaluated in
terms of error propagation and execution time. These crite-
ria are crucial for assessing the performance and efficiency
of any cipher approach. Generally, an efficient PLS-based
cipher scheme should have low latency/delay (execution
time) and low error propagation. For the proposed schemes,
this can be easily verified since a one-round cipher structure
that consists of two simple operations is employed (phase
modification and permutation).

8.1 Error propagation

Both of the proposed schemes require a single round
and depend on simple operations to secure the data con-
veyed in MIMO-OFDM systems. In particular, the proposed
ciphering process is applied at the lowest layer, which is
the physical layer, using random and dynamic parameters
extracted from the physical channel itself. Using these param-
eters and a secret key, users generate a dynamic key and
derive the needed cryptographic primitives. Both schemes
mainly depend on permutation which is a simple, efficient
and robust security technique. This scheme avoids the dif-
fusion operation which one of the main causes of error
propagation in communication systems. Moreover, the shuf-
fling/permutation operation does not result in the spread of
error among bits, where error is restricted to one position,
only. Consequently, the proposed schemes do not affect the
bit error rate, and do not cause degradation in performance.
This makes them good security candidates for emerging com-
munication systems and technologies. It should also be noted
that the proposed schemes are applied at the frame symbol
level, that is on modulation symbols, hence, error does not
propagate to other frame symbols in the frame.

8.2 Computational complexity and execution time

Traditional block cipher approaches introduce a large cost
in terms of computations and resources [42]. Recently,
researchers have shown interest in designing new crypto-
graphic algorithms structures that require low overhead in
terms of latency and resources.

Several lightweight ciphers have been presented in the
ongoing effort to address the computational complexity issue
using simple functions with simple operations, including
LED (PHOTON family) [43,44], Simon and Speck [45].
However, these algorithms preserve the multi-round struc-
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ture. On the contrary, the proposed solution uses a lightweight
function with one round and one operation.

Next, we evaluate the computational delays of the pro-
posed cipher schemes. The main goal of the proposed
schemes is to ensure robust security with minimal over-
head (number of operations and iteration rounds). For the
derivation of the computational delay, we define the follow-
ing parameters:

(1) r, represents the number of encryption/decryption
rounds.

(2) Sb; denotes the execution time of the substitution oper-
ation for an input block of 16 bytes.

(3) MC; represents the delay required by the AES diffusion
mix-column operation (for all 4 columns). This opera-
tion exhibits the highest delay compared to other AES
operations.

(4) XOR; denotes the logical “Exclusive-OR” execution
time.

(5) SR; represents the delay required by the AES shift-
rows” operation.

(6) h; is the time required by the hash function.

(7) CC P; is the time to construct the required cryptographic
primitives.

(8) m; denotes the time required by the permutation opera-
tion (this also represents the update operation).

(9) CS; denotes the time required by the circular shift oper-

ation.

M K; denotes the time required by the masking opera-

tion.

(10)

To assess the performance of the proposed schemes, we
compare with the widely used AES (Advanced Encryption
Standard) scheme. Hence, we first calculate the total compu-
tation delay of AES [46]:

CDags =roSbi+(ro + DXOR; + (ro — D)MC:+1,SR;,

(6)

1 ]
2000 4000 6000 8000 10000 12000
Frame length

(b)

10000 12000

where r, is the number of rounds in AES and which has a
minimum value of 10 for a 128-bit secret key. In this case,
the computational delay of AES becomes:

CDagst,=10) = 108b; + 11xor, +9MC; + 10SR;. (7)

Concerning the computational delays of the proposed
schemes, we start by the time needed for the key generation
technique:

CDkey.geny =2h + XOR; + CCPy, ®)

The computational delay of the proposed encryption pro-
cesses (for each frame symbol) is presented by the following
equations:

CD(casel) =CS; + m, )
CD(C[/IS82) = MK; + CSt + 27'[;. (10)

Itis clear that both cipher variants require fewer operations
than the traditional AES scheme, and thus, lower computa-
tional complexity and associated delay. This is not surprising
since AES requires multiple rounds.

Moreover, note that the first variant exhibits a lower
execution time as compared to the second one. Hardware
optimization mechanisms can also be leveraged for the per-
mutation process to reduce further the required latency and
resources.

Regardless of any optimization, the proposed cipher
schemes require fewer rounds and operations as compared
to existing standard ciphers that are based on the concept of
multi-rounds and multi-operations. This significant reduc-
tion is possible due to the dynamic cryptographic concept,
which benefits from the dynamic channel parameters; hence,
the ability for just a single round.

Moreover, the computational complexity of the proposed
schemesiis linear (O ()), where [ is the number of modulation
symbols in each frame symbol.
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Figure 10a shows the execution time in seconds versus
the input frame size. This simulation is done using MAT-
LAB, and for one antenna only. The execution time on other
antennas is also similar since the same operations are car-
ried out on all antennas. As it can be inferred, the proposed
solutions are efficient since they introduce low overhead and
acceptable execution time, in the order of microseconds. Fig-
ure 10b validates the results of Fig. 10a since as the frame
length increases, more time is required for execution and
less encrypted frames are generated per second. From these
figures, it is clear that the decryption process has a higher
execution time than the encryption process. This is logical
since the decryption process requires the generating of the
inverse cryptographic primitives such as the inverse permu-
tation tables.

9 Conclusion

This paper proposes an efficient cipher solution for wireless
MIMO-OFDM systems. The proposed solution is comprised
of two cipher variants, both of which target the data confi-
dentiality of transmitted data. Particularly, legitimate users
exploit the random and dynamic nature of wireless physical
channels, to generate simple and lightweight cipher prim-
itives and update cipher primitives. These primitives are
updated frequently to minimize the risk of any security threat
or vulnerability. The proposed cipher schemes are simple
and efficient since both depend on lightweight operations,
mainly addition and permutation. Finally, several security
and performance tests have been conducted and the results
have validated the high security level and efficiency of the
proposed cipher schemes.
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