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Abstract

Machine learning (ML)-based traffic classification is evolving into a well-established research domain. Considering statisti-
cal characteristics of the traffic flows, ML-based classification methods have succeeded in even classifying encrypted traffic.
However, recent research efforts have emerged, for privacy preservation, where traffic obfuscation is being considered as a
way to hide traffic characteristics preventing traffic classification. Traffic mutation is one such obfuscation technique that
consists of modifying the flow packet sizes and inter-arrival times. However, at the same time, these techniques can be used
by malicious attackers to hide their attack traffic and avoid detection. In this paper, we propose a deep learning (DL) model
to detect mutated traffic and recover the original one. The experimental results show the effectiveness of the proposed model
in detecting mutated traffic with a detection rate up to 95%, on average, and denoising recovery loss less than 3 x 107!

Keywords Machine learning - Network security - Traffic classification - Obfuscation - Deep learning - IoT - Autoencoder -

Generative adversarial network

1 Introduction

Traffic classification is a key network function for managing
both security and QoS [27]. With the emergence of the Inter-
net of Things (IoT), billions of devices will be connected
to the Internet. These devices running different types of
applications will generate a large amount of data impos-
ing new QoS and security challenges [44]. In this context,
identifying the connected devices has been considered to
manage QoS and security in IoT networks [46]. Knowing
the type of device, and consequently, the type of its running
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applications could reveal QoS and security requirements. In
addition, device identification could help in authenticating
the well-known registered devices, while blocking unknown
devices from connecting to private networks [15]. More-
over, adequate measures can be taken for devices having
well-known vulnerabilities [17]. Due to the heterogeneous
set of devices and different IoT protocols and standards,
different identities have been used. The lack of a unified
identification scheme calls for innovative ways to identify
these devices based on common characteristics [45]. In this
context, machine learning (ML)-based device identification
using the generated traffic statistical characteristics has been
considered in the literature [37].

1.1 Problem definition

Recent work has considered the mutation of the traffic char-
acteristics, especially, the packets’ sizes and inter-arrival
time to avoid traffic classification primarily to preserve user
privacy. However, these techniques could be used by attack-
ers to avoid detection by the Intrusion Detection Systems
(IDSes). In the case of IoT devices’ identification, mutation
can be applied to avoid malicious devices detection. Muta-
tion could also be used to mimic an authenticated device
traffic spoofing its identity.
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1.2 Proposed solution

Considering the mutated traffic as a noised version of the
original one, our solution is based on generative adversar-
ial deep learning (DL) architecture to detect mutated traffic
and recover the original traffic. This solution is based on
two generative DL architectures: the Generative Adversarial
Network (GAN) and the AutoEncoder (AE). More pre-
cisely, we rely on the denoising AE concept. In the proposed
model, the denoising AE plays the role of the GAN gen-
erator while the detector part of the GAN has the role of
detecting mutated traffic.

1.3 Contributions

Given that existing work recognizes the hard challenge
imposed by the obfuscation techniques on the network
security, there is no existing work on the detection of the
mutated traffic or the recovery of the original one. In this
context, the main contributions of the paper can be summa-
rized as follows:

— A new data representation method is considered, which
allows us to apply the denoising AE, where mutated
traffic is considered as noised images.

— Proposing a generative adversarial DL-based model for
mutated traffic detection and recovery.

— A new attack model is considered. This attack model
assumes the identification of the IoT devices based on
the network traffic.

— Being an extension of the work done in [26], this
work solves a main limitation of the previous version
by training a model to detect the different mutation
types. In the previous work, a model was trained for
each mutation technique, assuming the prior knowledge
of the attack strategy which is a limiting assumption.
An attacker could adopt different mutation techniques
to avoid detection. In addition, this paper considers
different values of n, the number of packets per flow,
to analyze the effect on the detection and denoising
results.

1.4 Organization

The rest of this paper is organized as follows: Section 2
presents the background and related work to device identifi-
cation and traffic mutation, in addition to the generative DL
architectures. In Section 3, we present our proposed solu-
tion in response to the presented attacker model. Section 4
presents the experimental results. These results are dis-
cussed in Section 5. Finally, we conclude in Section 6.
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2 Related work

In this section, we review the related topics such as the ML-
based IoT device identification, traffic mutation, and the
generative DL architectures.

2.1 Device identification

Recently, device identification based on its generated net-
work traffic has been considered in the literature. In [17],
Miettinen et al. were among the first proposing a frame-
work to identify IoT devices based on statistical features.
The proposed framework called IoT SENTINEL relies on
23 features from the connection phase. In a more recent
work [14, 18], a periodic identification scheme is proposed
to overcome the limitation of one-time identification in their
previous work. Another work [15] considers 334 features
extracted from the traffic flows to identify IoT devices. Sim-
ilarly, in [11], Kawai et al. applied Support Vector Machine
(SVM) to identify IoT devices based on statistical features
mainly based on packet size and inter-arrival time. More
recently, a method consisting of two stages was proposed
in [29]: in the first stage, a word representation is extracted
from the traffic characteristics, and in the second stage,
Random Forest (RF) was applied with statistical extracted
features. On the other hand, a DL-based method using the
Long Short-Term Memory (LSTM) was applied in [2, 6]
for IoT device identification. More recently, in [33], Neu-
ral Network (NN) was applied to extract device fingerprints.
Going beyond the statistical analysis of the IoT devices traf-
fic, in [3], Bezawada et al. propose loTSense to identify [oT
devices based on behavioral and statistical patterns. In the
same direction, in [19], Noguchi et al. relied on the com-
munication patterns to identify the IoT devices. Moreover,
in [20], Ortiz et al. propose DeviceMien to model the IoT
device generated traffic. Going more in the security direc-
tion, in [5], Dabbagh et al. consider the network traffic for
authenticating IoT devices. Similarly, in our recent work
[24], Salman et al. propose an ML-based IoT device identifi-
cation solution by extracting basic features (size, timestamp,
and direction) for any 16 packets per flow. In a more recent
work [38], Acar et al. showed that sniffing the packets, an
adversary can not only identify the devices but also identify
their states and user actions. A similar work was presented
in [39] to infer user actions applying machine learning
classifiers on IoT network traffic. In a more recent work
[35], Hui et al. presented new features based on the device
behavior at different levels (packet, traffic, and mobility)
to distinguish between IoT devices and smartphones. Tar-
geting specific type of IoT devices, Z-10T was proposed in
[36] to identify IoT device classes that utilize ZigBee and
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Z-Wave protocols. However, the statistical based identifica-
tion is prone to malicious attacks since attackers can modify
the traffic characteristics to avoid identification or to spoof
an authenticated device identity.

2.2 Traffic mutation

Obfuscation techniques are used to hide or modify the traf-
fic characteristics to avoid classification. Two main methods
are used to hide the traffic characteristics, namely, the
packets size and inter-arrival time, which are padding and
shaping (see Fig. 1). The padding techniques, listed in [21,
22], consist mainly of fixed and variable padding methods.
The shaping techniques can be classified into fixed and
variable inter-arrival time methods. A more recent work
considers probabilistic shaping and padding by assuming
a normal distribution of the packet sizes and inter-arrival
time. In [9], a comparison was conducted to evaluate the
effectiveness of different mutation techniques by classifying
the mutated traffic. The results show that not all mutation
techniques are effective in degrading the classification accu-
racy. Thus, the authors propose a new mutation technique,
called BuFLO, that consists of padding and shaping the
traffic to a fixed size and a fixed inter-arrival time [9].
In a recent work [40], a new traffic mutation technique
was proposed by considering the compromise between traf-
fic anonymity and padding overhead. More recent works
have considered the effect of obfuscation techniques on the
network security. In this context, the robustness of intru-
sion detection systems against adversarial examples was
surveyed in [41], the malware adversarial examples were
surveyed in [42], and the ransomware anti-analysis and
evasion techniques were surveyed [43].

2.3 Generative deep learning
Generative DL models are used to extract the essential input

data characteristics in the aim of being able to generate
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Fig.1 Attacker model

similar samples. In the following, we review the main
generative DL architectures, namely, GAN and AE.

2.3.1 Generative adversarial network

Proposed by Goodfellow et al. [10], GAN is a generative
DL architecture that consists of two parts: a generator and
a discriminator. Learning the main features of the input
data, the generator has the role of generating fake data. The
discriminator has the role of differentiating between real
and fake data. Thus, the generator objective function can be
formulated as follows:

min(Ez~p(e) (log(l = D(G(2))):

where p,(z) presents the fake data distribution. The dis-
criminator objective function consists of two parts: the first
part presents the probability of detecting the real data as real
and the second part presents the probability of detecting the
fake data as fake. Thus, the aim of the discriminator is to
maximize the objective function as in the following:

mgX(EX’vpdu,u(x) (log(D(x))+ Ez~p(r)(log(1—D(G(2)))))-
The GAN loss function can be written as follows:

V(G, D) = Ex~pyya(x)(log(D(x))
FEz~p. () (log(l = D(G(2)))));

where x is the input data, pg4,(x) is the data distribution,
D(x) is the discriminator output, and G(z) is the generator
output. The application of GAN has been perceived for
anomalous data detection [7, 12, 34] and image denoising
[30, 32].

2.3.2 Autoencoders

AE is another generative DL architecture that consists also
of two parts, which are the encoder and the decoder. The
encoder has the role of extracting the data representation
in a compressed form z in the latent space. The decoder
has the role of reconstructing the input data x based on the
learned representation in the latent space. The AE objective
function is to minimize the difference between the input x
and the reconstructed data y. Denoising AE is a type of
AEs, where the input data contains noised samples and the
objective function tries to minimize the difference between
the reconstructed version and the original one. AE have been
combined with GAN in previous work, in what they called
Adversarial Autoencoder (AAE), for anomaly detection [16,
31]. In addition, CNN-based AAE have been proposed for
fake image detection [13, 23, 28].
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3 Proposed denoising-detection solution

In this section, we present the proposed solution, including
the data representation method, the attacker-defender
model, and the generative DL model. It should be noticed
that Table 1 presents the used notations.

3.1 Data representation

As proposed in [25], a new data representation is considered
for extracting three main features, namely packet size, inter-
arrival time and direction from any n x n packets per flow.
Consequently, an n x n x 3 vector is obtained for each
flow. This vector can be represented as an n x n Red-Green-
Blue (RGB) image as shown in Fig. 2. The obtained vectors
are normalized by applying the min-max scaling. For the
packet size, 1500 is the maximum, for the inter-arrival time,
1 second is the maximum, and for the direction discrete
values (0 and 1) are used. Thus, for the packet size and the
inter-arrival time, if the value is greater than the maximum
it is set to the maximum, and then the obtained values are
divided by the maximum values since the minimum is zero
for both packet size and inter-arrival time.

3.2 Attacker-defender model

Our attacker-defender model, illustrated in Fig. 3, consists
of two players: the attacker Azz, and the detector Def. The
attacker tries to mutate the traffic of its malicious device to
avoid identification at the network edge. The defender at the
network edge will use the discriminator part of the proposed
model to detect if the incoming traffic is mutated. If yes, the
denoiser tries to recover the original traffic. Then, the traffic
will be passed again to the detector. If it is detected as not
mutated, it will be then passed to a classifier, if not, it will
be detected as unknown or abnormal. In the following, we

Table 1 Summary of notations

Notation Definition

Dev An IoT device

nxn Number of packets considered per flow

Att Attacker imitating device Dev;

Def Defender

Enc Encoder

Dec Decoder

Dis Discriminator

Dy eal Discriminator loss of detecting real traffic as real
D take Discriminator loss of detecting fake traffic as fake
Dyoss Discriminator loss which is equal Dyeqi + D fake
AEjpss Autoencoder loss
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Fig.2 Data representation

list the mutation techniques that we consider in this work
for detection and recovery:

1. Padding to the Maximum Transmission Unit
(MTU): this mutation technique consists of padding
the packet to have the maximum size of a data packet
which is equal to the MTU.

2. Linear padding: this technique consists of dividing
the packet size by a certain factor f. If f is greater
than 1, the packet will be divided into multiple packets.
If not, the packet will be padded.

3. Exponential padding: this mutation consists of
padding the packet to the MTU, if the exponential of
its size log is greater than MTU.

4. Elephants and mice padding: this technique consists
of padding the packet size to a size m, chosen to be
smaller than MTU, if its size is less than m. Otherwise,
the packet size is padded to the MTU.

5. Random padding: this technique pads the packet
size randomly to a size chosen within the interval
([s, MTU])).

6. Probabilistic padding: this technique consists of
padding the packet sizes following a normal distribu-
tion [4].

7. Constant shaping: this technique consists of inter-
leaving a constant time between the packets.

8. Random shaping: this technique consists of inter-
leaving a random time between the packets.
Probabilistic shaping: assuming that the inter-arrival
time (IAT) follows the normal distribution, this
technique consists of interleaving an interval randomly
chosen based on this normal distribution.
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Fig.3 Attacker-defender model
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10. Fixed size and fixed IAT: this technique consists of
sending the packets padded to the MTU at a constant
interval of time [8].

3.3 Generative deep learning model

The proposed model consists of two parts: a generator which
is a denoising AE, and a discriminator, as shown in Fig. 4.
The denoising AE consists of an encoder and a decoder.
The encoder tries to extract the main features of the input
data by mapping the input space x to the latent space z by
inferring the function f, where z = f(x). The decoder tries
to reconstruct the input x by learning an inverse function
g, where y = g(z) = g(f(x)). The AE loss function is
the difference between the reconstructed version and the
original one. In the case of a denoising AE, the input data
contain noised (or mutated traffic in our case) X and tries
to reconstruct the original version by minimizing the loss

Fig.4 Generative adversarial

/g |
: i «Mutated » Denoiser Discriminator | >
o | | ki B

T — Not o

7| Mutated

Edge Node
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function, which consists of the Mean Squared Error (MSE)
between the reconstructed version and the original one.
Thus, the loss function of the AE can be written as in the
following equation.

AEjss = L(X, X) = (X — g(f(X)))?

On the other hand, the output function of the discrimina-
tor is a sigmoid function p(y = y/x) = 1/(1 + e_y(j)),
where y/) is the output class that can take the two values:
0 for j = 0 and 1 for j = 1, and the loss function is a
cross entropy function Lp = l/mZ}zoy(j)log(y(j))—i—(l —
y)log(1 = yI)).

Dyear = (1 = D(x))log(1 — D(x));
Drake = D(G(x))log(D(G (x)));
Dypss = Dfake + Dyear

deep learning model

Denoising Autoencoder

Z

Z-5®) Y=g (X))

» Encoder }—{ Decoder %— Y-

Discriminator

l D (52)_;
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In the following, we detail the training and testing
procedures considering the attacker-defender model shown
in Fig. 3.

3.3.1 Training procedure

In the training phase, we train the AE by passing data with
o = 20% noise (mutation), where the instances are chosen
randomly to be mutated with one of the mutation techniques
(1 — 10), as shown in Algorithm 1. The output of the
AE is considered as real input to the discriminator and
the noised traffic is entered as fake. The weights of each
component layer are updated at each epoch. This is done by
minimizing the corresponding loss functions. The AE loss
consists of the MSE between the reconstructed data and the
input data and the discriminator loss function consists of the
cross entropy function with two classes “mutated” or “not
mutated”.

Algorithm 1 Training.

1: procedure TRAINING(train_data)

2 portion < «o

3 indices < length_train_data

4: indices_portion < length_train_data* portion
5: do

6 switch i do

7 case i

8 randomly choose index from indices

9 mutate train_datalindex] with

mutation;
10: remove index indices
11: indices_portion — —
12: i+ 4+
13: while indices_portion > 0
14: for j € nb_batches do
15: pass Batch(train_data); to Enc
16: pass Batch(z) to Dec
17: pass Batch(train_data); asreal to Dis
18: pass dec(Batch(z);) as real to Dis
19: minimize [oss_AE
20: minimize loss_Dis
21: update W
22: end for
23: save Enc, Dec, Dis

24: end procedure

3.3.2 Testing procedure

At the testing phase, we tested each mutation technique,
independently, as shown in Algorithm 2. To do so, we
mutated the testing data by each mutation technique and
we recorded the corresponding losses and the discriminator

@ Springer

output. First, the mutated traffic is passed to the discrim-
inator. If detected as mutated, it will be passed to the
denoiser. If not, it will be considered as abnormal traffic.
After denoising, the traffic will be passed again to the dis-
criminator, if detected as not mutated it will be passed to
a classifier to identify the device (or traffic) type. If not,
it will be detected as abnormal. In Figs. 5, 6, and 7, we
include some of the samples for the different dimensions
withn = 4, n = 8, and n = 16. The visualized results
show that the denoiser succeeded in extracting the main data
representation and recovering the original traffic by learn-
ing the noise patterns. This is the case for small dimensions
(n = 4, and n = 8) more than the large one (n = 16).
In fact, we are training the AE with different device types
traffic, which do not have the same characteristics (images).
Thus, the encoder will not be able to precisely learn all the
device types traffic characteristics. Thus, it is normal to not
have a 100% similarity between the reconstructed images
and the original one, but at the end, the main characteristics
are learned and the classification accuracy is enhanced. In
addition, we are choosing the latent space z, to be of dimen-
sion 4 x 4 x 3, which means that for larger input dimensions
n = 8 and n = 16, the compressed version will hide parts
of the input images details.

Algorithm 2 Testing.

1: procedure TESTING(test_data)

2: for i € mutation_techniques do

3: mutate rest_datalindex] with
mutation_techniques|i]
remove index indices

end for

load model

pass Dec(test_data) to Dis

record loss _Enc

record loss_Gen

10: record Dis_out

11: end procedure

R A

4 Experimental analysis

In this section, we present the implementation of the
proposed model along with the testing results.

4.1 Data collection

In this work, we consider 10T traffic generated by 5 devices:
D-Link HD 180-Degree Wi-Fi Camera DCS-8200LH, D-
Link Wi-Fi Smart Plug DSP-W215, D-Link Wi-Fi Siren
DCH-S220, D-Link Wi-Fi Water Sensor DCH-S160, and
Samsung SmartThings Home Monitoring Kit. This traffic
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Fig.5 4 x 4 visualized images

was collected when devices are set in a home environment.
Traffic was collected for each device. One day traffic was
collected for training and one day for testing. A laptop
was configured as a bridge between the home network and
the Internet (through home router). For the Wi-Fi-enabled
devices, traffic was collected at a laptop (configured as a
router) WLAN interface, from which the traffic is directed
to the Ethernet interface connected to the home router (to the
Internet). While for the hub-enabled device (Samsung kit),
the traffic was collected at the Ethernet interface connected
to the hub, from which the traffic is directed to the WLAN
interface connected to the home router.

4.2 Model implementation

To implement the proposed model, we used TensorFlow,
a python library for DL [1]. The encoder, decoder and
discriminator consist each of 2-layer fully connected neural
network with 1,000 neurons each. The encoder output, z, is
of dimension 4 x 4 x 3, and the decoder output is of the
same size of the input data n x n x 3. The discriminator
input is n X n x 3 and the output function is a softmax. The
model was trained for 100 epochs with a batch size equal
to 1. The Rectified Linear Unit (ReLU) was employed as
the activation function for all hidden layers, and the weights
were optimized using the Adam optimizer. The learning rate
is 1073, and the momentum decay is 0.9 (betal).

To evaluate the denoising effectiveness, we refer to
classification to see if the denoised traffic is similar to the
original one. In this aim, we consider two classification
methods, a CNN-based classification using pseudo-raw
traffic representation and an RF-based classification using
statistical features, included in Table 2. For the CNN
classifier, we use a CNN architecture with three convolution
layers, two max pooling layers, and two fully connected

layers with one dropout layer. The dropout probability is
chosen to be 50%. Also, ReLU is applied as activation
function for the hidden layers and the ADAM optimizer is
applied for optimizing their weights. The learning rate is
chosen to be 1073, Sickit-learn is used to implement the RF
classifier with 1000 trees. Cross validation is applied in the
training phase with 4 folds. The accuracy is considered as
evaluation metric to evaluate the classifiers performance.

4.3 Testing results

In the following, we analyze the results obtained for the
denoising process and the mutated traffic detection. It
should be noted here that different from the previous work
[26], here, we aim at analyzing the effect of the number
of considered packets n per flow on the denoising and
detection accuracy. To do so, we consider three values of
n =48, and 16.

4.3.1 Mutation results

For the denoising process results, we first report the AE
loss, which is the MSE between the input and the output,
and the mutation loss which represents the MSE between
the original and mutated data. It is clear from the values,
included in Table 3, that the AE succeeded in decreasing the
mutation loss.

Moreover, to evaluate the effectiveness of the denoising
process and the ability of identifying the traffic type, in
our case identifying the IoT devices, we classify the traffic
before denoising (mutated) and after denoising. To do so,
we consider two classifiers: the CNN-based classifier with
our data representation method and the RF classifier with
statistical features. Here, our aim is to study the effect of
mutation on both representation methods and to measure the
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robustness of the different classifiers when the features are
manipulated. It is clear that the denoising helps in enhancing
the accuracy for all mutation techniques.

It is clear from the classification results, included in
Tables 4, 5, and 6, that: (1) The denoising is effective for
some mutation techniques more than others; this can be
explained by the fact that some mutation techniques are
more severe than others from the perspective of randomness
they introduce. In addition, the mutation effect is also
related to the feature it is targeting (time or packet size),
given that IoT packets present similar size, the effect of
inter-arrival time mutation is more pronounced. (2) The
recovery performance is function of n and this can be
explained by the fact that the smaller is the figure size, the

easier is for the denoising AE to recover the original input.
However, for very small image sizes the differentiation
between the different classes is hard, so here there is a
compromise between the classification accuracy, and the
capacity of the AE in reconstructing the original input.
Consequently, we can see that, overall, for n = 8, the best
results are obtained.

4.3.2 Detection results

The results, included in Table 7, show that the proposed
model is able to detect mutated traffic with high detection
rates considering the different mutation techniques exclud-
ing mutation (3), which actually does not modify the traffic

Table 2 Feature set for

Description

Number of packets in the forward direction

Number of bytes in the forward direction

Number of packets in the backward direction

Numebr Total bytes in the backward direction

minimum of packet sizes in the forward direction

mean of packet sizes in the forward direction

maximun of packet sizes in the forward direction

standard deviation of packet sizes in the forward direction

minimum of packet sizes in the backward direction

mean of packets sizes in the backward direction

maximum of packet sizes in the backward direction

standard deviation of packet sizes in the backward direction

sum of flow packets sizes

minimum of packet sizes in both directions

mean size of packets sizes in both directions

maximum of packet sizes in both directions

standard deviation of packet sizes in both directions

minimum of packets interarrival times in the forward direction

mean of packets interarrival times in the forward direction

maximum of packets interarrival times in the forward direction

standard deviation of packets interarrival times in the forward direction

minimum of packets interarrival times in the backward direction

mean of packets interarrival times in the backward direction

maximum of packets interarrival times in the backward direction

standard deviation of packets interarrival times in the backward direction

sum of flow packets interarrival times

minimum of packets interarrival times in both direction

mean of packets interarrival times in both direction

maximum of packets interarrival times in both direction

standard deviation of packets interarrival times in both direction

average number of packets in the forward direction

average number of bytes in the forward direction

average number of packets in the backward direction

average number of bytes in the backward direction

proportion of flow time in the forward direction to the total flow time

Feature

statistical classification I Fwd_pkt_total
2 fu‘(]_byh s_total
3 bek_pkt_total
4 bek_bytes_total
5 pckt_size_fwd_min The
6 pckt_size_fwd_mean | The
7 ize_fwd_max The
8 e_fwd_std The
9 The
10 The
11 The
12 | pckt_size_bck_std The
13 | size_total The
14 _man The
15 mean The
16 max The
17 | pckt_size_std The
18 | iat_fwd_min The
19 | iat_fwd_mean The
20 | iat_fwd_max The
21 iat_fwd_std The
22 | iat_bck_min The
23 | iat_bck_mean The
24 | iat_bck_mazx The
25 | iat_bck_std The
26 iat_time_total The
27 | iat_min The
28 | iat_mean The
29 | iat_mazx The
30 | iat_std The
31 | pckt_fwd_avg The
32 | bytes_fwd_avg The
33 | pckt_bck_avg The
34 | bytes_bck_avg The
35 | iat_fwd_avg The
36 | iat_bck_avg The

proportion of flow time in the backward direction to the total flow time

@ Springer
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Table 3 Denoising results

Mutation Technique 4 x 4 8 x8 16 x 16
AE Loss Mutation Loss AE Loss Mutation Loss AE Loss Mutation Loss

1 0.11 0.28 0.14 0.28 0.13 0.28
2 0.07 0.11 0.12 0.11 0.10 0.11
3 0.05 0.01 0.10 0.01 0.10 0.01
4 0.11 0.28 0.14 0.28 0.13 0.28
5 0.07 0.11 0.12 0.11 0.10 0.11
6 0.06 0.11 0.11 0.11 0.10 0.11
7 0.12 0.25 0.15 0.25 0.14 0.24
8 0.10 0.19 0.15 0.10 0.14 0.15
9 0.36 0.43 0.18 0.28 0.23 0.30
10 0.14 0.53 0.16 0.52 0.16 0.52

characteristics and where the mutated traffic is very similar
to the original one. In addition, the results show that con-
sidering the different number of packets does influence the
detection power.

So for example, the detection rate for n = 8 of mutation
(9) is 92.10% whereas it is 54.84% and 51.61% forn = 4
and n = 16, respectively. Moreover, the detection rate for
8 x 8 packets is higher than the 4 x 4 for all mutation
techniques. Comparing n = 8 to n = 16 results: forn = §,
the detection rate is slightly lower than n = 16 for the
mutation techniques (1) — (5) and remarkably higher for
the mutation techniques (6) — (10).

In fact, the relation between the detection rate and the
mutation techniques is based on the level and type of
anonymity introduced by each technique, the more the
modification is uniform and pronounced, the higher is the
detection rate. moreover, the detection becomes easier when
the mutation targeted feature is more important, in the sense
that this feature helps in distinguishing between the different
classes. In our case, the detection rate of the inter-arrival

Table 4 Classification results for 4 x 4 packets per flow

time-based mutation is higher than the packet size-based
mutation, because, as we noted before, that the IoT traffic
present similar packet sizes, however the inter-arrival time
can reveal more information about the device type and
application. Moreover, the detection rate is related also
to the size of images (number of packets per flow) and
this is based on the capacity of detector to differentiate
between the input and its reconstructed version by the AE.
As indicated before, in the mutation results subsection, the
AE performs better in reconstructing small images and thus
the detection rate will be higher.

5 Discussions and future work

Recently, the application of DL in the network domain wit-
nessed an increased interest. Specifically, when representing
traffic as images for traffic classification, CNN is consid-
ered the best suited DL architecture. This is the first work
that addresses the issue of traffic obfuscation, especially

Table 5 Classification results for 8 x 8 packets per flow

Mutation Technique  Before Denoising After Denoising Mutation Technique =~ Before Denoising After Denoising
CNN RF CNN RF CNN RF CNN RF

1 31.72%  57.22% 58.58%  50.49% 1 31.72%  32.87% 50.49%  49.27%
2 76.70%  42.37% 83.82%  T71.67% 2 31.72%  56.57% 31.72%  31.82%
3 79.94%  61.53% 92.56%  90.58% 3 63.11%  64.94% 55.66%  52.03%
4 31.72%  51.06% 58.58%  50.65% 4 49.19%  71.35% 51.78%  45.54%
5 76.710%  44.97% 83.82%  72.73% 5 81.88%  56.01% 83.82%  82.55%
6 77.35%  52.44% 89.64%  83.44% 6 78.64%  27.27% 79.29%  78.41%
7 31.39%  50.65% 54.05%  50.73% 7 31.72%  55.28% 71.20%  67.45%
8 42.07%  48.62% 61.49%  59.33% 8 85.11%  78.41% 94.17%  93.43%
9 27.51%  43.26% 31.72%  31.82% 9 78.64%  27.27% 79.29%  78.41%
10 31.72%  34.01% 38.51%  3791% 10 31.72%  59.58% 71.20%  68.26%
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Table 6 Classification results for 16 x 16 packets per flow

Mutation Technique ~ Before Denoising After Denoising
CNN RF CNN RF

1 31.72%  29.14% 35.92%  30.68%
2 9.06% 29.30% 9.06% 18.18%
3 46.60%  47.48% 60.52%  54.79%
4 5243%  36.44% 49.19%  44.16%
5 40.78%  44.64% 81.23%  76.46%
6 38.19%  27.35% 78.96%  75.97%
7 14.24%  47.40% 58.58%  48.54%
8 41.75%  50.57% 83.17%  89.53%
9 38.19%  27.27% 78.96%  75.57%
10 13.92%  43.83% 58.58%  48.78%

mutated traffic detection, by proposing an adversarial DL-
based architecture. Adversarial learning is currently a hot
topic in ML-based traffic classification and intrusion detec-
tion domains. The security of applying ML algorithms in
the network domain must be investigated based on the
ability of these algorithms to guard against adversarial
learning attacks, which can be conducted through traffic
obfuscation.

In this paper, it has been shown that traffic classification
accuracy is prone to degradation when traffic obfuscation
is applied. Different mutation techniques have been consid-
ered. The experimental results show that some techniques
affect the classification immensely and the denoising in this
case is not very effective as the case when images are noised
to a level where the restoration is impossible. However,
for the mutation techniques, the classification accuracy and
the AE loss results show the effectiveness of the proposed
model in reducing noise and in enhancing the classifica-
tion accuracy which means the restoration of the original
traffic characteristics. The detection results show that even if

Table 7 Detection results

Mutation Technique Discrimination Rate

4x4 8 x8 16 x 16
1 98.87% 98.23% 91.94%
2 64.19% 68.87% 62.26%
3 71.13% 63.06% 63.39%
4 98.71% 98.06% 92.10%
5 64.03% 68.87% 62.26%
6 69.52% 59.52% 63.71%
7 97.26% 99.52% 91.77%
8 98.39% 98.55% 98.06%
9 100.00% 100.00% 100.00%
10 95.16% 99.35% 89.52%

@ Springer

in some case recovery is not feasible, the detection presents
high accuracy, which means that we are able to detect
manipulated traffic.

This work paves the way for new research direction in
detecting obfuscated traffic and the possibility of recovering
the original one. This has a great impact on the robustness
and security of the machine learning methods used for
intrusion detection. Currently, there is a high interest on
evaluating the robustness of machine learning methods for
malware detection and the solution proposed in this work
can serve for this aim. Another direction to be investigated is
the detection of traffic morphing, which aims at generating
a traffic having similar characteristics to another targeted
one. This technique can be used by the attackers to imitate
benign traffic characteristics. In this context, GAN-based
architectures can be used for traffic morphing. However, in
this case, one hard challenge raises, which is the morphed
traffic detection.

6 Conclusion

Traffic classification is an essential function for managing
both QoS and security. ML-based techniques have shown
promising results in classifying traffic based on statistical
features. Recently, these techniques were applied for
devices identification. However, as for each new technique,
attackers find their niche in compromising it. For this
aim, adversarial attacks have been employed to modify
the traffic statistical characteristics by modifying packet
sizes (padding) and the inter-arrival time (shaping). In this
paper, we proposed an adversarial DL-based model to detect
mutated traffic and we applied the denoising AE concept
to recover the original traffic type. The experimentation
results show that we were able to detect mutated traffic with
high detection rate and to recover original traffic type when
noise (mutation) does not manipulate severely the traffic
characteristics.

Funding Research funded by the AUB University Research Board, the
Lebanese National Council for Scientific Research, and TELUS Corp.,
Canada.

References

1. Tensorflow. https://www.tensorflow.org/. Accessed 24 Sept 2019

2. Bai L, Yao L, Kanhere SS, Wang X, Yang Z (2018) Automatic
device classification from network traffic streams of internet of
things. In: 2018 IEEE 43rd conference on local computer networks
(LCN). IEEE, pp 1-9

3. Bezawada B, Bachani M, Peterson J, Shirazi H, Ray I, Ray
I (2018) Iotsense: behavioral fingerprinting of iot devices.
arXiv:1804.03852


https://www.tensorflow.org/
http://arxiv.org/abs/1804.03852

Annals of Telecommunications (2022) 77:395-406

405

10.

11.

12.

13.

14.

15.

16.

17.

19.

20.

. Chaddad L, Chehab A, Elhajj IH, Kayssi A (2019) Mobile traffic

anonymization through probabilistic distribution. In: 2019 22nd
conference on innovation in clouds, internet and networks and
workshops (ICIN). IEEE, pp 242-248

. Dabbagh YS, Saad W (2019) Authentication of wireless devices

in the internet of things: learning and environmental effects. IEEE
Internet of Things Journal

. Das R, Gadre A, Zhang S, Kumar S, Moura JM (2018) A

deep learning approach to iot authentication. In: 2018 IEEE
international conference on communications (ICC). IEEE, pp 1-6

. Deecke L, Vandermeulen R, Ruff L, Mandt S, Kloft M (2018)

Image anomaly detection with generative adversarial networks. In:
Joint European conference on machine learning and knowledge
discovery in databases. Springer, pp 3—17

. Dyer KP, Coull SE, Ristenpart T, Shrimpton T (2012) Peek-a-

boo, i still see you: why efficient traffic analysis countermeasures
fail. In: 2012 IEEE symposium on security and privacy. IEEE,
pp 332-346

. Fu X, Graham B, Bettati R, Zhao W (2003) On effectiveness

of link padding for statistical traffic analysis attacks. In: 23rd
international conference on distributed computing systems, 2003.
Proceedings. IEEE, pp 340-347

Goodfellow I, Pouget-Abadie J, Mirza M, Xu B, Warde-Farley
D, Ozair S, Courville A, Bengio Y (2014) Generative adversarial
nets. In: Advances in neural information processing systems,
pp 2672-2680

Kawai H, Ata S, Nakamura N, Oka I (2017) Identification of
communication devices from analysis of traffic patterns. In: 2017
13th international conference on network and service management
(CNSM). IEEE, pp 1-5

Li D, Chen D, Goh J, Ng SK (2018) Anomaly detection
with generative adversarial networks for multivariate time series.
arXiv:1809.04758

Li H, Li B, Tan S, Huang J (2018) Detection of deep
network generated images using disparities in color components.
arXiv:1808.v

Marchal S, Miettinen M, Nguyen TD, Sadeghi AR, Asokan N
(2019) Audi: toward autonomous iot device-type identification
using periodic communication. IEEE Journal on Selected Areas in
Communications 37(6):1402—-1412

Meidan Y, Bohadana M, Shabtai A, Guarnizo JD, Ochoa M,
Tippenhauer NO, Elovici Y (2017) Profiliot: a machine learning
approach for iot device identification based on network traffic
analysis. In: Proceedings of the symposium on applied computing.
ACM, pp 506-509

Mescheder L, Nowozin S, Geiger A (2017) Adversarial variational
bayes: unifying variational autoencoders and generative adversar-
ial networks. In: Proceedings of the 34th international conference
on machine learning, vol 70. JMLR. org, pp 2391-2400
Miettinen M, Marchal S, Hafeez I, Asokan N, Sadeghi AR,
Tarkoma S (2017) Iot sentinel: automated device-type identifica-
tion for security enforcement in iot. In: 2017 IEEE 37th inter-
national conference on distributed computing systems (ICDCS).
IEEE, pp 2177-2184

. Nguyen TD, Marchal S, Miettinen M, Fereidooni H, Asokan

N, Sadeghi A (2019) Diot: a federated self-learning anomaly
detection system for iot. In: 2019 IEEE 39th international
conference on distributed computing systems (ICDCS), pp 756—
767

Noguchi H, Kataoka M, Yamato Y (2019) Device identification
based on communication analysis for the internet of things. IEEE
Access 7:52,903-52,912

Ortiz J, Crawford C, Le F (2019) Devicemien: network device
behavior modeling for identifying unknown iot devices. In:

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

Proceedings of the international conference on internet of things
design and implementation. ACM, pp 106-117

Qu B, Zhang Z, Guo L, Zhu X, Guo L, Meng D (2012) An
empirical study of morphing on network traffic classification. In:
7th international conference on communications and networking
in China. IEEE, pp 227-232

Qu B, Zhang Z, Zhu X, Meng D (2015) An empirical study of
morphing on behavior-based network traffic classification. Secur
Commun Netw 8(1):68-79

Rezende ERSD, Ruppert GCS, Carvalho T (2017) Detecting
computer generated images with deep convolutional neural net-
works. In: 2017 30th SIBGRAPI conference on graphics, patterns
and images (SIBGRAPI), pp 71-78. https://doi.org/10.1109/ SIB-
GRAPIL.2017.16

Salman O, Elhajj IH, Chehab A, Kayssi A (2019) A machine
learning based framework for iot device identification and
abnormal traffic detection. Trans Emerg Telecommun Technol
0(0):e3743. https://doi.org/10.1002/ett.3743

Salman O, Elhajj IH, Chehab A, Kayssi A (2018) A multi-
level internet traffic classifier using deep learning. In: 2018 9th
international conference on the network of the future (NOF),
pp 68-75. IEEE

Salman O, Elhajj IH, Kayssi A, Chehab A (2019) Denoising
adversarial autoencoder for obfuscated traffic detection and
recovery. In: International conference on machine learning for
networking, pp 99-116. Springer

Salman O, Elhajj IH, Kayssi A, Chehab A (2020) A review
on machine learning—based approaches for internet traffic
classification. Ann Telecommun 75:673-710

Seibold C, Samek W, Hilsmann A, Eisert P (2017) Detection
of face morphing attacks by deep learning. In: International
workshop on digital watermarking. Springer, pp 107-120
Sivanathan A, Gharakheili HH, Loi F, Radford A, Wijenayake
C, Vishwanath A, Sivaraman V (2018) Classifying iot devices
in smart environments using network traffic characteristics. IEEE
Trans Mobile Comput

Tripathi S, Lipton ZC, Nguyen TQ (2018) Correction by pro-
jection: denoising images with generative adversarial networks.
arXiv:1803.04477

Vu HS, Ueta D, Hashimoto K, Maeno K, Pranata S, Shen SM
(2019) Anomaly detection with adversarial dual autoencoders.
arXiv:1902.06924

Warde-Farley D, Bengio Y (2016) Improving generative adversar-
ial networks with denoising feature matching

Yang K, Li Q, Sun L (2019) Towards automatic fingerprinting of
iot devices in the cyberspace. Comput Netw 148:318-327

Zenati H, Foo CS, Lecouat B, Manek G, Chandrasekhar VR
(2018) Efficient gan-based anomaly detection. arXiv:1802.06222
Hui S, Wang H, Xu D, Wu J, Li Y, Jin D (2021) Distinguishing
between smartphones and IoT devices via network traffic. IEEE
Internet of Things Journal

Babun L, Aksu H, Ryan L, Akkaya K, Bentley ES, Uluagac
AS (2020) Z-iot: passive device-class fingerprinting of zigbee
and z-wave iot devices ICC 2020-2020. IEEE Int Conf Commun
ACC):1-7

Sanchez PMS, Valero JMJ, Celdran AH, Bovet G, Pérez MG,
Pérez GM (2021) A survey on device behavior fingerprinting:
data sources, techniques, application scenarios, and datasets. IEEE
Commun Surv Tutor

Acar A, Fereidooni H, Abera T, Sikder AK, Miettinen M, Aksu
H, Conti M, Sadeghi A-R, Uluagac S (2020) Peek-a-boo: I see
your smart home activities, even encrypted! In: Proceedings of the
13th ACM conference on security and privacy in wireless, mobile
networks, pp 207-218

@ Springer


http://arxiv.org/abs/1809.04758
http://arxiv.org/abs/1808.07276
https://doi.org/10.1109/SIBGRAPI.2017.16
https://doi.org/10.1109/SIBGRAPI.2017.16
https://doi.org/10.1002/ett.3743
http://arxiv.org/abs/1803.04477
http://arxiv.org/abs/1902.06924
http://arxiv.org/abs/1802.06222

406

Annals of Telecommunications (2022) 77:395-406

39. Charyyev B, Gunes MH (2020) Iot event classification based
on network traffic. In: IEEE INFOCOM 2020-IEEE conference
on computer communications workshops (INFOCOM WKSHPS),
pp 854-859

40. Chaddad L, Chehab A, Elhajj IH, Kayssi A (2021) Optimal
packet camouflage against traffic analysis. ACM Trans Priv Secur
(TOPS) 24:1-23

41. Han D, Wang Z, Zhong Y, Chen W, Yang J, Lu S, Shi X,
Yin X (2021) Evaluating and improving adversarial robustness of
machine learning-based network intrusion detectors. IEEE J Sel
Areas Commun

42. Park D, Yener B (2020) A survey on practical adversarial
examples for malware classifiers. Reversing and Offensive-
Oriented Trends Symposium:23-35

43. Olaimat MN, Maarof MA, Al-rimy BAS (2021) Ransomware anti-
analysis and evasion techniques: a survey and research directions.

@ Springer

44.

45.

46.

In: 2021 3rd international cyber resilience conference (CRC),
pp 1-6

Salman O, Elhajj I, Chehab A, Kayssi A (2018) IoT survey: an
SDN and fog computing perspective. Comput Netw 143:221-246
Moore SJ, Nugent CD, Zhang S, Cleland I (2020) IoT reliability: a
review leading to 5 key research directions CCF. Trans Pervasive
Comput Interact 2:147-163

Salman O, Elhajj IH, Chehab A, Kayssi A (2019) A machine
learning based framework for IoT device identification and
abnormal traffic detection. Trans Emerg Telecommun Technol:
e3743

Publisher’s note Springer Nature remains neutral with regard to
jurisdictional claims in published maps and institutional affiliations.



	Mutated traffic detection and recovery: an adversarial generative deep learning approach
	Abstract
	Introduction
	Problem definition
	Proposed solution
	Contributions
	Organization

	Related work
	Device identification
	Traffic mutation
	Generative deep learning
	Generative adversarial network
	Autoencoders


	Proposed denoising-detection solution
	Data representation
	Attacker-defender model
	Generative deep learning model
	Training procedure
	Testing procedure


	Experimental analysis
	Data collection
	Model implementation
	Testing results
	Mutation results
	Detection results


	Discussions and future work
	Conclusion
	References


