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Abstract
The Internet-of-Things (IoT), which refers to the interconnection of heterogeneous devices, has gained a lot of interest
lately, and it witnessed a large growth in the number of IoT devices due to the importance of such systems in today’s
communication networks. On the other hand, the authentication of entities (devices) is a major concern and a main security
challenge in IoT systems since any weakness in the identification or authentication process will allow a compromised entity
to establish communication, inject false data and launch dangerous attacks leading to system malfunction. Currently, most
IoT authentication mechanisms are based on single-factor cryptographic solutions. These techniques are not practical for IoT
devices that have limited computational capabilities. In this paper, we propose a lightweight and secure multi-factor device
authentication protocol for IoT devices. The scheme is based on two concepts, configurable physical unclonable functions
(PUF) within IoT devices, and channel-based parameters. It uses few and simple cryptographic operations such as the bit-wise
exclusive-OR operation and a one-way hash function. The unique PUF value serves as the mutual secret identifier between
a pair of users, which frequently changes for every session. Moreover, the proposed protocol exploits the random channel
characteristics to provide high robustness against different kinds of attacks, while maintaining low complexity. To the best of
the authors’ knowledge, this is the first work that combines physical layer security with PUFs to authenticate communicating
devices, dynamically. Security and performance analysis prove the security and efficiency of the proposed protocol, which is
designed with minimum overhead in terms of computations and communication costs.

Keywords Lightweight mutual authentication · PUF · Dynamic keys · AVISPA · Physical layer security

1 Introduction

Recently, IoT technology has been introduced as a new
paradigm that enables different physical devices that feature
an IP (Internet Protocol) address, to communicate and inter-
act with each other via the Internet. A large class of these
devices uses wireless channels to connect to the network
and relay data. However, the broadcast nature of wireless
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channels makes it easier for adversaries to eavesdrop and
conduct different attacks, which exposes the IoT system to a
wide range of threats (vulnerabilities) and compromises the
communication among IoT devices. Hence, ensuring robust
security is of utmost importance for realizing and deploy-
ing IoT systems [1]. Some of the security requirements for
IoT systems include secure booting, authentication, access
control, data integrity and privacy [2]. Authentication in IoT
systems and the challenges associated to this security ser-
vice have been thoroughly discussed in the literature, and the
importance of finding appropriate solutions to address these
concerns has been outlined in [2–9]. In principle, communi-
cating entities should be able to authenticate each other and
verify that the received data are indeed legitimate. Therefore,
mutual authentication (device authentication) is the first step
toward establishing secure communication among different
IoT devices.

The task of designing authentication protocols for IoT
devices is extremely difficult and challenging since these
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devices are usually low cost and simple in nature with limited
processing, memory and energy resources. Consequently,
any security protocol or application designed to run on IoT
devices should be very efficient in terms of computational
complexity and energy requirements [6,10]. Moreover, most
schemes presented in the literature,which use only one-factor
authentication fail to prevent device authentication attacks
(such as device forgery or impersonation), since this single
factor is vulnerable to being captured and acquired by adver-
saries [11].

1.1 Contributions

The main goal of this work is to secure end-to-end commu-
nication systems and prevent existing authentication attacks.
Hence, in this paper, we present a lightweight and secure
mutual authentication protocol for IoT systems. The contri-
butions of this paper are summarized as follows:

– A multi-factor authentication protocol The proposed
scheme is based on multiple factors to increase the
authentication accuracy. To the best of our knowledge,
this is the first work that combines PUF-derived secret
keys and dynamic physical channel parameters, to design
an efficient and secure mutual authentication scheme.
The physical layer parameters are introduced in the pro-
posed protocol to increase the accuracy, randomness and
dynamicity. More specifically, communicating entities
(IoT devices and servers) rely on a PUF-derived secret,
and channel randomness [Physical layer security (PLS)]
to authenticate each other and establish a secret session
key,whichwill later be used to ensure data confidentiality
(encryption), data integrity and message authentication
(message authentication algorithm).

– Dynamic key derivation function For each new session,
new user-credentials are used to minimize the risk of
having an exposed key and to prevent tracking; the PUF-
derived secret and the channel-based nonce are both
updated (dynamicity) to obtain a new session key. Then,
this session key is used to produce a set of confiden-
tiality and authentication dynamic keys. This increases
the security level since each input message is encrypted
and authenticated using a different key. The dynamic
key approach is presented to complement the proposed
authentication protocol and to enhance its security level.

– Security and efficiency Due to the usage of lightweight
cryptographic computations, mainly the XOR operation
and a one-way hash function, the proposed technique
is very efficient in terms of computations, communica-
tion overhead, and required resources, compared to other
authentication schemes in the literature; the technique
takes into account energy constraints, processing capabil-
ities, and practical limitations of low-power IoT devices.

Moreover, several simulation tests have been performed
to prove that the proposed protocol achieves the desired
security and performance (efficiency) requirements, in
comparison with several PUF-based authentication pro-
tocols present in the literature.

1.2 Organization

The rest of the paper is organized as follows. Section 2 briefly
reviews the related work in the literature. Section 3 presents
the network and threat models. Section 4 describes the pro-
posed authenticationprotocol. Section5 analyzes the security
of the proposedmechanism in the context of different authen-
tication attacks. Section 6 evaluates the security of proposed
authentication technique using the AVISPA tool. Section 7
analyzes the security of the dynamic key generation scheme.
Section 8 discusses the PUF-based threats. Section 9 assesses
the performance and efficiency of the proposed protocol in
comparison with existing schemes. Finally, Sect. 10 con-
cludes the paper.

2 Related work

Recently, several authentication protocols based on PLS have
emerged in the literature. These protocols are either key-
less schemes or key-based schemes. While the former ones
depend on specific features related to the shared channel
between a pair of devices, the latter ones use a key that is
only known to the communicating entities in the authentica-
tion procedure, whichmakes it more reliable and secure [19].

In the literature, there are four main approaches to device
authentication: (1) comparing the channel properties of two
consecutive frames [Channel state information (CSI), carrier
frequency offset (CFO)], (2) relying on a third-party author-
ity (relay) and performing XOR and simple multiplication
operations, (3) using secret keys derived from the channel
and (4) utilizing the concept of “tags” which can be gener-
ated using encryption or hashing [13–23]. However, these
schemes suffer from several limitations, which hinders their
efficient and secure deployment in current wireless systems.
More specifically, the first approach is considered ineffec-
tive and insecure since users, within a small geographical
area, experience similar channel conditions (CSI, CFO) and
hence adversaries are able to deceive legitimate receivers into
thinking that the sent frames are transmitted by a legitimate
sender. On the other hand, the second approach requires a
high level of trust between users and the third party, which is
not always applicable since they are vulnerable to imperson-
ation. In the third scheme, the secret key, which is derived
from the channel, is a weak proposition since it can be gen-
erated and acquired by adversaries if present within the same
geographical area. Finally, using “tags” in the authentica-
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tion process is computationally complex where additional
operations at the transmitter and receiver are required [24].
Table 1 summarizes and compares the PLS device authenti-
cation schemes present in the literature.

On another note, the authors in [25] proposed an RFID-
based authentication architecture for distributed IoT appli-
cations, suitable for the future smart city environments. The
proposed protocol (independent of PLS) is lightweight and
efficient, compared to existing schemes. It also provides for-
ward secrecy, anonymity and untraceability of RFID tags
and secure localization. Similarly, a lightweight authentica-
tion protocol for IoT-enabled devices in distributed cloud
computing environments is presented in [26]. The authors
propose an architecturewith an authentication protocol based
on smart-cards, inwhich registered users are able to access all
private information securely, from the private cloud servers.
Also, the authors in [27] discuss the three-layered data flow
architecture for fog computing and present several novel
architectures such as energy lattices, MediFog, UXFog, con-
nected parking system and FoAgro within the paradigm of
fog computing.

In contrast, authors in [28] present a secure PUF-based
device authentication protocol for wearable devices, inde-
pendent of PLS. The presented scheme allows wearable
devices and mobile terminals, worn or carried by the same
user, to mutually authenticate each other and share a secret
session key, which will later be used to secure commu-
nication. Lightweight cryptographic computations, mainly
the hash function and XOR operation, are utilized toward
achieving high security and low complexity, simultane-
ously. However, this scheme is considered inefficient since
it requires a large number of computational operations and a
large execution time. In fact, 17 hash functions are needed to
ensure secure authentication between the two devices, which
is quite exhaustive for resource- and power-limited devices.
A different PUF-based approach is applied in [29], where
a three-factor anonymity authentication scheme is presented
for wireless sensor networks (WSNs) in Internet-of-Things
(IoT) systems. This scheme mainly depends on two simple
operations which are multiplication and hashing; however,
it suffers from high computation costs (21 hash functions).
Similar, but less efficient user authentication, schemes are
also presented in [30,31]. The presented protocols require
the exchange of four messages and a total of 31 and 19 hash
functions, respectively.All of the aforementionedPUF-based
authentication schemes have been proven to be secure in the
literature; however, these schemes suffer from high compu-
tational complexity and communication costs, as it will be
shown in Sect. 9.

In order to secure the mutual authentication process
between IoT users and gateways over wireless links, we pro-
pose a lightweight protocol based on simple cryptographic
operations, random channel parameters (PLS) and a secret
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session identifier. The proposed protocol outperforms the
protocols presented in [28–31] in terms of communication
and computation costs.

3 Systemmodels

In this section, we describe the proposed network model, the
threat model, the utilized fuzzy system and the basic proper-
ties of PUFs.

3.1 Table of notations

Table 2 represents all of the notations used in this paper.

3.2 Networkmodel

Figure 1 represents the IoT communication system, where
different IoT devices (such as smartphones) are able to com-

Table 2 Table of notations

Notation Definition

IDS Secret session identifier

PUF Physical unclonable function

SK Shared secret session key

σi Secret channel-based parameter which is obtained
from the Gen(·) function

N0,A Channel-based nonce of User A

N0,B Channel-based nonce of User B

Gen(·) A probabilistic function that generates a uniform
string of bits given a specific input

Rep(·) A function that recovers a string of bits from an input
slightly different from the original input

TS Time stamp; time of message transmission

R Random number

τi The second output of the Gen(·) function
HD Hamming distance

TS∗ Time of the received message

�T Transmission delay

DK Dynamic key

KC Data confidentiality sub-key

IVC Data confidentiality initial vector

KA Authentication sub-key

IVA Authentication initial vector

P Plaintext

EP Encrypted plaintext

MAC Message authentication code

M =< X , Y > Message containing elements X and Y

h(·) Hash function

|| Concatenation operation

⊕ Exclusive-OR (XOR)

municate directly with each other [32]. The system consists
of several mobile devices and a fixed number of commu-
nication units (gateways). Here, it should be noted that the
presence of aggregation nodes is notmandatory since inmost
cases, IoT devices are able to communicate with the gateway
directly (for example: the Long Range radio (LoRa) technol-
ogy [33]).

In this paper, we assume that:

– IoT devices communicate with the gateway directly over
public wireless links (star topology).

– Throughout this paper, we assume that the gateway
resides in the network server. If not, users can perform
authentication with the network server, using the pro-
posed protocol.

– The proposed solution targets single-hop networks (no
aggregation nodes).

– Channel between two users is non-reciprocal.
– The gateway has high computational power and large
memory. This unit is responsible for storing different
input values (to the PUF), each corresponding to a dif-
ferent IoT user in the cell.

– Secret session identifiers (IDS) are derived from the out-
put of the PUF.

– The gateway stores the initial challenge/response of each
device. For each authentication session, a fresh chal-
lenge/response is produced and updated in a secure and
synchronized manner.

– Secret session identifiers IDS are kept secret by the cor-
responding parties.

– The initial PUF inputs are embedded within each IoT
device and are saved in the memory of the gate-
way/network server (initial configuration). Otherwise,
each IoT device relays its initial challenge (input of PUF)
to the gateway/network server, using a secure exchange
scheme. Consequently, the gateway will be able to obtain
the IDS values of all IoT devices, including new devices
joining the network.

The main advantage of introducing PUFs is to eliminate
the need of secret symmetric keys.

It should be noted that the procedure for storing the dif-
ferent challenge/response values corresponding to each IoT
user at the gateway is not the main focus of this paper; hence,
it will not be discussed further.

3.3 Threat model

In the proposed scheme, we consider that end-points are
untrustworthy nodes and that the adversary is able to read,
forge, manipulate, reply, delay and delete messages. More-
over, end-points communicate with the gateway (gateway
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Fig. 1 IoT system model,
having n IoT devices and m
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residing in the network server) directly, as is the case in the
LoRaWAN system [33].

In addition, we assume that the only way to compromise
the authentication session is by obtaining the long-term and
short-term secrets. However, this is not possible since the
attacker will have to guess the values of these secrets. Based
on the work presented in [34], we assume that the under-
lying cryptography is perfect: each cryptographic primitive
is modeled as an abstract symbolic function with strong
properties [35]. For example, hash functions are irreversible
(one-way) [35].

3.4 Fuzzy system

In the proposed protocol, we exploit the advantages of fuzzy
systems to overcome channel non-reciprocity. Generally, a
fuzzy system, which is based on a collision-resistant extrac-
tor, takes as input a binary string, N , of some metric space
SP ∈ {0, 1}n (n is a positive number) and outputs a random
string σ ∈ {0, 1}l (l is a positive number) and an auxiliary
string, τ ∈ {0, 1}r , where r is a positive number that can be
equal to l or n [36]. This mapping procedure is denoted by:

Gen(N ) = (τ, σ ). (1)

Typically, τ is a public reproduction parameter, that is
known by all users. However, in the proposed scheme, this
is not the case since the input to the Gen(.) function is a
parameter only knownby communicating entities. Therefore,
the resulting outputs, τ and σ , will not be public parameters.

Another procedure that is also used in fuzzy systems is the
recovery function, in which a different string, N ′, of the same
metric space SP ∈ {0, 1}n is fed, along with τ ∈ {0, 1}r , to
produce σ ∈ {0, 1}l [36]. This mapping procedure is denoted

by:

Rep(N ′, τ ) = σ. (2)

Both of these functions are used in the proposed mutual
authentication process, which combines the secrecy of the
PUF output values, and the randomness and dynamicity of
wireless channels (PLS).

3.5 PUFs: basic properties and characteristics

A PUF circuit has a specific architecture, which is typically
added to a chip to extract its unique fingerprint. The input to
a PUF circuit is a sequence of bits, referred to as challenges,
and the output is another sequence of bits, referred to as
responses. Each chip (IoT device) has its own fingerprint
related to the unique pairs of challenges/responses; that is no
two chips (IoT devices) are able to produce the same response
for the same challenge [20,37], which is mainly due to the
variability within the manufacturing process.

In general, PUFs are widely used for the authentication of
resource-limited devices since no cryptographic operations
are required in this case. The use of PUF circuits is a very
popular technique for authenticating IoT devices. Specifi-
cally, PUF-based authentication is divided into two phases:
enrollment and authentication [20,37].

In the first phase, the chip, which contains the PUF circuit,
is physically linked to the server (connected). The server
generates challenges, and the PUF circuit returns back the
corresponding responses which are stored in the server. Next,
the chip is attached to the IoT device [20,37].

During the second phase, the server sends a dynamic ran-
dom PUF challenge to the device. If the device produces and
transmits the correct corresponding response, the device is
authenticated [20,37].
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The enrollment and authentication steps are slightly mod-
ified in the proposed protocol. Here, we assume that the
gateway (or network server in case the gateway does not
reside in the network server) already has the PUF inputs
(challenges) of each IoT device in the network.

During the enrollment phase, the chip of each IoT device
is connected to the gateway (in case it resides in the network
server). The gateway generates and stores the device’s secret
session identifier, IDS, based on the responses to the chal-
lenges of the IoT device. This identifier is then used during
the authentication process.

4 Proposed protocol

The proposed protocol is based on two main authentication
factors, the secret session identifier (IDS), and the secret
channel-based parameter, σi . The secret session identifier
IDS is derived from a PUF output value that is only known
by the communicating entities (IoT user and gateway). More
specifically, the gateway keeps a list of input PUF values
(initial challenge/response), each corresponding to a differ-
ent IoT user. This list is private and is only accessible by the
gateway. The parameter, IDS, serves as the common shared
secret. This allows the gateway to distinguish the different
IoT devices.

The proposed scheme depends only on two lightweight
operations, a cryptographic one-way hash function (h(.))
and the XOR operation. Moreover, the widely used fuzzy
extractor technique is used to overcome the issue of chan-
nel non-reciprocity. In general, most PLS techniques in
the literature assume that the channel between a pair of
users is reciprocal, consequently, both communicating enti-
ties extract the same channel parameters and use them for
data encryption (data confidentiality) [38]. However, this is
not always true. In fact, channel characteristics and features
of the same channel may differ slightly between the trans-
mitter and receiver, and they may change from time to time.
As result, a channel-based nonce extracted by User A is not
always equal to a channel-based nonce extracted by User B
(N0,A �= N0,B). Common sources of channel-based nonces
are the channel state information (CSI), the received signal
strength (RSS) and angle of arrival (AoA) [39]. For this pur-
pose, the fuzzy extractor, which depends on two functions,
Gen(.) and Rep(.), is used in this scheme.

– Gen(.): This function is a probabilistic function that gen-
erates a uniform string of random bits given a specific
input. In the proposed scheme, the input is the channel
nonce extracted by User A (transmitter of authentica-
tion request) and is represented by N0,A. The produced
outputs are the l-bit channel-based key σi and the repro-

duction parameter τi . Hence, we have Gen(N0,A) =
(σi , τi ).

– Rep(.): This function recovers the uniform string of ran-
dom bits from an input that is slightly different from
the original input (Hamming distance less or equal to
a predefined threshold value t): HD(N0,B, N0,A) ≤ t .
In particular, N0,B and τi are given as inputs to pro-
duce the channel-based key σi . Hence, we have σi =
Rep(N0,B, τi ).

Cryptographic hash functions are employed in the pro-
posed protocol to ensure the one-way property of exchanged
messages, in addition to a high input sensitivity. This pre-
vents attackers from recovering any secret information (irre-
versibility) from the collected traffic.Only legitimate entities,
sharing similar features and unique parameters (secret), are
able to calculate the same hash digest. Hence, eavesdrop-
pers will not be able to acquire any useful information from
the transmitted messages, unless they have all of the correct
parameters, which is very unlikely. This step is crucial for
ensuring proper and secure authentication.

Finally, in order to guard against replay attacks, both a
time stamp (TS) and a random number (R) are used.

4.1 Authentication and key agreement phase

This phase is executed by the IoT device (User A) and gate-
way (User B).

1. Step 1 User A first extracts a channel nonce, N0,A, and
generates (σi , τi ) from N0,A usingGen(N0,A) = (σi , τi ).
User A also generates a random number RA. The stored
secret session identifier IDS derived from the PUF is
concatenated with the current time stamp TSA. The
resultant is hashed, then XORed with RA to generate
M1 = h(IDS||TSA) ⊕ RA. A second message M2 is
calculated by XORing the random number RA and τi ,
M2 = RA ⊕ τi . Finally, User A transmits the authenti-
cation request composed of < M1, M2,TSA >, to User
B over a public channel. Here, it should be noted that
the reproduction parameter, τi , is used to protect and
securely transmit RA to User B. In this protocol, τi is
derived from the shared physical channel between legiti-
mate users, hence, this parameter is not publicly available
and cannot be acquired by adversaries. On the other hand,
σi is kept as a secret by the transmitter.

2. Step 2Once the authentication request is received,User B
validates the currency of TSA using |TSA−TS∗

A| ≤ �T ,
where �T is the maximum transmission delay, and TS∗

A
is the received time of the message. If this condition fails,
User B terminates the connection.

3. Step 3 User B calculates M3 = h(IDS||TSA) using
the stored information IDS and the received informa-
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tion TSA. Next, User B calculates RA = M1 ⊕ M3 and
τi = M2 ⊕ RA. Using τi , σ ′

i = Rep(N0,B, τi ) is gener-
ated.

4. Step 4 Afterward, User B generates M4 = h(IDS||TSA||
TSB ||RA) ⊕ RB using a random number RB and the
current time stamp TSB . In addition, a secret session key
SK is derived using the stored and received information
such that SK = h(IDS||σ ′

i ||RA||RB ||TSA||TSB). User B
replies to User A using the message < M4, M5,TSB >,
where M5 = h(SK ⊕ RA ⊕ RB).

5. Step 5 User A receives the message < M4, M5,TSB >

and checks the currency of themessages based on |TSB−
TS∗

B | ≤ �T . If this condition fails, User A terminates the
connection.

6. Step 6 Then, User A extracts TSB and generates M6 =
h(IDS||TSA||RA||TSB). RB , which is obtained by XOR-
ingM6 withM4, is used to derive SK′ = h(IDS||σi ||RA||
RB ||TSA||TSB). Using SK′, RA and RB , User A cal-
culates M7 = h(SK′||RA||RB). If M7 = M5, User A
authenticates User B and verifies that both users were
able to derive the same secret session key SK = SK′.

7. Step 7 User A sends a message < M8,TSA′ > to User
B as an acknowledgment, where M8 = h(SK′||IDS) and
TSA′ is the new time stamp.

8. Step 8 Finally, User B checks |TS∗
A′ − TSA′ ≤ �T |

and generates M9 = h(SK||IDS). If M8 = M9, then
User B verifies that User A has produced the same secret
session key, hence, User A is authenticated. If any of
the above steps fails, the connection will be immediately
terminated.

At the end of this phase, both users A and B reserve the
same secret session key SK, which will be used for secure
communication, after performing the mutual authentication
phase (Fig. 2).

In order to increase the robustness of the proposed proto-
col, an additional factor is used to enhance themutual authen-
tication of users. This factor employs non-cryptographic
parameters such as physical channel parameters, traffic and
energy consumption. Different features (parameters) are
chosen for each entity to generate a unique user profile (fin-
gerprints). This means that device fingerprinting is generated
from a set of features that can be obtained from different
layers as shown in Fig. 3. For example, the network traffic
of each device is frequently monitored and compared to its
history log (or any feature in the device’s profile). Upon any
change in network traffic (for example sudden increase), both
devices will have to re-authenticate each other. Moreover,
new user-specific credentials are used in every new authenti-
cation session. The proposed protocol mainly depends on

Features 

Physical 
layer

Data link 
layer 

Network 
layer

Upper 
layers

Loca�on 
dependent 

Loca�on 
independent

Fig. 3 Existing device features
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• 9≟ 8 (if verified authen�ca�on is 
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Message 3: < 8, >

Fig. 2 Proposed PLS authentication protocol
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Fig. 4 Proposed dynamic key derivation scheme for data confidentiality and message authentication

the shared channel parameters between a pair of devices
and a secret session identifier. Since wireless channels are
random and dynamic, channel-based parameters will differ
greatly from one time period to another. On the other hand,
the secret identifier which is derived from the device’s PUF
is constant. To enhance security even further, we propose
employing variable challenges and responses (using config-
urable PUFs). More specifically, input values are updated
based on the previous output (recursive function). As such,
the secret identifier will be dynamic and able to resist differ-
ent kinds of attacks.

4.2 Data confidentiality andmessage integrity

Following the mutual authentication and key agreement
phase, the IoT device and gateway will both have the same
secret session key SK = SK′, which is used for multiple
purposes such as data confidentiality, message integrity in
addition to source authentication. SK is divided into four
sub-keys (128bits each) which are: KC, IVC, KA, and IVA

as shown in Fig. 4. KC and IVC represent the data confiden-
tiality sub-keys and are used to derive the set of dynamic keys
DKC = {DK1

C,DK2
C, . . .}. Whereas KA and IVA represent

the source authentication keys, which are used to derive the
set of dynamic keys DKA = {DK1

A,DK2
A, . . .}.

For every input message, i , new data confidentiality and
message authentication keys are required in order to reach a
high level of security. The proposed dynamic key generation
technique is mainly based on the Advanced Encryption Stan-
dard (AES)with countermode (CTR). Thismode ensures the
best performance according to Table 6 and Fig. 7. Moreover,
it can be applied in parallel. KC and IVC are the initial data
confidentiality key and the data confidentiality initial vec-
tor, respectively. The i th dynamic confidentiality key DKi

C

is produced using the initial data confidentiality key KC and
the i th initial vector (IVi

C). In order to obtain IVi
C, IVC is

XORed (updated) with the counter (i − 1) according to the
following equation:

IVi
C = IVC ⊕ (i − 1) (3)

The i th dynamic confidentiality key is produced according
to the following equation:

DKi
C = AESCTR(IVi

C, KC) (4)

Similarly, KA and IVA represent the initial message authen-
tication key and the message authentication initial vector,
respectively. A set of dynamic message authentication keys
DKA = {DK1

A,DK2
A, . . .} is produced using the same

approach (AES in counter mode) as that of the dynamic con-
fidentiality keys. This means that the i th dynamic message
authentication key is produced using KA and the i th ini-
tial vector (IVi

A), which is generated using IVA and counter
(i − 1).

At the source, the i th message Pi is encrypted using the
dynamic confidentiality key DKi

C to produce EPi which rep-
resents the corresponding encrypted plaintext (ciphertext).
Then, EPi is authenticated (hashed) using the dynamic mes-
sage authentication key DKi

A to produce MACEPi which
is concatenated with the i th ciphertext EPi . After pass-
ing through the channel, the legitimate receiver separates
the received message into two parts, EPi and MACEPi .
First, the dynamic confidentiality andmessage authentication
keys (DKi

C and DKi
A) are generated as described, previ-

ously. Then, EPi will be used along with DKi
A to compute

the corresponding message authentication code ̂MACEPi . If
̂MACEPi = MACEPi , then, EPi will be decrypted using DK

i
C
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to obtain ̂P , which should be equal to P . Otherwise, an alert
will be issued indicating an active modification attack.

In order to achieve data confidentiality, message integrity,
in addition to source authentication, simultaneously, either
the Counter with CBC-MAC (CCM) mode or the Galois/
Counter Mode (GCM) mode can be used as modes of opera-
tion for encryption. Both, theCCMmode and theGCMmode
use secure block ciphers with the counter mode. The main
difference between the two modes is that CCM ensures data
integrity and source authentication using block cipher with
CBC mode, while GCM uses Galois multiplier with CBC
operation mode. GCM is very fast compared to CCM and it
is preferable for real-time IoT applications. Both modes are
defined for block ciphers with a block size of 128bits and
are patent-free [40].

5 Security analysis of the proposed
authentication scheme

In this section, the proposed scheme is analyzed in the context
of different authentication attacks.

5.1 Resistance against privacy threats

In this part, several metrics are presented to prove that the
proposed authentication scheme exhibits a high level of
immunity against privacy threats.

5.1.1 Indistinguishability

The identity-related information (IDS) provided by both
entities is guaranteed by the one-way property of the hash
function and the randomly generated numbers and time
stamps (RA, RB , TSA and TSB). Here, the attacker cannot
obtain plaintext information related to the users’ identity or
the transmitted data, hence, it is indistinguishable.

5.1.2 Anonymity

In this scheme, both entities do not show their true identity
in either the authentication stage or later in the data commu-
nication stage. In other words, data are anonymous during
transmission across the public channel. Even if data are
stolen, it is difficult to identify the data owner. Assuming that
the adversary intercepts the exchangedmessages:Message1
= < M1, M2,TSA >, Message2 = < M4, M5,TSB > and
Message3 = < M8,TSA′ >. Since, TSA, TSB , RA and RB

are unique and dynamic, all of the three messages are distinct
where M1, M2, M4, M5 and M8 vary greatly with any slight
change in the above parameters.

5.1.3 Identity privacy

One of the main security requirements for exchanging infor-
mation is privacy. Using a set of secret parameters hides the
real identity of communicating entities. The real identity of
the IoT users is thus preserved and threats related to the user
location tracking attacks are not possible in this case.

5.2 Man-In-the-Middle (MIM) attack

The MIM attack is a form of active eavesdropping, where
the attacker initiates independent connections with vic-
tims and relays messages between them. Assume that the
adversary intercepts the first message issued by the sender,
< M1, M2,TSA >. Afterward, he creates another mes-
sage using the current time stamp TSE and a randomly
generated number RE . The resulting message will be <

[(h(IDa
S||TSE )) ⊕ RE ], (RE ⊕ τ ai ),TSE >. However, IDS

and τi are unknown to the adversary, consequently, another
secret identifier IDa

S and a different channel parameter
Gen(N0,E ) = (σ a

i , τ ai )will be used to generate Ma
1 and Ma

2 .
In this case, connection will be terminated since both users
will not be able to authenticate each other and derive the same
secret session key SK. Therefore, the proposed approach is
immune against MIM attacks since it relies on a secret and
on channel parameters which are unknown to adversaries.

5.3 Resistance against replay attacks

Even if the attacker was able to intercept authentication cre-
dentials and resend these credentials back to the legal entity,
it is difficult to pass legal authentication due to the validity of
the random numbers and time stamps. Consequently, replay
attacks are easily prevented.

5.4 Camouflage attack and tracking prevention

At the authentication stage, adversaries shouldn’t acquire
information related to the real user’s identity or their secret
credentials. For this purpose, random numbers, fresh time
stamps and a one-way hash function are used, in which every
new challenge is updated with a fresh time stamp.

Moreover, the authentication mechanism uses a new
channel-derived parameter (Gen(N0) = (τi , σi )), which
makes it impossible for attackers to get the content of pre-
vious authentication sessions. This is attributed to the fact
that the wireless channels are random and dynamic, hence,
extracted channel parameters vary greatly from one session
to another. Accordingly, the proposed protocol effectively
resists camouflage attacks and prevents tracking.
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5.5 Masquerading, forgery and impersonation
attacks

In the impersonation/masquerading attack, adversaries try to
deceive users bypretending to be a legitimate sender/receiver.
In the proposed scheme, all of the exchanged messages
require a valid secret identifier IDS, which only known to
the legitimate users. Consequently, the impersonation attack
is only feasible if the adversary acquires IDS (very unlikely).

5.6 Forward secrecy

Forward secrecy is achieved by the one-way property of
the hash function. Even if the adversary acquires the used
channel-based parameters at the authentication stage, he will
not be able to derive the same secret session key SK since a
secret session identifier is utilized.

It should be noted that having amalware embedded in one
of the communicating device compromises device’s creden-
tials (IDS). This issue is not the focus of this paper.Moreover,
if the adversary is present on the same subnet, he will also
be able to extract similar channel-based parameters. Secu-
rity and authentication are threatened in this case, and other
alternate solutions should be taken into consideration.

5.7 Security of secret session keys

In this subsection, we provide a brief formal (mathematical)
analysis to assess the security of the proposed protocol. Simi-
lar to [28,30,31], the Real-Or-Random (ROR) model is used
to prove the robustness of the produced secret session key
SK. It should be noted that not all attacks are captured by
mathematical modeling.

We assume that the adversary is able to eavesdrop,
modify, inject, and fabricate messages using the following
queries [28,30,31]:

– Execute(�v,�w): This represents a passive attack,
where an adversary is able to read the transmitted mes-
sages between legitimate participants at instances v and
w (�v and �w).

– Reveal(�v): This query reveals SK to the adversary.
– Send(�v,MSG): This models an active attack, where an

adversary sends a messageMSG to a participant instance
�v , and receives a reply back.

– T est(�v): This corresponds to the security of the secret
session key SKbetween the IoT user and gateway follow-
ing the indistinguishability style in the ROR model [28].
Here, an unbiased coin c is flipped before the experiment
starts. �v returns SK if c = 1 otherwise, it returns a
random number.

The adversary initiates T est queries to either the IoT
device or the gateway. If the guessed bit c′ is equal to
the random bit c, the adversary wins the game (Succ).
According to [28,41], the adversary’s advantage in break-
ing the security of the proposed approach and deriving SK
is Advproposed = |2.Pr [Succ] − 1|. Using the ROR model,
the proposed scheme is secure if Advproposed ≤ ε, where
ε > 0 is very small.

Theorem 1 The secret session key SK is secure against adver-

saries. Using the ROR model, Advproposed ≤ q2h|H | , where
qh and |H | are the number of access times to a collision-
resistant hash function h(.) and the range of space of a hash
function h(.), respectively.

Proof We modify the approaches in [28,30,31], where three
games, Gi (i = 0, 1, 2) are defined.

– Game G0: This represents the original attack on the pro-
tocol using a random bit test. Since c should be guessed
by the adversary before the game starts, by definition, we
have:

Advproposed = |2Pr [Succ0] − 1|. (5)

– Game G1: G0 is transformed to G1. Here, the adver-
sary intercepts (eavesdropping) the transmittedmessages
between the sender and receiver (Execute query). The
adversary uses the T est and Reveal queries to test
whether the T est query gives the real value of SK.
Since the secret session key contains short and long-term
secrets, the adversary’s chance of winning this game is
not increased by eavesdropping the exchangedmessages.
Hence, it is clear that

Pr [Succ0] = Pr [Succ1]. (6)

– Game G2: G1 is transformed to G2, which is an active
attack. The adversary performs several Send queries in
order to guess the output of the hash functions of the trans-
mitted messages. However, these messages also include
long- and short-term secrets. As a result, this will lead to
no collision which gives the following:

Pr [Succ1] ≤ q2h
2|H | + Pr [Succ2]. (7)

Since the adversary has no choice other than guessing the
bit c in order to win the game, we get

Pr [Succ2] = 1

2
. (8)
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From Eqs. (7) and (8), it follows that:

Pr [Succ1] ≤ q2h
2|H | + 1

2
, (9)

Pr [Succ0] ≤ q2h
2|H | + 1

2
. (10)

Using Eq. (5), we get:

Advproposed ≤
∣

∣

∣

∣

∣

2

[

q2h
2|H | + 1

2

]

− 1

∣

∣

∣

∣

∣

, (11)

Advproposed ≤ q2h
|H | . (12)

Since the range of space of a hash function |H | is much

greater than the number of T est queries,
q2h|H | is negligible.

Consequently, Advproposed ≤ ε, which proves that SK and
data transmitted using the proposed scheme are secure. For
a detailed discussion, refer to [28,30,31]. �	

6 Security evaluation of the proposed
authentication protocol using AVISPA

In this section, we verify the security of the proposed authen-
tication scheme using the widely used AVISPA tool [36,42–
47]. The AVISPA tool includes four backends which are: (1)
On-the-Fly Model Checker (OFMC), (2) Constraint-Logic-
based Attack Searcher (CL-AtSe), (3) SAT-based Model
Checker (SATMC) and (4) Tree Automata based on Auto-
matic Approximation for the Analysis of Security Protocols
(TA4SP). Here, the results of the proposed scheme under
the SATMC and TA4SP backends are omitted since these
backends don’t support the bit-wise XOR operation (result:
“inconclusive”). The proposed scheme is implemented using
the High-Level Protocol Specification Language (HLPSL)
and is simulated in Security Protocol Animator for AVISPA
(SPAN). It should be noted that this tool captures the replay
and the Man-In-the-Middle (MIM) attacks only.

Figure 5proves that the proposedprotocol is “safe” against
the replay attacks and the MIM attack; hence, it satisfies the
design properties of a secure authentication protocol.

7 Security analysis of the proposed dynamic
key function

Theproposedkeygeneration schemeenhances the security of
data confidentiality and message authentication keys. More
specifically, communicating entities perform device authen-
tication first and then generate the same key SK. Using this
key, the initial vectors, IVC and IVA, which are used to

achieve data confidentiality andmessage integrity alongwith
the initial keys KC and KA, are obtained. In traditional AES
with CTR/CCM/GCM operation modes, initial vectors are
exchanged along with the transmitted data, so that both are
able to perform correct source authentication, data integrity
and/or encryption/decryption. Using the proposed approach,
exchanging the initial vectors is no longer a requirement since
both ends are able to obtain and update the same initial vec-
tors in a synchronized and secret manner. This increases the
security level of produced dynamic keys (data confidentiality
and message integrity) against different key-related attacks
such as weak keys and key disclosure attack and reduces the
communication overhead and required power.

8 PUF-based threats

In [20], the authors consider twomain attackmodels. Thefirst
model assumes that the adversary is able to intercept the com-
municated messages between devices (Man-In-the-Middle
attack), and the second one assumes that the adversary has
physical access to the device (side channel attack).

8.1 Man-In-the-Middle attack

The MIM attack allows adversaries to capture messages
that are communicated between two devices such as the
exchanged challenges and responses. However, it has been
proven earlier that the proposed protocol is immune against
this type of attacks.

8.2 Side channel attack

In such an attack, the adversary has physical access to the
device. The attack can be invasive, semi-invasive or non-
invasive, and it be either passive or active, according to [11].

In general, invasive (active) attacks are complicated and
costly since adversaries have to move the compromised IoT
device to a specialized laboratory, where expensive labo-
ratory equipment is available. This type of attacks is not
convenient for IoT devices, especially when devices are
located in public places; hence, bringing them to a laboratory
is not possible.

On the other hand, semi-invasive (active) attacks require
the emission of photonics and electromagnetic sampling, and
they depend on much simpler techniques compared to inva-
sive attacks. In particular, the semi-invasive attacker should
have access to the chip surface, whichwill not be damaged by
the attack. However, this technique also requires moving the
IoT device to the laboratory and utilizing special equipment.

Unlike invasive and semi-invasive attacks, the equipment
needed for conducting non-invasive attacks can be trans-
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Fig. 5 Simulation results using
the AVISPA tool under a OFDM
and b CL-AtSe backends

ported and installed near the attacked IoT devices. These
equipment are relatively small and inexpensive.

Moreover, non-invasive (passive) attacks do not require
direct access to internal components. In this technique, secret
information is extracted by exploiting data related to power
consumption and time delay. Non-invasive attacks use anal-
ysis tools based on machine learning algorithms. Therefore,
IoT devices are prone to this type of attacks. To prevent
non-invasive attacks, we have used a dynamic challenge-
response authentication protocol that is based on physical
channel parameters. The introduced dynamic physical prop-
erties prevent side channel attackers from recovering any
useful information (channel parameters have a high level of
randomness).

In order to reinforce the resistance against side channel
attacks, proper defense strategies (restrictions on physical
access) for IoT devices should be taken into account.

9 Performance evaluation of the proposed
authentication scheme

In this section, we evaluate the performance of the pro-
posed protocol in comparison with the protocols presented
in [28–31]. The tested parameters include communication
cost, computational cost and execution time. Although, the
protocols in [28–31] do not utilize the notion of PLS, they
use PUFs in the authentication process. In contrast, the pro-
posed scheme combines both PUFs and PLS, to increase the
robustness and efficiency of multi-homed systems, which is
the main contribution of this paper.

9.1 Communication costs

For comparatives purposes, we assume that the identity or the
secret session identifier in our case is 160 bits, the random
number is also 160 bits, the time stamp is 32 bits, and the
hash digest is 160 bits (using the SHA-1 hash function as
in [28]).

The protocol presented in [28] requires the exchange of
three messages, which consist of 512, 512, 192 bits, respec-
tively. Consequently, the total communication cost is 1216
bits. On the other hand, the total communication cost of the
scheme presented in [29] is 1856bits, where four messages
are needed to achieve mutual authentication. Similarly, the
authentication protocols in [30,31] require four messages
as a communication overhead, and a total of 2752bits and
2080bits, respectively. The proposed protocol involves the
exchange of three messages: (1) < M1, M2,TSA >, (2)
< M4, M5,TSB > and (3) < M8,TSA′ >, however, it
requires a fewer number of bits. The first message consists
of (160 + 160 + 32) = 352. The second message is also
composed of (160+ 160+ 32) = 352 bits whereas the final
message requires (160+32) = 192 bits only. Hence, the total
number of required bits is (352 + 352 + 192) = 896 bits,
which less than 1216bits [28]. In other words, the proposed
scheme is more efficient than the scheme presented in [28]
in terms of communication cost (Table 3).

9.2 Computational cost

In order to asses the computational costs of the proposed
scheme, we identify the following parameters: Th , Txor, T f

and TE , which denote the time of the hash function, the time
of the XOR operation, the time of the fuzzy extractor, and
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Table 3 Communication cost

Scheme Required messages Required bits

Protocol in [28] 3 1216

Protocol in [29] 4 1856

Protocol in [30] 4 2752

Protocol in [31] 4 2080

Proposed 3 896

Table 4 Communication cost

Scheme Computational delay

Protocol in [28] 17Th + 8Txor + 1T f

Protocol in [29] 21Th + 3TE
Protocol in [30] 31Th + 4TE + 1T f

Protocol in [31] 19Th + 7Txor
Proposed 10Th + 10Txor + 1T f

the time of the elliptic curve cryptosystem (ECC) point mul-
tiplication, respectively. The total computational delay of the
schemes presented in [28–31] is:

Delay[28] = 17Th + 8Txor + 1T f , (13)

Delay[29] = 21Th + 3TE , (14)

Delay[30] = 31Th + 4TE + 1T f , (15)

Delay[31] = 19Th + 7Txor. (16)

On the other hand, the total computational delay of the
proposed scheme is only:

Delayproposed = 10Th + 10Txor + 1T f . (17)

Since the time required by theXORoperation ismuch less
than that of the hash operation (negligible), we can conclude
that the proposed scheme outperforms the schemes in [28–
31].

Table 4 summaries the computational cost in terms of
delay.

9.3 Execution time

In order to evaluate the execution time of (1) the proposed
authentication protocol, (2) the dynamic key generation
scheme and (3) the data confidentiality andmessage integrity
procedure, we use “OpenSSL”, which is a very popular tool

102 103 104
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106

107

SHA-1
SHA-256
SHA-384
SHA-512
SHAKE-128
SHAKE-256

Fig. 6 The number of hashed messages in one second using different
hash functions, versus message length

and is widely used since it is considered as one of the most
important and efficient cryptographic libraries that provide
robust, commercial-grade and full-featured toolkit for Trans-
port Layer Security (TLS) and Secure Sockets Layer (SSL)
protocols.Moreover,OpenSSL is implemented on a common
IoT hardware which is Raspberry Pi 2, which has a Broad-
com BCM2836 SoC with a 900MHz 32-bit quad-core ARM
Cortex-A7 processor. To show the efficiency of the proposed
authentication protocol, we compute the time required by the
different hash functions, mainly the SHA-256 and SHA-512
functions (Table 5 and Fig. 6). For different message sizes
(block size in bytes), it is evident that the SHA-512 requires
less time, hence, it is more efficient. In contrast, the SHA-
256 is efficient for small-size messages only (16 bytes). On
the other hand, the execution time of AES OpenSSL with
the counter mode (CTR) is analyzed to show the efficiency
of the proposed key derivation function. The obtained results
indicate that there exists a trade-off between the security level
(increasing the size of the secret key) and the required latency
(Fig. 7).

Finally, AES OpenSSL is used to compare two authenti-
cation/encryption operation modes, CCM and GCM, which
ensure data confidentiality and message integrity in addi-
tion to source authentication. In general, CCM (Counter with
CBC-MAC) and GCM (Galois/Counter Mode) modes are
preferred over CTR (Counter) since both modes support data
confidentiality and message integrity simultaneously, unlike
the CTRmode. Table 6 illustrates the numerical values of the

Table 5 Execution time (sec) of
the SHA-256 and SHA-512
hash functions

Type 16bytes 64bytes 256bytes 1024bytes

SHA-256 2.1209e−07 3.7359e−07 7.7219e−07 2.3952e−06

SHA-512 2.9697e−07 2.7289e−07 6.3527e−07 1.7382e−06
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Table 6 Execution time (sec) of
different cryptographic modes

Type 16bytes 64bytes 256bytes 1024bytes

AES-128-CTR 3.4632e−08 4.5463e−08 7.6184e−08 2.1253e−07

AES-192-CTR 3.6296e−08 4.6812e−08 9.2378e−08 2.5000e−07

AES-256-CTR 3.9062e−08 4.5866e−08 9.2423e−08 2.7728e−07

AES-128-CCM 1.1330e−07 1.3839e−07 2.7262e−07 8.4573e−07

AES-192-CCM 1.0878e−07 1.5083e−07 3.0909e−07 1.0260e−06

AES-256-CCM 1.1967e−07 1.6399e−07 3.6056e−07 1.1317e−06

AES-128-GCM 3.9161e−08 6.1339e−08 1.0996e−07 2.5529e−07

AES-192-GCM 4.0285e−08 6.6155e−08 1.2841e−07 3.1697e−07

AES-256-GCM 4.6874e−08 6.8451e−08 1.3173e−07 3.4262e−07
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Fig. 7 Execution time versus message length of CTR mode

execution time for different cryptographic operation modes
using AES OpenSSl implementation. The obtained results
prove that the GCM mode is more efficient than the CCM
mode and thus recommended since it requires less execu-
tion time for different AES (Advanced Encryption Standard)
symmetric key sizes (Fig. 8). As such, it is more suitable for
IoT applications. It should be noted that as the message size
increases, the time required to perform encryption and mes-
sage authentication also increases. This is logical since as the
number of bytes increase, more time is required to process
(encrypt) them.

10 Conclusion

In this paper, a novel and lightweight mutual multi-factor
authentication protocol is proposed for IoT systems. The
proposed scheme allows IoT entities to mutually authenti-
cate each other and agree on a shared secret session key,
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Fig. 8 Execution time versus message length of CCM and GCM oper-
ation modes

which will later be used for securing and authenticating the
data transmitted over public wireless channels. In particular,
a secret identifier based on a re-configurable PUF in each IoT
device is employed, along with a channel-derived nonce to
ensure high authentication accuracy. The lightweight of the
proposed scheme is attributed to the fact that a low number of
simple operations and communication messages is required,
mainly the bit-wise exclusive-OR operation and the one-way
hash function, which is convenient for resource-limited IoT
devices. In addition, a novel physical data confidentiality
and message integrity scheme is proposed. Informal security
analysis, security evaluation and mathematical proofs con-
firm that the proposed scheme is secure and robust against
different authentication attacks and outperforms the existing
solutions since it has low communication and computational
costs.
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