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Abstract—Monitoring context depends on continuous collection of raw data from sensors which are either embedded in smart mobile
devices or worn by the user. However, continuous sensing constitutes a major source of energy consumption; on the other hand,
lowering the sensing rate may lead to missing the detection of critical contextual events. In this paper, we propose VCAMS: a
Viterbi-based Context Aware Mobile Sensing mechanism that adaptively finds an optimized sensing schedule to decide when to trigger
the sensors for data collection while trading off the sensing energy and the delay to detect a state change. The sensing schedule is
adaptive from two aspects: 1) the decision rules are learned from the user’s past behavior, and 2) these rules are updated over real
time whenever there is a significant change in the user’s behavior. VCAMS is validated using multiple experiments, which include
evaluation of model success when considering binary and multi-user states. We also implemented VCAMS on an Android-based
device to estimate its computational costs under realistic operational conditions. Test results show that our proposed strategy provides
better trade-off than previous state-of-the-art methods under comparable conditions. Furthermore, the method provides 78 percent

energy saving when compared to continuous sensing.

Index Terms—Mobile sensing, energy efficient sensing, sensor selection, context-awareness, Viterbi algorithm

1 INTRODUCTION

MART mobile devices have evolved into multi-purpose

devices combining their traditional communication capa-
bilities with advanced computing and sensing capabilities.
Cisco’s annual report stated that by the end of 2019, there
will be nearly 1.5 mobile devices per capita, and more than
578 million wearable devices will be in use [1]. These devices
have become a vital component for users who are driven by
desire for self reflection and self improvement to understand
themselves more and self-organize their daily lives [2]. A
recent smartphone can be viewed as a gateway between the
user and the huge world of knowledge and social interac-
tions. It has computer capabilities with a wide range of appli-
cations being developed in several domains. On Google Play
[3] alone, there are over 1.3 million Android applications,
capturing several domains in context-aware computing
including healthcare, navigation and personal monitoring.
Such proliferation and popularity have given rise to context-
aware computing as a branch of mobile computing in which
applications detect and exploit contextual information such
as locations, health conditions, and activities. [4], [5].

These new user-targeted applications have their unique
characterization in the area of mobile computing. Several
applications require near real-time response for detecting
context changes especially for medical applications. For
example, fall detection of elderly people requires the fastest
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possible detection of any change in the body’s posture to
avoid risks [6]. Such applications rely on continuous recogni-
tion of the user’s current state and fast detection of any critical
context change. This constant monitoring requires continuous
sensing of embedded and external sensors to avoid delays in
detecting critical context change. Many of these applications
require the use of embedded sensors on the phone to collect
necessary data. Certain other applications require the use of
wearable devices and wearable sensors to collect data. Unfor-
tunately, sensors’ usage constitutes a major source for energy
consumption that imposes heavy workloads on smartphones.
Thus, extensive sensing can drain the battery quickly, which
becomes a primary source of users’ dissatisfaction in recent
smartphones. Smartphone sensing for context detection is
being investigated by a fair amount of researchers, and is
gaining further attention as new context-aware applications
are being developed to support user’s health and life style.

Fortunately, most applications do not need to detect
the states of the context continuously, rather they require
the detection of critical changes in context. For example,
the purpose behind monitoring signals from an electrocar-
diogram (ECG) sensor of a patient with heart disease is to
detect risky heart activity and alert in case of emergency [7].
In such cases, continuous sensing can be substituted by effi-
cient dynamic mobile sensing strategies that allow the smart
mobile device to intelligently interact with external sensors
and embedded sensors while trading off resources’ energy
consumption and application delay targets. Therefore, a
system is required to select a sensing schedule that opti-
mizes when sensors need to be triggered.

There have been some approaches to solve this problem;
however, those approaches focus on energy and accuracy
within one state of the context rather than the transitions
between states. To monitor a certain state accurately while
optimizing energy expenditure, some approaches propose
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sensor selection [8], [9] while others propose sensor sam-
pling to collect data [10], [11]. Those approaches are
application-specific and they assume the knowledge of the
true context state of the user.

This paper proposes Viterbi-based Context Aware Mobile
Sensing (VCAMS) mechanism to optimize the trade-off
between delay in sensing context change and energy con-
sumption via deciding when to trigger the sensors for data
collection based on the user’s behavior. VCAMS is context
aware system that depends on the situational information
about the user and her surrounding. It can be used for appli-
cations that anticipate real-time contexts such as location,
activity, and health conditions. Each context can have several
states; for example, the location of the user might be at home,
at work, or in mall. For a given user in a specific state, the
objective of the system is to dynamically provide the time
instants at which a sensor needs to be triggered, also called
the sensing schedule for the specific user and the particular
state. The system has two modes: learning mode and execu-
tion mode. In the learning mode, the sensing schedules are
derived using a Vietrbi algorithm based on historical data of
the user model that captures how much time the user spends
in particular states. Viterbi is chosen for its low computa-
tional complexity. The user model is continuously updated
when the system recognizes actual changes of state. The
learning mode is executed once to initialize the system, and
on occasions while the system runs and after a user’s behav-
ior changes significantly from its initial conditions. In the
execution mode, the already learned sensing schedules are
used to decide on sensing triggers for a particular state.

The main contributions of this paper include: 1) A for-
mulation for Viterbi implementation with the definition of
new customized rewards to learn sensing schedules for
real-time decisions on when sensing should be triggered.
The energy and delay reward metrics are formulated to
best represent the utility associated with each transition
between trellis nodes in a Viterbi-based algorithm. The for-
mulation includes a unified model that captures both the
user’s and the phone’s states; and 2) A strategy that trig-
gers learning mode in real-time to update the sensing
schedule only when critical changes are captured, thus
avoiding unnecessary computations. To evaluate the per-
formance of VCAMS, we conducted simulation experi-
ments on one state derived using a context simulator.
To assess the computational complexity under realistic
operational conditions, we implemented VCAMS on an
Android-based smartphone. In addition, we investigated a
case study using real dataset with multi-state changes to
demonstrate the effectiveness of the proposed approach.

The rest of this paper is organized as follows. Section 2
summarizes existing related work. Section 3 presents the
proposed system model. Section 4 presents the details of the
proposed Viterbi method and studies its computational
complexity. Sections 5 and 6 present the results obtained by
simulations and the case study respectively. Finally,
Section 7 concludes the paper.

2 RELATED WORK

Smartphone sensors constitute a major source for energy con-
sumption; therefore, several approaches have been consid-
ered in the literature to capture contextual information from
sensors while minimizing the energy consumed, and surveys
have been published to discuss the existing work [12], [13],
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[14]. Application-specific frameworks have been proposed in
various domains including healthcare, location detection, and
activity recognition. Most prior work in the field can be cate-
gorized into one of the following: sensor selection and hierar-
chical sensing mechanisms, stochastic approaches such as
Markov Decision Processes, or adaptive duty cycles and sam-
pling frequencies. These are further detailed below.

2.1 Sensor Selection and Hierarchical Sensing
There has been extensive research to select a minimum
required number of sensors. In [8], the authors present an
Energy Efficient Mobile Sensing System (EEMSS) which is a
context-aware monitoring system that explores hierarchical
sensor management by powering only a minimum set of
embedded sensors. It combines sensor readings from an
accelerometer, WiFi, GPS, and a microphone to detect the
user’s state. However, fixed duty cycles are assigned to
active sensors. In our previous study [15], we use energy,
accuracy, and context metrics to propose a sensor selection
procedure. The algorithm chooses the sensor that guaran-
tees the least acceptable accuracy while consuming the min-
imum energy possible. We apply our algorithm to location-
based services. Wang et al. [16] trade-off energy efficiency
and classification performance in two sensor schemes: off-
node where the accelerometer acts as a data collector and
sends its raw data to base station and on-node where it acts
as a context classifier.

In [9], the authors present SeeMon which uses hierarchical
sensor mechanism. It focuses on detecting accurate context
by monitoring the feature data; thus avoiding extra compu-
tational energy needed to recognize the exact context. The
solution does not provide answers for all types of contexts.
Similarly, in [17], the authors propose the term suppression
which uses less power consuming location sensors instead of
GPS (which is energy hungry) when the user’s location is
static. In [18], sensors are selected based on their accuracies
in recognizing user’s activity during training the system.
They incrementally select sensors using five body-mounted
accelerometers to accurately estimate the human activity. In
contrast to the above existing works, our work focuses on the
sensing behavior of each selected sensor.

2.2 Stochastic Approaches

Recently, stochastic principles have been introduced to
select appropriate sensors and their duty cycles. Markov
Decision Process (MDP) frameworks have been used to
schedule sensors based on the current state of the user [11],
[19]. This statistical approach uses transition probabilities
from one state to another to determine the optimal sensor
sampling policy assuming a Markovian user state process
and knowing the true system state. In addition, Thiagarajan
et al. [20] use a Hidden Markov Model (HMM) to estimate
the user’s location. The authors develop an energy-efficient
location tracking system which uses regularity in location
patterns to avoid activating sensors when a user follows
previously observed patterns. In [21], the authors propose
an inhomogeneous framework based on Hidden Markov
Model. Their model either recognizes or estimates the user’s
states when power optimization is considered. This frame-
work focuses on Human Activity Recognition (HAR) and
examines the trade-off between accuracy in contextual infer-
ence and required energy consumption caused by process-
ing. Jigsaw [10] is another similar system which balances
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Fig. 1. The general work flow of the proposed method.

the performance needs of an application and resource
demands by learning an adaptive sampling schedule using
a Markov Decision Process. It uses sensor specific pipelines
that have been designed to cope with individual challenges
experienced by each sensor. It uses learning techniques and
drives the duty cycle taking into account the activity of the
user, energy budget, and duration over which the applica-
tion needs to operate. However, Markov models assume
predetermined systems which know in advance the true
user’s state which might turn out to be a wrong assumption.
In addition, user state transitions in real data traces are not
strictly Markovian [11]. These methods focus on one state;
on the other hand, our approach aims at detecting the con-
textual change from one state to another.

2.3 Adaptive Duty Cycles and Sampling
Frequencies

Other methods optimize sensors” sampling frequencies to
minimize energy consumption [22]. In our previous work
[23], we propose an entropy-based optimized energy-
accuracy activity-dependent sensing algorithm for recogniz-
ing human physical activity. We mathematically prove that
entropy is directly proportional to accuracy. In Kobe frame-
work [24], the authors trade-off three criteria which are
energy, latency and accuracy for classification. Kobe gener-
ates optimized inference pipelines depending on the training
data it obtains from developers and decides accordingly
whether to perform inference pipelines locally or remotely.
In A3R [25], the authors adapt the sampling frequencies and
the classification features according to the current activity of
the user to reduce energy consumption. A3R considers a
desired minimum level of classification accuracy, then it uses
a heuristic algorithm to find the optimal sampling frequency
which gives the highest fraction of accuracy compared to
energy. AdaSense [26] also uses genetic programming to con-
trol body sensor sampling frequencies while meeting a user-
specified accuracy to trade-off energy and accuracy. In [27],
Rachuri et al. use a learning technique to control the sam-
pling rate of the sensors. Their decision whether to sense or
not is based on the probability of sensing. The idea is that
when a sensor expends some energy in sensing and it results
in capturing an event of interest then it is considered as a suc-
cess, otherwise as a failure. The probability of sensing from a
sensor is dynamically adjusted according to their previous
successes and failures. Those approaches trade-off energy
and accuracy to obtain the current contextual state, and some

TABLE 1
Table of Parameters
Groups Parameter Description
State-based 5 Particular state out of J total states
parameters T; Time duration spent in s;
Tj Time limit of s;
8; Sampling interval between time
instants
Nj Number of time instants
D) Probability of state switch
h;j Probability’s decaying rate
M Mean time spent in state s;
oj Standard deviation of spent in state s;
55; Output sensing schedule for state s;
Time-based t; Time instant
parameters a; Decision action: 1 for “sense” and
0 for “not sense”
At; Time instants accumulated
since last sense
Weighting ® Pareto weighting factor
parameters o Energy-delay weighting factor
B Energy-delay weighting factor
Output D Output delay
parameters E Output energy

can also be used to detect change in state; however, they
don’t focus on rapidly detecting the critical transition
between one state and another with minimal delay.

2.4 \Viterbi Approaches

Typically, Viterbi algorithm [28] is used to find the most
probable path of hidden states in Hidden Markov Models
used for modeling sequences. In [29], the authors use the
Viterbi decoder to extract the sequence of user’s locations
which are hidden from sequence of observations derived
from the signal measurements. In our proposed approach,
we define customized reward functions in terms of optimi-
zation criteria which depend on the sensing action and the
current state. The goal is then to find the optimal sensing
schedule that maximizes the cumulative rewards.

3 SyYSTEM MODEL AND COMPONENTS

The general work flow of the proposed method is shown in
Fig. 1 for each required context; and the parameters used in
VCAMS are listed in Table 1. There are two modes in the
solution. The learning mode aims at determining the sensing
schedule to be used in association with a given user and a
given context. This mode is shown in the upper part of Fig. 1.
The inputs to the learning mode of the system are: 1) the user
model which captures a transition model from historical
behavior of the user such as the probabilities of transition
p;(t;) from state s; to another at any time instant ¢;, and can
also include the statistics of the time duration 7 spent in a
specific state s; and 2) the performance metrics: energy and
delay which are used to define rewards in the customized
Viterbi algorithm. The learning part of the system generates
a user-specific lookup table (LUT) capturing which sensing
schedule should be used for each state. The second part of
the solution reflects the execution mode shown in the lower
part of Fig. 1. The execution mode of the system includes
integration with a context recognition application. It takes
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Fig. 2. A unified model for user context and smartphone sensing: Real model reflects the real state change, user model defines the derived system
parameters needed for the algorithm, the Viterbi trellis shows the evolution of the algorithm, and the sensing schedule presents the instants at which

sensing should be triggered.

the LUT as input, and chooses the corresponding sensing
schedule for the previously detected user’s state.

The proposed system starts by developing the initial user
model based on the user’s historical behavior. The VCAMS
learning process requires two steps shown in the “Viterbi
Learning Algorithm” box in the figure. The first step is to
compute the expected customized rewards to estimate the
gain for every combination of state and sensing decision at
each time instant. This step is described more in Algorithm 1
in Section 4.3. The second step is to run the customized
Viterbi algorithm to maximize those rewards and derive the
optimized sensing schedules, and this step is presented in
Algorithm 2 in Section 4.3. The learning of the sensing sched-
ule is done offline, and the derived sensing schedules are
saved in a LUT where each state s; has its specific sensing
schedule ss; where 1 < j < J. In the execution mode, the sys-
tem applies these schedules in real-time by inputting the
LUT to the online context recognition application which trig-
gers the specific sensor to extract features and recognize the
current state of the user. The two-step learning mode is exe-
cuted on occasions when the statistics of the user’s behavior
change significantly based on our proposed VCAMS trigger
strategy as described below in Section 4.4.

In terms of its flexibility, VCAMS is generic where it can
deal with any number of activities. VCAMS can add new
states if it is available in the training dataset. Futhermore,
VCAMS’s framework accounts for an “unknown” state.
When an “unknown” state is encountered, the classification
algorithm will alert VCAMS that the current state is an
unknown state which does not have a specific sensing
schedule. The lookup table in VCAMS accounts for an
unknown state denoted by s,. It triggers continuous sensing
until a change is detected into a state which is recognized
by VCAMS. When the system has collected enough training
data about the “unknown” state, VCAMS can be updated
since it is scalable.

3.1 The Sensing Schedule

The problem is to devise an efficient algorithm for an appli-
cation to detect a critical change in the contextual state of a
user. For example, the user can be using an ECG-based
health application that needs to discover any sudden change
in the user’s state from normal heart activity to risky heart
beat. As shown in Fig. 2, at each time instant ¢;, we want to

decide whether to trigger the sensor (action a; = 1) or not
(action a; = 0). The real model axis in Fig. 2 reflects that the
person stays in state s; for time duration 77, then transits to a
different state s;. Energy is impacted by the number of times
sensing mechanism takes place. Energy is reduced with
infrequent sensing, and delay is reduced with more frequent
sensing. As a result energy and delay provide conflicting
requirements on device usage. Hence, the objective is to find
optimized choice of when to trigger the sensing mechanism.
Triggering the sensor allows detecting whether the user has
changed the state. If the state has not changed, then no sens-
ing is needed. As a result, ideally, we do not want to sense
until the exact moment of state change. Any early sensing
will cause wasted device energy; on the other hand, waiting
too long to sense may cause miss and delay in the detection
of the state change in the context being monitored. Our goal
is to detect this transition as soon as possible while minimiz-
ing the amount of consumed energy.

A unified model for user context and phone sensing trig-
ger points is shown in Fig. 2. The user model is based on
the user’s historical behavior. It provides the following
parameters:

e Tjis intended to estimate the time duration the user
spends in context s;. As a result, it is used to repre-
sent the time limit of state s; before the model trig-
gers continuous sensing. 7} is chosen based on the
historical distribution of the time spent 7} in each
state s;. For example, Tl is the time limit for state s;.
If ) < T, then no delay will be incurred in detecting
state change from s; since we assume continuous
sensing after Ty; however, if T} > Tj, there might be
delay depending on the sensing decision.The choice
of T} will be further described in Section 3.3.

e p;(t;) is the survival probability at time instant ¢; that
the context will stay in the same detected state s; at
this time instant. It is presented in more details in
Section 3.2.

e §; represents the sampling interval between time
instants where decisions are made to sense or not.
The choice of §; is further described in Section 3.4.

e N, is the number of time instants over the duration
Tj at which decisions will take place.
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The optimized sensing schedule is the output of the pro-
posed Viterbi-based algorithm whose trellis is shown in
Fig. 2. In the figure, R() is a probabilistic reward function
comprehending the rewards when state changes and the
rewards when state does not change. The goal is to find the
sensing schedule which consists of an optimized sequence of
actions a; at each time instant ¢; by looking forward over the
time duration T and maximizing the cumulative rewards,
where the rewards comprehend the trade-off between energy
and delay. This problem can be mathematically formulated
to maximize the total probabilistic rewards as follows:

N;
arg maxZR i1, Ativ,ti). @

a;;1=1...Nj

Mathematically, R(a;1, At;11,t;) represents the probabilistic
reward of having action a;,; as the next action at ¢;;. As for
a;+1, it represents the decision action: 1 for “sense” and 0 for
“not sense”. At; . is the time instants accumulated since the
last sense was triggered till time instant ¢; ;. At;;; plays an
important role in determining the incurred delay. At;;
depends on the current action at time instant ¢; as follows:

if at ¢;, action a; =1
if at ¢;, action a; =0°

L,
Atipg = { (At) + 1, (2)
At; . resets to 1 when the action at time instant ¢; is “sense”;
on the other hand, At;;; accumulates when no sensing is
triggered at time instant ¢;.

Each node to node link in the trellis has its own reward
R() which is a function of the next action a;;;, the accumu-
lated delay up to t¢;41, and the current time instant ¢;. In
addition, these reward functions need to comprehend
energy and delays as will be described in Section 4.2. The
trellis path that maximizes the probabilistic rewards is cho-
sen. An example illustration is shown in bold lines on the
trellis. The corresponding sensing schedule in the figure
shows the optimized output sensing schedule where each
impulsive arrow represents a trigger decision.

3.2 Survival Probability p;(¢;)

The survival probability p;(t;) represents the probability
that the user will survive in state s; for the current time
instant ¢;. In other words, it is the probability that the user
will not transit to another state at this time instant. This
probability is captured in the user model, and it depends on
the previous historical behavior of the user and on the time
limit that the user spends before transiting and changing
current state. Therefore, this probability decreases with
time where the highest probability lies at the instant when
the state is first recognized and the lowest survival probabil-
ity of the state s; lies at the end of 7).

We used survival analysis [30], [31] to derive this probabil-
ity. The duration until a state change happens is modeled as a
random variable. The survival probability p;(t;) represents
the probability that no change has occurred up to the current
time instant ¢;. The exponential distribution is one of the
most used survivor functions and it gives a good fit which
matches the context more than any other distribution [30]

pi(ti) = e, (3)

where h; is the exponential decaying rate that depends on
the tlrne limit 7} of state s; and h; is set such that the

survival probability at ty; is around 0.001 as exponential
cannot reach 0.

3.3 Choice of Time Limit 7}

T represents the time limit at whrch continuous sensing is
trlggered It is based on the estimated time spent by the user
in context s;. From the user’s past behavior, the time spent
by the user in the s;th state can be considered as a random
variable T}, with mean y; and a standard deviation o;. These
time properties are learned from previous behaviors, and
they are updated dynamically whenever state s; is encoun-
tered. Typlcally, the choice of T} should not fall below
(uj — 3 - o)) since most of the time, the actual time 7 is above
these values. The choice of a low 7} will cause h1gh energy

consumption. On the other hand, TJ should also not exceed
(uj+3-0;) because delaying continuous sensing beyond
(u;+3-0;) would incur higher delays. Hence, the choice

of T] reflects a trade-off. Choosing TJ < u; causes more
energy due to continuous sensing and does not provide
opportunity for the algorithm to make intelligent decisions
in the more frequent cases around the mean ;. On the other
hand, choosing 7; > ; minimizes energy but leads to more
delay, and also provides the algorithm the opportunity to
make efficient decision in the more frequent cases around
the mean u ; ;- Hence, T is chosen to be greater than - This
choice allows V1terb1—based method to minimize delay.

3.4 Choice of Sampling Interval §;

In the user model shown in Fig. 2, §; represents the sam-
pling interval between time instants ¢; and t;;, at which our
optimized sensing strategy checks whether to trigger sens-
ing or not. When the model decides not to sense, the risk of
delay in sensing a contextual state change increases. The
time delay D, is proportional to the sampling interval §;
and the number of delay intervals D. D is measured as
number of instants between the time instant when context
change actually happened and the instant when the follow-
ing sensing decision happened. Hence, the time delay D; is
measured in seconds as follows:

D, =D-3. @)

Increasing §; increases D;. However, decreasing §; increases
the frequency Nj, described in Section 3.1, at wh1ch sensing
decisions need to be made; thus, more computational time
and energy. As a result, the choice of §; provides a trade-off
between energy and delay, consistent with the overall objec-
tive of the optimization model in (1). As a result, we choose
to set the value of §; to the minimum possible §; . based on
the sensor requlrements 8, 18 composed of the duration
required to capture the raw data needed for one feature
plus the duration needed to compute this feature; hence, it
is sensor-dependent. For example, sensors can be divided
into two categories based on their sensing behavior [22].
The first category includes sensors, such as accelerometer
and microphone, that require a command from the system
to turn on and start collecting samples and another com-
mand to turn it off and stop acquiring data. The second cate-
gory includes sensors, such as GPS and WiFi, which are
based on their own protocols to operate. These sensors need
a command from the system to turn on; however, they turn
into idle mode automatically by themselves after attaining
the required data and finishing their tasks. In both cases,
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there is a minimum sampling interval §; . based on the
specifications of each sensor. Furthermore, the acceptable
8. 18 relative to the time spent in a state; therefore, it is
state-dependent. For example, the location of a user driving
changes more frequently than the location of a user attend-
ing a meeting. In Section 5, we will consider the single state
of a user during a meeting detected using WiFi hotspot cov-
erage. We choose §; . based on the sensor requirements
and state restrictions and delegate the energy-delay trade-
off to the proposed Viterbi solution described in Section 4.

4 THE PROPOSED VITERBI-BASED METHOD

This section presents the proposed learning method for
the Viterbi-based algorithm with trade-off between energy
and delay for context recognition using smart sensors.
It describes the Viterbi trellis with its components as was
shown in Fig. 2. The Viterbi algorithm is commonly used to
find the most likely sequence of states that maximizes
the posteriori probability of a process. In this section, we
describe our method when one sensor is considered; how-
ever, it can be generalized to multiple sensors. Section 4.1
gives a background about Viterbi algorithm. Section 4.2
presents the reward functions defined in terms of energy
and delay factors, and Section 4.3 describes the steps to solve
the energy-delay trade-off using Viterbi-based algorithm.

4.1 Viterbi Algorithm Background

Viterbi algorithm [28] is applied as a dynamic programming
algorithm for an optimization problem that needs to maxi-
mize a statistical utility function. For example, it is used as
an efficient method of estimating a sequence of hidden states
in Hidden Markov Models [32], [33]. Viterbi algorithm is
also used to find the shortest path through a weighted graph.
It is widely used in communication as a decoding algorithm
for data encoded with convolutional encoding in digital data
transmission [34], [35]. It aims at recognizing data errors
caused by communication channels and correcting them.
Although Viterbi was initially introduced in 1967 [36], it is
still used in various fields as a dynamic programming algo-
rithm which finds the most likely sequence of hidden states.
It is recently being used in emerging concepts and domains
ranging from communications [37] to target tracking [38],
and even biomedical engineering [39], [40] .Viterbi has been
shown to be optimal for estimating the state sequence of a
finite state process [28]. Hence, Viterbi can be applied to any
dynamic problem with finite states. In our case, the Viterbi
states are the sensing decisions which are two: “sense” or
“not sense”. Our problem deals with real dynamic time lim-
its where some sensing decisions might be taken over long
periods of time; hence, Viterbi provides a reduction in
computational complexity by using recursion and saving
only the most likely path leading to each state [36].

Viterbi algorithm is described using two diagrams. The
first diagram is the trellis diagram shown in Fig. 2 which rep-
resents a graph of a finite set of nodes connected using edges
that define the possible transitions between nodes at discrete
time intervals. Each edge has its probabilistic reward func-
tion R(). The nodes in the trellis represent the decision where
the upper node represents “sensing” decision and the lower
node represents “not sensing” decision. The probabilistic
state of the user is thus not illustrated in the trellis. Hence,
we need the second diagram which is the state diagram
shown in Fig. 3. It defines the instantaneous rewards of the
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Fig. 3. State and reward diagram.

transitions between nodes based on the state of the user. The
nodes in the state diagram represent the two states s; and s;.
The links between the nodes are the instantaneous rewards
r() that depend on whether the state has survived as s; or
transited into s; on time instant ¢;;,. The Viterbi algorithm
uses a set of metrics (costs or rewards) to compare the costs
of the various paths through the trellis and then decide the
path that maximizes the problem-specific utility function.
We define those metrics for our problem in Section 4.2.

The general Viterbi algorithm works as follows. First,
the algorithm looks at each node at time ¢;., and for all the
transitions from ¢; that lead into that node, it chooses the
path with the greatest metric, and it discards the other tran-
sitions into that node. The algorithm does the same process
for all the trellis nodes starting from time ¢; by moving
forward to time ¢,;; and repeating the process. When the
algorithm reaches the end of the trellis (t; = tx)), it evaluates
the metrics for the different paths that lead to the end and
outputs the path with the highest cumulative reward metric
R() as presented in (1).

4.2 Rewards

In dynamic programming algorithms, metrics need to be
defined to represent the utility associated with each transi-
tion between nodes. The metrics used in our proposed
Viterbi-based algorithm are defined as R(a;:+1,Ati11,t;) as
shown in the trellis in Fig. 2. Each edge in the figure holds a
defined metric R(). The true state of the user is not known
unless a sensing mechanism is triggered; therefore, each R()
metric is a probabilistic combination of two instantaneous
reward functions. At each time instant ¢;, there is a probabil-
ity p;(t;) of remaining in state s; and a probability 1 — p;(t;)
of transitioning into another state s;. Therefore, the metric
R() is to be computed with probabilities depending on the
action considered at each time step. Hence, for each action
(sense or don’t sense) there are two instantaneous rewards
r(): the first one r(sj,a;41,At;11) representing the reward
assuming a state change has happened and the other one
r(sj, @41, At;41) assuming the monitored context is still in
the same state s;. The reward R() for each action a; becomes:

R(aj1, Atiy,ti) = Eq[r(s, aiv1, Atig)]

= pj(ti) - 7(sj, aiv1, Atia) + (1 = p;(t:)) - (85, aiv1, Atiga),

(5)
where Ej is the expectation over states s; and s;.

The decision of when to sense depends on the survival
probability and the cumulative delay. Intuitively, as the sur-
vival probability decreases with time; that is the probability
of changing the state of the monitored context increases, we
should sense more frequently. In addition, as the risk of
accumulated delay increases, sensing mechanism becomes
more necessary. Sensing more frequently guarantees lower
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TABLE 2
Energy, Delay, and Recognition Components

state = s; state = s;

energy delay recognition energy  delay  recognition
action = sense -1 0 0 -1 —(a-Atiy1) (B/Ati1)
action =don’tsense 0 0 0 0 —(a-Atiy) 0

delays but causes more energy consumption. Thus, energy
and delay criteria are represented in rewards r() to define
the metrics of each transition in the Viterbi trellis. Table 2
shows how we divide the metric into three components: the
energy component which represents the cost of sensing
when triggered, the delay component which accumulates
since the last time instant when sensing was triggered, and
the recognition component which defines the reward of rec-
ognizing a state transition. Each instantaneous reward 7()
has an energy, delay, and recognition component.

Energy and delay are measured in terms of time instants.
Delay is computed as the number of time instants skipped
before detecting a state transition, and energy is computed
as the number of time instants at which sensing is triggered.
Therefore, energy costs either 0 when no sensing is triggered
or -1 when sensing is triggered. Let & and g be energy-delay
weighting factors. At;; is used in defining the delay compo-
nent since the actual delay time is not known as the true state
of the user cannot be revealed unless sensing is triggered. «
is used in the delay component. It varies the effect of At;; on
sensing decision. Increasing « would increase the negative
effect of incurred delay; thus, as « increases, sensing is trig-
gered more frequently to avoid excessive delay. On the other
hand, g affects the recognition component where VCAMS
system gains more reward when § increases; thus, increasing
B also leads to more sensing. Therefore, increasing « and B
causes more sensing; thus more energy and less delay.

The choice of those weighting factors is application-depen-
dent. For example, if the application is health-related with crit-
ical context being monitored, « and g should be chosen such
that delay is minimized. Another factor that affects the choice
of the weighting factors is the phone status. For example, if
the phone battery is low, « and g should be chosen to mini-
mize energy consumption; and thus sense less frequently.

4.2.1 Pareto Optimal («, B)

Sensing more frequently causes more energy but decreases
the delay values; hence, there is a trade-off between energy
and delay. Thus, finding the best («, ) combination is a
multi-objective optimization problem which requires an
optimal Pareto solution. Pareto solutions find points which
are acceptable by both objectives. The optimal (e, 8) combi-
nation is the one which provides a balance between the
incurred delay values and the total consumed sensing
energy. Several approximation methods are proposed and
used to identify the most desirable Pareto points [41]. The
most common approach is an approximation method based
on scalarization which combines the multiple objectives
into one single-objective function using weighted-sum [42]

miﬁn w-M+(l—w)~

(6)

where 0 < @ < 1 is the weighting factor, E is the energy
function, D is the delay. E, is the maximum energy and
Diax is the maximum delay, and are used to normalize the
energy and delay as shown in (6). The set of solutions, called
non-dominated solutions, which provide a balance between
the different objectives, can be generated by varying the
weight w in (6) [43]. Since « and B are varied to balance the
different objectives, w can be set arbitrarily. We choose to
set w to 0.5; thus giving equal weight for both energy and
delay components in (6). It is worth noting that . is pro-
portional to the time limit 7} at which decisions take place.
In addition, the maximum delay Dmax that can occur is 7
which represents the case when sensing schedule decides to
sense only at 7}. Therefore, if we change the time limit for
the same choices of Pareto optimal o and 8, we will keep the
same equal proportion of energy and delay. By normalizing
the energy and delay values, we avoid re-computing the
Pareto optimal («, 8) combination again each time a state is
encountered in real-time.

4.2.2 Instantaneous Rewards

As shown in Table 2, there are four combinations of actions
and states; therefore, there are four instantaneous rewards
r() as shown in Fig. 3. The dashed lines in the figure repre-
sent the rewards when the action is not to sense. The instan-
taneous reward r() depends on the current state of the user,
the decision taken whether to sense or not at each instanta-
neous time instant, and the time elapsed since the last
sensing mechanism At;;. For each state and action combi-
nation, the corresponding reward is obtained by summing
up the corresponding energy, delay, and recognition com-
ponents as follows:

1)  When the state is still in the same state s; and the
action is to sense a; =1 at the corresponding time
instant, there is an energy cost

7"(8‘7', 1, Ati+1) =-—1. (7)

2)  When the state is still in the same state s; and the
action is not to sense a; = 0, there are neither energy
nor delay rewards

T(Sj,O,AtH,l) =0. (8)

3)  When the state has changed to 5; and the action is to
sense a; = 1, there is an energy cost and a negative
delay cost which is directly proportional to o and
At; 1. In addition, there is a positive recognition
reward for the correct decision but this reward is
inversely proportional to At;;;. As § increases, delay
is given a higher weight thus emphasizing more
sensing

7(85, L, Ati1) = =1 — (o - Atig1) + B/Atiys. 9)
4)  When the state has changed to s; and still the action

is not to sense a; = 0, there is negative delay

7(55,0,Atisr) = —(a - Atipq). (10)
4.3 Viterbi-Based Algorithm for Optimized Sensing
Schedule

This section presents the Viterbi learning algorithms that out-
ut the sensing schedule. Our proposed algorithm is adaptive
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Use optimized sensing schedule obtained by
proposed algorithm for state s;

i=i+1
Sense when a; = 1

| Use optimized sensing schedule for new state §;

Fig. 4. Viterbi-based algorithm resets when detecting new state.

to the state under consideration, where the optimized sensing
schedule depends on the state being monitored. Each state s;
has its own time statistics such as the time limit spent in this
state is T If at any time instant sensing reveals a change in
state, a new optimized sensing schedule is started with new
state related rewards as shown in the Fig. 4.

Algorithm 1 describes how the time statistics for state s;
are computed and shows the steps to compute the rewards
R() which are the inputs for the Viterbi-based algorithm
described later in Algorithm 2. To derive the sensing sched-
ule, Algorithm 1 takes as input the whole collected historical
data of the user model that captures how much time the user
spends in particular contexts. Another input to the algorithm
is the energy-delay weighting factors « and g. The first step
in Algorithm 1 is to compute the mean p; and the standard
deviation o; from the historical data (line 1). Then, the time
limit 7} is chosen to be greater than the mean ; according to
Sectlon 3.3 while §; is chosen as the minimum §; _, based on
Section 3.4 (lines 2 and 3). The number of time instants IV at
which sensing decision should take place is derlved as
N; = T 3/8; (line 4). Survival probabilities are computed
based on (3), and instantaneous rewards and computed
based on Table 2 (lines 5 and 6). Finally, the rewards R() are
derived using p;(t;) and 7() as described in (5).

Algorithm 2 presents the pseudocode to learn the opti-
mized sensing schedule by searching for the best Viterbi
path that chooses the best action a; at each time instant ¢;.
The general Viterbi algorithm works as follows. At each
stept; =t totn, 1 (line 1), it computes the cost of the differ-
ent possible paths and keeps the path with the highest
reward for each node. There exists a path from each node at
t; to reach each node at ¢;,;. Let A be the total number of
nodes at each time instant which is A = 2 in our case. For
each node decision at t;;; representing either a;,; =0 or
ai+1 = 1 (line 2) there are two paths: one originates from
a; = 0 having R(a;+1,At; +1,¢;) and the other path origi-
nates from node a; = 1 having R(a;41,1,t;). For each node
decision a1, Viterbi algorithm keeps only one path leading
to this node which is the path with the highest cumulative
metric R() (line 3). This process is repeated for all time
instants until reaching ¢y, where the algorithm backtracks
back to the starting point to find the best path with the high-
est cumulative metric (line 6).

4.4 Triggering of VCAMS Learning Mode

Whenever a new sensing schedule is needed, the system
computes the expected rewards using a collected historical
dataset for the particular user (Algorithm 1) and runs the
Viterbi algorithm to maximize those rewards (Algorithm 2).
However, user’s behavior may change over time; therefore,
the sensing schedule must adapt to the new data available in
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real-time by running again the needed learning algorithms
and deriving new sensing schedules. To reduce computa-
tional overhead, the system should trigger the learning
mode for a new sensing schedule only when significant
behavioral changes happen. We assume that a behavior has
a measurable time length that characterizes it; therefore, a
significant behavioral change happens when the time span
spent in the state changes significantly from its typical value.

Algorithm 1. Computing the Time Statistics and the
Rewards for State s;

Input:

- Historical data of statistics in state s;

- Energy-delay weighting factors « and g
Output:

The rewards R(ajt1,Atit1,1;)

1: Compute the mean j; and the standard deviation o; for the
time duration 7} spent in state s;

: Choose time hmlt T > w; based on Section 3.3

Choose sampling interval §; = §; . based on Section 3.4

: Derive the number of time instants IV; = T /8

: Compute the survival probability p;(t;) for ti =t toty,

: Compute the instantaneous rewards r() for all time instants
based on Table 2

7: Derive the rewards R() using (5)

QU W

Algorithm 2. Choosing the Optimized Sensing Schedule

@;

Input:

- Rewards R(a;+1, Atit1,1;) (computed in Algorithm 2)
- Number of time instants N;

Output:

Best action a; for time instants t; = t; to ¢ N;

1: foreacht; =t to ;-1 do

2:  for each of the A nodes at t;; representing a;;1 =0to 1 do

3: Compare the values R(a;+1,1,t;) and R(ajy1,At; + 1,t;)
and keep the path to a;;; which maximizes the cumula-
tive reward R() up to time ¢;4,

4:  end for
5: end for
6: Choose the path with the highest Cumulatlve reward at

ti = tn; to solve (1): argmax,.;_;_y; 21 1 R(aiz, Aty ;)

Mathematically, to track the user’s behavior and quanti-
tatively explain what significant behavioral change means,
the system tracks the statistics associated with state s; which
include the mean value p; and the standard deviation o,
and constantly updates them as new measurements are cap-
tured in real-time. To quantify this relative change from the
typical norm, we measure the relative difference between
the new time spent and the typical average time spent ;.
If this normalized difference is more than 1, we assume that
there is a significant change in the behavior. Let’s denote
the new captured time duration spent in s; as v;. Behavioral
changes are assessed with every new measurement v; by
comparing it to the previously tracked historical average 1,

‘“’ il . When the deviation from

the average is less than o}, the prev1ously computed sensing
schedule for this state is not changed since v; would still be
within the bound of the time limit 7; = u; + o;. Behavioral

and assessing the ration « =
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Fig. 5. Strategy to decide when to trigger VCAMS’s learning mode
computations.

change is flagged as having significantly changed if « > 1.
When the system detects that a state s; has been flagged
three times, it triggers the learning mode to derive a new
sensing schedule ss;. Therefore, the rules that decide when
to trigger the learning mode form our proposed VCAMS
adaptive trigger strategy (VT).

The rules for triggering VCAMS’s learning mode are as
follows:

e « <1 (no change in behavior):

Update the time statistics.

e « > 1(change in behavior):

Update the time statistics.

Derive new sensing schedule after the behavior
is flagged as having significantly changed for
three times.

Fig. 5 shows a simulation of measurements v;, and indi-
cations of when learning modes are triggered. Without our
proposed rules (VT), the default mode is continuous trigger-
ing (CT) which triggers learning mode with every new mea-
surement. The x-axis represents the count of state events
that increments each time this specific state is encountered.
The y-axis represents the time measurement v; spent by the
user in the particular state. The horizontal line in the middle
of Fig. 5 shows the mean value u; while the dotted lines
illustrate the « =1 threshold of relative differences. The
instants at which VT updates the time statistics are illus-
trated by the red dots whereas the black squares indicate
the time instants at which VT triggers VCAMS's learning
mode to update the sensing schedule. The blue circles indi-
cate the time instants at which CT triggers the learning
mode. The figure illustrates the savings in overhead, where
12 of the 22 events are triggered for updates and only 4
events are triggered for learning.

4.5 Computational Complexity Analysis
We now comment on the overall computational complexity of
the proposed solution. We distinguish between the learning
mode and the execution mode. The learning mode runs off-
line once to derive Pareto parameters for the multi-objective
function and initialize the sensing schedules from historical
collected dataset, and it runs as needed with behavioral
changes to derive new sensing schedules. In the online execu-
tion mode, the system selects based on the current user’s state
the sensing schedule from the LUT; therefore, there are mini-
mal computations, and thus the complexity is low.

Pareto optimal parameters for the multi-objective func-
tion are derived once offline by repeating Viterbi P times
where P is the number of possible combinations for the

parameters « and B. While « and g are continuous variables
between 0 and 1, a finite search grid can be used without
loss of accuracy. In our experiments, we varied « and S
between 0 to 1 in steps of 0.1 (i.e., 11 values of « combined
with 11 values of g, leading to P = 121 different combina-
tions). The other parts of the learning mode (Algorithms 1
and 2) run offline using the derived Pareto points to initial-
ize the system and derive the sensing schedules using a
Viterbi algorithm based on historical data of the user model.

The feature extraction and context detection steps shown
in the execution mode in Fig. 1 depend on the classification
algorithm which is being used. In general, there is a trade-off
between the computational complexity and the accuracy of
classification algorithms. To improve the performance, we
can use an ensemble of classifiers rather than one classifier;
however, ensemble classification comes at the price of more
computational energy and complexity. VCAMS is generic
and any classification algorithm can be used along with
VCAMS depending on the application and the triggered sen-
sor. During execution mode, the system checks continuously
whether VCAMS's learning mode should be triggered based
on the rules set in VCAMS trigger strategy. When learning
mode is triggered online, the time statistics are updated as
described in Algorithm 1. These time statistics are algebraic
aggregation functions; therefore, they can be defined as a sca-
lar function of distributive computations [44], [45]. The
computational complexity of calculating each of the mean
and the standard deviation is low of order O(1) with updates.

When VT decides to update the sensing schedule online,
Algorithm 2 is triggered where the optimized sensing sched-
ule is derived by running Viterbi-based approach. A trellis
diagram shown in Fig. 2 is used to represent the optimal path
selection problem. Let us denote “A” as the number of dis-
tinct possible actions at each node. There are A paths that
reach each node in the trellis. Viterbi algorithm [28], [36]
reduces the computational complexity by using the recursion
where only the node with the highest cumulative reward sur-
vives. The time complexity of the Viterbi algorithm is then
O(N; - A*) where N; is the number of total time instants for
state s;, which has been shown to be smaller when compared
to alternative searching algorithms [46], [47].

5 EVALUATION USING A CONTEXT SIMULATOR

Several experiments were conducted with simulation to
test the efficiency of our proposed method. The optimized
VCAMS sensing schedule was benchmarked against con-
tinuous sensing and other state-of-the-art methods to show
energy and delay enhancements. We did two sets of
experiments. In the first set of experiments, we focused on
examining performance with two scenarios with one state
change. For one scenario, we used a simulator monitoring
one state assessed energy and delay. The second scenario
was an implementation on an Android device to reflect
real usage and estimate the computational costs. In the
second set of experiments covered in Section 6, we used
real data benchmark with multiple states in real-life situa-
tions. Furthermore, we conducted analysis for the different
parameters used in the algorithms. Different energy-delay
weighting factors («, ) combinations were studied to
investigate their effect on the trade-off between energy
consumption and delay. In addition, the effects of the sys-
tem parameters such as sampling interval §; and time limit
T; were investigated.
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5.1 Simulation Experiments’ Setup

We used the Siafu platform [48], which is an open-source
context simulator developed in Java. We used the office sce-
nario which is modeled based upon the typical behavior of
an employee where agents get to work in the morning,
work at their desks and attend meetings. To illustrate the
method, we chose the state “s; = AtMeeting” which repre-
sents meeting attendance detected using the range of WiFi
hotspots. We divided the data into two parts. The first part
was used as historical data for initial learning to develop
the user model where we obtain the time limit 7} for each
state/activity s; and the probability distribution of the time
spent in each state and develop the initial sensing schedule
for each state. The second part of the data was used for test-
ing in the execution mode to validate the efficiency of the
proposed algorithm in detecting state transitions. The time
statistics derived from historical data were mean time
w; = 100 min and standard deviation o; = 30 min. The aver-
age time of a single WiFi scan time is 10 sec; however, run-
ning a WiFi scan every 10 sec is too restrictive; therefore, we
chose to set the value of §; =1 min based on the sensor
requirements in addition to state and application restric-
tions as discussed in Section 3.4. As for the testing data, we
ran the simulator to generate 10,000 values of the actual
time T} spent in the meeting state. Energy and delay were
extracted for each of these 10,000 runs using evaluation
methods detailed in next Section 5.2, and then the average
values of energy and delay for these 10,000 runs were com-
puted. For the phone implementation of VCAMS, we
selected an Android-based HTC Desire which is equipped
with Octa-core 1.7 GHz processor.

5.2 Sensing Energy and Detection Delay Evaluation
The objective of VCAMS is to trade-off two factors: sensing
energy and delay. Hence, we should evaluate these two
criteria.

5.2.1 Sensing Energy in Terms of Sensing Schedule

Given the optimized sensing schedule which decides when
to trigger sensing, define k to be the number of times the sen-
sor is triggered from the time instant the system recognizes
being in state s; till it detects the transition into state §;. Each
sensor has its own power characteristics which lead to differ-
ent energy consumptions per trigger. Hence, rather than
specifying the sensor-specific Joules consumed each time the
sensor is triggered, we evaluated the general energy £ as the
number of time instants at which sensing is triggered. E can
be used for all sensors. We evaluated E as follows:

E=k. an

5.2.2 Delay Intervals in Terms of Sensing Schedule

As for the delay, it is the number of time instants between the
instant when context change actually happened and the
instant when the following sensing decision happened.
Assume ¢, to be the real transition time instant and ¢, be the
subsequent time instant when sensing occurred and state
transition is detected. Hence, the delay D can be computed as

D =t,—t,. (12)
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Fig. 6. VCAMS sensing schedule for different («, 8) combinations.

5.3 Effect of Energy-Delay Weighting Coefficients «
and 3

The normalized weighting factors o and f reflect the relative
effect of delay with respect to energy in each of the reward
functions presented in Equations (7), (8), (9), and (10). Vary-
ing these weighting factors affects the derived sensing sched-
ule. In this experiment, we took one standard deviation
above the mean to obtain the time limit 7} = 130 min before
continuous sensing is triggered.

Fig. 6 demonstrates VCAMS sensing schedule that was
obtained for different values of o and B. The figure shows
VCAMS decision at each time unit whether to sense or don’t
sense. For each subfigure, the upper axis represents the time
instants at which sensing is triggered, and the lower axis
represents the other time instants at which no sensing is
triggered. Therefore, the red dots mean “sensing” time
instants and the blue boxes illustrate the “no sensing”
instants. Fig. 6 illustrates four specific combinations of (e,
B). Figs. 6a, 6b, 6¢, and 6d capture («, B) = (0, 0), (0.7, 0.4),
(1, 1), and (2, 2) respectively. We chose those combinations
because they are extreme values for the weighting coeffi-
cients. It can be seen that as « and B increase, the system
approaches continuous sensing. Fig. 6a shows that when
a =0 and B =0, VCAMS decision is to sense only once
when t = 7. Therefore, the lower bound of @ and g cannot
go below 0. Fig. 6b presents the Pareto optimal behavior of
VCAMS that will be shown in Fig. 8. The duration of idle
times when no sensing is triggered decreases with time as ¢
approaches Tj. Fig. 6¢c shows the behavior of VCAMS when
both « and B are unity. The continuous sensing behavior
appears in this case. Fig. 6d shows that increasing « and
beyond 1 will lead to excessive continuous sensing behav-
ior; thus, we restrict @ and f to be less than 1 to avoid exces-
sive energy consumption. Therefore, we varied each of «
and B between 0 and 1.

Fig. 7 shows the effect on energy and delay for different
values of alpha and beta. We varied each of o and p between
0 and 1 in steps of 0.1 and for each combination, we gener-
ated 10,000 values of 7 and computed the energy and delay
for each. Then, the normalized average energy and delay
were computed. Fig. 7 shows the effect of varying « and S
on energy and delay. It can be seen that energy increases
with the increase of o and B. Delay decreases with the
increase of «, and it slightly decreases with the increase of .
Therefore, increasing « and B causes more sensing; thus
more energy and less delay. This result is consistent with
the discussion in Section 4.2.
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Fig. 7. Effect of different choices of « and g on energy (a) and delay (b).

To solve the trade-off between energy and delay, we
searched for the best (&, 8) combination which we solved by
finding a Pareto optimal point. Pareto point is the one accept-
able by both objectives where an improvement in energy
requires a degradation in delay and vice-versa. We used the
normalized averages of energy and delay by dividing each
of the two factors by its corresponding maximum value. A
Pareto optimal solution was derived to find the Pareto opti-
mal @ and g values as shown in Fig. 8. These values came out
to be « =0.7 and B =0.4. Therefore, for the remaining
experiments, we set o and B to their Pareto optimal values.
Fig. 8 shows the non-dominated points and the Pareto opti-
mal point illustrated as the star point which gives a balance
between the total energy consumed and the delay incurred.

5.4 Impact of False Positive in Context

Classification

When the system triggers sensing, the sensor collects raw
data which undergoes processing to recognize the state
using a classification algorithm which is characterized by an
average classification accuracy. In this section, we study the
impact of false positive and false negative events on the sys-
tem’s performance. A false positive occurs when the system
erroneously detects a context change, and a false negative
occurs when the system erroneously decides that the context
has not changed. We will refer to a false negative as FN and
the false positive as FP. The impacts of FN and FP are shown
in Fig. 9. If the system makes a FN, extra delay will be accu-
mulated until the system correctly detects that the state has
changed. During that period of time, the system will be in an
erroneous state period due to the FN. On the other hand, if
the system makes a FP for current state, the real state will be
lost and the error may accumulate until the system gets back
on the correct track. Such a false positive event causes
another kind of erroneous state period of time. We use the
term “undesired period” to refer to any period caused by a
false detection where the system is in an erroneous state.

Pareto optimal point

0.4

0.2 ! ! !

Fig. 8. Pareto effect.
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Fig. 9. False positives (FP) versus false negatives (FN).
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To analyze the tolerance of our proposed approach to false
positives and false negatives of triggered activities, we ran
VCAMS for the state “s; = AtMeeting” and we varied the clas-
sification accuracy between 50 and 100 percent. For each clas-
sification accuracy, we ran the simulator to generate 10,000
values of the actual time spent in a meeting state. The percent-
age of undesired periods was extracted for each of these
10,000 runs and then the average value was computed. The
results illustrated in Fig. 10 show that running VCAMS using
a more accurate classification algorithm leads to lower false
positives and accordingly to a lower percent of undesired
periods. VCAMS system’s performance is impacted linearly
with the accuracy of the classifier. From the figure we can see
that even when classification accuracy is at 100 percent, there
is still a small percentage of undesired periods. This is related
to the VCAMS sensing strategy to trade-off energy for delays.
Since even if the case of 100 percent context classifier accuracy,
VCAMS may still choose to delay sensing to save energy. To
eliminate any delay, VCAMS can switch to continuous sens-
ing, which is shown in the red curve, but such a strategy
would have higher energy cost.

To illustrate how classification accuracy can be improved
even for low accuracy classifier, we simulated VCAMS with
ensemble classification as a means to enhance classification
accuracy. Instead of collecting raw sensor data for one classifi-
cation, we introduced a sequence of three consecutive
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Fig. 11. Energy, delay, and computational time for different §;s.

classifications where the final decision uses a majority rule.
When a sensing decision is triggered by VCAMS, the classifier
requires three consecutive readings to feed the majority rule.
The figure shows that VCAMS with ensemble classifier
causes less percentage of undesired periods than that of both
VCAMS with one classifier and continuous sensing. It is
worth noting that while ensemble classification improves
overall performance, it comes at the price of more computa-
tional energy and complexity. For the remaining experiments,
we set the classification accuracy to a constant value such that
we can study the trade-off between energy and delay.

5.5 Effect of Sampling Interval §;

We described the choice of §; in Section 3.4. We chose to set
the value of §; to the minimum possible §; . based on the sen-
sor requlrements and state restrictions. §; . minimizes delay;
however, it still consumes more energy than higher values of
8; and it causes more computational time. In this experiment,
we set @ = 0.7 and B8 = 0.4 and we tried four different values
for §; to show its effect on energy, delay, and computational
time. For each value of §;, we ran the experiment again for
10000 times to compute the normalized averages of energy,
delay, and computational time. Their values were normalized
by dividing each of energy, delay and computational time by
its corresponding maximum value. Fig. 11 shows how the
choice of § affects energy, delay, and computational time val-
ues. As §; increases, energy and computational time decrease
while delay increases. In this experiment, we coincidently
noticed also that our choice of §; = 1 optimizes the energy-
delay trade-off. When §; increases from 1 to 4, normalized
units of energy decrease from 1 to 0.51 which is a 49 percent
improvement in energy’s behavior while normalized units of
delay increase from 0.05 to 1 which is a 95 percent degrada-
tion in delay’s behavior. On the other hand, normalized units
of computational time decrease from 1 to 0.2 which is almost
80 percent improvement. In our proposed approach, we are
trading-off energy and delay; thus, it can be concluded that
the proportional delay loss exceeds the proportional energy
gain when increasing §;. Therefore, taking §; to be the minimal
is justified.

Jmin

5.6 Effect of Time Limit 7

In Section 3.3, we chose T} such that it is greater than the
mean value u; to avoid excessive early continuous sensing.
For experimentation, we choose:

T;=pu;+y-oj, (13)

Fig. 12. Energy and delay for different choices of 7}s.

where y reflects the trade-off in energy versus delay. y
depends on the delay that the application is able to tolerate.
In this experiment, the system operated in its optimal condi-
tion where o = 0.7 and B = 0.4. §; was set to 1 according to
the discussion in the previous section. To study the effects of
varying y, simulations were conducted for different values
of y. The results are presented in Fig. 12. Energy and delay
values were normalized into units by dividing each by its
maximum value to obtain a range of {0,1}. Energy was
examined for all the cases considered. The flgure shows that
energy decreases as 7} increases. Delay in recognizing a state
change was also measured Increasing T causes more delay
since the sensor triggers around the average time are dis-
persed. Hence, we experimentally choose y such that the
delay is acceptable. When y increases from 1 to 2, normalized
units of energy decrease from 0.9 to 0.82 which is a 9 percent
improvement in energy’s behavior while normalized units
of delay increase from 0.63 to 0.89 which is a 32 percent deg-
radation in delay’s behavior. Hence, increasing y beyond
1leads to delay loss which exceeds the slight energy gains.

5.7 Choice of Probability Distribution p;(t;) and
Its Parameters

In Section 3.2, we chose p;(t;) to follow an exponential distri-
bution since it gives a good fit that matches the context
change. Furthermore, we set the state-based decaying hazard
rate h; shown in (3) such that the probability of survival
approaches 0 when the time approaches the time limit 7}. In
this section, we will perform supplementary experlmentatlon
to show the impact of exponential distribution versus other
more general distributions. In this experiment, the system
operated in its optimal condition where « = 0.7 and g = 0.4.
To study the effect of the different survival probability distri-
butions, we consider the general Weibull distribution [49]

pi(ts) = el ht, (14)
where ¢ is the shape parameter. Weibull distribution
reduces to the exponential distribution when § = 1. We con-
ducted simulations for different values of &, and the results
are presented in Fig. 13. We used the normalized averages
of energy and delay by dividing each of the two factors by
its corresponding maximum value. The figure shows that as
¢ decreases, energy decreases until it reaches the exponen-
tial distribution where £ =1 after which energy slightly
increases. As for delay, it increases as { decreases. We chose
the exponential distribution since it provides the lowest
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energy and the trade-off between energy and delay. How-
ever, VCAMS is generic and any distribution can be used
based on the data available and the context being detected.

We have also investigated the effect of changing the
decaying hazard function h; which is the instantaneous
probability that an event will occur at a specific time. In
exponential distribution, the decaying rate is constant over
time. We consider h;” to be the decaying rate that we used
throughout the simulations. We conducted simulations to
show the effect of faster decaying rates. We varied the
decaying rate between }-h;” and 2-h,". The results are
illustrated in Fig 14. The figure shows that taking the haz-
ard rate as h; gives the required balance since we are trad-
ing-off energy and delay.

5.8 Performance Analysis and Comparison

In this section, we first compare our work with existing simi-
lar work proposed by other researchers, then we experimen-
tally analyze the computational complexity of our algorithm.

5.8.1 VCAMS versus State-of-the-Art Sensing

Schedules

There are some existing sensing policies which researchers
have proposed [8], [19], [22], [27] whose goal is to detect con-
text in an energy efficient way. These proposed sensing
mechanisms aim at trading-off energy and accuracy of state
detection. Fig. 15 illustrates the differences in the kind of
problems these different methods try to solve versus our
work. While prior state-of-the-art works focus on optimizing
the accuracy of detecting the correct current state, we focus
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on optimizing the delay of transition detection between
states. Previous methods focus on one state and recognize it
accurately while minimizing the energy consumed, but can
also be used to detect change in state. On the other hand,
VCAMS aims at detecting with least delay the contextual
change from one state to another while optimizing energy.
To compare against these methods, we established continu-
ous sensing as baseline for all. For the other methods, we
reproduced their approaches with the aim of detecting state
change by setting their parameters as follows:

e Wang et al. propose EEMSS [8] which uses fixed
duty cycles; hence, it uses uniform periodic sensing.
Their method uniformly skips a number of time
units before triggering sensing. EEMSS triggers the
accelerometer to sense 6 sec followed by 10 sec of
sleep mode; thus, it is sensing 37.5 percent of the
time.

e Lu et al. present Jigsaw [10] which is a continuous
sensing engine. The authors use discrete-time Mar-
kov Decision Process to learn the optimal GPS duty
cycle. There are some constants which they did not
specify in their work; hence, we assumed the reward
adjustment coefficient to be 2 and the penalty if the
energy budget is depleted before the required dura-
tion to be -20 for comparison purposes.

e Chon et al. [19] present SmartDC which is a
prediction-based scheme that porposes adaptive
duty cycling to provide context while saving energy.
The authors use order-1 Markov predictor to predict
the time spent in a state; and they formulate the sens-
ing decision problem as a Markov decision process.
Through their experiments, they suggest setting the
energy budget to 10 percent; thus, we used the same
budget when reproducing their work.

e Yurur et al. [22] propose a sensing mechanism which
assigns adaptive duty cycles and sampling frequen-
cies for accelerometer to infer human activity. They
propose a novel additive increase additive decrease
(AIAD) approach which decreases the duty cycle hen
the user’s state is stable. The authors propose two
methods to adjust the duty cycle; however, we com-
pare VCAMS with the first method they propose since
it outperforms the second method.

e As for Rachuri et al. [27], their system uses a learning
technique to control the sampling rate of the sensors.
They classify sensing actions into either success if
detecting an unmissable event or failure if it is a miss-
able event. The technique updates the probability of
sensing based on the successes and failures. The
probability in their work has an «, as a weighting fac-
tor where energy and accuracy decrease as «,

increases. Through their exPeriments, they specify
ore. Restrictions apply.
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a, = 0.5; thus, we used the same value when repro-
ducing their work.

We examined the average energy and delay values for
each of the proposed methods. The simulation ran 10,000
times for each method to find the average energy and delay,
then the metrics were normalized. The largest energy of all
methods was used as base for energy normalization, and
the largest delay of all methods was used to normalize
delays and obtain values between 0 and 1. There were three
types of comparisons that were conducted against VCAMS:
The baseline case of continuous sensing, previous methods
by considering both energy and delay, and best of previous
methods when considering energy alone or delay alone.
The results are summarized in Fig. 16. When comparing to
continuous sensing, the delay is assumed to be zero for con-
tinuous sensing. VCAMS incurs delay, but has significant
energy reduction of 78 percent.

When comparing to previous state-of-the-art methods,
the results show that VCAMS gives a balance between
energy and delay. It does not provide the lowest energy or
the lowest delay of all methods; however, it provides the
best trade-off of the two metrics (energy and delay) com-
bined. Although Rachuri et al. (2012) system has energy less
than VCAMS, it has the highest delay which is not practical
for delay intolerant applications. On the other hand, the
work proposed by Yurur et al. (2013) has the lowest delay,
but it has higher energy since it applies continuous sensing
when the time approaches 7. As for Wang et al. (2009), Lu
et al. (2010) and Chon et al. (2014), they provide a trade-off
between energy and delay; however, they still result in
higher energy and delay than VCAMS.

To compare to best previous state-of-the-art methods con-
sidering energy or delay alone, VCAMS configuration had to
be adjusted to set similar conditions. We used Rachuri et al.
as reference for best energy and Yurur et al. as reference for
best delay. To compare with prior method with best energy,
VCAMS coefficients were set to « = 0.2 and g = 0.8. This
(o, f) combination gave similar delay performance of
VCAMS compared to [27]; however, the results in Fig. 17
show that VCAMS outperforms Rachuri’s system since it
minimizes the amount of energy consumed by 30 percent. To
compare with prior method with best delay, VCAMS coeffi-
cients were set to « =1 and B = 1. This combination of
weighting factors gave the maximum energy consumption
of VCAMS which is comparable to energy consumption of
Yurur’s proposed method. The results show that VCAMS
provides better delay performance than Yurur’s solution as
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shown in Fig. 17b. It's energy is comparable to Yurur’s pro-
posed method; however, it saves 75 percent of delay.

In summary, VCAMS outperforms all state-of-the-art
methods when considering the combined trade-off of energy
and delay. Furthermore, VCAMS can be configured (proper
choice of « and p) to achieve lowest possible delay, lowest
possible energy, or lowest possible trade-off combination.

5.8.2 Computational Power

To analyze the performance of our proposed approach on
real systems, and to also illustrate the computational costs of
VCAMS under realistic operational conditions, we imple-
mented VCAMS on an Android-based device which is HTC
Desire. The computational power consumed by the smart-
phone for executing the learning mode of VCAMS and
extracting the optimal sensing schedule was measured by
PowerTutor [50]. PowerTutor is an Android application that
displays the power consumed by major system components:
CPU, display, and network interfaces; and it displays the
power consumed by each component separately. We ran
VCAMS for the state “s; = AtMeeting”. The results summa-
rized in Table 3 show that running VCAMS to derive the
optimized sensing schedule consumes almost 0.8 percent of
the total CPU. In addition, the table shows that the computa-
tional power is almost 5 percent of the sensing overhead for
the cheapest sensor (accelerometer) which is rather negligi-
ble, and hence the computational energy can be ignored.

6 CASE STuDY WITH REAL ACTIVITY CONTEXT

Several experiments were conducted to test the efficiency
of VCAMS and demonstrate its effectiveness in real-life sit-
uations beyond simulation. The effects of different system
parameters including sampling interval §; were investigated.
In addition, experiments were conducted to validate the per-
formance of VCAMS and compare it with prior state-of-the-
art methods which were described in Section 5.8.

6.1 Setup

The real dataset was based on logs of Activities of Daily Liv-
ing (ADL) [51]. This dataset was collected in smart homes
for two users capturing the daily activities performed by
each user for 35 days in their own home. The activities
accompanied with their labels include sleeping (s;), toilet-
ing (s2), showering (s3), having breakfast (s4), grooming
(s5), spending spare time (s¢), leaving (s7), and having lunch
(sg). Data was divided into two parts: 1) historical data
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TABLE 3
Computational Power
Application Power (mW)
VCAMS 28
Accelerometer 551
System 3,400
TABLE 4
Time Properties of Activities
ACthIty 51 S92 53 54 S5 S6 ST S8
Mean 33,700.8 191.7 403.5 506.3 118.5 6,749.1 7,134.6 2,090.1

(sec) pu;

Standard 2,310.6 331.2 267.4 141.0 188.1 5,725.8 5,360.5 551.4
deviation

(sec) o

which was used in the learning mode to obtain the time
limit T of the user in each state/activity s; and the probabil-
ity dlstrlbuhon of the time spent in each state and 2) test
data which was used in the execution mode to validate the
efficiency of our proposed algorithm in detecting state tran-
sition. The derived Pareto-optimal values were o = 0.7 and
p = 0.4. As expected from Section 4.2, they turned out to be
the same as the simulation case since if we change the inter-
val for the same choices of « and $, we keep the same rela-
tive proportions of energy and delay. Therefore, there is no
need to re-compute the Pareto optimal (e, 8) combination
again each time a state is encountered.

Table 4 represents the mean p; and the standard devia-
tion o; of each state/activity s;. As expected, for real life
activities, the time properties differ between activities.
Some last longer than others, for example sleeping’s average
time was 9 hours; whereas toileting has an average of 3 min.
Some have less variations than others, which probably indi-
cates routine scheduled activities versus ad-hoc activities.

6.2 Applicability of VCAMS on Real Data Traces

The statistics (u; and o) of time spent in each state/activity
depended on the behavior of the user in a specific context. To
find the time limit 7} for each state s;, we set u; and o accord-
ing to Table 4. The tlme limit 7} for each state s; was set to the
mean of the time spent in the act1v1ty plus one standard devi-
ation. We chose to set the value of sampling interval
8; = 20 sec so that we use higher granularity than 1 min lim-
ited by the sensor requirements and speed of system. How-
ever, we also investigated the effect of using higher values of
8; on dynamic real data to compare with simulation results.
The experiments aimed at determining in real-time the
activity of the user, and then detecting changes in activities
while optimizing delay and energy consumption. We
implemented VCAMS for the 35 days data to monitor the
user’s activities and test the applicability of our method on

dynamic real data. We ran the algorithm on 2.7 GHz Intel
Core i5 processor machine. The delays in detecting transi-
tions between states were measured by taking the difference
between real transition time and time at which our system
detected the transition.

Fig. 18 shows part of the time line from the results of apply-
ing VCAMS's execution mode to two activities: sleeping (s;)
and spending spare time (sg). We focused on these two activi-
ties since they have different behaviors. Sleeping has a very
small standard deviation compared to its mean, while spend-
ing spare times has a standard deviation which is very high
compared to is mean time as shown in Table 4. In addition,
these two states can be easily illustrated and visualized on a
time line. The dot on the time line indicates the beginning of a
new activity. The arrow pointing downwards indicates the
true transition from s; and the arrow pointing upwards illus-
trates the time at Wthh VCAMS detects the transition from s;.
The time difference between the two arrows is the delay in
detection which we are trying to minimize while optimizing
energy consumed. According to the results, s; has delays 20
and 40 sec while s has delays of 60, 100 and 0 sec. However,
delay on average will not exceed 1 min for these two states as
shown in Fig. 19b. The average delay for sleeping is 15.7 sec
which is 0.04 percent of the mean time of s;. Whereas, the
average delay of s is 47 sec which is 0.7 percent of the mean
time. Both delays are considered acceptable compared to their
mean times. s has a higher delay since it has more variability
around the mean time as reflected by the standard deviation
value. Although some prior methods such as continuous
sensing and [22] will cause less delays, they will cause exces-
sive amounts of unnecessary energy.

Fig. 19 demonstrates the energy consumed, the delay
incurred and the computational time spent to compute each
activity. In addition, the figure shows the variation of energy,
delay and computational time versus §;. Fig. 19a shows the
number of times the sensor is triggered for the different activi-
ties which directly corresponds to the energy consumed since
energy is represented in our proposed approach as the num-
ber of times sensing is triggered as described in Section 5.2.
Energy increases as the mean of the activity increases. This is
due to VCAMS sensing times increasing when the mean time
w; increases. For instance, considering §; = 20 sec, sleeping
(s1) has a mean time of 33700.8 sec and an energy consump-
tion of 395.6 whereas toileting (s;) has mean time of 191.7 sec
and average energy of 4.7. Another observation is the consid-
erable decrease in energy compared to continuous sensing.
For example, the energy consumption for state s; when
VCAMS is used is 395.6; whereas, the energy consumption
when using continuous sensing for state s; would be 1,685.
Therefore, VCAMS saves up to 77 percent energy. Further-
more, increasing §; leads to less energy consumption in all
activities as the sensor in this case has fewer time units at
which it is triggered for a reading. This result confirms the
results of Section 5.5. Fig. 19b presents delay versus activity
for two values of §;. Delay varies between activities, and it
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Fig. 18. Dynamic real-time illustration of applying VCAMS to detecting transitions for s; and s activities.
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Fig. 19. Energy (a), delay (b), and computational time (c) for activities
considering two different §s.

reaches maximum of 84.6 sec for activity s, which has a stan-
dard deviation higher that its mean; hence, data is more dis-
persed. Delay decreases when minimizing §; as the intervals
between sensing become smaller, with higher chances of early
detection of state changes. Fig. 19¢ presents the computational
time spent in the learning mode of VCAMS for each activity
separately. Computational time varies between activities,
where activities with higher time limits require more compu-
tational times to obtain the best sensing schedule. In addition,
increasing §; leads to less computational time since the num-
ber of total time instants V; for state s; decreases. These
results validate Viterbi’s complexity analysis presented in
Section 4.5.

6.3 Comparison of VCAMS to Other Methods with
Real Data Traces

To compare the performance of VCAMS with other existing

approaches, we reran each prior state-of-the-art methods
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Fig. 20. Energy and delay for optimal VCAMS and prior state-of-the-art
sensing schedules for sleeping activity s;.

presented in Section 5.8. For fairness, we fixed §; = 20 sec for
all approaches. The overall energy and delay results for
activity s; are presented in Fig. 20. Although we focused on
one activity due to space limit, other activities have similar
analysis when comparing VCAMS to other prior methods.
Comparing VCAMS with continuous sensing shows almost
77 percent decrease in energy with a slight increase in delay
from 0 to 15.7 sec which is negligible compared to the mean
value of sleeping activity. Rachuri’s approach results in 16
percent decrease in energy compared to VCAMS, but it
causes 72 percent increase in delay. As for Wang et al. (2009),
Lu etal. (2010) and Chon et al. (2014) approaches, they result
in higher energy and delay than VCAMS. On the other hand,
Yurur’s approach gains on the delay side; however, it costs
63 percent more energy. In summary, when applied on real
data, the results were consistent with simulations, and
VCAMS outperformed other state-of-the-art methods.

6.4 Computational Complexity

To show the effectiveness of our proposed VCAMS trigger
strategy described in Section 4.4, we considered different
adaptive strategies and showed that VT is the best in terms
of the trade-off between energy, delay and computational
time. We considered the following strategies:

e WT “without any trigger”: In this case, the learning
mode is run offline only once to derive the sensing
schedule, and no further adaptation is applied.

e CT “continuous trigger”: In this case, the learning
mode runs online each time a new state is
encountered.

e ST “state-based trigger”: For this case, the learning
mode runs only during the longest state which can
be obtained from analyzing the historical data. The
system keeps track of all the behavioral changes
encountered in all states but it does not trigger the
learning mode except when the longest state is
encountered. Since we are monitoring the user’s
activities during the day, the longest continuous
state is sleeping which is s; during which most users
charge their devices.

e VT “VCAMS proposed selective triggering”: This
case implements the rules proposed in Section 4.4
to dynamically decide when to trigger VCAMS’s
learning mode.

The results are illustrated in Fig. 21, which shows the

normalized averages for sensing energy, delay, and
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Fig. 21. VCAMS trigger strategy and other strategies.

computational time that were obtained for each of the afore-
mentioned strategies. Our goal is to minimize energy and
delay while avoiding excessive computational complexity.
When comparing VT with other adaptive strategies, the
results show that VT gives the best performance in terms of
sensing energy consumed and delay in detecting a state
change. The figure shows that VT causes less energy and
delay than CT because CT adapts the sensing schedule con-
tinuously each time a state is encountered. For example,
while CT consumes 0.93 units of energy, VT consumes 0.92
which is slightly less. On the other hand, VT causes 0.87
units of delay while CT causes 0.945; therefore, CT updates
the sensing schedule continuously causing sometimes
higher time limit 7} for state s;; thus, causing more delay in
the upcoming encounters of this state. Regarding the
computational time, VT requires slightly more time than the
WT strategy and much less time than ST and CT strategies.
VT saves 87 percent from the computational time when
compared to CT by avoiding unnecessary computations.

7 CONCLUSION

In this paper, we have presented VCAMS: a Viterbi-based
Context Aware Mobile Sensing algorithm to trade-off energy
consumption and delay when detecting any contextual state
change. The method includes a system model for user context
and phone sensor parameters. The algorithm chooses an opti-
mized sensor scheduling which maximizes a set of rewards
according to Viterbi algorithm. The system has two modes:
learning mode and execution mode. In the learning mode,
the sensing schedules are initialized offline using a Vietrbi
algorithm. The learning mode is also triggered when VCAMS
has to update the sensing schedules when significant behav-
ioral changes are observed. In the execution mode, the
already learned sensing schedules are used to decide on sens-
ing triggers. We experimentally validated the proposed
system models, and showed that our proposed strategy out-
performs all state-of-the-art methods when considering the
combined trade-off of energy and delay. Results showed that
VCAMS saves up to 78 percent energy when compared to
continuous sensing. Future work includes evaluation of the
recommended method for health related applications.
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