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A B S T R A C T

The existing static cryptographic algorithms suffer from different performance and security challenges. These
limitations are attributed to their fixed structure, where the substitution and diffusion primitives maintain
the same values throughout the process. In this paper, we present a new framework of a dynamic binary
diffusion matrix with flexible dimensions (𝑛×𝑛). The proposed solution replaces the static diffusion primitives,
in existing symmetric and un-keyed cryptographic algorithms, with dynamic primitives. We define six different
dynamic and flexible binary diffusion forms, four that are invertible, and two that are non-invertible, and
hence, they could be used for different security services. However, using a single diffusion form does not always
guarantee the required cryptographic properties. To that effect, we propose a binary multiplication scheme
of a dynamic primary matrix and its transposed form, which yields the desired efficiency, and provides good
resistance against recent implementation attacks, yet without degrading the system performance. We conduct
security and performance analyses to validate the effectiveness of the proposed solution. The results confirm
the cryptographic performance in terms of the linear branch number and the number of fixed points. In this
context, the best-obtained branch number is 4 for 𝑛 = 8 and 5 for 𝑛 = 12 for the invertible forms, while for
the non-invertible ones, the best branch number is 3 for 𝑛 = 8 and 4 for 𝑛 = 12. Moreover, in terms of the
number of fixed points, the obtained numbers are very close to 0 for the invertible and non-invertible forms.
. Introduction

The security of any un-keyed or Symmetric Cryptographic Algo-
ithm (SCA) highly depends on the performance of its diffusion and
ubstitution primitives. The diffusion operation is essential for the
equired diffusion property and to achieve the avalanche effect. The
esign of a robust diffusion process has attracted the attention of many
ecurity researchers since block ciphers and coding schemes rely on an
nvertible diffusion layer, while a non-invertible one can be used for
tream ciphers, hash functions, key derivation functions, and Pseudo
andom-Number Generators (PRNG) [1]. Typically, the structure of
round function either follows that of the Substitution–Permutation
etworks (SPN) or the Feistel Networks (FN) [2].

The majority of existing SCA standards adopt the static structure
ince the proper selection of the substitution and diffusion layers en-
ures the maximum cryptographic performance against traditional at-
acks. Even though static substitution and diffusion layers have better
mmunity against traditional attacks, however, it is not the case when
t comes to emerging attacks such as physical attacks [3]. On the other
and, a dynamic SCA adopts a key-dependent structure where the
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substitution and diffusion layers are variable, and depend on a secret
key. An example of a dynamic SCA is the Blowfish technique [4], which
relates the construction of the substitution layers to the secret key. This
paper focuses on the design of the diffusion operation, which is a linear
transformation with a matrix representation, either over the binary
Galois Field 𝐺𝐹 (2) or using integers over 𝐺𝐹 (2𝑚), where 𝑚 represents
the precision (number of bits) of the matrix elements.

1.1. Related work

Different types of diffusion layers have been presented in the lit-
erature (see Table 3) such as the Maximum Distance Separable (MDS)
codes that were originally introduced in error-correcting codes. They
are called maximum distance separable because of the property where
any two codewords in the code have the maximum possible Hamming
distance, which is the number of bits in which they differ. This property
motivated cryptographers to use it to ensure strong diffusion, as in
the Advanced Encryption Standard (AES) [5], which uses it in the
MixColumns operation. The MDS matrix used in AES is a (4 × 4) matrix
vailable online 6 June 2023
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over the finite field 𝐺𝐹 (28). MDS is applied on a column of the input
ata and mixes its bits together in a way that helps to spread them
ut across the entire column, which provides diffusion at the column
evel, and in the avalanche effect in combination with the shift row
ermutation operation [5] after several rounds.

There is also the Binary Matrix (BM) approach, which has an
advantage over MDS since its implementation requires only XOR op-
erations while MDS (consumes more than 75% of AES execution time)
requires, in addition to XOR operations, 𝑥𝑡𝑖𝑚𝑒 function calls (or table
look-ups) [6].

Modern algorithms attempt to satisfy the diffusion property by
relying on a binary form such as Camellia [7] with a matrix size of
(8 × 8) and ARIA [8] with a size of (16 × 16). Both types of matrices
exhibit the maximum linear branch number (5 and 8, respectively),
and thus, they are known as Maximum Distance Binary Linear (MDBL)
codes [9]. To the best of our knowledge, all of the existing BM candi-
dates have a static nature [10]-[14], except for the ones presented in
ur previous work [15]. In [10], the authors presented a static method
o build a (16 × 16) binary matrix with a branch number equals to
. Then, they extended the previous work in [11] by defining a new
onstruction method for (32 × 32) BMs with a branch number equals
o 10. Recently, a similar approach was presented in [12] to build
8 × 8) and (16 × 16) static matrices with maximum branch numbers.

Additionally, other static BMs for lightweight block ciphers and hash
functions were investigated in [13,14]. However, invertible BMs cannot
be used in the design of hash functions due to the required one-way
property of a hash function. Hence, there is a need for the design of
non-invertible BMs.

Cryptographic algorithms can be separated into two groups depend-
ing on the underlying cryptographic primitives, static or dynamic:

1. Static primitives: They represent the majority of algorithms.
They have fixed substitution and diffusion primitives that are
selected based on their optimal cryptographic performance. The
selected S-box should ensure a minimal differential probability
(against differential attacks), and a minimal linear probability
(against linear attacks). In addition, these algorithms employ
static diffusion that features a high linear branch number and
a low number of fixed points. In terms of performance, static
cryptographic algorithms require multiple rounds to achieve the
desired cryptographic properties, which introduces overhead in
terms of delay and resources. This can be a hard challenge for
real-time applications and/or limited devices. Even though such
algorithms guard against analytic attacks, however, they are vul-
nerable to a set of implementation attacks such as side-channel
attacks, in addition to an expensive computational complexity
that might are not suitable for limited devices or real-time appli-
cations. Note that there is high computational overhead when in-
troducing a countermeasure against a side-channel attack, which
may not be practical.

2. Dynamic primitives: Following significant advancements in
cryptanalysis, the need for a new kind of cryptographic algo-
rithm has become imperative. These solutions must be
lightweight and guarantee a high level of security against both
current and advanced attacks (such as current cryptanalysis
and implementation techniques or future ones). In this work,
we argue and we prove that one possible solution is to rely
on dynamic cryptographic primitives [16], which are not fixed
primitives, but that are updated frequently, either per round,
per block, or per message. Note that dynamic primitives do not
typically offer the maximum required cryptographic properties
in terms of linear/differential probability and branch number,
against cryptanalysis as static ones, however, their importance
and usefulness stem from the fact that they are unknown and
variable compared to static public ones. This introduces a hard
challenge for attackers, who have to know which set of diffusion
2

and substitution primitives are used for the collected ciphertext.
It is important to emphasize that the dynamic cryptographic
approach does not lend itself to formal security proofs. Thus,
a heuristic study is required to show that the majority of the
produced cryptographic primitives (substitution and diffusion)
satisfy the desired cryptographic properties.

1.2. Problems and challenges

Existing symmetric cryptographic algorithms can resist the different
cryptanalysis techniques such as linear, differential, or brute force
attacks that try to exploit weaknesses at the algorithm level. However,
the hardware implementations of these ciphers, with their current
structure, are vulnerable to side-channel attacks. These attacks ex-
ploit the system’s physical properties or characteristics (such as power
consumption, electromagnetic radiation, or the emitted sound) that
are leaked from a device during its operation, rather than exploiting
a flaw in the system’s software or in the cryptographic algorithm.
Designers of symmetric ciphers need to incorporate appropriate coun-
termeasures at the algorithm level in addition to software and hardware
implementations to prevent these side-channel attacks.

The vulnerability of static symmetric ciphers against side-channel
attacks is mainly due to the static cryptographic primitives that are
iterated for several rounds. Hence, they exhibit fixed physical proper-
ties such as energy consumption or electromagnetic radiation profile,
which could be exploited by attackers performing for example, power
analysis or differential power analysis. On the other hand, variable
cryptographic primitives exhibit random physical properties of power,
electromagnetic radiation, and emitted sound. As such, dynamic ci-
phers complicate the process of side-channel attacks. Also, in the event
of a side-channel attack, a countermeasure need only be introduced at
the algorithm level. This is the main driver behind our work to propose
binary diffusion structures that would help in designing new dynamic
cipher algorithms.

The existing diffusion structures have been designed to be static,
invertible, and with a fixed size. To the best of our knowledge, the work
in [15] was the first to propose the design of a dynamic, flexible, binary,
and invertible diffusion layer, however, the proposed approach exhibits
limitations in terms of performance. In this paper, a new dynamic ap-
proach is proposed for higher performance, where efficiency is proven
and compared to the well-known diffusion layers in the literature.
Currently, there is no existing approach that exhibits good performance
in a pseudo-random manner, and modern cryptographic algorithms
require a minimum efficiency when relying on a dynamic structure.
Thus, the main contribution of this paper stems from the design of a
new dynamic binary diffusion scheme that achieves good cryptographic
performance with acceptable overhead. The cryptographic performance
is quantified based on the traditional diffusion cryptographic metrics,
which are the linear branch number and the number of fixed points.

1.3. Contribution

This work targets the design of a construction technique for a new
type of invertible and non-invertible binary diffusion matrices that are
dynamic and flexible. The invertible diffusion matrices could be used
in block ciphers, and channel coding algorithms such as network cod-
ing. The non-invertible dynamic primitive, with the one-way property,
could be used in stream ciphers, hash functions, and pseudo-random
number generators.

In this paper, we propose a set of algebraic integer and binary
diffusion matrix forms to construct dynamic diffusion matrices. More-
over, these matrices are theoretically derived and adapted to the binary
Galois field from the integer Galois field.

The advantage of the presented work concentrates on defining a

new kind of diffusion matrices with the following properties:
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Table 1
Table of notation.

Symbol Definition

𝑛 Dimension of the diffusion matrix
𝑚 bits precision that can be 8, 16, 32, and 64.
𝑥 ⊙ 𝑦 The proposed adapted binary matrix multiplication

between two matrices 𝑥 and 𝑦
𝐵◦𝑋 The binary diffusion process on input 𝑋 using the

diffusion matrix 𝐵 that can be invertible or
not-invertible

⊕ The bit-wise addition, modulo 2, of two-bit strings of
equal length

𝐵𝑀 Invertible binary diffusion matrix
𝑁𝐵𝑀 Non-invertible binary diffusion matrix
𝑀𝑢 The first pseudo-sub matrix with size of 𝑛

2
× 𝑛

2
.

𝑀𝑣 The second pseudo-random sub-matrix with size of
𝑛
2
× 𝑛

2
𝐼𝑚 = 𝐼𝑙 Identity matrix with size of 𝑛

2
× 𝑛

2

• A dynamic structure based on a dynamic key.
• Invertible and non-invertible matrices (according to the required

cryptographic task).
• A binary form to simplify the hardware and software implemen-

tations.
• Flexibility in terms of dimensions and precision.
• Good cryptographic properties with high branch number and low

fixed points.

Each of the proposed primary forms requires two sub-matrices to
e constructed (𝑀𝑢 and 𝑀𝑣). However, the first three primary matrix
orms, on their own, do not ensure the best possible cryptographic
erformance. Hence, we propose a scheme with a binary matrix multi-
lication between the primary matrix forms and their transposed ones
o produce the final (𝑛 × 𝑛) diffusion matrix, either invertible or non-

invertible. The majority of the resulting binary matrices exhibit high
cryptographic performance when compared to a single primary form.
From a performance perspective, the computational complexity for the
generation of the final diffusion matrix is relatively low; it is simply
based on the iteration of a stream cipher to construct two matrix
forms, in addition to the binary matrix multiplication in the Galois
binary field. This does not require any optimization, and it provides
a high-security level. Furthermore, the security and performance re-
sults validate the effectiveness and robustness of the proposed binary
diffusion construction approach for a set of forms.

1.4. Organization

The rest of this paper is organized as follows. Section 2 reviews
a relevant dynamic diffusion layers and discusses the challenges for
ensuring good cryptographic performance. Section 3 presents the pro-
posed dynamic technique to build invertible binary diffusion matrices
with high cryptographic performance. In Section 4, the different non-
invertible binary diffusion forms are proposed and discussed, while
in Section 5, the performance of the proposed solution is analyzed.
Finally, Section 6 concludes this work and discusses its perspectives.

2. Preliminary

In this section, we discuss the necessary background information
on the dynamic key-dependent cryptographic algorithms, and the dy-
namic diffusion primitives (matrix forms). Moreover, the security tests,
which are used to quantify the robustness of diffusion primitives, are
presented. This section enhances the readability and understanding of
the proposed approach. Note that all notations used in this paper are
shown in Table 1. Also, a list of abbreviations is presented in Table 2.
3

t

Table 2
List of abbreviation.
Abbreviation Explanation

SCA Symmetric Cryptographic Algorithm
PRNG Pseudo Random-Number Generators
SPN Substitution–Permutation Network
FN Feistel Networks
AES Advanced Encryption Standard
BM Binary Matrix
NBM Non-invertible Binary Matrix
MDS Maximum Distance Separable
MDBL Maximum Distance Binary Linear
NI Non-invertible diffusion Matrix
BN Branch Number
No Number of Operations

2.1. Diffusion primitives

The binary diffusion layer has been proven to be a good candidate
due to its low computational complexity and simple implementation,
which only requires the logical ‘‘Exclusive OR’’ operation (XOR). The
challenge is to provide a new diffusion layer that is binary and with
high cryptographic performance. In fact, the Number of Possible Vec-
tors (NPV) that form an (𝑛 × 𝑛) invertible matrix over field 𝑞 was
presented in [17] and presented in Eq. (1):
𝑛
∏

𝑘=1
(𝑞𝑛 − 𝑞𝑘−1) (1)

In addition, the variation of the number of possible vectors in
unction of 𝑛 is illustrated in Fig. 1-a

So the Invertibility Probability (IP) of this matrix can be computed
by using Eq. (2):
∏𝑛

𝑘=1(𝑞
𝑛 − 𝑞𝑘−1)

𝑞𝑛2
=

𝑛
∏

𝑘=1
(1 − 𝑞𝑘−1−𝑛) < 1 − 1

𝑞
(2)

However, this probability decreases as 𝑛 grow, limiting the flexibility
property. Also, when 𝑞 = 2, the invertibility probability of a binary
matrix (2 × 2) converges to ≈ 0.288788 as 𝑛 → ∞ [17], as shown
n Fig. 1-b. Therefore, there are much fewer invertible matrices in
he binary field in comparison to the integer field. This means that

good bound cannot be obtained in the binary Galois field. Also, a
arge 𝑞 (e.g. 28, 216) guarantees that the elements of the diffusion vector
re linearly independent. Their high probability is close to 0.9961 for
= 28, but they require a large number of arithmetic operations.

ccordingly, they would consume more than one clock cycle for each
peration, which reduces the efficiency of the diffusion layer.

The proposed approach aims to address these limitations, and it
s based on the work presented in [18], where four dynamic integer
nvertible forms of diffusion layers were presented, each requiring two
ub-matrices in the construction process. However, these forms have a
imitation since the existing sub-matrices do not have equal priorities;
here is always one sub-matrix that has higher values compared to the
ther sub-matrices. This limitation was then solved in [16] by applying
shuffling algorithm to the lines (rows) and then, to the columns for

ach diffusion matrix. However, this solution was adapted for secret
ncoding packets; it uses integer matrix multiplication and a shuffling
lgorithm, and hence a relatively high computational complexity. To
ddress the latter challenge, dynamic integer, and binary forms were
resented in [15], against which we analyze and compare our proposed
echnique. The results show that the proposed matrix forms outperform
hose presented in [15].

The dynamic binary diffusion form of [15] suffers from poor crypto-
raphic performance. Thus, we define a new diffusion matrix form by
apping integer diffusion matrix forms, such as that in [18,19], into
he binary field.
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Fig. 1. Variation of the possible number of vectors (𝑁𝑃𝑉 ) that form an 𝑛 × 𝑛 binary matrix (a) and the invertibility probability (IP) (b) versus 𝑛.
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1

.2. Dynamic key-dependent cryptographic algorithms

Traditional symmetric cryptographic algorithms, such as AES, have
static structure: the substitution table has constant values, and the
ultiplication of columns is carried out always with the same diffusion
atrix. Throughout the encryption/decryption processes, these two
rimitives maintain the same values.

The dynamic cryptographic approach consists of the use of a secret
ey with a nonce to produce a dynamic key, which is then used to
roduce dynamic cryptographic primitives. For each new message,
r set of messages (depending on configuration), the dynamic key
hanges, and so do the cryptographic primitives used in the encryption
rocess. Thus, the substitution and diffusion primitives vary and they
re no longer known to the attackers, which enhances the robustness
evel against attacks.

For this reason, there is a current trend to rely on the dynamic
pproach in the design of cryptographic algorithms [20–23]. This work
s based on the concept of dynamic cryptographic primitives to satisfy
he confusion and diffusion properties in cryptographic algorithms. In
ddition, we make use of the dynamic mode of operation, presented
n [24], where blocks are selected in a pseudo-random manner for each
nput message.

.3. Dynamic binary diffusion matrix structures

The proposed diffusion matrix forms have binary values instead
f integer ones, which simplifies the arithmetic operations (addition
nd multiplication) that are performed using just logical operations
XOR). The binary diffusion process, as shown in Algorithm 1, uses a
𝑛 × 𝑛) binary diffusion matrix 𝐵, an input data vector of 𝑛 elements,
= {𝑥1, 𝑥2, … , 𝑥𝑛}, and produces an output diffused vector 𝐷𝑋 =

𝑑𝑥1, 𝑑𝑥2, … , 𝑑𝑥𝑛} with 𝑛 elements. Note that 𝑏𝑖, 𝑗 represents the
diffusion element at the 𝑖th row and the 𝑗th column.

For example, for 𝑛 = 4, the binary diffusion operation is expresses
by the following equation:

𝐷𝑋4×1 = 𝐵4×4◦𝑋4×1, (3)
⎡

⎢

⎢

⎢

⎢

⎣

𝑑𝑥1
𝑑𝑥2
𝑑𝑥3
𝑑𝑥4

⎤

⎥

⎥

⎥

⎥

⎦

=

⎡

⎢

⎢

⎢

⎢

⎣

1 1 0 1
0 1 0 1
0 1 0 0
0 0 1 1

⎤

⎥

⎥

⎥

⎥

⎦

◦

⎡

⎢

⎢

⎢

⎢

⎣

𝑥1
𝑥2
𝑥3
𝑥4

⎤

⎥

⎥

⎥

⎥

⎦

=

⎡

⎢

⎢

⎢

⎢

⎣

𝑥1 ⊕ 𝑥2 ⊕ 𝑥4
𝑥2 ⊕ 𝑥4

𝑥2
𝑥3 ⊕ 𝑥4

⎤

⎥

⎥

⎥

⎥

⎦
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Algorithm 1 Binary diffusion process (𝐵◦ X)
1: procedure Binary_Mixing(𝑋,𝐵)
2: 𝑛 ← 𝑙𝑒𝑛𝑔𝑡ℎ(𝑋)
3: 𝐷𝑋 ← 𝑧𝑒𝑟𝑜𝑠(𝑛)
4: for 𝑖 ← 1 to 𝑛 do
5: for 𝑗 ← 1 to 𝑛 do
6: if 𝑏𝑖, 𝑗 ≠ 0 then
7: 𝑑𝑥𝑖 ← 𝑑𝑥𝑖 ⊕ 𝑥𝑗
8: end if
9: end for
0: end for
1: return 𝐷𝑋
2: end procedure

where ◦ represents the binary diffusion process described in Algorithm
1, ⊕ is the XOR operation, 𝐵 is an example of an invertible (4 × 4)
binary diffusion matrix, 𝑋 is a (4 × 1) input vector which includes 4
elements, 𝑥1, 𝑥2, 𝑥3 and 𝑥4, and 𝐷𝑋 is the resulting diffused vector
which has 4 elements.

Accordingly, in the binary diffusion process, the computational
complexity of the diffusion process is decreased tremendously. The
principal contribution is in the design of efficient and flexible key-
dependent binary diffusion matrix forms (invertible and non-invertible)
while maintaining the security robustness of the cryptographic primi-
tives.

In the following, we explain the security metrics used to quantify the
robustness of the produced binary diffusion matrices, the linear branch
number, and the fixed points [2].

2.4. Security tests

Two metrics have been used to measure the efficiency of the pro-
posed invertible and non-invertible diffusion matrix forms: (1) the
branch number [25] and (2) the number of the fixed points [26].

2.4.1. Branch number
The branch number of a diffusion matrix represents the diffusion

rate and quantifies its security against traditional attacks such as linear
and differential cryptanalysis. Additionally, it denotes the minimum

number of active elements (different) for any two consecutive rounds.
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The diffusion process is a linear transformation that can be represented
by a matrix. Let 𝑛 be the number of input/output elements for the
diffusion process 𝐷, where the size of the input and output of each
element is 𝑚 bits. Furthermore, the diffusion process can be defined
as 𝐷 ∶ ({0, 1}𝑚)𝑛 → ({0, 1}𝑚)𝑛. The branch number 𝐵𝑁 of an (𝑛 × 𝑛)
diffusion matrix 𝐷 is calculated according to Eq. (4):

𝐵𝑁(𝐷) = 𝑚𝑖𝑛{𝑤𝑡(𝑥) +𝑤𝑡(𝐷 ⋅ 𝑥𝑡)}|𝑥 ≠ 0 (4)

where ()𝑡 represents the transposed matrix, 𝑥 = {𝑥1, 𝑥2, … , 𝑥𝑛} ∈
({0, 1}𝑚)𝑛, 𝑥𝑖 ∈ {0, 1}𝑚, 𝑖 = 1, 2, … , 𝑛 and 𝑤𝑡(𝑐) denotes the Hamming
weight of a code word 𝑐 (the number of non-zero bits in 𝑐).

2.4.2. Number of fixed points
The effect of the number of Fixed Points (𝐹𝑃 ) of the diffusion

operation is given in [26] and it can be computed using Eq. (5):

𝐹𝑃 (𝐷) =
2𝑚
∑

𝑥=0
[𝑥 = 𝐷 ⋅ 𝑥𝑡] (5)

where 𝑥 = {𝑥1, 𝑥2, … , 𝑥𝑛} ∈ ({0, 1}𝑚)𝑛 and 𝐹𝑃 (𝐷) represents the
number of non-changing elements, after the diffusion process, using the
diffusion matrix 𝐷. In fact, when the number of fixed points of a linear
transformation greatly exceeds the expected number of a random linear
transformation, this results in poor diffusion since the bits in these
blocks are left unchanged when producing the output blocks. Also, note
that the expected number of fixed points in a random permutation is
one [26].

3. Proposed invertible diffusion forms

The construction process of the binary diffusion matrix starts by
converting the integer diffusion matrices into binary. Also, we change
the minimum number of required diffusion forms for good crypto-
graphic performance. The same properties of the integer forms (flex-
ibility, invertibility, dynamicity) are inherited by the binary forms.

In the following, we propose four invertible binary diffusion forms,
where each is based on a specific rule. Note that these primary matrix
forms require pseudo-random square sub-matrices, such as 𝑀𝑢 and 𝑀𝑣.
We present, for each proposed matrix form, the cryptographic results
in terms of branch number and fixed points, for 𝑛 = 8 and 12. In
general, the results show that mixing a primary diffusion matrix with a
transposed one achieves better performance compared to using a single
primary diffusion form. However, these results are variable, and they
depend on the generated sub-matrices (𝑀𝑢, 𝑀𝑣). Also, the results vary
between acceptable and high values.

3.1. First invertible diffusion matrix form

This form was investigated in [18,19], where integer diffusion
forms, have determinant values equal to 1 (non-singular matrix). In the
following, the four invertible diffusion integer matrix forms 𝑀1,𝑀2,
𝑀3, and 𝑀4 with a size of (𝑛 × 𝑛) of [18,19] are presented.

𝑀1 =
[

𝐼𝑚 𝑀𝑢
𝑀𝑣 𝐼𝑙 +𝑀𝑢 ⋅𝑀𝑣

]

, 𝑀2 =
[

𝑀𝑢 𝐼𝑚
𝐼𝑙 +𝑀𝑢 ⋅𝑀𝑣 𝑀𝑣

]

,

𝑀3 =
[

𝐼𝑙 +𝑀𝑢 ⋅𝑀𝑣 𝑀𝑣
𝑀𝑢 𝐼𝑚

]

, 𝑀4 =
[

𝑀𝑣 𝐼𝑙 +𝑀𝑢 ⋅𝑀𝑣
𝐼𝑚 𝑀𝑢

]

Two sub-matrices 𝑀𝑢 and 𝑀𝑣 are required to form each of the
above diffusion matrices. The ‘‘⊙’’ represents an integer matrix mul-
tiplication as described in [27,28].

The adaptation of the integer forms, 𝑀𝑤, 𝑤 = 1, 2, 3, 4, to provide a
binary diffusion layer (𝐵𝑀𝑤) can be obtained by applying the following
modifications:

(1) Employing Binary sub-matrices (𝑀𝑢 and 𝑀𝑣) instead of integer
ones.
5

Algorithm 2 The proposed binary matrix multiplication algorithm (⊙)
1: procedure Z = Modified_Matrix_Binary_MultiPlication(𝑋, 𝑌 )
2: [𝑚, 𝑛] = 𝑠𝑖𝑧𝑒(𝑋)
3: 𝑞 = 𝑁𝑢𝑚𝑏𝑒𝑟𝑜𝑓𝐶𝑜𝑙𝑢𝑚𝑛(𝑌 )
4: for 𝑖 ← 1 to 𝑚 do
5: for 𝑗 ← 1 to 𝑞 do
6: 𝑡𝑚𝑝 ← 0
7: for 𝑤 ← 1 to 𝑛 do
8: 𝑡𝑚𝑝 ← 𝑡𝑚𝑝 ⊕ (𝑋(𝑖, 𝑘) ∧ 𝑌 (𝑘, 𝑗))
9: end for

10: 𝑍(𝑖, 𝑗) ← 𝑡𝑚𝑝
11: end for
12: end for
13: return 𝑍
14: end procedure

Fig. 2. The proposed approach to construct binary diffusion matrix 𝐷 = 𝐵𝑀 ⊙ 𝐵𝑀𝑇

using the first invertible matrix forms by multiplying the primary matrix with its
transposed one. (𝐼𝑚 and 𝐼𝑙 are required for a set of primary diffusion matrix forms).

(2) Replacing the addition and subtraction arithmetic operations by
the logical Exclusive-OR (⊕) operation;

(3) Performing matrix multiplication in the binary Galois field using
logical (XOR, AND) operations (⊕; ∧);

The proposed modified matrix multiplication (⊙) in the binary field is
described in Algorithm 2.

Therefore, the obtained binary diffusion forms with their corre-
sponding inverse versions are given in Eq. (6)–(9):

𝐵𝑀1 =
[

𝐼𝑚 𝑀𝑢
𝑀𝑣 𝐼𝑙 ⊕ (𝑀𝑣⊙𝑀𝑢)

]

,

𝐵𝑀−1
1 =

[

𝐼𝑙 ⊕ (𝑀𝑢⊙𝑀𝑣) 𝑀𝑢
𝑀𝑣 𝐼𝑚

]

(6)
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Fig. 3. A numerical example to construct a binary diffusion matrix using the first invertible matrix forms.
𝐵𝑀2 =
[

𝑀𝑢 𝐼𝑚
𝐼𝑙 ⊕ (𝑀𝑣⊙𝑀𝑢) 𝑀𝑣

]

,

𝐵𝑀−1
2 =

[

𝑀𝑣 𝐼𝑚
𝐼𝑙 ⊕ (𝑀𝑢⊙𝑀𝑣) 𝑀𝑢

]

(7)

𝐵𝑀3 =
[

𝐼𝑙 ⊕ (𝑀𝑣⊙𝑀𝑢) 𝑀𝑣
𝑀𝑢 𝐼𝑚

]

,

𝐵𝑀−1
3 =

[

𝐼𝑚 𝑀𝑣
𝑀𝑢 𝐼𝑙 ⊕ (𝑀𝑢⊙𝑀𝑣)

]

(8)

𝐵𝑀4 =
[

𝑀𝑣 𝐼𝑙 ⊕ (𝑀𝑣⊙𝑀𝑢)
𝐼𝑚 𝑀𝑢

]

,

𝐵𝑀−1
4 =

[

𝑀𝑢 𝐼𝑙 ⊕ (𝑀𝑢⊙𝑀𝑣)
𝐼𝑚 𝑀𝑣

]

(9)

Note that 𝐵𝑀2, 𝐵𝑀3 and 𝐵𝑀4 are shifted versions of 𝐵𝑀1.

To avoid having identity sub-matrices, we propose combining the
two columns of each matrix 𝐵𝑀 using the XOR operation to enhance
the cryptographic performance of the corresponding diffusion layers.
6

The resulting forms become:

𝐵𝑀1 =
[

𝑀𝑢⊕ 𝐼𝑚 𝑀𝑢
𝑀𝑣⊕ 𝐼𝑙 ⊕ (𝑀𝑣⊙𝑀𝑢) 𝐼𝑙 ⊕ (𝑀𝑣⊙𝑀𝑢)

]

,

𝐵𝑀−1
1 =

[

𝐼𝑙 ⊕ (𝑀𝑢⊙𝑀𝑣) 𝑀𝑢
𝑀𝑣⊕ 𝐼𝑙 ⊕ (𝑀𝑢⊙𝑀𝑣) 𝑀𝑢⊕ 𝐼𝑚

]

(10)

𝐵𝑀2 =
[

𝑀𝑢 𝑀𝑢⊕ 𝐼𝑚
𝐼𝑙 ⊕ (𝑀𝑣⊙𝑀𝑢) 𝑀𝑣⊕ 𝐼𝑙 ⊕ (𝑀𝑣⊙𝑀𝑢)

]

,

𝐵𝑀−1
2 =

[

𝑀𝑣⊕ 𝐼𝑙 ⊕ (𝑀𝑢⊙𝑀𝑣) 𝑀𝑢⊕ 𝐼𝑚
𝐼𝑙 ⊕ (𝑀𝑢⊙𝑀𝑣) 𝑀𝑢

]

(11)

𝐵𝑀3 =
[

𝐼𝑙 ⊕ (𝑀𝑣⊙𝑀𝑢) 𝑀𝑣⊕ 𝐼𝑙 ⊕ (𝑀𝑣⊙𝑀𝑢)
𝑀𝑢 𝑀𝑢⊕ 𝐼𝑚

]

,

𝐵𝑀−1
3 =

[

𝑀𝑢⊕ 𝐼𝑚 𝑀𝑣⊕ 𝐼𝑙 ⊕ (𝑀𝑢⊙𝑀𝑣)
𝑀𝑢 𝐼𝑙 ⊕ (𝑀𝑢⊙𝑀𝑣)

]

(12)

𝐵𝑀4 =
[

𝑀𝑣⊕ 𝐼𝑙 ⊕ (𝑀𝑣⊙𝑀𝑢) 𝐼𝑙 ⊕ (𝑀𝑣⊙𝑀𝑢)
𝑀𝑢⊕ 𝐼𝑚 𝑀𝑢

]

,

𝐵𝑀−1
4 =

[

𝑀𝑢 𝐼𝑙 ⊕ (𝑀𝑢⊙𝑀𝑣)
]

(13)
𝑀𝑢⊕ 𝐼𝑚 𝑀𝑣⊕ 𝐼𝑙 ⊕ (𝑀𝑢⊙𝑀𝑣)



Journal of Information Security and Applications 76 (2023) 103514H.N. Noura et al.
Fig. 4. Probability Density Function (PDF) of the 𝐵𝑁 (a)–(b) and 𝐹𝑃 (c)–(d) by using the proposed first matrix forms with 𝑛 = 8 and 12, respectively.
where 𝐵𝑀𝑖 and 𝐵𝑀−1
𝑖 , for 𝑖 = 1, 2, 3, 4, always have determinants

equal to one. The binary matrix multiplication (⊙) over the Galois
binary field is described in Algorithm 2. Fig. 2 illustrates the steps to
construct a primary diffusion matrix and its enhanced version, while
Fig. 3 shows a numerical example of this construction process for the
primary matrix (𝐵𝑀1) and the enhanced one, 𝐷. The cryptographic
performance, in terms of fixed points and linear branch number, for
each of these primary diffusion forms does not always offer the required
results of the cryptographic metrics, as it will be shown in Fig. 4 for 𝑛 =
8 and 12. As such, we propose to apply the binary matrix multiplication
between any primary diffusion matrix and its transposed one. The
results in Fig. 4 show that this enhances the density of branch numbers
and fixed points; the density of low branch numbers is decreased and
that of high branch numbers is increased. Also, the density of high fixed
points is decreased while the density of low fixed points is decreased. In
addition, a numerical representation, of three binary invertible matrices
using the first invertible forms, is shown in Fig. 5, for 𝑛 = 8, 12, 16 that
have branch number equals to 4, 5, and 6, respectively.
7

Moreover, increasing 𝑛 leads to enhanced cryptographic robustness
(e.g., the higher value of branch numbers is increased, and the maxi-
mum value of fixed points is reduced) as shown in Fig. 4-(c) and (d)
compared to Fig. 4-(a) and (b), respectively.

3.2. Second invertible diffusion matrix form

This form is based on a specific rule; we use, in each primary matrix,
an upper or lower triangular binary matrix with the diagonal part equal
to one, to ensure invertibility. These upper or lower matrix elements
can be generated in a pseudo-random manner. Fig. 6 and 7 show
numerical examples of the primary and the enhanced one by using
the second matrix forms; they use upper and lower pseudo-random
triangular invertible binary matrices, respectively.

Fig. 8 shows the density of branch numbers and fixed points, for
𝑛 = 8 and 12, for the primary matrices and the enhanced ones by
using the proposed second matrix forms. The results show clearly the
improvement of the enhanced matrices over the original ones. Origi-
nally, all primary matrices have a very low branch number equal to 2,



Journal of Information Security and Applications 76 (2023) 103514H.N. Noura et al.
Fig. 5. A numerical representation of three binary invertible matrices, for (a) 𝑛 = 8, (b) 𝑛 = 12, and (c) 𝑛 = 16. The matrices have branch number equals to 4 for (a), 5 for (b),
and 6 for (c) by using the proposed enhanced scheme with the first invertible forms.
independent of 𝑛. However, the enhanced scheme increases the branch
number range and reduces the density of the smallest branch number
(2). Furthermore, the majority of the produced diffusion matrices, via
the enhanced scheme, have a greater branch number: the values are
3 and 4, for 𝑛 = 8; and 3, 4, and 5, for 𝑛 = 12. On the other hand,
these matrices show a reduction in the number of fixed points and their
probabilities.

3.3. Third invertible diffusion matrix form

In this sub-section, we propose the third invertible diffusion matrix
form (four diffusion matrices). First, we consider a general matrix 𝐺
which is constructed from four sub-matrices 𝐴, 𝐵, 𝐶 and 𝐷, as shown
below:

𝐺 =
[

𝐴 𝐵
𝐶 𝐷

]

(14)

For matrix 𝐺 to be invertible it should have a determinant equal to one,
which is the determinant of identity matrix 𝐼 . Hence,

𝐴𝐷 − 𝐵𝐶 = 𝐼,

𝐴𝐷 = 𝐼 + 𝐵𝐶, (15)
8

For this form, we can consider that 𝐼 = 𝐶 ⊙𝐶−1 or 𝐼 = 𝐵 ⊙𝐵−1. In
case of 𝐼 = 𝐶 ⊙ 𝐶−1, this leads to:

𝐴𝐷 = 𝐶𝐶−1 + 𝐵𝐶 (16)

= 𝐶(𝐶−1 + 𝐵) (17)

Consequently, we get 𝐴 = 𝐶, 𝐴−1 = 𝐶−1, and 𝐷 = 𝐶−1 + 𝐵.
The final obtained form will be:

𝐺 =
[

𝐶 𝐵
𝐶 𝐶−1 + 𝐵

]

(18)

The determinant of the corresponding matrix is calculated as follows,

𝑑𝑒𝑡(𝐺) = 𝑑𝑒𝑡(𝐴) × 𝑑𝑒𝑡(𝐷 − 𝐶 × 𝐴−1 × 𝐵)

= 𝑑𝑒𝑡(𝐶) × 𝑑𝑒𝑡(𝐶−1 + 𝐵 − 𝐶 × 𝐶−1 × 𝐵)

= 𝑑𝑒𝑡(𝐶 × 𝐶−1)

= 𝑑𝑒𝑡(𝐼)

= 1 (19)

where 𝑑𝑒𝑡(𝐴 ⋅ 𝐵) = 𝑑𝑒𝑡(𝐴) ⋅ 𝑑𝑒𝑡(𝐵).
Two squared sub-matrices (𝑀𝑢 and 𝑀𝑣) are required to construct

each diffusion matrix form of the third proposition. These sub-matrices
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Fig. 6. Numerical examples for the second matrix forms: An upper pseudo-random triangular invertible binary matrix 𝑈 (a) for 𝑛 = 8 (𝐵𝑁 = 2, and 7 fixed elements) and the
corresponding final diffusion matrix 𝐷 = 𝑈 ⊙ 𝑈𝑇 (b) that has 𝐵𝑁 = 4 and without any fixed elements.
Fig. 7. Numerical examples for the second matrix forms: A lower pseudo-random triangular invertible binary matrix 𝐿 (a) for 𝑛 = 8 (𝐵𝑁 = 2, and 7 fixed elements) and the
orresponding final diffusion matrix 𝐷 = 𝐿 ⊙ 𝐿𝑇 (b) that has 𝐵𝑁 = 4 and without any fixed elements.
an be produced in a pseudo-random manner by using a deterministic
seudo-random generator. In a similar manner to the previous matrix
orms, four flexible, dynamic, integer, primary matrix forms can be
onstructed with a size of (𝑛 × 𝑛). Here, (⊙) represents the matrix
ultiplication. The difference between the third matrix forms and the
revious ones is that the sub-matrix 𝑀𝑣 should have an inverse sub-
atrix 𝑀𝑣−1. Therefore, the previous first or second matrix forms can

e used to construct the invertible sub-matrix 𝑀𝑣. Also, an identity ma-
rix is not required for the third matrix forms. Replacing sub-matrices

and 𝐵 in the general matrix form with 𝑀𝑣 and 𝑀𝑢, yields to:

𝑀1 =
[

𝑀𝑣 𝑀𝑢
𝑀𝑣 𝑀𝑣−1 ⊕𝑀𝑢

]

,

𝑀2 =
[

𝑀𝑣 𝑀𝑣−1 ⊕𝑀𝑢
𝑀𝑣 𝑀𝑢

]

(20)

𝑀3 =
[

𝑀𝑢 𝑀𝑣
𝑀𝑣−1 ⊕𝑀𝑢 𝑀𝑣

]

,

𝑀4 =
[

𝑀𝑣−1 ⊕𝑀𝑢 𝑀𝑣
]

(21)
9

𝑀𝑢 𝑀𝑣
Note that 𝐵𝑀2, 𝐵𝑀3 and 𝐵𝑀4 are shifted versions of 𝐵𝑀1. In order
to enhance the security level even further, we update the diffusion
matrix form by replacing the first column with the XOR of the original
two columns, in each matrix, to get the following final forms:

𝐵𝑀1 =
[

𝑀𝑣⊕𝑀𝑢 𝑀𝑢
𝑀𝑣⊕𝑀𝑣−1 ⊕𝑀𝑢 𝑀𝑣−1 ⊕𝑀𝑢

]

,

𝐵𝑀2 =
[

𝑀𝑣⊕𝑀𝑣−1 ⊕𝑀𝑢 𝑀𝑣−1 ⊕𝑀𝑢
𝑀𝑣⊕𝑀𝑢 𝑀𝑢

]

(22)

𝐵𝑀3 =
[

𝑀𝑢 𝑀𝑣⊕𝑀𝑢
𝑀𝑣−1 ⊕𝑀𝑢 𝑀𝑣⊕𝑀𝑣−1 ⊕𝑀𝑢

]

,

𝐵𝑀4 =
[

𝑀𝑣−1 ⊕𝑀𝑢 𝑀𝑣⊕𝑀𝑣−1 ⊕𝑀𝑢
𝑀𝑢 𝑀𝑣⊕𝑀𝑢

]

(23)

Fig. 9 shows the density of branch numbers and fixed points of these
third primary matrix forms. The cryptographic results are those of the
final binary diffusion matrix (the multiplication of each primary matrix
with its transposed one). We can see that the density of branch number
4 has increased, but the density of fixed points has increased from the
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Fig. 8. Distribution of the 𝐵𝑁 (a)–(b) and 𝐹𝑃 (c)–(d) by using the proposed second matrix forms with 𝑛 = 8 and 12, respectively.
value 0 for the original matrices. We conclude that for this variant, the
original forms outperform the proposed enhanced versions.

3.4. Fourth invertible diffusion matrix form

Starting with the four diffusion matrices, derived from the third
version, and considering that 𝐼 = 𝐵𝐵−1𝐶𝐶−1 for Eq. (15), we get:

𝐴𝐷 = 𝐵 ⋅ 𝐵−1 ⋅ 𝐶 ⋅ 𝐶−1 + 𝐵 ⋅ 𝐶

= 𝐵 ⋅ 𝐶(𝐵−1 ⋅ 𝐶−1 + 𝐼) (24)

As a result, 𝐴 = 𝐵𝐶 and 𝐷 = 𝐵−1𝐶−1 + 𝐼 . The final obtained form
of the third general matrix is,

𝐺 =
[

𝐵𝐶 𝐵
𝐶 𝐵−1𝐶−1 + 𝐼

]

(25)

The determinant of the produced matrix form is calculated as fol-
lows,

𝑑𝑒𝑡(𝐺) = 𝑑𝑒𝑡(𝐴)&𝑑𝑒𝑡(𝐷 − 𝐶 ⋅ 𝐴−1 ⋅ 𝐵)

= 𝑑𝑒𝑡(𝐵 ⋅ 𝐶) ⋅ 𝑑𝑒𝑡(𝐵−1𝐶−1 + 𝐼 − 𝐶 ⋅ (𝐵𝐶)−1 ⋅ 𝐵)
10
= 𝑑𝑒𝑡(𝐵 ⋅ 𝐶) ⋅ 𝑑𝑒𝑡(𝐵−1𝐶−1 + 𝐼 − 𝐶 ⋅ 𝐶−1 ⋅ 𝐵−1 ⋅ 𝐵)

= 𝑑𝑒𝑡(𝐵 ⋅ 𝐶) ⋅ 𝑑𝑒𝑡(𝐵−1𝐶−1 + 𝐼 − 𝐼)

= 𝑑𝑒𝑡(𝐵 ⋅ 𝐶) ⋅ 𝑑𝑒𝑡(𝐵−1𝐶−1)

= 𝑑𝑒𝑡(𝐵 ⋅ 𝐶) ⋅ 𝑑𝑒𝑡(𝐵−1𝐶−1)

= 𝑑𝑒𝑡(𝐼)

= 1 (26)

Again, we replace sub-matrices 𝐶 and 𝐵 in the general matrix with
𝑀𝑣 and 𝑀𝑢. 𝐵𝑀2, 𝐵𝑀3 and 𝐵𝑀4 are shifted versions of 𝐵𝑀1.

𝐵𝑀1 =
[

𝑀𝑢⊙𝑀𝑣 𝑀𝑢
𝑀𝑣 (𝑀𝑢−1 ⊙𝑀𝑣−1)⊕ 𝐼𝑙

]

,

𝐵𝑀2 =
[

𝑀𝑣 (𝑀𝑢−1 ⊙𝑀𝑣−1)⊕ 𝐼𝑙
𝑀𝑢⊙𝑀𝑣 𝑀𝑢

]

(27)

𝐵𝑀3 =
[

𝑀𝑢 𝑀𝑢 ⊙𝑀𝑣
(𝑀𝑢−1 ⊙𝑀𝑣−1)⊕ 𝐼𝑙 𝑀𝑣

]

,

𝐵𝑀4 =
[

(𝑀𝑢−1 ⊙𝑀𝑣−1)⊕ 𝐼𝑙 𝑀𝑢
𝑀𝑣 𝑀𝑢 ⊙𝑀𝑣

]

(28)
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Fig. 9. Distribution of the 𝐵𝑁 (a)–(b) and 𝐹𝑃 (c)–(d) for the proposed third matrix forms and the enhanced scheme with 𝑛 = 8 and 12, respectively.
The difference in these matrices, compared to the first and second
forms, is that they require both sub-matrices (𝑀𝑣, 𝑀𝑢) to have in-
verse sub-matrices (𝑀𝑣−1, 𝑀𝑢−1), respectively. Therefore, the previous
first or second matrix forms can be used to construct the invertible
sub-matrices 𝑀𝑣 and 𝑀𝑢.

Fig. 10 shows the density of branch numbers and fixed points, for
the fourth primary matrix forms, and their corresponding enhanced
versions via multiplication with the transposed one. The latter ones
show a low density for the higher branch number and fixed points
compared to the primary matrix forms (the density of branch number
4 is decreased and the density of fixed points of 0 is also decreased).
However, the density of the lower branch number is high with the
primary matrix forms compared to enhanced ones. Furthermore, the
density of the average branch number is increased with the enhanced
ones. We conclude that for this variant, the proposed enhanced tech-
nique does not yield better cryptographic performance, and hence, we
use the original forms, and there is no need to multiply them with their
transpose.
11
4. Proposed non-invertible diffusion forms

In this section, we present three general forms for Non-Invertible
(NI) diffusion matrices. The advantage of this variant is that it en-
sures the one-way property, which is a principal condition for several
cryptographic algorithms such as hash functions and stream ciphers.

4.1. First form of NI diffusion matrix

The first non-invertible primary matrix form consists of four flexible
diffusion matrices, having a dimension of (𝑛×𝑛), and they are expressed
as follows:

𝑁𝐵𝑀1 =
[

𝑀𝑢⊕ 𝐼𝑚 𝑀𝑢
𝑀𝑣⊕ (𝑀𝑣⊙𝑀𝑢) 𝑀𝑣⊙𝑀𝑢

]

,

𝑁𝐵𝑀2 =
[

𝑀𝑢 𝑀𝑢⊕ 𝐼𝑚
𝑀𝑣⊙𝑀𝑢 𝑀𝑣⊕ (𝑀𝑣⊙𝑀𝑢)

]

(29)

𝑁𝐵𝑀3 =
[

𝑀𝑣⊙𝑀𝑢 𝑀𝑣⊕ (𝑀𝑣⊙𝑀𝑢)
𝑀𝑢 𝑀𝑢⊕ 𝐼𝑚

]

,

𝑁𝐵𝑀4 =
[

𝑀𝑣⊕ (𝑀𝑣⊙𝑀𝑢) 𝑀𝑣⊙𝑀𝑢
]

(30)

𝑀𝑢⊕ 𝐼𝑚 𝑀𝑢
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Fig. 10. Distribution of the 𝐵𝑁 (a)–(b) and 𝐹𝑃 (c)–(d) for the proposed fourth matrix forms and the enhanced scheme with 𝑛 = 8 and 12, respectively.
𝑁𝐵𝑀1, 𝑁𝐵𝑀2, 𝑁𝐵𝑀3, and 𝑁𝐵𝑀4 are primary flexible, non-
invertible binary diffusion matrices. 𝑁𝐵𝑀2, 𝑁𝐵𝑀3, and 𝑁𝐵𝑀4 are
shifted versions of 𝑁𝐵𝑀1.

Fig. 11 presents the density of 𝐵𝑁 and 𝐹𝑃 for the first non-
invertible diffusion matrix forms. The maximum branch number ob-
tained with this form is 3 for 𝑛 = 8. A minor enhancement in results is
achieved when we multiply this primary matrix with its transpose one.

4.2. Second form of NI diffusion matrix

This form is based on a specific rule, in which we can utilize a
non-invertible matrix to ensure the non-invertibility of the produced
primary matrix 𝐵𝑀1. For example, we can use an upper (𝑈) or lower
(𝐿) triangular matrix with the diagonal part equal to zero, in order
to ensure a determinant equals to 0. Then, this matrix (𝑈 or 𝑉 )
will be multiplied by a pseudo-random binary matrix (invertible or
non-invertible) 𝑅𝐵𝑀 .

𝑁𝐵𝑀1 = 𝑈 ⊙ 𝑅𝐵𝑀 or 𝑁𝐵𝑀1 = 𝐿 ⊙ 𝑅𝐵𝑀 (31)

Since the upper or lower triangular matrix has a determinant equals
to 0, the produced binary matrix has a determinant of 0, and conse-
quently, the non-invertibility property is ensured.
12
Another possibility to construct a non-invertible matrix, instead of 𝑈
and 𝐿, is by using the following form that requires two pseudo-random
sub-matrices 𝑀𝑢 and 𝑀𝑣:
[

𝑀𝑢 𝑀𝑣
𝑀𝑢 𝑀𝑣

]

(32)

The results in Fig. 12 show that the primary matrix forms produce
non-invertible diffusion matrices with lower branch number than those
of the ones multiplied with pseudo-random binary matrix. In addition,
fixed points are also low for both cases.

5. Resources and computation analysis

In this section, we analyze the performance of the forms to quan-
tify their effectiveness, mainly in terms of flexibility and memory
consumption.

5.1. Computational complexity

The main objective of this work is to produce diffusion matrices
that can achieve a high level of security with minimum computational
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Fig. 11. Distribution of the 𝐵𝑁 (a)–(b) and 𝐹𝑃 (c)–(d) by using the proposed first non-invertible matrix forms with 𝑛 = 8 and 12, respectively.
complexity, which reduces the time and resources required for their
construction. The generation of a primary diffusion matrix that uses the
lower or upper triangular matrix (second form) requires a keystream of
size ( 𝑛

2−𝑛
2 ) bits. In this context, the construction of the second primary

matrix form (invertible or non-invertible) is simpler compared to the
other forms since it does not need to apply any additional operation
such as the binary sub-matrix multiplication and/or XOR operation
between two sub-matrices, each of size ( 𝑛2 × 𝑛

2 ). However, for the
other primary invertible and non-invertible diffusion matrix forms,
two square sub-matrices(𝑀𝑢 and 𝑀𝑣) are required. In this case, a
keystream of size ( 𝑛

2

2 ) bits is required and 𝑛2

4 bits are used to form each
square sub-matrix.

Concerning the computational complexity of the other forms: the
first primary invertible diffusion matrix form requires 4 XOR sub-matrix
operations in addition to one binary sub-matrix multiplication oper-
ation. The first primary non-invertible diffusion matrix form requires
2 XOR sub-matrix operations and 2 binary sub-matrix multiplication
operations. The third primary invertible matrix form requires to cal-
culate the inverse of sub-matrix 𝑀𝑣 in addition to 3 XOR sub-matrix
operations. Finally, the fourth primary invertible diffusion matrix form
requires the inverse calculation of both sub-matrices (𝑀𝑢, 𝑀𝑣), in
13
addition to one XOR sub-matrix operation and 2 binary sub-matrix
multiplication operations.

Also, the enhancement scheme requires an additional binary matrix
multiplication of a dynamic primary matrix (𝑛 × 𝑛) and its transposed
one (except the primary matrix form that uses the lower or upper
triangular matrix that will be multiplied with a pseudo-random binary
matrix). Note that the required number of operations is low in general,
which confirms the efficiency of the proposed solution. Note that,
to the best of our knowledge, the literature does not include similar
approaches for the construction of dynamic binary diffusion primitives,
which justifies the originality of the proposed solution.

5.2. Memory consumption

To produce a diffusion matrix, we need two square sub-matrices
(𝑀𝑢 and 𝑀𝑣), each with ( 𝑛2 ×

𝑛
2 ) bits, for all primary matrix forms that

are not based on upper or lower triangular matrices. For the enhanced
scheme, there is a need for a primary matrix and its transposed one,
or a pseudo-random matrix. Thus, the required memory consumption
to construct a diffusion matrix of (𝑛× 𝑛) binary matrix is ( 𝑛

2
+ 𝑛2) bits,
2
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Fig. 12. Distribution of the 𝐵𝑁 (a) and 𝐹𝑃 (b) by using the proposed second non-invertible matrix forms with 𝑛 = 8.
which is suitable for limited memory devices. Moreover, we can reduce
the required memory consumption by reducing the value of 𝑛.

5.3. Flexibility

The importance of this work stems from the ability to produce
binary diffusion matrices for any dimension 𝑛. Moreover, the required
computational complexity and memory consumption are directly re-
lated to 𝑛. Thus, for constrained devices, a smaller value of 𝑛 is
recommended, whereas for powerful devices, a higher value of 𝑛 is
preferable.

5.4. Comparison with existing static schemes

As indicated previously, one of the future research directions in
the design of modern symmetric cryptographic algorithms is to use
dynamic key-dependent cryptographic primitives to reach better resis-
tance against side-channel attacks and better efficiency. The efficiency
is improved because the use of dynamic cryptographic primitives pro-
vides the required security level with a lower number of rounds than
static ones. Moreover, the time needed for the initialization process to
14
produce the required binary diffusion matrices is low due to the use of
simple logical operations at the sub-matrix level.

In the following analysis, we evaluate the computational delay of
the static standard block cipher (AES) and that of the proposed one that
aims to achieve a high level of security with a minimum round number
to minimize the computational complexity and associated delays and
resources. The AES operations are listed below:

(1) 𝑂𝑆 represents the byte substitution operation for a block of 16
bytes.

(2) 𝑂𝐷 represents the AES diffusion mix-column operations (for all
4 columns and each column has 4 bytes). This operation requires
the highest delay compared to the other ones.

(3) 𝑂𝑥𝑜𝑟 represents the logical XOR execution operation between
two blocks of 16 bytes.

(4) 𝑂𝑆𝑅 represents the AES permutation ‘‘Shift-rows’’ operation of
16 bytes.

(5) 𝑂𝑅𝐾𝐺 represents the generation of a round key operation of 16
bytes.

(6) 𝑟 represents the number of rounds and it depends on the secret
key size.
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Table 3
Comparison between proposed dynamic binary diffusion process and existing ones.

Block cipher Dimension Diffusion technique Structure Flexibility Invertible/Non-Invertible
property

AES 4 × 4 MDS matrix over 𝐺𝐹 (28) Static No Invertible
Camellia 8 × 8 Binary matrix Static No Invertible
ARIA 16 × 16 Binary matrix Static No Invertible
Proposed approach 𝑛 × 𝑛 Binary matrix Dynamic Yes Invertible and

non-invertible
The total Number of Operations (NO) to encrypt/authenticate one
lock of 16 bytes using AES [29] is:

𝑂𝐴𝐸𝑆 = 𝑟𝑂𝑆 + (𝑟 + 1)𝑂𝑥𝑜𝑟 + (𝑟 + 1)𝑂𝑅𝐾𝐺 + (𝑟 − 1)𝑂𝐷 + 𝑟𝑂𝑆𝑅 (33)

iven that the minimum value of 𝑟 in AES is 10 for a 128-bit secret
ey, the minimum NO of AES is given by:

𝑂𝐴𝐸𝑆(𝑟=10) = 10𝑂𝑆 + 11𝑂𝑥𝑜𝑟 + 11𝑂𝑅𝐾𝐺 + 9𝑂𝐷 + 10𝑂𝑆𝑅 (34)

Concerning the proposed dynamic scheme, we show below the NO
eeded to process one block of 16 bytes. We consider a round number
′ < 𝑟, varying from 2 to 6, and a binary diffusion process that uses 𝑛 =
6:

𝑂𝑝𝑟𝑜𝑝 = (𝑟′ − 1)𝑇𝐷′ + 𝑟′𝑂𝑆 + (𝑟′ + 1)(𝑂𝑥𝑜𝑟 + 𝑂𝑅𝐾𝐺) (35)

where 𝑂𝐷′ represents the binary diffusion process as described in
this paper, and 𝑂𝐵𝐷𝐺 represents the generation operation of a binary
diffusion matrix. Let us indicate here that 𝑂𝑆𝑅 is not required in this
solution since the diffusion is done at the block level instead of the
sub-block level, as in the case of AES. In addition, the number of 𝑂𝐵𝐷𝐺
is related to the configuration (can be for one block or a set of blocks).

The objective of this discussion is to validate that in the dynamic
key approach, the round number can be reduced, which decreases the
overhead without degrading the security level.

In parallel, the security level as indicated previously in the paper
cannot be formal when using dynamic cryptographic primitives, but
a heuristic test was applied to the proposed diffusion matrix forms,
and the obtained results indicate that the generated binary diffusion
matrices (invertible or not) achieve on average an acceptable branch
number, and lower fixed points. Also important to note that the crypto-
graphic primitives vary and thus, they are unknown to attackers, which
leads to random physical properties and hence, complicates the process
of carrying analytic attacks as well as side-channel attacks [16].

Table 3 shows the difference in characteristics between the pro-
posed dynamic binary diffusion process and the existing ones.

6. Conclusion

Towards resisting the different kinds of recent and powerful ana-
lytic and implementation attacks, the use of dynamic cryptographic
primitives, such as diffusion, has been recommended recently as an
alternative to the static approach. In this paper, we propose a set of
binary, flexible, and dynamic diffusion (invertible or non-invertible)
forms that can be employed to ensure the diffusion property. These
diffusion forms exhibit simple software and hardware implementations,
and they are flexible to cater for the different characteristics of utilized
devices. More specifically, six diffusion matrix forms were proposed,
four that are invertible and two that are non-invertible. One of the
important contributions is the new construction technique for binary
diffusion matrices in a pseudo-random manner, in both formats, invert-
ible and non-invertible. However, employing only one diffusion matrix
for each form does not always provide the required cryptographic
performance. Therefore, for such forms, we proposed an enhanced
scheme based on applying the adapted binary matrix multiplication
operation between the primary matrix form and its corresponding
transposed one (or with a pseudo-random matrix for the second non-
15

invertible primary matrix form). The experimental results confirmed
the enhancement of the cryptographic performance. In summary, the
dynamic diffusion construction technique has the required properties
for any modern cryptographic algorithm (symmetric or un-keyed),
and channel encoding scheme. In addition, the generated forms are
designed to strike a good balance between robustness and efficiency.
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