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Abstract�This article proposes an unsupervised learning ap-
proach for fault prognosis of silicon carbide (SiC) MOSFETs. The
proposed approach utilizes the changing trend of a device�s voltage,
current, temperature, and other device characteristics with its
degradation. The failure modes of semiconductors are reviewed
along with existing methods for fault prognosis. The proposed
approach is the �rst to address prognostics of SiC devices, and it can
avoid the effects from system noise and data errors. It is not limited
to of�ine analysis and is targeted at online implementation. It is
easy to implement on standard digital platforms, and has fast com-
putational speed. Of�ine data analysis is performed to verify the
effectiveness of the proposed method, and a processor-in-the-loop
system is used to verify its ability to perform online fault prognosis.

Index Terms�Fault diagnosis, fault prognosis, power electron-
ics, real-time systems, unsupervised learning.

I. INTRODUCTION

POWER semiconductors are essential devices in many en-
ergy conversion systems, including electrified transporta-

tion, renewable energy conversion, and grid-tied systems [1],
due to their high efficiency. Some emerging semiconductors,
such as silicon carbide (SiC) and gallium nitride (GaN), have
gained significant interest in industrial applications due to their
low conduction losses and high thermal capabilities. In addition,
their higher switching frequency has enabled high efficiency
of many new applications such as wireless charging [2] and
transportation electrification, and has reduced the total harmonic
distortion of power converters [3]. While power electronic sys-
tems have benefited from the development of new semiconductor
devices, the reliability of such devices, along with their failure
modes and degradations, are still being explored.

When a semiconductor device fails, some measurable sig-
nals, such as voltage or current, will have significant changes.
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Such postevent changes can be used to develop many fault
diagnosis and prognosis methods. However, these changes may
cause undesired impacts on other healthy components, which
increase the risk of further damage. Thus, instead of detecting
the failure after it happens (postevent), it is desirable to predict
a failure before it happens (preevent).

This article proposes an unsupervised machine-learning ap-
proach: principle component analysis (PCA)-based fault prog-
nosis for SiC MOSFETs. It is also applicable to traditional Si
MOSFETs. The proposed method utilizes the observed trends of
sensed signals that relate them to the degrading SiC device. PCA
captures the true dimensionality of data by removing redundan-
cies in the sensed signals and capturing the major variation in the
data; this speeds up the data analysis computation. The proposed
method has the added advantage of reducing the impact of noise
significantly. Application of the proposed method is not limited
to offline analysis; it can be implemented in a processor-in-the-
loop system for real-time operation.

The article proceeds as follows: Section II presents a litera-
ture review of device failure modes and existing fault progno-
sis methods. Section III introduces the accelerated aging test
used to obtain useful datasets of sensed signals. Section IV
introduces the proposed PCA-based fault prognosis method.
Section V shows the results for offline fault prognosis to verify
the effectiveness of the proposed method. Section VI shows an
implementation of the proposed method in an online processor-
in-the-loop (PIL) platform to verify its real-time capability.
Section VII concludes the article.

II. LITERATURE REVIEW

In this section, a brief review of power device and module
failure modes is provided, along with a summary of existing
methods for fault prognosis.

A. Failure Modes

To develop an effective fault prognosis method for power
semiconductors and modules, their failure modes should be
understood first. There are many types of semiconductor failures
and these failures can be grouped into two main failure modes:
extrinsic and intrinsic. Extrinsic failures are mainly related to
packaging, while intrinsic failures mostly relate to transistor
physics [4]. The main failure types of extrinsic failures include
reconstruction of metallization (ROM), wire-bonding fatigue
(WBF) [5], and solder joint fatigue (SJF) [6].
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ROM occurs in the metallization layer of semiconductor
devices. The metallization layer is typically made of aluminum;
it is the top level of power dies and connects elementary cells of
a power module. In high-temperature applications, power mod-
ules experience high operating temperature or high-temperature
swings, which could cause aging of the aluminum metallization
layer; this results in aluminum reconstruction which induces an
increase in the resistance of metallization layer [7]–[9]. WBF
includes several different failure types related to bond wires,
which interconnect semiconductor devices and their packages.
Failure types of bond wires include foot crack, heel crack,
fracture, and lift off [8]–[11]. The first three failure types di-
rectly stem from aging of bond wires and are mainly caused by
high-temperature swings. Bond wire lift off is mainly caused by
the mismatched coefficient of thermal expansion (CTE) between
wires and silicon.

SJF occurs in the solder layers of a power module, where
solder is used to join the chip, the ceramic substrate, and the
base plate [12]. When thermo-mechanical stress is applied to
the two solder joints, both of the solder layers are affected
by the CTE mismatch of the joined elements, which could cause
the solder joint to crack [6].

Intrinsic failures are related to transistor physics, which
mainly include dielectric breakdown (DB), hot carrier injection,
and electromigration (EM). These three intrinsic failures could
happen in both insulated-gate bipolar transistor (IGBT) and
MOSFET devices. DB is typically caused by electrostatic dis-
charge and junction overvoltage; DB occurs when a strong elec-
tric field induces a current path through the insulated medium
among device junctions. A strong electric field can impact en-
ergy into an electron or a hole, which is called a hot carrier. These
electrons and holes build up in insulation layers and can change
the characteristics of devices, such as gate threshold voltage and
transconductance, and then impact the performance of devices.
EM occurs when a high-density current passes through silicon
interconnects, then migration of metal occurs and metal voids are
formed in interconnects. These voids can induce open circuits
or high resistive paths and cause poor performance of devices
[13].

B. Methods of Fault Prognosis

Many effective fault prognosis methods have been developed
for semiconductor devices or power modules. These methods
can be mainly categorized as model-based approaches and statis-
tical approaches. In model-based approaches, Clech’s algorithm
is used to develop a physics-based model [14] to illustrate the
relationship between the lifetime of a power module and fre-
quency, dwell-ramp time, and maximum/minimum temperature.
It is applicable to predict failures of solder interconnections. In
[15], a thermal model and physics-of-failure-based reliability
analysis are combined to predict crack propagation in the solder
layer and bond wire joints. A real-time reduced-order thermal
model is proposed in [16] to model device junction temperatures,
and assist with health management of power devices. In [17], a
real-time rain-flow coding algorithm is proposed and utilized
with compact thermal models to develop a life-time model.

The proposed methods in [15]–[17] all use estimated junction
temperature from thermal models and combine with physics
of failures to develop analytical models for power device life-
time prediction. The Coffin-Manson law used in [18] estimates
the fatigue life according to plastic strain and is linked to the
change of junction temperature during power cycling; then, a
lifetime prediction model for power devices in a voltage source
inverter is developed based on die-attached solder fatigue. In
[19], curve fitting is a simple and useful tool, where ON-state
voltage and junction temperature are used to perform linear
extrapolation to indicate bond wire degradation. The measured
signals can also be directly used or modified as a warning sign to
indicate the degradation of a semiconductor device [20]–[22].
Thermal resistance is monitored, and a degradation model of
thermal resistance is developed in [20], to estimate the lifetime
of power modules. The focus of the thermal resistance-based
method is solder fatigue. In [9], a special degradation trace on the
collector-to-emitter saturation voltage of a power device during
the degradation process was found and utilized to develop a prog-
nostic system and in [21], the high-order oscillatory response is
treated as a feature of power device characterization to evaluate
device aging.

Statistical approaches are data-driven methods for fault prog-
nosis. Monte-Carlo simulations are used to propagate degrada-
tion paths, and a maximum-likelihood function is used to build a
fault prognosis method in [22]. The increasing trend of collector-
to-emitter voltage is utilized to build a simple state-based prog-
nosis method in [23]. Particle filter algorithm is implemented to
forecast the semiconductor failure by observing the decay of the
OFF-state current of a semiconductor device, while the device
is undergoing aging [24], [25]. Empirical degradation models
perform several tests on different characterizations of an aging
semiconductor device to model its degradation behavior [26].
Mahalanobis distance (MD) is used as a prognosis parameter
in [27]. In this method, MD between a good device data and
a test device data is calculated; if the difference is over a
certain threshold, then an anomaly is declared. Gaussian process
regression [28] is used for predicting failures in a semiconductor
device, wherein an estimated dynamic model is built, and then
based on the model, the Gaussian process regression is applied
to estimate the remaining useful life (RUL). In [29], a maximum
likelihood estimator is used to estimate the system model and a
Markov model is utilized to estimate the RUL; the concomitant
method is called a light-weighted statistical prognosis method.

However, all of these fault prognosis methods are developed
for conventional Si semiconductor devices, and most of the
model-based approaches only focus on certain types of extrinsic
failures. Also, most assume a certain type of extrinsic failures
causes most fatigue of a power module; for example, the thermal
resistance monitoring method in [20] only focuses on solder
fatigue. Analytical models are not effective methods when the
complexity of the system increases. Monte-Carlo simulations
and maximum-likelihood function used in [22] require running
a large number of simulations or calculations; consequently, it
is very complicated to use. The state-based prognosis method
in [23] only deals with wire bond failure, so it is not useful for
other types of failures. Particle filter algorithm in [24] and [25]
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is typically computationally demanding and is not suitable for
online analysis. The empirical degradation model in [26] is de-
veloped based on fitting experimental data and cannot be used as
a generic model. Mahalanobis distance on all measured signals
in [27] might be sensitive to noise, so it is hard to be implemented
in noisy scenarios with redundant measurements. The results of
Gaussian process regression shown in [28] indicate around 30%
error in estimation, which is not acceptable. In [29], the error in
maximum likelihood estimator is unacceptably large. The most
important limitation of these existing fault prognosis methods is
that they are only implemented and tested in offline conditions,
which is not useful for real-time or online applications. This is
especially true in safety-critical applications, such as electrified
transportation. Even though some methods have the potential
to be implemented in real-time or online applications, the im-
plementation process is complicated. Thus, a more robust and
practical fault prognosis method for emerging semiconductor
devices is necessary.

This article proposes a PCA-based fault prognosis method
for SiC MOSFET modules, and it is also applicable to Si MOSFET

modules. It is effective for both intrinsic and extrinsic failures.
While the proposed method requires an offline training process
to establish an anomaly detection model, it can be implemented
in an online system as illustrated in this article. The ability
to generate reduced dimensionality of data speeds up the data
analysis computation as well as reduces the effects of noise, as
explained in Section IV.

III. ACCELERATED AGING TEST

The proposed fault prognosis method relies on the analysis
of a database to generate an anomaly detection model when
the devices are in healthy condition. The database is generated
from datasets of many devices in healthy condition, thus the
general database is able to tolerate the mismatch of param-
eters among devices. Then the database is used for training
an anomaly detection model. When devices in degraded and
failure conditions violate the model, anomalies will be detected.
Thus, proper data should be collected when the semiconductor
devices are healthy, degraded, and failed. However, it usually
takes a semiconductor device a very long time to degrade and/or
fail in normal high-frequency operating conditions, where these
devices can run for many years. Using a very low-frequency
operating condition can stress the devices by longer conduction
times. Therefore, to acquire the necessary data and develop
anomaly detection models, accelerated aging tests were per-
formed, where high current was applied to the tested devices
via power cycling, and the temperature of the tested devices
was controlled during thermal cycling. Thus, the purpose of this
research is to understand the degradation process and failure
conditions of SiC devices using the proposed approach; an
accelerated aging test is sufficient to generate valuable datasets.

A. Test Setup

An accelerated aging test was performed using the 1500 A
Mentor Graphics power tester [30]. The maximum heating cur-
rent of power tester 1500 A is 500 A for three phases and 1500 A
for a single phase. In the performed test, 30 A heating current

Fig. 1. MOSFET module and test setup.

is used, voltage and current are measured as ON-state voltage
and current when heating current is applied. Many devices have
undergone accelerated aging tests, and since electric machine
drive circuits typically consist of six devices, in this article, six
devices are used for illustration. To account for variations among
the same part number in terms of manufacturing tolerance, six
different modules are used with part number CCS050M12CM2
from Wolfspeed. As indicated in Fig. 1, six modules are used
to construct the testing circuit, but in each module, only one
MOSFET device is used so that six different devices are tested.
These devices are denoted as S1, S2, S3, S4, S5, and S6, and every
pair is connected in series. The top switches, S1, S3, and S5, are
connected to separate channels of the power tester, denoted as
CH1, CH2, and CH3; the bottom switches, S2, S4, and S6, are
connected to a common ground, denoted as COM. These devices
are utilized to perform the power cycling test. Each channel has
its own control of voltage, current, and temperature during power
cycling even though their values are set to be the same for all
six devices to have the same operating conditions. The reason
for using separate channels, but the same testing conditions, is
to avoid interaction between the three different half bridges. If
one device fails, the power tester can maintain the operating
condition of the other devices in different legs to ensure that a
failure in one leg does not impact others.

The devices were mounted on a temperature-controlled cold
plate, the base plate temperature was set to 65 °C. The target
junction temperature was set to 150 °C, and the temperature was
maintained as constant. If the junction temperature increases and
the device needs to maintain a constant junction temperature,
the power tester would lower the current setting. When current
is reduced, the ON-state voltage will decrease. However, when
measuring the ON-state voltage, the current remains constant
in the same cycle and is only changed after a full cycle of
50 s is completed as the power cycling was performed with
40 s ON-state and 10 s OFF-state, as shown in Fig. 2. While this
testing condition does not involve high switching frequencies, it
is intended for accelerated testing where long conduction times
overstress the devices.
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Fig. 2. Power cycle with ON and OFF times.

Fig. 3. Failed devices. (a) S3 wire bond broken. (b) S4 burned.

B. Test Results

After performing the accelerated aging test for 41 200 ON–OFF

cycles, S1, S2, and S6 were found to not have failed, while S3
and S5 failed as broken bond wires as shown in Fig. 3(a). The
ON-state voltage VDS(ON) and current IDS(ON) of S3 and S5
were monitored to increase about 0.14 V and decrease about
2.5 A suddenly when delamination happens, then the devices
stopped working as an open-circuit fault. S4 is burned as shown
in Fig. 3(b). The ON-state voltage VDS(ON) of S4 was monitored
to decrease continuously, then the device stopped working as a
short-circuit fault. The open- and short-circuit fault have been
verified by three-dimensional imaging. Note that 41,200 cycles
were used since a short-circuit failure was detected by the tester,
and the collected data is sufficient to analyze the degradation
process and failure conditions. The collected data included 11
features for each device. The features are listed in Table I,
where an additional feature RDS(ON) is computed from the mea-
surements of VDS(ON)/IDS(ON). The reason to generate another
feature RDS(ON) from existing features is to explore whether an
additional feature could enhance fault diagnosis and prognosis.
Even though IDS(ON) is controlled by the power tester, it still
reflects the characteristics of devices during aging test, since
changes in junction temperature represent the characteristics of
devices, while changes in IDS(ON) seek to maintain a constant
junction temperature. When the device is in the ON-state, the
constant heating current is 30 A with 15 V applied from gate
to source; when device is in the OFF-state, the constant sensing
current is �200 mA with a �10 V applied from gate to source
since negative voltage is typically used to turn off SiC MOSFETs

TABLE I
DATA FEATURES

[31]–[33]. The thermo-sensitive electrical parameter (TSEP) is
around 3 mV/°C, which determines the junction temperature of
the MOSFET.

IV. PROPOSED UNSUPERVISED MACHINE

LEARNING APPROACH

In this section, the data preprocessing, principal component
analysis, and anomaly detection mechanism are described.

A. Preprocessing

Data-driven anomaly detection approaches were performed
on the collected data. This process involves data preprocessing,
where the data need to be visualized and understood. Then, a
PCA-based approach to unsupervised anomaly detection was ap-
plied. To visualize the data, mean, median, mode, max, variance,
skewness, and kurtosis [34] were calculated for each feature. The
visualization data statistics for individual features is shown in
Appendix A (see Table IV). Because Vhot and Vcold are both
measured during the device’s OFF-state, and the sensing current
in the OFF-state is negative at �200 mA, Vhot and Vcold show
negative values in Appendix A (see Table IV). TSEP remains
positive in the OFF-state due to the increased absolute value of
VDS i.e., body diode forward voltage when temperature reduces.
Matrix plot of features was also performed, but it is not shown
here.

There is a clear distinction between healthy devices and aged
devices upon examination of data statistics, such as standard
deviation �, skewness, and kurtosis. For example, as shown in
Fig. 4, for an open-circuit failure (Device S3) and a short-circuit
failure (Device S4), a consistent change in kurtosis value is
observed when compared to the healthy devices. This change
in kurtosis value is consistent for all features. The change in
skewness value shown in Fig. 5 is also consistent, that is,
the skewness value either increases or drops compared to the
healthy devices for both failure types among all features. Similar
change can be observed from the � values for all features too.
Such changes in kurtosis, skewness, and � values reflect the
difference between a good device data and a failed device data.
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Fig. 4. Kurtosis of features.

Fig. 5. Skewness of features.

This suggests that the good devices’ data can be used to train
the anomaly detection techniques.

B. Principle Component Analysis-Based Anomaly Detection

PCA [35] calculates a reduced matrix to represent the original
collected data, and the reduced matrix can be used to calculate
anomaly detection metrics. In Appendix B, the detailed PCA
process steps are described. The feature dataset is formed as an
original data matrix, and the top k largest eigenvalues and the
concomitant eigenvectors of the covariance matrix associated
with the mean-removed original data matrix are computed,
where k is selected such that the sum of the k largest eigen values
is greater than 95% of the trace of the covariance matrix (trace

is the sum of all the eigen values). The top k components, e.g.,
eigenvalues and the corresponding eigenvectors represent the
most variability in the original data matrix. Then, a new reduced
matrix is generated by multiplying the original data matrix and
the selected eigenvectors. The columns of the new reduced ma-
trix are termed the anomaly detection indicators. Each indicator
represents the variability of a linearly weighted combination of
features (with weights being the eigenvector elements), so the
indicators represent the variability in the dataset. The indicators
can be utilized to calculate anomaly detectors, e.g., Hotelling’s
T2- and the Q Statistics, where T2 Statistic is the major anomaly
detector to detect the failures in devices, the Q Statistic is also
the anomaly detector, but mainly used to check the validity of
the PCA model and to detect gross data errors in the measured
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TABLE II
SUMMARY OF ANOMALY DETECTION

Fig. 6. Anomaly detection and prognostics.

data. The T2- and Q Statistics are compared with predetermined
thresholds to indicate the health condition of the device. The
detailed process of PCA is introduced in Appendix B with an
example.

T2 Statistic follows a �2-distribution with k degrees of free-
dom, so a �2-distribution table is used for threshold selection
at a specified level of confidence. The row of the table has
different degrees of freedom, which are the selected number of
top eigenvalues; the column of the table has different confidence
levels, which indicates the probability that the data follows a �2

distribution. So, the threshold for T2 Statistic is selected by the
degree of freedom, k and the confidence level. The probability
distribution for Q is a weighted �2-distribution. It is approx-
imated by a standard normal distribution as in [30]; thus, the
threshold for Q is calculated from a standard normal distribution.
More detailed explanation of the T2 and Q thresholds calculation
can be found in [35].

C. Anomaly Detection Mechanism

Q Statistic is mainly used for model verification. If the Q value
is over the threshold Q�, it indicates that the PCA model is not
valid. T2 value should be compared with the thresholdT�, where
T2 Statistic is mainly used for anomaly detection in the device.
Indicators represent the variability and trend of the features.
Indicators can be used to determine the specific failure type when
an anomaly is detected, that is, when the T2 exceeds T�. When a
failure has caused variability and the trend of indicators matches
a certain type of failure, then a failure type may be determined.
Table II summarizes the combinations and the corresponding
detection results. Fig. 6 shows the flowchart of the proposed
anomaly detection mechanism. Q value is compared with the
thresholdQ� first to determine if the model needs to be retrained.

Fig. 7. Indicators for PCA with data of S3 using nine features and three
principle components.

If the model is still valid, then T2 value is compared with
the threshold T� to detect the anomaly. Finally, the trends of
indicators are checked to determine the failure type.

V. RESULTS OF DATA ANALYSIS

For realistic implementation, the separation of training and
testing data is necessary. Training data is used to calculate the
eigenvalues and eigenvectors to develop the model; testing data
are used with the calculated eigenvectors to generate indicators
and anomaly detection metrics, i.e., T2- and Q Statistics. As
explained in Section III-B, the data from healthy devices should
be used for training; data from the other devices can be used
for testing whether an anomaly have occurred in these devices.
Device imaging was performed before testing to benchmark
the devices’ healthy state. After accelerated aging tests, device
imaging and visualization mentioned in Section IV-A is used to
identify healthy, degraded, and failed devices. In our computa-
tional experiments, the data from S6 were used as training data
since it remains in the healthy condition after the test, while the
data from S3, S4, and S5 were used as testing data. The analysis
was performed with two different subsets of features. 1) Nine
features selected using practical considerations. 2) Three most
accessible features.

A. Analysis With Nine Features

Excluding Tcase and RDS(ON), PCA analysis was performed
on the remaining nine features because it was found that the
selected nine features have most impact on the results, while
RDS(ON) is strongly linked to VDS(ON) and IDS(ON). PCA was
performed using the first three indicators (k = 3) which summa-
rize more than 95% of the total data variability.

Fig. 7 shows the indicators for S3 which fails in open-circuit
fault, while Fig. 8 shows the corresponding T2- and Q Statis-
tics for S3. Fig. 9 shows the indicators for S4 which fails in
short-circuit fault, while Fig. 10 shows the concomitant T2- and
Q Statistics for S4. Fig. 11 shows the indicators for S5 which
fails in open-circuit fault, while Fig. 12 shows the related T2-
and Q Statistics for S5. Since the tester from which data was
recorded stopped recording data when a device failed, the T2 and
Q values exceed the threshold before the actual failure happens.
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Fig. 8. T2 and Q for PCA with data of S3 using nine features and three principle
components. (a) Trends. (b) Zoomed-in part.

Fig. 9. Indicators for PCA with data of S4 using nine features and three
principle components.

This means the PCA-based anomaly detection can predict the
failures in S3, S4, and S5 before they happen.

In Figs. 9 and 10, the intermediate states of indicators, T2

and Q Statistics are caused by power cycling control after the
failure of S3. In Fig. 8(b), the T2 Statistic exceeds the threshold
several times when the device is still in a healthy condition.
This is mainly caused by variability of data; it can be improved
by a median filter and to avoid the ambiguous condition, it is

Fig. 10. T2 and Q for PCA with data of S4 using nine features and three
principle components. (a) Trends. (b) Zoomed-in part.

Fig. 11. Indicators for PCA with data of S5 using nine features and three
principle components.

necessary to check if the increasing of T2 Statistic is consistent.
For example, if the T2 Statistic exceeds the threshold and falls
below the threshold after a certain number of sample points,
then it will not be treated as an anomaly. It is clear from Figs. 8,
10, and 12 that faults can be flagged about 1000 cycles from
their actual occurrence. This provides users of these devices,
e.g., in electrified transportation applications, an adequate
window of time to mitigate fault occurrence through preventive
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Fig. 12. T2 and Q for PCA with data of S5 using nine features and three
principle components. (a) Trends. (b) Zoomed-in part.

maintenance. For comparison purposes, the T2- and Q Statistics
for a healthy device, S6 are shown in Fig. 13, where none of the
T2- and Q Statistics exceed the thresholds.

It can be observed from Figs. 7 and 11 that, when an
open-circuit fault happens, only indicator 3 shows significant
variability, while indicators 1 and 2 only show increasing trend
or relatively lower variability. In Fig. 9, all the indicators show
significant variability, and this happens when short-circuit fault
happens. The significance of variability can be inferred from
the absolute maximum value when the fault happens. The
characteristics of the indicators can be utilized to determine
the failure type of semiconductor devices. From the calculated
eigenvector in Appendix B, step 4, it is concluded that features
�T and Tj_max dominate indicator 1, feature �P dominates
indicator 2, and feature Tj_min dominates indicator 3. Since
open-circuit fault only causes significant variability in indicator
3 and short-circuit fault causes significant variability in
all indicators, feature Tj_min has the most influence on an
open-circuit fault detection, and features �T, �P, Tj_max,
Tj_min have the most influence on a short-circuit fault detection.

B. Analysis of Reduced Features

So far, the PCA analysis used the most practical nine features
in Table I excluding Tcase and RDS(ON). However, in practice,

Fig. 13. PCA with data of S6 using nine features and three principle compo-
nents. (a) T2 and Q. (b) Indicators.

measuring the nine features used earlier may be costly. There-
fore, PCA analysis using the three most accessible features,
viz., VCE(ON), ICE(ON), and RDS(ON), is performed to examine
whether PCA-based anomaly detection could still predict the
occurrence of faults. Even though RDS(ON) is related to VCE(ON)
and ICE(ON), it has a better representation of the characteristic
of the tested device, thus it is used as a separate feature. As
before, the data from S6 were used for training, since device
S6 remains in a healthy condition; the data from S3, S4, and
S5 were used for testing. For this test, PCA was used with the
first component only, i.e., “k = 1” in Figs. 10 and 11. In this
case, PCA can still explain 99.9% variability of the total data
variation. Fig. 14 shows the indicators for S3, while Fig. 15 shows
the corresponding T2- and Q Statistics for S3. Fig. 16 shows the
indicators for S4, while Fig. 17 shows the concomitant T2- and
Q Statistics for S4. Fig. 18 shows the indicators for S5, while
Fig. 19 shows the related T2- and Q Statistics for S5.

The T2- and Q values exceed the thresholds before the actual
failure happens in Figs. 15, 17, and 19, which means the failures
in S3, S4, and S5 can be forecasted using only three features,
VCE(ON), ICE(ON), and RDS(ON). Since only three features are
used, the characteristic of indicator is not as outstanding as
using nine features. However, it can still be concluded that the
absolute maximum values in Figs. 14 and 18 when open-circuit
fault happens are larger than the values in Fig. 16 when the
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Fig. 14. Indicator PCA with data of S3 using three features and one principle
component.

Fig. 15. T2 and Q for PCA with data of S3 using three features and one principle
component. (a) Trends. (b) Zoomed-in part.

Fig. 16. Indicator PCA with data of S4 using three features and one principle
component.

Fig. 17. T2 and Q for PCA with data of S4 using three features and one principle
component. (a) Trends. (b) Zoomed-in part.

Fig. 18. Indicator PCA with data of S5 using three features and one principle
component.

short-circuit fault happens. The time to failure is calculated
from the time the T2 Statistic exceeds the threshold to the time
that the device fails. For comparison purposes, the T2- and Q
Statistics for a healthy device, S6 are shown in Fig. 20, where
none of T2- and Q Statistics exceed the thresholds.

Table III summarizes the time to failure of S3, S4, and S5 when
using the nine features versus only the three features, VCE(ON),
ICE(ON), and RDS(ON). From Table III, the time to failure for
both devices is sufficiently long for preventive actions to be
taken to avoid further damage caused by the failures. When more
features are used for PCA, more information is carried in the
analysis, so the results are more accurate. This can be seen from
Table III, where more features provide longer time to failure,
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Fig. 19. T2 and Q for PCA with data of S5 using three features and one principle
component. (a) Trends. (b) Zoomed-in part.

TABLE III
SUMMARY OF TIME TO FAILURE

which indicates more flexibility. Even though differences can be
observed using different numbers of features, all the estimated
times to failure are sufficiently long for predictive maintenance.

VI. PROCESSOR-IN-THE-LOOP VERIFICATION

PIL is used to verify the feasibility of the proposed PCA-based
anomaly detection approach. The digital signal processor (DSP)
used to perform PIL is Texas Instruments TMS320F28335 [36].
A view of the eZdsp board, including the DSP, is shown in
Fig. 21. The software used to communicate with the DSP
is MATLAB/Simulink, which can automatically generate the
C-code from the Simulink blocks and the autogenerated C-code
is compiled in CCStudio before uploading it to the DSP. After
the algorithm is run, results are sent back to Simulink, and are
displayed in visual scopes.

The implementation of PCA on the PIL is realized by perform-
ing PCA in a MATLAB’s m-file, while calculating T2- and Q
Statistics and comparing the T2 and Q with thresholds in the DSP.

Fig. 20. PCA with data of S6 using three features and one principle component.
(a) Indicator. (b) T2 and Q.

Fig. 21. eZdsp F28335.

Fig. 22. PIL block diagram.

The PIL block diagram is shown in Fig. 22. The implementation
of PCA on the PIL uses S3 data as an example; the first 20%
of the data are used as training data since the device is still in a
healthy condition, the rest of the data are used as testing data. An
m-file is built in which data selection (i.e., removing the mean of
the training data, calculating the eigenvalues and eigenvectors
from the training data and calculating the thresholds for T2-
and Q Statistics) is done. The calculation in the DSP includes
importing the testing data, removing the mean from the testing
data, computing indicators from the reduced data, calculating the
T2- and Q Statistics, and comparing T2- and Q with thresholds.
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Fig. 23. Functional blocks in Simulink.

Fig. 24. M-file generated results. (a) Zoomed-out plots. (b) Zoomed-in plots.

The detailed functional blocks in Simulink are shown in Fig. 23.
It should be noted that the data used for PIL testing is from a
hardware accelerated aging test, and is imported into the DSP
platform from a MATLAB workspace, one data point at a time
to imitate the real-time acquisition of test data. The compile
time of the PCA example is 30 s and the total run time of 9616
cycles is 7 min and 10 s, which means the run time per cycle
of the PIL is 0.045 s (i.e., 45 ms). Fig. 24 shows the M-file
generated results and Fig. 25 shows the PIL generated results,

Fig. 25. PIL generated results. (a) Zoomed-out plots. (b) Zoomed-in plots.

Fig. 26. Error plots between offline and online testing.

which appear identical. The PIL generated T2 and Q Statistics are
compared with M-file generated results by using the Euclidean
Distance and the corresponding error plots are shown in Fig. 26.
The Euclidean Distance of T2 is 0.0141, Q is 0.0004, and the
errors shown in Fig. 26 are very small, which means the PIL can
perform the PCA online and can accurately calculate the desired
anomaly detection metrics.
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