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Abstract—In this article, we present a complete design for an optimized energy-efficient sensor for use in Internet of Things
networks based on the concept of radio wake-up, with embedded addressing capability. Experimental and analytical results
demonstrate the validity of the proposed design in terms of low power consumption and efficient functionality compared to

existing solutions that are based on periodic wake-up patterns.
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[. INTRODUCTION

The Internet of Things (IoT) is a novel application venue for
various fields [1]. IoT is based on low-cost low-power devices that
are enabled for wireless communications. With the increase in the
number of IoT devices, replacing or recharging batteries frequently
is costly and infeasible. Traditionally, the problem of low power
consumption has been addressed by duty cycling concepts [2].
Duty cycling consists of switching the main transceiver to sleep
mode during pre-configured time intervals. While duty cycling
saves power significantly, it severely limits the network reactivity.
Recent advancements in hardware development have led to the
birth of a new design paradigm of wake-up radios (WuRs) for
further improvement in the reduction of power consumption [3]-
[8]. WuRs minimize the unnecessary energy, as they activate the
device only when there is a need. In a WuR architecture, an ultra-
low power radio receiver (WuRx) and an address decoder are
implemented to detect the wake-up signal, and to interrupt the
device’s micro-controller unit (MCU) to switch from sleep to active
mode only when the received signal contains the address of the IoT
device. Then, the MCU turns on the radio transceiver to initiate
sensing and communications.

In this paper, an optimized architecture for an ultra-low power
IoT sensor with radio wake-up is presented. An address decoder
is developed to minimize false wake-up events. The performance
of the proposed approach is analyzed analytically, verified experi-
mentally and compared with existing solutions. The main novelty
of our work is the end-to-end design approach taking into ac-
count various aspects of WuR-based sensor design. Such a design
includes a wake-up receiver circuit, sensing elements, a commu-
nications interface, and an address decoder. The remainder of the
paper is organized as follows; Section II presents the proposed
sensor architecture. Section III presents implementation details
with experimental results, comparison with existing solutions and
analytical evaluation. Finally, Section IV concludes the paper.

[I. PROPOSED ULTRA-LOW POWER IOT SENSOR

In this section, we present the different blocks of the proposed
IoT sensor. The sensor is divided into four design components:
wake-up circuit, address decoder, processing unit with sensing
components, and communications interface.
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A. Wake-Up Circuit

The wake-up circuit functionality is to detect the wake-up signal
and accordingly activate the MCU. It is composed of an antenna
to pick up the RF signal, an impedance matching network to guar-
antee maximum power transfer, and a rectifier with a comparator
to convert the RF power to dc voltage.

1) Antenna and Wake-Up Signal: The implemented an-
tenna is a monopole antenna and has the following specifications:
a frequency range between 2.4 —2.5 GHz, a gain of 5 dBi, an SMA
type connector with an impedance of 50 Ohms, omni-directional
type radiation, and a length of 130 mm. The WuRx design should
be of low power, hence, the modulation complexity must be kept
low as well. The modulation used is on-off keying (OOK).

2) Impedance Matching: The impedance matching cir-
cuit matches the output impedance of the antenna to the input
impedance of the rectifier. In our design, a single short-circuited
stub matching network is used. This network is narrow-band and
has relatively small size which leads to lower power losses and
better sensitivity. In order to account for the parasitic effects of the
diodes in the rectifying circuit and the tolerances of the dielectric
constant of the substrate, a stub is included for post-fabrication
tuning of the operating frequency. The tuning stub consists of a
transmission line with a separate array of grounding vias. By vary-
ing the position of a capacitor along the line, the length of an equiv-
alent RF short-circuited stub can be changed and the impedance
of the rectifier can be controlled.

3) Rectifier: The rectifier’s function is focused on eliminat-
ing the residual carrier signal while preserving the envelope of the
received waveform. The rectifier used consists of a half-wave volt-
age doubler configuration. This configuration provides a higher dc
voltage in comparison to a single diode rectifier and, hence, has
better responsivity. The zero bias Schottky diode SMS7630 [9] is
used. To ensure that the generated dc voltage reaches the compara-
tor with minimal harmonic noise, a filter consisting of quarter-
wavelength stubs at the fundamental, second, and third harmonics
is designed and placed between the rectifier and the comparator.
In addition, because the dc voltage of the rectifier is expected to
have high ripple content, an RF bypass capacitor is added at the
output to filter the ripples and enable a smooth dc voltage supply
to the comparator.

4) Comparator: To step the rectifier low output voltage to
a higher voltage capable of waking-up the MCU, the LTC1540
comparator [10] is added at the rectifier’s output. It has a low
quiescent current consumption and a built-in voltage reference
of 1.13 V. Therefore, the power consumption is reduced since this
reference is used instead of the battery for generating the threshold
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Fig. 1. Architecture of the address decoder.

voltage through a voltage divider. The minimum threshold to turn
on the comparator is set to 50 mV, which is a reasonable level
above any significant noise.

B. Address Decoder

The address decoder is a key subsystem that is responsible for
decoding data received by the WuRx and generating a trigger
only when the address is recognized. If the address decoder is not
present, the MCU will wake-up at any 2.4 GHz signal, which in-
creases the probability of false wake-up and causes unnecessary
power loss. The designed address decoder (see Fig. 1) is an en-
hancement of the one proposed in [11]. The data received from
the front-end circuit is processed into a shift register formed by a
pipeline of D-flip-flops. Each flip-flop output is then compared to
the corresponding bit in the saved address using XNOR gates. Once
the data in the flip-flops matches the saved address, an interrupt is
sent to the MCU. In our design, XNOR gates with open drain output
are used and all the AND gates are replaced with a single pull up
resistor, which minimizes the current consumption and the com-
plexity of the developed circuit. Thus, our design differs from [11]
where AND gates follow the output of XNOR gates for address match
identification as indicated by their simulation analysis. In addition,
in our work, a complete prototype is implemented and tested under
realistic conditions.

C. Processing and Sensing Unit

The interrupt signal generated by the address decoder triggers
the processing unit to wake-up. Once received, the processing unit
reads data from its sensing inputs and forwards it to the destination.
Therefore, the main blocks of this circuit are the processor and the
linked sensing components.

1) Processor: We employ the Texas Instrument CC3200
launchpad unit which includes a wireless interface in addition to a
micro-controller (MSP430) with an embedded antenna. This board
has 1.8-3.6 V input voltage range, 4 1A current consumption in the
hibernate state, around 250 mA maximum current consumption,
and up to 256 KB of RAM memory [12].

2) Sensing Components: The resistance temperature de-
tectors (RTD) components are used for temperature and humidity
sensing. Specifically, DHT-11 [13] is chosen as it outputs digital
data which is recommended for the CC3200.

D. Communications Interface

The CC3200 offers an embedded WiFi interface that can be
used to connect the sensor’s MCU to a remote cloud server for
data exchange and application layer functionality.

[ll. EXPERIMENTAL SETUP AND RESULTS

The prototype platform of the designed WuRx and address de-
coder are presented in Figs. 2 and 3, respectively. To verify the
functionality of the WuRx, the reflexion coefficient along with
the dc output voltage and the sensitivity are determined by re-
lying on the Agilent EE4438C ESG vector signal generator [14]
that is transmitting a 1 W fixed signal. Later on, and in order

Tuning stub Harmonics
filter

Matching
network

Comparator

.....

0

o &

Magnitude (¢B)
&

%
3

-25

1 1.5 25 3

Frequend (GHz)
Fig. 4. S;; experimental vs simulated results.

to verify the functionality of the designed address decoder, the
same signal generator is used to generate the 2.4 GHz OOK
modulated signal carrying a 16-bit address. The reception of
1 corresponds to a 2.4 GHz signal with amplitude —25 dBm
and duration 1 ms whereas the amplitude is set to —135 dBm to
receive 0.

A. Impedance Matching and dc Output

A vector network analyzer is used to measure the reflection
coefficient (S;;) at the input of the matching network. The position
of the capacitor between the tuning stub and the via array plays an
integral role in tuning the resonant frequency in order to achieve
good agreement between measurements and simulations. Fig. 4
illustrates the consistency between the Advanced Design System
(ADS) [15] simulation results and the experimental measurements.
Si1’s magnitude is maximized at —20 dB at 2.4 GHz which verifies
the impedance matching and the optimized power transfer. To
measure the dc voltage at the output of the rectifier, the power
received is varied from —30 to —15 dBm, and the dc output is
measured at increments of 1 dBm. Fig. 5 demonstrates the voltage
level variation before reaching the comparator in order to achieve
the desired voltage level of 50 mV. Thus, the sensitivity of the
system is around —28 dBm, which corresponds to maximum range
of 22 m.

B. Data Measurements and Uploading

When the CC3200 receives an interrupt from the address de-
coder indicating a matched address, it senses temperature and
humidity levels for around 30 sec and uploads to the cloud server
over WiFi. After that, it goes into sleep mode until it receives an-
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Fig. 5. Rectifier output versus power received.

Table 1. Measured current (1A) and power (W) consumptions.
Component Active Sleep Active Sleep
mode (#A) mode (uA) mode (W)  mode (W)
Wake-up receiver 4.5 1.5 13.5 4.5
Address decoder 8.5 8.5 25.5 255
Main micro-controller 39500 4 118500 12

Table 2. Comparison of this work with other designs.

Power Sens. Range Freq. Rate Latency

(W) (dBm) (m) (GHz)  (kbps) (ms)
This work 39 —28 22 24 1 16.06
[17] 0.098 —41 1.2 0.915 100 -
[18] 4.75 —83 1200 0.868 0.128 484
[19] 26.4 —53 41 0.868 27 13.08
[11] 13.41 —54 - 0.868 100 0.08

other wake-up signal. In order to display the measured data in real
time, a dashboard is implemented using Freeboard.io [16].

C. Current and Power Consumption Results

The current consumption of the IoT sensor is measured using
a micro ammeter in the sleep and active modes as presented in
Table 1. The WuRx consumes 4.5 nA of supply current at 3 V
(13.5 nW) in the active mode and 1.5 pnA (4.5 W) in the sleep
mode. On the other hand, the address decoder consumes 8.5 A
(25.5 W) in both the active and the sleep modes. The main micro-
controller CC3200 consumes 39.5 mA (118.5 mW) in the active
mode and 4 nA (12 ©W) in the sleep mode.

D. Latency

The latency of the complete sensor is computed as the sum of the
latencies of the different components. Due to the comparator, the
latency of the WuRx is 60 us. As for the address decoder, the clock
generator determines the latency of the circuit. The clock frequency
is chosen as the double of the frequency at which we are sending
data. The frequency of the transmitted signal is however limited
to 1 KHz because of the used signal generator. Thus, the clock
frequency is set to 2 KHz and the overall latency of the address
decoder is equal to 16 ms when a 16 bits address is processed. On
the other hand, the latency of the CC3200 and the communication
interface is 20 ms.

E. Comparison With Existing Solutions

Table 2 presents the characteristics of the proposed wake-up
circuit and address decoder compared to recent state of the art
solutions. The solution with the lowest power consumption [17]
(98 nW) has a lower sensitivity of —41 dBm but it does not support
addressing which has a significant effect on its power consumption

Table 3. Current consumption and lifetime for scheduled and
triggered schemes.

Configuration Scheduled Triggered Triggered Triggered

Don =33% Doxn =33% Don=1.6% Don = 0.83%
Consumption (1A) 1307.3 1307.5 645.9 341.8
Life time (days) 56 55 113 213

and lifetime due to excessive false wake-ups. In addition, it has a
low communication range (1.2 m). The solution with the highest
sensitivity [18] (—83 dBm) also has a lower power consumption
than our solution (4.75 «W); however, it has a very high latency
of 484 ms which impacts its practicality for critical IoT scenarios.
The solution presented in [19] has similar results to our solution
for the power consumption (26.4 W), latency (13.08 ms) and data
rate (2.7 kbps), but a higher communication range (41 m) because
it operates on a lower frequency band (868 MHz). Thus, it requires
a larger antenna than ours which can impact the system design
aspects. The designed address decoder is an enhancement of the
one proposed in [11] with less complexity (AND gates are replaced
with one pull-up resistor). However, [11] operates on a higher
frequency (100 KHz instead of 1 KHz) and has a lower latency
(0.08 ms compared to 16.06 ms). The limitation on the achieved
latency is imposed by the available signal generator. However, with
other signal generators, we can get similar latency as [11] with less
components and current consumption.

F. Sensor Life Time Results

The lifetime is a critical parameter of a sensor since it directly
affects the long-term costs of its network. We have powered our
IoT sensor by two standard AA alkaline batteries with a capacity of
2500 mAh. Assuming that we have the full charge of the battery at
our disposal, the maximum lifetime 7 can be calculated as follows:

_ Cou(mAh)

= x 0.7 1
ITotal(mA) ( )

where Cy, is the battery capacity and Ity is the current con-
sumption. Equation (1) includes a multiplication factor of 0.7
which accounts for the external factors that affect the estimated
time [20]. Based on the measured current consumption values pre-
sented in Table 1, the proposed sensor has a theoretical standby
time of about 14 years. In case of continuous active mode opera-
tion, the maximum lifetime reaches about 2 days. Despite the fact
that the active consumption of the sensor is high, the sensor is only
active occasionally and for a short time for the majority of IoT
applications.

To evaluate the performance of the proposed “triggered wake-
up” sensor, we compare it with the standard “scheduled wake-
up” sensor that employs the duty cycling technique. Note that
the “scheduled wake-up” sensor does not require a WuRx or an
address decoder since the MCU is internally programmed to wake-
up. The time during which the sensor wakes-up and communicates
is called active cycle time Ty and is set to 1 min for both scheduled
and triggered wake-ups. The sleep cycle of the scheduled wake-up
$ensor Tychedule 1S set to 0.5 hours. In contrast, the triggered wake-up
sensor has several values of the sleep cycle Tigeer corresponding
to different types of IoT applications, with Tyjgeer of {2, 1, 0.5}
hours, i.e., it remains awake 0.83%, 1.6%, and 3.3% of the time,
respectively. Therefore, the overall current consumption is

Ito1 = DON : ION + (1 - DON) . Isleep (2)

where Doy is the percentage of active per total lifetime, and Ion
and I, are the average current consumptions in active and sleep
modes, respectively. Results of the triggered wake-up sensor, pre-
sented in Table 3, demonstrate the potential for significant gains
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Fig. 6. Lifetime as function of Dox.

over the scheduled wake-up sensors. With shorter active time per-
centage (Don = 0.83%), the triggered wake-up scheme achieves
an even greater improvement, with energy savings ranging up to
four orders of magnitude. This translates in estimated lifetimes that
are much longer than those achievable in sensors with scheduled
cycles. The lifetime of the triggered wake-up sensor is slightly
smaller that the scheduled wake-up sensor with the same active
time percentage (Don = 3.3%) because of the extra power con-
sumption of the WuRx and address decoder.

G. Address Decoding and False Wake-Up Analysis

To evaluate the benefits of the address decoder circuit, we com-
pare the battery lifetime of our proposed IoT sensor with address
decoder to a standard broadcast-based 10T sensor (excluding the
address decoder) for different false wake-up probabilities. When a
false wake-up occurs, the WuRx and the address decoder become
active. However, since the address is not matched, the address de-
coder does not interrupt the MCU. Thus, there are basically three
different scenarios with the following consumptions:

Ion = Iwur.oN + Tud.oN + Imcu.oN 3)
It = Iwur.oN + Tad.on + IMcu_sleep “
Isleep = IWur,sleep + Iadd,sleep + IMCUjleep (5)

where I is the total current consumption when a false wake-
up event occurs and Iwur.oN, ladd.oNs IMcu.on correspond to the
current consumptions of the WuRx, address decoder, and MCU in
active mode, and Iwuyr_sieep> Tadd_sleep> a0d Invcu_sieep in sleep mode,
respectively. The total current consumption of the IoT sensor with
the added address decoder is derived below as function of the active
time percentage Don, as well as the probability of false wake-ups
Pp:

Ito1=Don - Ion+(1—Don) + Pg - Is+(1—Don) - (1 = Pg) * Leep
(6)

Fig. 6 depicts the estimated sensor lifetime 7 as a function of
Dox for the false wake-up probabilities 5.107%, 0.2, 0.5, and 0.9.
The WuRx without addressing falsely wakes-up the MCU caus-
ing extra power consumption and reducing the overall lifetime of
the sensor. For instance, an [oT sensor following a nominal active
time percentage of 0.02% and operating with no addressing capa-
bility with a false wake-up probability of 5.10~ lasts no longer
than six years. Nevertheless, the IoT sensor is capable of extend-
ing the network lifetime to nine years with same false wake-up
probability and active time percentage if it is equipped with the
proposed address decoder. Even when Pr increases, the [oT sensor
with addressing achieves better battery lifetime compared to the
broadcast-based IoT sensor.

IV. CONCLUSION

In this articel, we present a complete design of an IoT sensor,
starting from the radio wake-up receiver to the addressing decoder
and ending by the micro-controller, the communications interface

and the sensing components. The design techniques are supported
by analytical models, combined with simulations and experiments
to better define the achievable trade-offs. As IoT applications re-
quire addressing capabilities to minimize the false wake-up rate,
the proposed design compares the received data to a stored address
to perform address detection. We present various performance re-
sults to validate our design and demonstrate its superiority over the
scheduled wake-up approach in terms of energy reduction gains.
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