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A B S T R A C T

In this paper, we propose a new mechanism for the generation of dynamic binary diffusion matrices, with a
flexible dimension (𝑛× 𝑛), to be used in the design of new symmetric cryptographic algorithms. The proposed
framework defines four primary invertible and non-invertible binary diffusion matrix forms. The advantages
of these forms stem from the dynamic key approach, where each primary matrix requires the construction
of two pseudo-random sub-matrices (𝑀𝑢 and 𝑀𝑣) with a size that depends on two variables (𝑚 and 𝑙). A
cryptographic analysis was carried out to detect the optimal size of 𝑚 and 𝑙 for the construction of the matrices
to achieve the best possible cryptographic performance and thus, to provide better immunity against different
types of attacks. The results showed that the optimal size for 𝑚 is ∈ { 𝑛

2
− 1, 𝑛

2
, 𝑛
2
+ 1}, and for 𝑙 = 𝑛 − 𝑚.

Accordingly, the proposed scheme was designed with an optimal size of 𝑚 and 𝑙, which resulted an acceptable
linear branch number and low fixed numbers. In comparison to the existing static diffusion techniques, the
proposed solution offers a higher security level since the diffusion matrices are constantly changing and they
depend of the dynamic key, which is unknown to attackers.
. Introduction

The current acceleration of digital transformation led to a sharp
ncrease in security threats and attacks associated with drastic impacts
n numerous domains. As such, it is critical to enhance the security
osture of online services and data; there is a dire need to deploy
ecurity services to protect data, either in transit or at rest, and to
ecure the confidentiality, integrity, authentication and availability of
nline systems. Such security services are typically based on crypto-
raphic algorithms and protocols [1], and they typically classified as
ymmetric, asymmetric or un-keyed algorithms. In Symmetric Crypto-
raphic Algorithms (SCA), the same secret key is shared between the
ommunicating entities. In modern systems and applications, such a
ey is referred to as the session key. While in the case of Asymmetric
ryptographic Algorithms (ACA), each entity has its own public and
rivate key pair. ACAs provide different security services, whereby the
ublic key is typically used for encryption and signature verification,
nd the private key for decryption and signature generation, and both
eys are used for key exchange of symmetric keys.).

SCAs ensure data confidentiality by encrypting data either in block
ode or stream mode. On the other hand, keyed hash functions are
sed to achieve data integrity and source authentication. SCAs are
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E-mail address: hassan.noura@univ-fcomte.fr (H.N. Noura).

typically used for data confidentiality since they are less computa-
tionally expensive when compared to ACAs. The security of any SCA
is related to the performance of its round function that consists of
two main cryptographic primitives, diffusion (linear branch number)
and confusion (linear and differential probability approximation). This
round function should be iterated for 𝑟 rounds to be considered strong
against analytic attacks. In this work, we focus on the diffusion process
since it exhibits much higher computational complexity as compared
to the confusion process.

The diffusion process is the basis of any SCA cipher, hash func-
tion, key derivation function, and Pseudo Random-Number Generator
(PRNG). Hence, designing a robust diffusion process has attracted the
attention of many researchers. In general, block ciphers and coding
schemes utilize an invertible diffusion matrix, while a non-invertible
one can be used for stream ciphers, hash functions, key derivation
functions, and PRNGs [2,3].

The main objective of the confusion and diffusion processes is to en-
sure the avalanche effect at the local (byte or word) and global (block)
levels. The output bits should be very sensitive to a slight change of
the input bits [4]. In principle, the diffusion process can be applied
by using either static or dynamic diffusion primitives. The majority
of existing SCAs adopt the static structure due to the fact that the
vailable online 6 July 2022
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proper selection of static substitution and diffusion primitives ensures
the maximum cryptographic performance. This is typically done by
using substitution tables or non-linear transformations with minimum
linear and differential probability, in addition to the strict avalanche
criteria [5]. The diffusion matrix, on the other hand, should have
a maximum linear branch number. A number of static construction
techniques of binary diffusion matrices were presented in [6–10].

A dynamic SCA has a key-dependent structure where the substi-
tution and diffusion primitives depend on a secret key, such as the
Blowfish algorithm [11], which uses a variable substitution table.

The security level of existing symmetric ciphers depends on the
number of rounds 𝑟; a higher 𝑟 increases the security at the expense
of additional computational complexity and delay, and thus, there is
always a trade-off between the security level and the required per-
formance. Static encryption algorithms have proven their resistance
against analytic cryptanalysis but with an additional overhead in terms
of latency and required resources [12–15]. Moreover, the fixed struc-
tures lend themselves to future potential attacks that would compro-
mise the secret keys being used; the static primitives are made public
and known to attackers and thus, they are vulnerable to advanced
statistical analysis and new types of cryptanalysis [16].

On the other hand, there is a current trend to rely on dynamic
cryptographic algorithms such as the ones presented in [12–15]. In such
a case, the cryptographic primitives used for confusion and diffusion
vary with each new input message, and the mode of operation could
be as well dynamic as described in [17].

Typically, the dynamic approach requires an optimization process
to reduce the initialization overhead associated with the generation of
the dynamic cryptographic primitives, for each input block or small
message. One possible mechanism is to generate offline a set of crypto-
graphic primitives such as the binary diffusion matrices proposed in this
paper, and then, whenever there is a need to update the primitives, new
cryptographic primitives will simply be selected in a pseudo-random
manner. This will tremendously decrease the complexity of the dynamic
cryptographic algorithm.

Furthermore, When designing a dynamic structure, several require-
ments must be met: (a) simplicity of the operations (e.g., logical op-
erations) to reduce the computational complexity, (b) flexibility to
facilitate hardware and software implementations, and most impor-
tantly, (c) achieving a high cryptographic performance to protect the
system against various types of attacks.

The motivation for this work stems from the fact that there are no
existing approaches that satisfy the above requirements, and hence,
there is a need for a scheme that provides a good cryptographic perfor-
mance in a pseudo-random manner, through a new flexible, dynamic,
robust diffusion technique for a modern SCAs. This diffusion primitive
consists of a linear transformation with a matrix representation that
could be either binary over Galois Field 𝐺𝐹 (2), or integer over 𝐺𝐹 (2𝑚),
where 𝑚 represents the precision (number of bits).

It should be noted that the binary diffusion matrices have suitable
implementation properties for 8-bit, 32-bit and 64-bit processors. The
simplicity of operations inherent within the proposed dynamic diffusion
primitive, along with the appropriate security level, make of it an
adequate choice to be used in modern cryptographic algorithms.

1.1. Problem and motivation

A binary diffusion matrix exhibits low computational complexity
and simple implementation since it depends on the logical ‘‘Exclusive
OR’’ operation. The challenge is to design a binary diffusion matrix
that exhibits as well a strong cryptographic performance. The number
of possible vectors that form an (𝑛 × 𝑛) invertible matrix over field 𝑞
s [18]:
𝑛
∏

(𝑞𝑛 − 𝑞𝑘−1) . (1)
2

𝑘=1
o the probability of this matrix being invertible is:
∏𝑛

𝑘=1(𝑞
𝑛 − 𝑞𝑘−1)

𝑞𝑛2
=

𝑛
∏

𝑘=1
(1 − 𝑞𝑘−1−𝑛) < 1 − 1

𝑞
. (2)

This probability decreases as 𝑛 grows, which limits the flexibility
property. Also, when 𝑞 = 2, which corresponds to the binary case, the
invertibility probability converges to ≈ 0.288788 as 𝑛 → ∞, as indicated
in [18]. Therefore, there are much fewer invertible matrices in the
binary field as compared to the integer field. Hence, a good bound
cannot be obtained in the binary Galois field. Also, a large 𝑞 (e.g., 28,
216) ensures linear independence among the elements of the diffusion
vector. Their probability is high, close to 0.9961 for 𝑞 = 28, but the
orresponding arithmetic operations require more than one clock cycle,
hich reduces the efficiency of such integer diffusion matrix.

To address this limitation, the authors in [16] proposed four dy-
amic integer invertible forms of diffusion matrices where one sub-
atrix is required for each form. However, these forms have one

imitation due to the fact that the existing sub-matrices do not have
qual priorities; there is always a sub-matrix that has higher values
ompared to the other sub-matrices. This limitation was then solved
n [19] by applying a shuffling algorithm to the lines, followed by
huffling the columns, for each diffusion matrix. This solution was
dapted for secret encoding of packets. However, the solution is not
ighly efficient because of the required complexity since it is based on
nteger matrix multiplications.

.2. Contribution

This work targets the design of a construction technique for a new
ype of invertible and non-invertible binary diffusion matrices that are
ynamic and flexible. For this purpose, the algebraic integer diffusion
atrix form of [16,19] is adapted to the Galois binary field matrix

orm. Each of these primary forms requires two sub-matrices to be
onstructed (𝑀𝑢 and 𝑀𝑣). However, these primary matrix forms, on
heir own, do not ensure the best possible cryptographic performance.
o that end, we propose a scheme with a binary matrix multiplication
etween two primary matrix forms to produce the final (𝑛 × 𝑛) either
nvertible or non-invertible diffusion matrix. The resulting binary ma-
rices exhibit a higher cryptographic performance when compared to

single primary form. From a performance perspective, the compu-
ational complexity for the generation of the final diffusion matrix is
elatively low; it is simply based on the iteration of a stream cipher to
onstruct two different matrix forms, in addition to the binary matrix
ultiplication in the Galois binary field. This does not require any

ptimization, and it provides a high security level at a low overhead
ost.

The obtained results show that the optimal dimensions of sub-
atrices, which yield the best possible cryptographic performance, is

or 𝑙 = 𝑚 = 𝑛
2 . Such invertible diffusion matrices could be used in

block ciphers. The non-invertible dynamic primitive, with the one-
way property, could be used in stream ciphers, hash functions and
pseudo-random number generators.

The design of these new types of diffusion matrices has the following
advantages:

• A dynamic structure based on a dynamic key.
• A designer has the choice of an invertible or a non-invertible

matrix depending on the required cryptographic task.
• The binary form simplifies the hardware and software implemen-

tations.
• Flexibility in terms of dimensions and precision.
• Good cryptographic properties: high branch number and low

fixed points.
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Finally, it is important to note that the construction of binary
diffusion matrices advances the field of symmetric dynamic crypto-
graphic algorithms, which strikes a good balance between the impact
on performance and the security level. This was confirmed by the
obtained results for 𝑙 = 𝑚 = 𝑛

2 , especially in terms of linear branch
number and fixed points.

1.3. Organization

The rest of this paper is organized as follows. Section 2 presents
the related work, and Section 3 describes the required background
and preliminaries for this work, in addition to a review of the related
dynamic diffusion primitives, and a discussion of the challenges to
achieve a good cryptographic performance. The invertible dynamic and
flexible integer diffusion forms are defined in Section 4, in addition to
the proposed scheme for the construction of the final binary diffusion
matrices that exhibit a high cryptographic performance. The non-
invertible forms are described in Section 5, while Section 6 analyzes
the cryptographic properties of the proposed approach to identify the
optimal number of the primary matrix forms, and the size of the
corresponding sub-matrices. Finally, Section 7 concludes this work and
discusses its perspectives.

2. Related work

As mentioned previously, the main issue of traditional SCAs is the
high cost in terms of computations due to the repeated iterations of
a round function [20]. For example, the minimum number of rounds,
for existing block ciphers, is 4 for the Hummingbird2 cipher, which is
not suitable for emerging systems [12,20]. Recently, researchers shifted
their attention towards the design of new cryptographic structures
that exhibit a high security level while requiring a low computational
overhead. The researchers in [21,22] indicated clearly the need for
novel lightweight SCAs that are suitable for real-time applications and
for devices that are constrained in terms of computational power,
memory capacity and battery life.

Several lightweight ciphers have been presented, in the ongoing
effort to address the computational complexity issue, such as LED
(PHOTON family) [23,24], ITUbee [25], RECTANGLE (Substitution–
Permutation Network (SPN) based) [26], AKF (Feistel based) [27],
Simon and Speck [28]. Then, SIMECK, a combination of the Speck and
Simon ciphers was proposed in [29]. However, in [30], SIMECK proved
to be susceptible to random byte and bit-flip attacks. Other lightweight
block ciphers were proposed recently such as LiCi (SPN based) [31],
BORON [32], PRESENT [33], GIFT [34], and CHAM [35].

In recent research, such as QTL [36], Substitution and Permutation
Networks (SPN) were combined with Feistel Networks (FN) [37] to
leverage the benefits of both concepts (SPN and FN). However, this
did not eliminate the need for a high number of rounds. Thus, these
lightweight SCAs still use the multi-round structure but with a simple
round function, which does not cater for constrained devices and real-
time applications. On the other hand, chaotic cryptographic algorithms
have been proposed to address this issue. However, these solutions
suffer from different security and performance challenges such as their
vulnerability to a variety of attacks, in addition to performance dif-
ficulties such as the need for conversion operations, floating-point
computations, as well as a complex hardware implementation [38,39].

Note that elliptic curve cryptography has been also used by re-
searchers to design lightweight cipher schemes [40]. TWINE is a pri-
mary work in this direction, as described in [41,42].

In order to design a lightweight round function, and to reduce
the number of rounds, several lightweight cryptographic algorithms
adopted the dynamic cryptographic concept [5,20,43–45]. These solu-
tions minimize the number of rounds while maintaining a high security
3

level. The cipher schemes in [13,43,44] use diffusion matrices and they
require two rounds when compared to [20], which requires only one
round and processes two blocks at a time.

In this work, we aim to enhance the previous works by designing
a new technique to generate simple key-dependent flexible binary
diffusion matrices, instead of integer diffusion matrices. In addition, we
propose an update process for the binary diffusion matrices by simply
permuting lines or columns to preserve the invertibility or the non-
invertibility property, and to reduce the cost of re-generation of the
binary diffusion primitives.

There are different types of diffusion primitives thatare presented
in the literature such as the Maximum Distance Separable (MDS) code
approach used in the Advanced Encryption Standard (AES) [46]. There
is also the Binary Matrix (BM) approach, which has an advantage over
MDS since its implementation requires only XOR operations, while the
MDS process consumes more than 75% of the AES execution time, in
addition to other XOR operations [47].

Recent block ciphers are relying on binary diffusion matrices such
as Camellia [48] and ARIA [49], which require a maximum branch
number and thus, they are referred to as Maximum Distance Binary
Linear (MDBL) codes [50]. The maximum branch number for (8 × 8)
and (16 × 16) binary matrices is 5 and 8, respectively. This means
that the input difference and the corresponding output difference across
these matrices have a total weight of 5 and 8, respectively. Except for
our previous work [51], all other BM candidates have a static nature,
as described by Koo et al. [52]; the authors presented a static method
to build a (16 × 16) binary matrix with a branch number of 8. The
authors of [53] presented the construction of (32 × 32) BMs with a
branch number of 10. Recently, in [54], the authors presented another
static algebraic binary method to build (8 × 8) and (16 × 16) matrices
with a maximum branch number. Additionally, in [55] anther static
BMs for lightweight block ciphers and hash functions were investigated.
However, invertible BMs cannot be used in the design of hash functions
due to the required one-way property, which necessitates the use of
non-invertible BMs.

These approaches have a static structure that is invertible and
with a fixed size, which makes them limited in terms of flexibility. A
configurable size of the diffusion matrix offers the flexibility required
for enhanced robustness of a cryptographic algorithm, and paves the
way for the generation of new invertible and non-invertible matrices
that are needed in most SCAs.

3. Background & preliminaries

In this section, we describe the concepts behind the dynamic key-
dependent cryptographic algorithms, and the dynamic diffusion prim-
itives (matrix forms), and we illustrate the existing invertible and
non-invertible forms.

3.1. Dynamic key-dependent cryptographic algorithms

The classical symmetric cryptographic algorithms, such as AES, are
based on a static structure: the substitution box has fixed values, and
the column multiplication is always performed with the same matrix.
These two primitives remain unchanged throughout the encryption and
decryption processes.

In a dynamic encryption scheme, the secret key is used to generate
a dynamic key, which changes for every new message or for a set of
messages. The cryptographic primitives, which are used for substitu-
tion and/or permutation in the encryption process, are based on the
dynamic key and hence, they also change with each new message.

As such, in classical encryption, the primitives are made public,
and what remains as a secret is just the key. However, in dynamic
encryption, the primitives are variable and no longer known, which

renders attacks much harder to perform.
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Table 1
Table of abbreviation.

Abbreviation Explanation

SCA Symmetric Cryptographic Algorithm
ACA Asymmetric Cryptographic Algorithms
PRNG Pseudo Random-Number Generators
SPN Substitution–Permutation Network
FN Feistel Networks
AES Advanced Encryption Standard
BM Binary Matrix

NBM Non-invertible Binary Matrix
MDS Maximum Distance Separable

MDBL Maximum Distance Binary Linear
NM Non-invertible diffusion Matrix
BN Branch Number
FP Fixed Points
SAC Strict Avalanche Criterion
BIC Output Bit Independence Criterion

3.2. Dynamic binary diffusion matrix structures

The proposed diffusion matrix has binary values as opposed to
integer ones, and thus, the arithmetic operations of addition and mul-
tiplication are simply performed using logical operations (XOR). This
decreases tremendously the computational complexity of the diffusion
process. Also, the construction technique of these binary diffusion
matrices is simple. The contribution is mainly based on the construction
of such simple, efficient and flexible binary diffusion matrices, both
in invertible and non-invertible forms, while preserving the security
strength of the cryptographic primitives.

Next, we describe the mathematical procedure of the solution pre-
sented in [51], along with the matrix construction technique used to
produce an invertible or non-invertible dynamic binary diffusion ma-
trix. Then, we analyze the solution to illustrate its limited cryptographic
performance. The list of used abbreviations is shown in Table 1, and the
list of used notations is presented in Table 2, to make it easier for the
reader to follow the proposed approach.

3.3. Invertible binary diffusion matrix form

The dynamic diffusion invertible matrix used in [51] is based on a
particular matrix structure, the invertible Bijective 2D matrix, that is
simple with an acceptable computational overhead. The 2D matrix is
presented in Eq. (3):

𝑀 =
[

𝑎 𝑏
𝑐 𝑑

]

; 𝑑𝑒𝑡(𝑀) = 𝑎𝑑 − 𝑏𝑐 (3)

To ensure invertibility, 𝑑𝑒𝑡(𝑀) = 1 ⇒ 𝑎𝑑 = 1 + 𝑏𝑐. We consider that
𝑑 is equal to 𝑎, which leads to 𝑎2 = 1 + 𝑏𝑐 ⇒ 𝑏𝑐 = 𝑎2 −1 = (𝑎−1)(𝑎+1).
As a result, 𝑏 and 𝑐 become equal to (𝑎 + 1) and (𝑎 − 1), respectively.
Then, the form of the secret matrix can be re-written in Eq. (4) as:

𝑀 =
[

𝑎 𝑎 + 1
𝑎 − 1 𝑎

]

(4)

As such, the invertible diffusion matrix is based on a single pa-
rameter, 𝑎, which results in a poor cryptographic performance, as it
will be shown later on. The parameter 𝑎 is replaced by the dynamic
pseudo-random sub matrix 𝐴 to form a flexible secret matrix, having a
dimension equal to 𝑛, as shown in Eq. (5).

𝑀 =
[

𝐴 𝐴 + 𝐼𝑚
𝐴 − 𝐼𝑚 𝐴

]

(5)

where 𝐼𝑚 and 𝐴 are the identity matrix and the non-zero matrix of size
𝑛
2 , respectively. The elements of 𝐴 can be freely chosen from any Galois
field such that 𝑀 is full rank. The invertibility of a matrix 𝑀 , which is
4

Fig. 1. An example of the integer diffusion matrix construction technique of [51]
(Eq. (5)) for the construction of an invertible dynamic, flexible, integer diffusion matrix
𝑀 for 𝑛 = 8.

based on four sub-matrices (𝐴, 𝐵, 𝐶, and 𝐷), can be proven as follows:

𝑀 =
[

𝐴 𝐵
𝐶 𝐷

]

(6)

The determinant of 𝑀 is given by Eq. (7):

𝑑𝑒𝑡(𝑀) = 𝑑𝑒𝑡(𝐴) × 𝑑𝑒𝑡(𝐷 − 𝐶𝐴−1𝐵) (7)
= 𝑑𝑒𝑡(𝐴) × 𝑑𝑒𝑡(𝐷 − 𝐶𝐵𝐴−1)

= 𝑑𝑒𝑡(𝐴) × 𝑑𝑒𝑡(𝐴 − 𝐴2𝐴−1 + 𝐼2𝑚 × 𝐴−1)

= 𝑑𝑒𝑡(𝐴) × 𝑑𝑒𝑡(𝐴 − 𝐴 + 𝐴−1)

= 𝑑𝑒𝑡(𝐴) × 𝑑𝑒𝑡(𝐴−1)

= 𝑑𝑒𝑡(𝐴 × 𝐴−1)

= 𝑑𝑒𝑡(𝐼𝑚)

= 1

where 𝐶 × 𝐵 = (𝐴2 − 𝐼2𝑚); 𝐴
2 × 𝐴−1 = 𝐴; and 𝐴−1𝐼2𝑚 = 𝐴−1. Therefore,

the necessary condition to have an inverse matrix is satisfied. Fig. 1
illustrates an example of the different elements that are used to build an
invertible dynamic integer matrix 𝐷, for 𝑛 = 8. Note that this diffusion
matrix is limited to one sub-matrix (𝐴).

The corresponding inverse integer matrix form, 𝑀−1, is obtained
based on the inverse rule and is defined in Eq. (8):

𝑀−1 =
[

𝐷 −𝐵
−𝐶 𝐴

]

(8)

Therefore, 𝑀−1 can be obtained according to Eq. (9):

𝑀−1 =
[

𝐴 −(𝐴 + 𝐼𝑚)
−(𝐴 − 𝐼𝑚) 𝐴

]

(9)

We adopt the integer form (𝑀) to produce a binary diffusion matrix
(𝐵𝑀), that can be implemented in the binary Galois field. The binary
form inherits the same properties of the integer form in terms of
flexibility, invertibility, and dynamicity. This approach yields a better
efficiency due to the reduced computational complexity. Also, the lower
number of the required clock cycles increases the throughput and
reduces the energy consumption.

The binary diffusion matrix (𝐵𝑀) can be obtained by:

• Replacing the addition and subtraction arithmetic operations with
the logical operation Exclusive-OR (XOR);
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Table 2
Table of notation.
Symbol Definition

𝑛 Dimension of the diffusion matrix
𝑥 ⋅ 𝑦 Integer matrix multiplication between two matrices 𝑥 and 𝑦
𝑥 ⊙ 𝑦 The proposed adapted binary matrix multiplication between two matrices 𝑥 and 𝑦
⊕ The bitwise addition, modulo 2, of two bit strings of equal length
𝐵𝑁 Branch number criterion of a 𝑛 × 𝑛 diffusion matrix
𝐹𝑃 Fixed points
𝐵𝑀 Invertible binary diffusion matrix
𝑁𝐵𝑀 Non-invertible binary diffusion matrix
𝑀𝑢 Matrix of size 𝑚 × 𝑙, where 𝑙 = 𝑛 − 𝑚. 𝑀𝑢 is a sub-matrix that replaces the parameter u of the 2 × 2 diffusion matrix.
𝑀𝑣 Matrix of size 𝑙 × 𝑚. 𝑀𝑣 is a sub-matrix that replaces the parameter v of the 2 × 2 diffusion matrix.
𝐼𝑚 Identity matrix of size 𝑚 × 𝑚
𝐼𝑙 Identity matrix of size 𝑙 × 𝑙
Fig. 2. An example of the binary diffusion matrix construction technique of [51] for
a flexible invertible dynamic binary diffusion matrix 𝑀 for 𝑛 = 8.

• Replacing the integer sub-matrix 𝐴 with a binary one.

Then, the binary matrix form becomes as in Eq. (10):

𝐵𝑀 = 𝐵𝑀−1 =
[

𝐴 𝐴⊕ 𝐼𝑚
𝐴⊕ 𝐼𝑚 𝐴

]

(10)

The determinant of the binary matrix form is expressed in Eq. (11):

𝑑𝑒𝑡(𝐵𝑀) = 𝑑𝑒𝑡(𝐴) ∧ 𝑑𝑒𝑡(𝐷⊕𝐶 ∧ 𝐴−1 ∧ 𝐵) (11)
= 𝑑𝑒𝑡(𝐴) ∧ 𝑑𝑒𝑡(𝐷⊕𝐶 ∧ 𝐵 ∧ 𝐴−1)

= 𝑑𝑒𝑡(𝐴) ∧ 𝑑𝑒𝑡(𝐴⊕𝐴2 ∧ 𝐴−1 ⊕ 𝐼2𝑚 ∧ 𝐴−1)

= 𝑑𝑒𝑡(𝐴) ∧ 𝑑𝑒𝑡(𝐴⊕𝐴⊕𝐴−1)

= 𝑑𝑒𝑡(𝐴) ∧ 𝑑𝑒𝑡(𝐴−1)

= 𝑑𝑒𝑡(𝐴 ∧ 𝐴−1)

= 𝑑𝑒𝑡(𝐼𝑚)

= 1

where 𝐶 ∧ 𝐵 = (𝐴2 ⊕ 𝐼2𝑚); 𝐴2 ∧ 𝐴−1 = 𝐴; 𝐴 ∧ 𝐴−1 = 𝐼𝑚; and
𝐴−1 ∧ 𝐼2𝑚 = 𝐴−1.

The calculation of the inverse binary matrix, 𝐵𝑀−1, is described
in [56]. 𝐵𝑀−1 is equal to 𝐵𝑀 based on the inverse rule of Eq. (8). Note
that the determinant in the binary field is equal to the determinant in
the integer field modulo 2. In Fig. 2, an example of different binary
elements (𝐴, 𝐼𝑚) is used to build the invertible dynamic binary matrix
𝐵𝑀 for 𝑛 = 8.

The binary mixing process is described in Algorithm 1, using a
binary diffusion matrix 𝐵𝑀 , and an input data vector 𝑍 = {𝑧1, 𝑧2, … ,
𝑧𝑛} with length 𝑛.
5

Algorithm 1 Binary diffusion algorithm
1: procedure Binary_Mixing(𝑍,𝐵𝑀)
2: 𝑛 ← 𝑙𝑒𝑛𝑔𝑡ℎ(𝑍)
3: 𝑥 ← 0
4: for 𝑗 ← 1 to 𝑛 do
5: if 𝐵𝑀𝑖,𝑗 ≠ 0 then
6: 𝑥 ← 𝑥 ⊕ 𝑧𝑖
7: end if
8: end for
9: return 𝑥

10: end procedure

3.4. Related dynamic non-invertible diffusion matrices

For the non-invertible form, 𝑑𝑒𝑡(𝑀) = 0 ⇒ 𝑎 × 𝑑 = 𝑏 × 𝑐. We con-
sider that 𝑐 is equal to 𝑎 which leads to 𝑑 = 𝑏 as presented in [57].
Then, the form of the non-invertible diffusion Matrix (𝑁𝑀) becomes
as expressed in Eq. (12):

𝑁𝑀 =
[

𝑎 𝑏
𝑎 𝑏

]

(12)

Hence, the non-invertible diffusion matrix requires two parameters
(𝑎, 𝑏) compared to the invertible form. Next, we replace 𝑎 and 𝑏 by
the sub matrices 𝐴 and 𝐵, to form a non-invertible flexible diffusion
matrix, with a dimension equal to 𝑛, as expressed in Eq. (13):

𝑁𝑀 = 𝑁𝐵𝑀 =
[

𝐴 𝐵
𝐴 𝐵

]

(13)

This form can be either integer or binary, without requiring any
additional modifications compared to the invertible form. We either
use values for 𝐴 and 𝐵 from an integer Galois field to generate (𝑁𝑀),
or we generate a binary non-invertible diffusion matrix (𝑁𝐵𝑀) using
binary values {0, 1}. The determinant of 𝑁𝑀 or 𝑁𝐵𝑀 is always equals
to 0, which ensures the non-invertibility property. Fig. 3 illustrates an
example of different binary elements (𝐴, 𝐵) that are used to build a
non-invertible dynamic binary matrix 𝑁𝐵𝑀 for 𝑛 = 8.

4. Construction technique of dynamic, flexible, integer & binary
diffusion matrices

In this section, and to overcome the limitations of the solution pre-
sented in the previous section, we propose and describe a new diffusion
matrix form. Different diffusion forms are obtained by converting the
integer diffusion matrix forms in [16,19] to the binary field. First, we
start by describing the integer diffusion form and then, we present the
conversion technique, and we explain the process for enhancing the
cryptographic performance.
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Fig. 3. The binary adaptation of a non-invertible matrix as constructed in [57], for a
flexible diffusion matrix 𝑀 with 𝑛 = 8.

4.1. Primary dynamic invertible integer diffusion matrices forms

The proposed scheme, for the generation of integer diffusion forms,
is presented in [16,19]. As described previously, the dynamic invert-
ible diffusion matrix has a determinant equals to ±1, whereas, the
non-invertible diffusion matrix has a determinant of 0.

The invertible diffusion matrices are generated with a determinant
value of 1 (non-singular matrix), in order to avoid the floating-point
operation that results from the division operation. These forms also take
into consideration the requirements needed for simple hardware and
software implementations. The goal is to leverage the forms’ character-
istics in the integer field, and to map them into the binary field. Next,
we describe the scheme for generating the four flexible, invertible and
key-dependent diffusion matrices 𝑀 of [16,19]. To this end, we adopt
the determinant rule, 𝑎𝑑 = 1 + 𝑏𝑐, and we fix one parameter to ±1. For
example, if 𝑎 = 1 → 𝑑 = ±1 + 𝑏𝑐, which yields into the following matrix
form having dimensions of (2 × 2), as presented in Eq. (14):

𝐴1 =
[

1 𝑏
𝑐 1 + 𝑏 × 𝑐

]

(14)

To simplify the representation, two variables (𝑢, 𝑣) are used to
express the matrix forms, as illustrated in Eqs. (15)–(18):

𝐴1 =
[

1 𝑢
𝑣 1 + 𝑢 × 𝑣

]

(15)

𝐴2 =
[

𝑢 1
1 + 𝑢 × 𝑣 𝑣

]

(16)

𝐴3 =
[

1 + 𝑢 × 𝑣 𝑣
𝑢 1

]

(17)

𝐴4 =
[

𝑣 1 + 𝑢 × 𝑣
1 𝑢

]

(18)

Moreover, the diffusion matrix should have a flexible dimension 𝑛,
to enable its extension according to the size of the input block. Also,
the diffusion matrix should satisfy the variable structure (dynamic-
ity), which we consider as a principal condition for modern diffusion
primitives.

The four diffusion integer matrix forms 𝑀1,𝑀2,𝑀3, and 𝑀4 with
size (𝑛 × 𝑛) are built from the four structures, 𝐴1, 𝐴2, 𝐴3, and
𝐴4, respectively. These new forms are presented in Eqs. (19)–(22),
respectively:

𝑀1 =
[

𝐼𝑚 𝑀𝑢
𝑀𝑣 𝐼𝑙 +𝑀𝑢 ⋅𝑀𝑣

]

(19)

𝑀2 =
[

𝑀𝑢 𝐼𝑚
]

(20)
6

𝐼𝑙 +𝑀𝑢 ⋅𝑀𝑣 𝑀𝑣
𝑀3 =
[

𝐼𝑙 +𝑀𝑢 ⋅𝑀𝑣 𝑀𝑣
𝑀𝑢 𝐼𝑚

]

(21)

𝑀4 =
[

𝑀𝑣 𝐼𝑙 +𝑀𝑢 ⋅𝑀𝑣
𝐼𝑚 𝑀𝑢

]

(22)

In these formulations, the elements 𝑢 and 𝑣 are replaced by the
sub matrices 𝑀𝑢 and 𝑀𝑣, respectively, to form these flexible and
dynamic primary integer matrices, each having a dimension of 𝑛. The
‘‘⋅’’ represents the integer matrix multiplication as described in [58,59].
Two sub-matrices 𝑀𝑢 and 𝑀𝑣 are required to form each diffusion
matrix form.

The determinant of the various matrices 𝑀𝑤(𝑤 = 1, 2, 3, 4) is equal
to ±1, hence, these matrices are invertible. 𝐼𝑚 and 𝐼𝑙 are two identity
matrices of size 𝑚 and 𝑙, respectively. 𝑀𝑢 and 𝑀𝑣 are two non-zero
matrices of size (𝑚 × 𝑙) and (𝑙 × 𝑚), respectively, with 𝑙 = 𝑛 − 𝑚. The
elements of 𝑀𝑢 and 𝑀𝑣 can be freely chosen from any Galois field such
that 𝑀𝑤 is full rank.

For enhanced cryptographic performance, different 𝑀𝑢 and 𝑀𝑣 are
preferred for the various structures, which increases the key space of
the diffusion matrix. However, using different 𝑀𝑢 and 𝑀𝑣, for the
various structures, requires the generation of more key-streams, which
results into additional computational complexity. The invertibility of
each matrix can be proven by calculating its determinant (Eq. (7)).
For example, when 𝑀 = 𝑀1, the determinant is obtained according
to Eq. (23):

𝑑𝑒𝑡(𝑀1) = 𝑑𝑒𝑡(𝐼𝑚) × 𝑑𝑒𝑡(𝐼𝑙 +𝑀𝑣1𝑀𝑢1 −𝑀𝑣1𝐼
−1
𝑙 𝑀𝑢1)

= 𝑑𝑒𝑡(𝐼𝑚) × 𝑑𝑒𝑡(𝐼𝑙 +𝑀𝑣1𝑀𝑢1 −𝑀𝑣1𝑀𝑢1)

= 𝑑𝑒𝑡(𝐼𝑚) × 𝑑𝑒𝑡(𝐼𝑙) = 1 (23)

As a result, each integer diffusion matrix has an inverse matrix, 𝑀−1
𝑤 ,

that can be obtained by using Eq. (8), and as expressed in Eqs. (24)–
(27):

𝑀−1
1 =

[

𝐼𝑙 +𝑀𝑣 ⋅𝑀𝑢 −𝑀𝑢
−𝑀𝑣 𝐼𝑚

]

(24)

𝑀−1
2 =

[

𝑀𝑣 −𝐼𝑚
−(𝐼𝑙 +𝑀𝑣 ⋅𝑀𝑢) 𝑀𝑢

]

(25)

𝑀−1
3 =

[

𝐼𝑚 −𝑀𝑣
−𝑀𝑢 𝐼𝑙 +𝑀𝑣 ⋅𝑀𝑢

]

(26)

𝑀−1
4 =

[

𝑀𝑢 −(𝐼𝑙 +𝑀𝑣 ⋅𝑀𝑢)
−𝐼𝑚 𝑀𝑣

]

(27)

4.2. Adaptation of the invertible binary diffusion matrices forms to the
binary galois field

The technique proposed to build a final binary diffusion matrix is
based on several steps, where the first step is mapping the integer
diffusion matrices of Section 4 into binary. Also, we employ the mini-
mum and necessary number of different diffusion forms to provide the
maximum possible cryptographic performance.

From previous section, the binary diffusion matrix (𝐵𝑀𝑤) is
adapted from the integer form (𝑀𝑤), and inherits its properties: flex-
ibility, invertibility, and dynamicity. This approach ensures a better
cryptographic performance when compared to the previous binary
solution (described in Section 3.3) and it exhibits a better efficiency
when compared to the integer proposition of [19].

The binary diffusion form (𝐵𝑀𝑤, 𝑤 = 1, 2, 3, 4) is obtained by
applying four modifications:

(1) Replacing the addition and subtraction operations by the logical
Exclusive-OR (⊕) operation;

(2) Replacing the multiplication operation by the logical ‘‘AND’’
operation (∧);

(3) Performing the matrix multiplication in the binary Galois field,
using the first and second modifications, and as expressed in
Algorithm 2;
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(4) Employing binary sub-matrices (𝑀𝑢 and 𝑀𝑣) instead of integer
ones.

Algorithm 2 Proposed Binary Matrix Multiplication Algorithm
1: procedure Z = Mod_Mat_Binary_Mult(𝑋, 𝑌 )
2: [𝑚, 𝑛] = 𝑠𝑖𝑧𝑒(𝑋)
3: 𝑞 = 𝑁𝑢𝑚𝑏𝑒𝑟𝑜𝑓𝐶𝑜𝑙𝑢𝑚𝑛(𝑌 )
4: for 𝑖 ← 1 to 𝑚 do
5: for 𝑗 ← 1 to 𝑞 do
6: 𝑡𝑚𝑝 ← 0
7: for 𝑤 ← 1 to 𝑛 do
8: 𝑡𝑚𝑝 ← 𝑡𝑚𝑝 ⊕ (𝑋(𝑖, 𝑘) ∧ 𝑌 (𝑘, 𝑗))
9: end for

10: 𝑍(𝑖, 𝑗) ← 𝑡𝑚𝑝
11: end for
12: end for
13: return 𝑍
14: end procedure

The obtained binary diffusion forms are illustrated in Eqs. (28)–
(31):

𝐵𝑀1 =
[

𝐼𝑚 𝑀𝑢
𝑀𝑣 𝐼𝑙 ⊕ (𝑀𝑢⊙𝑀𝑣)

]

(28)

𝐵𝑀2 =
[

𝑀𝑢 𝐼𝑚
𝐼𝑙 ⊕ (𝑀𝑢⊙𝑀𝑣) 𝑀𝑣

]

(29)

𝐵𝑀3 =
[

𝐼𝑙 ⊕ (𝑀𝑢⊙𝑀𝑣) 𝑀𝑣
𝑀𝑢 𝐼𝑚

]

(30)

𝐵𝑀4 =
[

𝑀𝑣 𝐼𝑙 ⊕ (𝑀𝑢⊙𝑀𝑣)
𝐼𝑚 𝑀𝑢

]

(31)

where ⊙ represents the proposed adapted binary matrix multiplica-
tion over the Galois binary field as described in Algorithm 2. The
calculation of the inverse binary matrix 𝐵𝑀−1

𝑤 is described in [56],
where the determinant of the binary diffusion matrix is 1. Note that,
in order to calculate the determinant in binary field, the previously
mentioned modifications should also be applied. The corresponding
inverse diffusion matrix forms are given in Eqs. (32)–(35):

𝐵𝑀−1
1 =

[

𝐼𝑙 ⊕ (𝑀𝑣⊙𝑀𝑢) 𝑀𝑢
𝑀𝑣 𝐼𝑚

]

(32)

𝐵𝑀−1
2 =

[

𝑀𝑣 𝐼𝑚
𝐼𝑙 ⊕ (𝑀𝑣⊙𝑀𝑢) 𝑀𝑢

]

(33)

𝐵𝑀−1
3 =

[

𝐼𝑚 𝑀𝑣
𝑀𝑢 𝐼𝑙 ⊕ (𝑀𝑣⊙𝑀𝑢)

]

(34)

𝐵𝑀−1
4 =

[

𝑀𝑢 𝐼𝑙 ⊕ (𝑀𝑣⊙𝑀𝑢)
𝐼𝑚 𝑀𝑣

]

(35)

𝐵𝑀𝑖 and 𝐵𝑀−1
𝑖 , 𝑖 = 1, 2, 3, 4 always have determinants equal to one.

In the following, we describe the proposed technique to construct
diffusion matrices based on two primary diffusion matrices. The final
binary diffusion matrix is invertible if the both primary binary diffusion
matrices are invertible. If only one of the primary diffusion matrices is
invertible, the final diffusion matrix is non-invertible.

4.3. Constructing technique of the final binary invertible diffusion matrices

A diffusion matrix that is based on a single diffusion form cannot
provide maximum performance as we will prove in Section 6. For this
reason, an extended analysis is done to quantify the minimum number
of different primary diffusion forms necessary to provide the maximum
cryptographic performance. In fact, the construction technique of the
final binary diffusion matrix form necessitates the detection of the
required number of different primary diffusion matrices 𝐵𝑀𝑤 that
should be mixed by using the proposed binary matrix multiplication
operation (presented in Algorithm 2) to produce the final diffusion
7

Fig. 4. Architecture of the proposed invertible diffusion matrix construction using two
different invertible primary diffusion forms (𝐵𝑀 = 𝐵𝑀1 ⊙ 𝐵𝑀3).

matrix 𝐵𝑀 = ⊙𝑗
𝑤=1𝐵𝑀𝑤, where 𝑗 can be 2, 3, or 4. The required

number of matrix multiplication is 𝑗 − 1.
Moreover, to produce a primary diffusion matrix, we apply the

following two steps:

(1) Construction of two different binary sub-matrices (𝑀𝑢𝑤 and
𝑀𝑣𝑤), in addition to two identity matrices 𝐼𝑙 and 𝐼𝑚 to form
one primary diffusion matrix 𝐵𝑀𝑤, 𝑤 = 1, 2, 3, 4.

(2) A part of 𝐵𝑀𝑤 requires the binary matrix multiplication be-
tween two sub-matrices (𝑀𝑣𝑤 ⊙ 𝑀𝑢𝑤), and addition of an
identity matrix 𝐼𝐿 to the output using the logical operation (⊕).
Then, these components are used to construct the corresponding
primary diffusion matrix 𝐵𝑀𝑤.

In Fig. 4, we show the process for the construction of two primary
diffusion matrix forms, with different sub-matrices, that are used to
produce a final binary diffusion matrix based on the adopted binary
matrix multiplication.

According to the obtained results (Figs. 9 and 10), we need to select
two pairs of matrix forms. We recommend the use of (𝐵𝑀1, 𝐵𝑀3) or
(𝐵𝑀2, 𝐵𝑀4) for the generation of the final binary diffusion matrix,
which yields better results than other pairs.

In summary, the expression of the final diffusion matrix 𝐵𝑀 is given
by Eq. (36), when the selected pair is (𝐵𝑀1, 𝐵𝑀3), and by Eq. (37),
when the selected pair is (𝐵𝑀2, 𝐵𝑀4):

𝐵𝑀 = ⊙1
𝑤=0𝐵𝑀2×𝑤+1 = 𝐵𝑀1 ⊙ 𝐵𝑀3 (36)

𝐵𝑀 = ⊙2
𝑤=1𝐵𝑀2×𝑤 = 𝐵𝑀2 ⊙ 𝐵𝑀4 (37)

Fig. 4 illustrates the architecture of the proposed approach for
building the final invertible diffusion matrices. It uses two different
primary forms to build the final diffusion matrix, which are multiplied
using the proposed binary matrix multiplication ⊙. An example of such
construction of 𝐵𝑀 is shown in Fig. 5, for 𝑛 = 8, where 𝑙 = 𝑚 = 𝑛

2 = 4.
Moreover, the inverse of the final diffusion matrix 𝐵𝑀−1 is obtained

using the binary matrix multiplication of the inverse matrices of the
corresponding primary matrix forms. For 𝐵𝑀 = 𝐵𝑀1 ⊙𝐵𝑀3, 𝐵𝑀−1 is
obtained according to Eq. (38):

𝐵𝑀−1 = ⊙1
𝑤=0𝐵𝑀

−1
2×𝑤+1 = 𝐵𝑀−1

1 ⊙ 𝐵𝑀−1
3 (38)

For 𝐵𝑀 = 𝐵𝑀2 ⊙ 𝐵𝑀4, 𝐵𝑀−1 is obtained according to Eq. (39):

𝐵𝑀−1 = ⊙2
𝑤=1𝐵𝑀

−1
2×𝑤 = 𝐵𝑀−1

2 ⊙ 𝐵𝑀−1
4 (39)

Another advantage of the proposed construction technique if the
fact that the inverse 𝐵𝑀−1 is obtained in a similar manner to 𝐵𝑀 .
Moreover, the inverse matrix operation is not required according to
Eq. (32). We use the same sub-matrices and operations to form the pri-
mary diffusion inverse matrix form, which in turn reduces the latency
of diffusion primitives construction at the decryption side.
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Fig. 5. A construction example of the invertible binary diffusion matrix for 𝑛 = 8.
In Fig. 7, we show two numerical examples of binary diffusion
matrices with maximum possible branch number, which is 5 for 𝑛 = 12,
and 6 for 𝑛 = 16. This confirms the ability to generate a variable binary
diffusion matrix with the maximum desirable diffusion properties.

5. Proposed non-invertible integer and binary diffusion matrices

A non-invertible diffusion matrix guarantees the one-way property,
which is a principal condition for several cryptographic algorithms such
as hash functions, stream ciphers and key derivation functions. Such
a matrix, 𝑁𝐵𝑀 , will be generated after defining the non-invertible
primary integer matrix forms. These will be adapted in a similar
manner to the invertible case, as described in Section 4.2.

5.1. Primary dynamic non-invertible integer diffusion matrices forms

First, the construction of non-invertible integer diffusion matrices
will be carried out for a size (2 × 2), which should have a deter-
minant equals to 0 (singular matrix). Thus, 𝑑𝑒𝑡(𝐴) = 0, then 𝑎𝑑 = 𝑏𝑐.
To obtain such a form, we fix one parameter to ±1. For example, if
𝑎 = 1 → 𝑑 = ±𝑏𝑐, this results in one of 4 forms, as presented in Eq. (40):

𝐴1 =
[

1 𝑏
𝑐 𝑏 × 𝑐

]

(40)

To simplify the representation, each non-invertible diffusion pri-
mary matrix form also has two variable parameters (𝑢, 𝑣) that can
8

be different for different forms. This leads into 4 new forms (see
Eqs. (41)–(44)):

𝑁𝐴1 =
[

1 𝑢
𝑣 𝑢𝑣

]

(41)

𝑁𝐴2 =
[

𝑢 1
𝑢𝑣 𝑣

]

(42)

𝑁𝐴3 =
[

𝑢𝑣 𝑣
𝑢 1

]

(43)

𝑁𝐴4 =
[

𝑣 𝑢𝑣
1 𝑢

]

(44)

This formulation is illustrated again below where 𝑢 and 𝑣 are re-
placed with the sub matrices 𝑀𝑢 and 𝑀𝑣, respectively. Then, we obtain
the flexible non-invertible primary diffusion matrix with dimension 𝑛.

𝑁𝑀1, 𝑁𝑀2, 𝑁𝑀3, and 𝑁𝑀4 are four primary flexible, non-
invertible diffusion matrices, which are built using the previous four
structures 𝑁𝐴1, 𝑁𝐴2, 𝑁𝐴3, and 𝑁𝐴4, respectively, and they are
presented in Eqs. (45)–(48):

𝑁𝑀1 =
[

𝐼𝑚 𝑀𝑢
𝑀𝑣 𝑀𝑢 ⋅𝑀𝑣

]

(45)

𝑁𝑀2 =
[

𝑀𝑢 𝐼𝑚
𝑀𝑢 ⋅𝑀𝑣 𝑀𝑣

]

(46)

𝑁𝑀3 =
[

𝑀𝑢 ⋅𝑀𝑣 𝑀𝑣
𝑀𝑢 𝐼𝑚

]

(47)

𝑁𝑀4 =
[

𝑀𝑣 𝑀𝑢 ⋅𝑀𝑣
]

(48)

𝐼𝑚 𝑀𝑢
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For example, if 𝑀 = 𝑁𝑀0, the determinant of 𝑀0 is given by Eq. (49):

𝑑𝑒𝑡(𝑁𝑀0) = 𝑑𝑒𝑡(𝐼𝑚) × 𝑑𝑒𝑡(𝑀𝑣0𝑀𝑢0 −𝑀𝑣0𝐼
−1
𝑙 𝑀𝑢0)

= 𝑑𝑒𝑡(𝐼𝑚) × 𝑑𝑒𝑡(𝑀𝑣0𝑀𝑢0 −𝑀𝑣0𝑀𝑢0)

= 𝑑𝑒𝑡(𝐼𝑚) × 𝑑𝑒𝑡(𝑍) = 0

= 1 × 0 = 0 (49)

where 𝑍 is a zero matrix and its determinant is equal to zero (since all
elements are equal to zero). This means that the necessary condition
to obtain the inverse matrix is not possible, and hence, retrieving the
original input is not also possible.

5.2. Adaptation of the non-invertible binary diffusion matrices forms to the
binary galois field

The proposed form for the non-invertible Binary Matrices 𝑁𝐵𝑀𝑖,
𝑖 = 1, 2, 3, 4 can be obtained using the same modification that was
described previously for the invertible ones. Moreover, the proposed
dynamic, non-invertible, flexible, primary binary diffusion forms are
presented below in Eqs. (50)–(53):

𝐵𝑁𝑀1 =
[

𝐼𝑚 𝑀𝑢
𝑀𝑣 (𝑀𝑢⊙𝑀𝑣)

]

(50)

𝐵𝑁𝑀2 =
[

𝑀𝑢 𝐼𝑚
(𝑀𝑢⊙𝑀𝑣) 𝑀𝑣

]

(51)

𝐵𝑁𝑀3 =
[

(𝑀𝑢⊙𝑀𝑣) 𝑀𝑣
𝑀𝑢 𝐼𝑚

]

(52)

𝐵𝑁𝑀4 =
[

𝑀𝑣 (𝑀𝑢⊙𝑀𝑣)
𝐼𝑚 𝑀𝑢

]

(53)

5.3. Constructing technique of the final binary non-invertible diffusion
matrices

The experimental results are similar to the results of Figs. 9 and 10.
Hence, the number of fixed points is very low, according to Fig. 10,
when multiplying two primary forms as compared to a single primary
diffusion matrix form, or when multiplying more than two primary
forms. Similarly, a higher branch number is reached in this case.

As in the invertible case, we select the pairs (𝑁𝐵𝑀1, 𝑁𝐵𝑀3) or
(𝑁𝐵𝑀2, 𝑁𝐵𝑀4) as they provide the best choice for the final non-
invertible diffusion matrix. 𝑁𝐵𝑀 is expressed by Eq. (54), if the
selected pair is (𝑁𝐵𝑀1, 𝑁𝐵𝑀3), and by Eq. (55), if the selected pair
is (𝐵𝑀2, 𝐵𝑀4):

𝑁𝐵𝑀 = ⊙1
𝑤=0𝑁𝐵𝑀2×𝑤+1 = 𝑁𝐵𝑀1 ⊙𝑁𝐵𝑀3 (54)

𝑁𝐵𝑀 = ⊙2
𝑤=1𝑁𝐵𝑀2×𝑤 = 𝑁𝐵𝑀2 ⊙𝑁𝐵𝑀4 (55)

Note that different binary sub-matrices (𝑀𝑢 and 𝑀𝑣) and (𝑀𝑢′ and
𝑀𝑣′) are used to build both primary forms. Then, the same approach
is used for the construction of the invertible diffusion matrix, except
for the fact that the primary matrix forms are replaced with the
non-invertible ones (Eq. (53)), as seen in Fig. 6.

6. Security analysis

In this section, we perform several security tests and we analyze
their results, to assess the feasibility and strength of the proposed
diffusion algorithm. The simulation experiments include 𝐵𝑁 , 𝐹𝑃 , in
addition to 𝑆𝐴𝐶, and 𝐵𝐼𝐶.

Note that we used MATLAB (MATrix LABoratory) since it offers
iterative analysis with a programming language that expresses matrix
and array mathematics directly; this makes it the simulation environ-
ment of choice for our work. Furthermore, The experimental setup
includes MATLAB version R2018a, and a DELL laptop machine Intel(R)
9

Fig. 6. Architecture of the construction technique of a non-invertible diffusion matrix
using two different non-invertible primary diffusion forms (𝑁𝐵𝑀 = 𝑁𝐵𝑀1 ⊙𝑁𝐵𝑀3),
using the adapted binary multiplication.

Core(TM) i7-7600U CPU @ 2.80 GHz (4 CPUs), running Windows 10,
with OS memory of 16,266 MB RAM.

Next, we describe the used cryptographic primitives, and we analyze
the cryptographic performance of the proposed scheme to identify the
optimal parameters for the construction of diffusion matrices with a
solid cryptographic level.

6.1. Cryptographic metrics

We quantify the following cryptographic metrics to assess the ro-
bustness of the generated binary diffusion matrices:

(1) The branch number [60]
(2) The number of the fixed points [61]
(3) Strict Avalanche Criterion (𝑆𝐴𝐶) and the Output Bit Indepen-

dence Criterion (𝐵𝐼𝐶) [62]

6.1.1. Branch number
The branch number of a diffusion matrix represents the diffusion

rate, and it quantifies its security against traditional attacks such as
linear and differential cryptanalysis. Also, it denotes the minimum
number of active elements (different) for any two consecutive rounds.
The diffusion matrix is a linear transformation that is represented as
a matrix. Let 𝑛 be the number of elements in a diffusion matrix 𝐷,
where the size of each input and output element is 𝑚 bits. Therefore,
the diffusion matrix can be defined as 𝐷 ∶ ({0, 1}𝑚)𝑛 → ({0, 1}𝑚)𝑛.

The branch number 𝛽(𝐷) of an (𝑛 × 𝑛) diffusion matrix 𝐷 is
calculated according to Eq. (56):

𝛽(𝐷) = 𝑚𝑖𝑛{𝑤𝑡(𝑥) +𝑤𝑡(𝐷 ⋅ 𝑥𝑡)} | 𝑥 ≠ 0 (56)

where (.)𝑡 is the transposed matrix, 𝑥 = {𝑥1, 𝑥2, … , 𝑥𝑛} ∈ ({0, 1}𝑚)𝑛,
𝑥𝑖 ∈ {0, 1}𝑚, 𝑖 = 1, 2, … , 𝑛, and 𝑤𝑡(𝑐) denotes the Hamming weight of
a code word 𝑐 (the number of nonzero bits in 𝑐).

6.1.2. Number of fixed points
The effect of the number of Fixed Points (𝐹𝑃 ) of the diffusion

operation is described in [61]. When the number of fixed points in
a linear transformation greatly exceeds the expected number of a
random linear transformation, this indicates a poor diffusion of the
transformation since the bits in these blocks are left unchanged when
producing the output blocks. Note that the expected number of fixed
points in a random permutation is one [61].
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Fig. 7. A numerical representation of three binary final invertible matrices, for (a) 𝑛 = 8, (b) 𝑛 = 12, and (c) 𝑛 = 16. The matrices have the maximum possible branch number,
which is 4 for (a), 5 for (b) and 6 for (c).
Fig. 8. Distribution of branch numbers for the diffusion form of [51]: (a) for 𝑛 = 8
and (b) for 𝑛 = 16, for 1000 randomly generated diffusion matrices.

6.1.3. Strict avalanche criterion (𝑆𝐴𝐶)

The effect of the confusion and diffusion properties is known as
the avalanche effect [63]. Webster and Tavares have defined the Strict
Avalanche Criterion (SAC) [62] in order to quantify the avalanche
effect of the substitution tables. In contrast, we have used it to quantify
the robustness of the proposed diffusion matrix construction technique.
10
We perform the mapping between the input and diffused output ele-
ments. Each input is a vector of 𝑛 bits, with values varying between 0
and 2𝑛 − 1; these will be diffused when generating a binary diffusion
matrix. 𝑆𝐴𝐶 is an essential characteristic, and a strong cryptographic
primitive (confusion or diffusion) should satisfy this criterion, which
states that, if one bit in the input block is changed, half of the output
bits should change [5].

6.1.4. Output bit independence criterion (𝐵𝐼𝐶)
𝐵𝐼𝐶 is another essential property that has also been described by

Webster and Tavares [62]. 𝐵𝐼𝐶 is used to validate the safe use of a
substitution table or a non-linear transformation. The importance of the
𝐵𝐼𝐶 criterion lies in the fact that it specifies the following condition:
two output bits 𝑗, 𝑘 should change independently [5], when a single
input bit 𝑖 is changed, for all 𝑖, 𝑗 and 𝑘.

6.2. Cryptographic performance of the related binary diffusion matrix

In this section, we assess the cryptographic performance of the pre-
vious diffusion matrix forms presented in [51], and we highlight their
limitations to justify the need for the new scheme. In this experiment,

we generate 1000 random binary diffusion matrices, for (𝑛 = 8) and for
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Fig. 9. Variation of the ECDF of the branch number for the produced diffusion using a single or several primary diffusion forms for (a) 𝑛 = 12 and (b) 𝑛 = 16.
Fig. 10. Variation of the ECDF of the fixed points for the produced diffusion matrices using single or several primary diffusion forms for (a) 𝑛 = 12 and (b) 𝑛 = 16.
Fig. 11. The variation of the branch number for (a) 𝑛 = 8, (b) 𝑛 = 12, and (c) 𝑛 = 16.
d
t
t
c

𝑛 = 16). We plot the distribution of the branch numbers in Fig. 8(a)–
b), respectively. The results indicate that with the increase of 𝑛, the
ercentage of the 𝐵𝑁 value of 4 becomes more significant, while the
ercentage of the lower branch number of value 2, decreases. The
aximum value of 𝐵𝑁 remains 4 with higher values of 𝑛, which is

onsidered as a hard limitation with this form.
11

k

Next, we show the percentage distribution of the 𝐹𝑃 for the same
iffusion matrices, with 𝑛 = 8 and 𝑛 = 16, in Tables 3 and 4, respec-
ively. The results indicate that the number of 𝐹𝑃 is not lowered, and
he diffusion matrices have 𝐵𝑁 ≤ 4. These results confirm the limited
ryptographic performance of the solution. However, to the best of our
nowledge, it is the first approach that provides the two important



Journal of Information Security and Applications 68 (2022) 103264H.N. Noura and A. Chehab

p
𝐹

d
𝑛
p
s
d
t
c

Fig. 12. Variation of the corresponding distribution of the branch number for different values of 𝑛, for 𝑚 = 𝑙 = 𝑛
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Fig. 13. Variation of the percentage of the number of fixed points for (a) 𝑛 = 8, (b) 𝑛 = 12, and (c) 𝑛 = 16, with 𝑚 = 𝑙 = 𝑛
2
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Table 3
Percent distribution of the fixed points for 1000 random produced invertible binary
diffusion matrices using the previous solution for 𝑛 = 8.
𝐹𝑃 15 31 63 127

% 88.3 11.3 0.01 0.39

Table 4
Percent distribution of the fixed points for 1000 random produced invertible binary
diffusion matrices using the previous solution for 𝑛 = 16.
𝐹𝑃 255 511 1023 2047

% 88 11 0 1

properties of flexibility and dynamicity. Note that the results of 𝐵𝑁
or 𝐹𝑃 are variable, and they depend on the produced pseudo-random
sub-matrices (𝑀𝑢, 𝑀𝑣).

6.3. Identifying the required number of primary forms to construct the final
diffusion matrix

In this experiment, we generate 1000 primary diffusion matrices
for each form, for 𝑛 = 12 and for 𝑛 = 16. Then, we produce the final
diffusion matrices using either a single form, 2, 3, or 4 forms via the
proposed matrix multiplication (𝐵𝑀 = ⊙𝑗

𝑤=1𝐵𝑀𝑤, 𝑤 = 1, 2, 3, 4). We
lot the Empirical Cumulative Distribution Function (ECDF) of 𝐵𝑁 and
𝑃 in Figs. 9 and 10.

The results show that using a single primary diffusion matrix form
oes not achieve a high branch number. The maximum 𝐵𝑁 is 5 for
= 12, and 6 for 𝑛 = 16, and it is obtained when using more than one
rimary diffusion form. Moreover, close to 50% of the produced diffu-
ion matrices have a BN ≥ 4 for 𝑛 = 12, and close to 84% of produced
iffusion matrices have a BN ≥ 4 for 𝑛 = 16. Therefore, we propose
o use two primary diffusion matrix forms to achieve the required
ryptographic performance, as compared to a single primary matrix.
12

t

lso, this is efficient since the multiplication is applied just twice,
hich strikes a good balance between low computational complexity
nd good cryptographic performance.

.4. Detecting the optimal size of primary matrix forms

In this experiment, we track the variation of 𝐵𝑁 versus 𝑙, for
ifferent sizes of 𝑛 (8, 16 and 20). The results, shown in Fig. 11, indicate
symmetric variation; the maximum values of 𝐵𝑁 are reached for 𝑚 ∈
𝑛
2 −1, 𝑛2 ,

𝑛
2 }. The distribution of 𝐵𝑁 is shown in Fig. 12, for 𝑚 = 𝑙 = 𝑛

2 .
We can see that 𝐵𝑁 increases with the increase of 𝑛, and mixing two
different primary diffusion matrices achieve a better 𝐵𝑁 compared to
a single primary diffusion matrix form. Note that the maximum values
of 𝐵𝑁 (4, 5, 6, and 7) are reached for 𝑛 = 8, 12, 16, 20, respectively.
Compared to Fig. 8, the branch number increases from 4 to 6, for
𝑛 = 16, which indicates an enhanced diffusion property, when 𝑛 is
increased.

Similar result are obtained for the 𝐹𝑃 criterion whereby the vari-
ation of 𝐹𝑃 is symmetric, and it reaches its low bound, for 𝑚 ∈ { 𝑛

2 −
1, 𝑛2 ,

𝑛
2+1}, for different values of 𝑛. The distributions of 𝐹𝑃 for different

izes of 𝑛, and for 𝑚 = 𝑙 = 2
2 , is shown in Fig. 13. The results indicate

clearly that the maximum number of 𝐹𝑃 is always low as 𝑛 increases,
nd a numerical result is presented in Table 5. These results indicate
hat the optimal configuration to produce binary diffusion matrices,
nvertible and non-invertible, is for 𝑚 = 𝑙 = 𝑛

2 .
Hence, this solution achieves the main objective of modern sym-

metric cryptography, and outperforms the solution presented in [51].
In summary, the obtained results range from acceptable to high values,
and the latter are achievable.

Unlike traditional tests, SAC is applied on the output, the produced
diffusion matrix, which is invertible and satisfies the bijectivity prop-
erty. The output matrix could be considered as a substitution box,
however, it does not have a nonlinear degree. In Fig. 14(a)–(b), we
show the variation of the average SAC values (mean of 𝑛 × 𝑛 values of
he dependence matrix) versus 𝑚, for 𝑛 = 8 and 16, respectively. We
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Fig. 14. Variation of the average of 𝑆𝐴𝐶 versus 𝑚 for (a) 𝑛 = 8 and (b) 𝑛 = 16.
Fig. 15. Variation of the average of 𝐵𝐼𝐶 versus 𝑚 for (a) 𝑛 = 8 and (b) 𝑛 = 16.
Table 5
The percentage distribution of the fixed points for 1000 random produced invertible
binary diffusion matrices by using the proposed construction technique for 𝑛 = 16.
𝐹𝑃 0 1 3 7

% 87.9000 11.499 0.001 0.6

can observe that the SAC values converge closely to the ideal value of
0.5, for 𝑚 ∈ { 𝑛

2 −1, 𝑛2 ,
𝑛
2 +1}. These results are similar to, and thus, they

confirm the results obtained for 𝐵𝑁 and 𝐹𝑃 .
Also, in this paper, 𝐵𝐼𝐶 is used to find the optimal size of 𝑚

to produce binary diffusion matrices with the desired cryptographic
properties. The BIC test analyzes the relationship between the input
vector and the output diffusion vector of an (𝑛 × 𝑛) binary diffusion
matrix. We track the variation of the average values of 𝐵𝐼𝐶 (the mean
of 𝑛 × 𝑛 values of the 𝐵𝐼𝐶 matrix without the diagonal elements)
versus 𝑚, and we show the results in Fig. 15(a)–(b), for 𝑛 = 8 and 16,
respectively. It can be clearly shown that the 𝐵𝐼𝐶 values are very close
to the ideal value of 1 , for 𝑚 ∈ { 𝑛 −1, 𝑛 , 𝑛 +1}, which is similar to the
13

2 2 2 2
results of 𝑆𝐴𝐶. Accordingly, 𝑚 can be set to 𝑛
2 as it provides acceptable

cryptographic properties.

7. Conclusion

In this paper, we followed the dynamic key-dependent approach,
and we presented several dynamic, key-dependent primary diffusion
matrix forms. These forms are derived using specific algebraic opera-
tions that are simple, and yet they ensure the diffusion property. These
matrix forms are adapted from the integer field into the binary Galois
field, by modifying the matrix multiplication operation. The advantages
of the proposed matrix forms are related to their flexibility, dynamicity,
and the support of both invertible and non-invertible matrices. To
the best of our knowledge, this work presents the first technique to
construct key-dependent binary diffusion matrices that exhibit low
computational complexity and good cryptographic performance. The
obtained results proved that the maximum cryptographic performance

𝑛 − 1, 𝑛 , 𝑛 + 1}. Then, we proposed a scheme to
is achieved when 𝑚 ∈ { 2 2 2
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enhance the cryptographic performance of the produced binary diffu-
sion matrices by multiplying together different primary matrix forms.
Also, the results indicated clearly that using only two different primary
binary diffusion forms is sufficient to strike a good balance between
cryptographic performance and efficiency; this makes the proposed
solutions appropriate for a dynamic SCA.
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